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1. OGmue moJsio:KeHUst

[IpeameToM HacTOsILEH UHCTPYKLMH ABJIAETCS 00s3aTeIbHBIE UIS BCEX CTPYK-
TypHbIX noapasnenenui CIIGI'YTII/ TpeGoBanus mo obecrneveHuio KOH(UIEH-
UAAIBHOCTH JOKYMEHTOB, COJEPXKAIIUX [TePCOHANILHEIE JaHHBIE.

Ion nepconanvruvimu oannvimu (I111) nonnmarot mobyro UH(GOPMALHIO, OTHO-
CAIIYIOCS K ONpPENeSIEHHOMY WM OINpeseNsieMOMy Ha OCHOBAaHHMH TaKOW HMH(OpPMAIUH
duznueckomy nuiy (cyowsexty [1[1), B ToM umcie: haMuIus, UMsl, OTYECTBO, TOJ, Me-
CsILl, IaTa ¥ MECTO POXKAEHUs, agpec, CeMeHoe, COIMANIbHOE, NMYIIECTBEHHOE T10JI0-
KeHue, 00pazoBaHue, Ipodeccust, JOXOAbL, Apyras HHHOPMALIKSL.

Hudpopmayuonnas cucmema nepconanvbHyix OGHHbIX — WHGHOPMAMOHHAS
CHCTEMA, NPEJCTaBIAIOmasi COO0M COBOKYIHOCTh IE€PCOHAIBHBIX JAHHBIX, COIEpIKa-
IUXCs B 0a3e JaHHBIX, a TAKKe HHPOPMALMOHHBIX TEXHOJIOTUI U TEXHMYECKUX CPEJCTB,
TI03BOJISIIOLIMX OCYILIECTBIIAIT 00pabOTKY TaKUX MEPCOHATBHBIX JAHHLIX € MUCIIONb30Ba-
HHMEM CPEZICTB aBTOMATH3aLluK UK 0e3 HAIWYUs TaKUX CPEICTB

Onepamop niepcoHanbHBIX JaHHBIX — [OCYAapPCTBEHHBIN OpraH, MyHULUIIAb-
HBIM OpraH, IOpUAMYECKOe WM (PU3UUYECKOE JIUIIO, OPraHU3yIoHe U (UIIK) OCYLIEeCTB-
Jsromue 06paboTKy NePCOHANBHBIX JaHHBIX, a TAKOKe OIPE/eNISIIOIINe LENH U COJepIKa-
HUe Takoi 00paboTKH.

Obpabomka nepconanbHblX OAHHbIX — NEUCTBUS (OMEpalud) ¢ MEPCOHAIB-
HBIMH JAHHBIMH, BKIIIOYas cOOp, CUCTeMaTH3allMIo, HAKOIIJICHUE, XpaHEHHE, yTOu-
HeHue (0OHOBIEHHUE, U3MEHEHNUE), UCIIONB30BaHUe, pacpOCTpaHeH e (B TOM YHCIIe Tie-
penady), o0e3nM4YrBaHue, OIOKUPOBAHUE, YHIHUYTOXKEHHE [TEPCOHANBHBIX JaHHBIX.

ObecneyeHrne KOHQUAESHIUAIBHOCTH NTEPCOHATBHBIX JAHHEIX He TpebyeTcs B
ciyyae 00e3n1MYUBaHKs NePCOHANBHBIX JaHHBIX UM B OTHOLIEHUH OGILENOCTYII-
HBIX IEPCOHANBHLIX JAaHHBIX. B 00LIen0CTyIHbIE UCTOYHUKY [T€PCOHANLHBIX JaH-



HBIX (B TOM YHCJI€ CIIPABOYHHUKH, aJpecHble KHUTH) B LEIAX HH()OPMAIMOHHOTO
obecredyenys ¢ MUCbMEHHOI'O COIVIACHs CyOBeKTa MEePCOHANbHBIX HAHHBIX MOTYT
BKJIIOYaThCs €ro (GaMUiIUs, UM, OTYECTBO, TOJ M MECTO POXKAEHHs, aapec, abo-
HEHTCKUH HOMEp, CBEIEHUS O NPO(MECCHH U UHbIE NEepCOHAIbHBIC NAHHBIE, MPEHO-
CTaBJIEHHbIE CYOBEKTOM NEPCOHANbHBIX JAaHHBIX.

KoHduaeHnnanbHOCTh NMEPCOHANBHBIX NaHHBIX IMPENyCMaTPUBAET 00s3a-
TeJbHOE corjacue CyObeKTa NepCOHAIBHBIX NAHHBIX WM HaJW4dde WHOIO 3aKOH-
HOro OCHOBaHMs Ha UX 00paborky. Cornacue cyObheKkTa MepCOHaNbHBIX JaHHBIX HE
TpeOyeTcst Ha 00pabOTKy MaHHBIX:

— B LIENAX MCIIOJHEHHUS oOpalleHus, 3ampoca CyObeKTa MepCcoHanbHbIX
JaHHBIX, TPYJOBOIO WJIKM HHOI'O JOTOBOpA C HUM;

— aJPECHBIX JaHHBIX, HEOOXOAMMBIX JJIS TOCTaBKH MOYTOBBIX OTIPAaBICHUM
OpraHM3alUsIMU [IOYTOBOH CBSI3H;

— NaHHBIX, BKIIIOYAIOLIKX B ce0s TOJIBKO (haMUJIUK, UMEHA U OTYECTBA,

— B LEJISIX OJHOKPAaTHOTO IMPOIyCKa Ha TEPPUTOPHIO, WIIM B MHBIX aHAJIOIHY-
HBIX IEJISIX;

— IEePCOHANBHEIX JaHHBIX, 00pabaThiBaeMbIX 0e3 HCIOJIb30BAaHUS CPENCTB
aBTOMaTHU3aLUH.

B crpykrypubix noapasaenenuax CIIGIYIITI ¢popmupyroTcs u BeayTcs
NepeYHy KOH(QUAEHIHWANbHBIX JaHHBIX C yKa3aHHEM periiaMeHTHPYIOIUX HOKY-
MEHTOB, MECT XpaHEHUs U OTBETCTBEHHBIX 3a XpaHeHHe U 00paboTKy HaHHBIX II0
npunazaemoti popme. OcymecTBIATh 00pabOTKy U XpaHeHHEe KOH(QUIEHIMATLHbIX
JITaHHBIX, HE BHECEHHBIX B I1€pEUYEHb, 3allpeIaeTcs.

OcHoBHBIE TPeOOBAaHUSA ¥ MEPONPUATHS 110 0OECIEYSHHIO GE30MACHOCTH TIPH
00paboTke ¥ XpaHEHWU NEepPCOHAIBHBIX MAAHHBIX YCTAHOBJIEHBI ITOCTAHOBIIEHHUSIMHU
[IpasurensctBa Poccuiickoit ®enepauun ot 17 Hos6pst 2007 r. Ne 781 "OG yrBep-
xnennu ITonoxenus o6 obecriedeHnH 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX IIPU UX
00paboTke B MHPOPMALIMOHHBIX CHCTEMaX MEePCOHANLHEIX JaHHBIX" U OT 15 ceHTs6-
ps 2008 1. Ne 687 "O6 yreepxxaenun IlonoxeHus 06 ocobeHHOCTSIX 06paboTKHU Iep-
COHANBHEIX JaHHBIX, OCYUIECTBIIIEMON 0e3 HCIONB30BaHUS CPEACTB aBTOMATHU3a-
nun". OOpaboTKa MepcoHaNbHBIX AJaHHBIX HE MOXET OBITh IPU3HAHA OCYIIECTBIIS-
€MOM C HCIIOJIb30BAHUEM CPEICTB aBTOMATH3allUU TOJIBKO Ha TOM OCHOBAHHUH, YTO
NIepCOHANILHEIE JIaHHEIE COAEpXKaTcs B MH(GOPMAIMOHHOW CHCTEME IMEPCOHAILHBIX
JaHHBIX JTU00 ObLIM U3BJIEYEHBI U3 HEe.

2. O6mue npaBUJIa XpaHeHHUsI U NepeAaYH MEePCOHATbHBIX AAHHBIX

3amnpelaercs OCTaB/IsITh MaTepUabHbIE HOCUTEIH C MEPCOHAILHBIMHU JaH-
HBIMH 0€3 IIPUCMOTpa B He3allepTOM MOMEIleHWH. Bce COTpYIHUKH, ITOCTOSHHO
paboTaromue B MOMEILEHUsX, B KOTOPBIX BeleTcsi 00paboTKa MepCOHANbHBIX NaH-
HEIX, JOJDKHEI OBITH JOMYyLIEHB! K pPa00Te C COOTBETCTBYIOUIMMHU BUAAMH IE€PCOHAT-
HBIX JaHHBIX.

CotpynHrkaM, paboTarOIMM C MEPCOHAJBHBIME NaHHBIMH, 3allpeliaeTcsl Co-
o0IIaTh UX YCTHO WJIM MUCHMEHHO KOMY OBl TO HU OBLIO, €CIAH 3TO HE BBI3BAHO
ciy)ke0HOoHM HeobxoxumocThio. Ilocne moAroTOBKM ¥ Mepenadd JOKYMEHTa B COOT-
BETCTBUM C Pe30JIIOLHUeN, (haiyibl YePHOBUKOB M BapUAHTOB JJOKYMEHTA IT€PEHOCSATCS



IIOJrOTOBMBIIMM MX COTPYIHHUKOM Ha MapKUPOBAaHHbIE HOCUTENH, NPeAHa3HAUYEHHbIE
IUIS. XpaHEHHUs MEePCOHAIbHBIX JaHHEIX. be3 coryacoBaHus ¢ pyKOBOJUTENEM CTPYK-
TYpPHOTO ToJpaszeneHus GopMUpoBaHUe U XpaHeHHe 6a3 HaHHbIX (KapToTek, (aiino-
BBIX apXMBOB U JIP.), COJEPKAIUX KOH(GUIEHIIMANbHbIE TaHHbIE, 3alpeIaeTcs.

Ilepenaua nepcoHaNbHBIX JAHHBIX JOMYCKAeTCs TOJBKO B CIIyYasX, YCTAHOB-
neHHbIx OenepanbHeIMU 3aKkoHaMu Pocculickoit @eneparyn «O mepcoHanbHEIX AaH-
HBIX», «O TmopsKe paccMOTpeHus: obpalieHuil rpaxaan Poccuiickoir Penepa-
OUU», TEUCTBYIOMMMU HHCTPYKIUAMU MO paboTe CO CIyKeOHBIMH JOKYMEHTAMHU
¥ oOpalleHusIMH IpakK[IaH, a TaKkXke [0 NHCbMEHHOMY MOpYYEHHUIO (PE30IIOLHN)
BBIIIECTOSIIUX JOJKHOCTHBIX JIMII.

3anpernaeTcs nepefada INepCoHaNbHBIX AAaHHBIX 110 Teiaedony, (akcy, snek-
TPOHHOM TIOYTE 3a UCKIIOYEHUEM CIIy4aeB, YCTAHOBJIEHHBIX 3aKOHONATEILCTBOM U
JEHCTBYIOIUMMHU MUHCTPYKIMAMH 110 paboTe CO CIYXeOHBIMU TOKYMEHTaMH U 006-
pameHusaMu rpaxaad. OTBEeThl Ha 3allpoChl TPXKAaH ¥ OpraHM3aLui JaloTcs B TOM
o0bemMe, KOTOPHIM IO3BONSAET He pasriamarh B OTBETaX KOH(UIEHIIHATbHbBIE
JaHHbIE, 32 UCKIIOYEHHEM JaHHBIX, COAEPXKAUIUXCS B MaTepHanax 3asgBUTENs
UM ONYOJIMKOBAaHHBIX B OOLIEOCTYMHBIX HCTOYHHUKAX.

Cotpynnuku noppasaenenuit CII6GI'YIIT/], a Taxke HHbIE IMIA, OCYIIECTBIA-
fomuye o0paboTKy WiIM XpaHeHHe KOH(GUAEHLMANbHBIX JAaHHBIX B CIIGI' VIITA,
HECYT OTBETCTBEHHOCTBb 3a obecredeHue UX HHGOPMALUOHHON 6e30MacHOCTH.
Jlnna, BUHOBHBIE B HapyNIEHMH HOPM, PEryJIHPYIOLIMX 00paboTKy W XpaHeHHe
KOH()MIEHIHANBHBIX JaHHBIX, HECYT AUCHHIUIMHAPHYIO, aJMUHUCTPATHBHYIO HIM
YTOJIOBHYIO OTBETCTBEHHOCTb B COOTBETCTBUH C 3aKOHOJATEIHLCTBOM U BEIOMCTBEH-
HBIMU HOPMAaTUBHBIMU aKTaMH.

Cotpynnuku noppasaenenuit CIIOIVIIT u nuua, BEINONHSAOMKAE PABOTHI
II0 JOTOBOpaM U KOHTpaKTaM, UMEIOIKHEe OTHOLIEHHE K paboTe ¢ MepCcoOHaNbLHLIMU
A@HHBIMH, JOJDKHBI OBITH B 0043aTENFHOM IOPSAKE 03HAKOMJIEHBI TIOJ PACHHUCKY C
Hacrosen MHcTpyKuunex.

3. Ilopsigok obGecnevyenust 6Ge3omacHOCTH Npu 00paGoTKe W XpaHeHHH
NepPCOHAIbHBIX JAHHBIX, OCyUIECTBJIsIeMOii 6e3 HCIOJIb30BAHUS CPEACTB aBTO-
MaTH3aLHH

3.1. YcnoBus XpaHeHMs NEPCOHANBHBIX HaHHBIX. OGpaboTKa IepcoHaTbHBIX
JaHHBIX, OCYLIECTBIJIgeMas 0€3 UCIO0JIb30BAaHUS CPEJCTB aBTOMATU3ALMHU, J0JDKHA
OCYILIECTBIATHCS TAKUM 00pa3oM, 4TOOBI B OTHOLIEHHH KaXKION KaTeropuu Imep-
COHAJIbHBIX JAHHBIX MOXKHO OBIJIO ONpEeNeNUTh MeCTa XPaHEHHUS IepCOHAIBHBIX
JQHHBIX (MaTepHalbHBIX HOCUTENeH) U yCTAaHOBHUTE IE€PEYEHb JIUL, OCYLIECTRIISIO-
X 00padoTKy MepCOHANBHBIX JAHHBIX.

ITpu xpaHeHUH MaTepHUalbHEIX HOCUTENEH NOIDKHEI COOIIIONATLCS yCIOBUS,
obecrneyuBarOUIUe COXPaHHOCTb MEPCOHANBLHEIX JAHHBIX M MCKJIIOYAOIIHE
HECaHKLMOHUPOBAaHHBIN K HUM HocTyn. IIpu mpueme Ha paboTy wiu nepexoje Ha
APYTyIO DOJDKHOCTD JIMLQ, OCYIIECTBIIAIOUINEe 00pab0TKy MepCOHANIBHEIX JaHHBIX 03
HCIIOJIB30BAHMSI CPE/ICTB aBTOMATU3alUM, JOJDKHBI OBITH NMPOHMH(GDOPMUPOBAHBI O
¢axre 06pabOTKNM MMH MEPCOHANBHBIX NAHHBIX, KATETOPHAX 00pabaThIBaeMbIX Mep-
COHAJIbHBIX MNAaHHEIX, a TaKXKe 00 OCOOEHHOCTSX U MpaBUiIaxX OCYILECTBIECHUS TaKOH
00pabOoTKH, OTPa’KEHHBIX B HACTOSILEN HHCTPYKLIUH.



HeobOxonumo obecneunBaTh pa3lebHOE XpaHEHHE MMEPCOHANBHEIX IaH-
HBIX (MaTephalbHBIX HOCHUTeNeH), 06paboTka KOTOPBIX OCYIIECTBISETCS B Pa3jivy-
HBIX Lenax. IIpu gpuxkcanny nepcoHanbHBIX TaHHBIX Ha MaTepUaIbHBEIX HOCHUTENAX He
JoIIycKaeTcs (pUKcalys Ha OZHOM MaTepUabHOM HOCHTENIE TIEPCOHATBHBIX JaHHBIX,
1em 00paboTKU KOTOPBIX 3aBEJOMO HE COBMECTUMEI. {11 00paboTKU pa3indHbIX
KaTeropuil NepcoHaNbHBIX JaHHBIX, OCYIIECTBISIEMON €3 UCIIONb30BaHMs CPEICTB
aBTOMAaTHU3aLUH, IS KaXK0M KaTeropuu MepCOHaIbHBIX MaHHLIX JOJKEH UCIIOIb30-
BaThCs OTIAENBHBIN MaTepUaNbHBIA HOCUTEND (XKypHal y4eTta, OJaHk, hopma u Ip.).

[Ipr HecoBMeCTUMOCTH Lienedl 06paboTKU NMepCOHANBHBIX JAaHHBIX, 3a(QUKCH-
POBaHHBIX Ha OJHOM MaTepUalIbHOM HOCHUTeJe (eCIU MaTepualbHBIM HOCHUTEINb
HE MO3BOJIAET OCYIIECTBIATL 00PaOOTKy MEePCOHATBHBIX JAHHBIX OTAENLHO OT ApY-
rux 3a()MKCHPOBAHHBIX Ha TOM )K€ HOCHUTEJNe MEePCOHATBHBIX JaHHBIX) JOJKHBI ObITh
IPUHSATBI MEPBI, HCKITIOYAIOIIUE OJHOBPEMEHHOE KOIUPOBAHHE MHBIX TIEPCOHANTBHBIX
JaHHBIX, HE MIOJJIeXKAIINX PACIIPOCTPAHEHUIO U UCIIOIL30BAHMUIO.

3.2. Mcnonp3oBanye TUIOBBIX (OPM TOKYMEHTOB ¥ )KypHAJIOB ydeTa

IIpu pa3paboTKe W MCIIOJNB30BAHUH THIIOBBEIX (OPM JOKYMEHTOB, XapaKTep
MH(pOPMAlUU B KOTOPBIX IPEAINOJaraeT WiIK JOIyCKaeT BKIIFOYEHHE B HUX MepCco-
HaJNBHBIX JAHHBIX (manee — TUIOBas (opMma), NODKHBI COONONATLCS CIeNyIOIIUe
YCIIOBUSI:

a) Tunosas (GopMa WM CBS3aHHBIE C HEH JOKYMEHTHl (MHCTPYKLUS 110 ee
3aMOJTHEHHUIO, KaPTOUYKH, PEECTPEI M XKYPHANbI) AOJKHBI COIAEPKATh CBELECHUS O
nenu o0pabOTKU MEepCOHANBHBIX JAHHBIX, OCYIIECTBISEMON 0€3 HCIIOIB30BaAHUS
CPeICTB aBTOMAaTH3alMHU, UM (HauMeHoBaHKe) U anpec Oneparopa, hamMuiInio, UM,
OTYECTBO ¥ aJ[pec CyOBbeKTa NePCOHANBHBIX AAHHBIX, HCTOYHHUK MOJYYEHHUS MEepPCo-
HaJIbHBIX JTaHHBIX, CPOKH 00pabOTKHU MEPCOHANBHBIX JAHHBIX, IIEPEUYEHb AEHCTBUH ¢
IIEPCOHANIBHBIMY JaHHBIMH, KOTOPBIE OyIyT COBEpIIAThCS B Ipolecce ux 06paboTky,
ofIee onucaHue UCIoJb3yeMbIX OnepaTopoM croco6GoB 06paboTKK MepCOHANBHBIX
JaHHBIX;

0) Tunosas Qopma JOJDKHA IPeNyCMaTpUBaTh II0JI€, B KOTOPOM CyOBEKT
MePCOHATBHBIX JaHHBIX MOXET IIOCTABUTh OTMETKY O CBOEM COIJIACHH Ha 00paboTKy
MIePCOHATBHBIX NAHHBIX, OCYLIECTBIAEMYIO0 0€3 HCIIONB30BaHUS CPENCTB aBTOMATHU-
3alM{, — MPU HEOOXOAMMOCTH MOJIYYeHHs IHCBMEHHOTO COryiachs Ha o0paboTKy
[IepCOHATBHBIX JaHHBIX;

B) TUIIOBas (opMma HOJKHA OBITH COCTaBlE€HA TAaKMM 00pPa3oM, YTOOHI
KaXXIblli U3 CyOBEKTOB NEPCOHANBHBIX JAHHBIX, COAEPIKAIIMXCSA B JOKYMEHTE, UMeI
BO3MOYKHOCTH O3HAKOMHTECS CO CBOMMHU MEPCOHAIBLHBIME JTAHHLIMU, CONEPIKAIUMHU-
Csl B JOKyMEHTe, HE Hapyllas IIPaB U 3aKOHHBIX HHTEPECOB MHBIX CyOHEKTOB IEPCOo-
HaJIbHBIX JaHHBIX (HalpuMep, pEKOMEHIYETCs pacroliarat HHGOPMAIHIO 0 KaXkKI0M
CyObexTe MepcoHaNbHBIX AAHHBIX Ha OTHEIBHOM JIMCTE JKYPHANA WM OTAENbHOM
Onmanke).

3.3. YHu4TOX€HHEe MIU 00e3NMYMBaHUE YACTHU IE€PCOHANBLHBIX NaHHBIX,
€CJIM 3TO JOIyCKAEeTCs MaTepHaJIbHBIM HOCUTETeM (Hampumep, OyMaXKHBIM OlaH-
KOM, (pOPMOH, XKypHAJIOM H IIp.), MOXXET MPOU3BOAUTLCS CIIOCOOOM, UCKIIOYAIOIINM
HaJbHENIIyI0 00paboTKy 3THX NIEPCOHANBHBIX JaHHBIX C COXpAaHEHHEM BO3MOXKHO-
cTH 00pabOTKH HHBIX JAaHHBIX, 3aUKCUPOBAHHBIX Ha MaTEPUaIbHOM HOCHTENE
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(ynanenue, BeIMapblBaHNe). Y TOUHEHHUE IIE€PCOHATBHBIX JaHHBIX IIPU OCYILECTB-
NeHUH uxX 00paboTku 6e3 UCIOIB30BaHUS CPEACTB aBTOMATU3ALMH [IPOU3BOIUTCS
MyTeM OOHOBJIEHMsI WJIM M3MEHEHHUS JaHHBIX Ha MaTepHalbHOM HOCHUTENe, a eclu
3TO HE JOIIyCKAETCHd TEXHUYECKMMHU OCOOEHHOCTSIMHU MAaTEpPUallbHOTO HOCHUTEJS,
— IyTeM (UKCAllM{ Ha TOM K€ MaTepUaIbHOM HOCHTEJE CBEJEHUN O BHOCHMBIX B
HUX W3MEHEHHUsSX, JIMOO IIyTeM H3rOTOBJICHHS HOBOTO MAaTEPHaIbHOIO HOCHUTENS C
YTOYHEHHBIMU [I€PCOHAIBHBIMU JAHHBIMH.

YepHOBEIE BapHaHThI 3aII0JIHEHHBIX (OPM, OIaHKOB M APYTrUX HOCHTENEH IM0JI-
nexar 00s3aTeIbHOMY YHMYTOXKEeHHUI0. He nmomyckaercst MOBTOpHOE HCIIOIb30BaHHUE
TaKHUX HOCHUTEJEH NaHHBIX JJIsl OPYTUX LeJeH.

4. Ilopsinox obecmeyenusi 6€30MACHOCTH NMpPU 00paGoTKe M XpaHEHHH
NEepPCOHAJbLHBIX JAHHLIX, OCYLIECTBJSAEMOH C MCHOJIB30BAHUEM CPEICTB ABTO-
MaTH3aUHHU

4.1. bezonacHOCTh IepCOHANIBHBIX JaHHBIX IIPH MX 00paboTke B MH(OpPMALH-
OHHBIX CHCTeMax 00eCIeYMBAeTCsl C IIOMOINBIO CHCTEMBI 3aLIMTHI MEPCOHANBHBIX
AAHHBIX, BKJIOYAIOIIEH OpraHW3allMOHHbIE MEPEl M CPEACTBA 3aIUThl HHPOpMa-
WM, & TaK)XKe HCI0JIb3yeMble B MHOOPMALMOHHON cHucTeMe WH()OpPMalUOHHEIE
TEXHOJIOTUU.

Jomyck nui K 06paboTKe NEepCOHATBHBIX NAHHBIX B WH(POPMAIMOHHOHN CH-
CTeMe OCYLIECTBISIETCSI Ha OCHOBAHMU COOTBETCTBYIOMIMX Pa3pEIIUTENBHBIX HOKY-
MEHTOB U KJIIo4el (maposeit) qocryna.

Pazmelenne MHPOPMALMOHHBIX CUCTEM, CIIeLUaIbHOE 060PYI0BAHUE U Opra-
HU3a1Ms pabOTEI C II€PCOHATBHBIMU JaHHBIMH JIOJDKHBI 00€CIIeYrBaTh COXPAHHOCTD
HOCHTEJIeN MMEPCOHANIBHBIX JaHHBIX M CPE/ICTB 3alIUThl HH(GOPMALIMH, 8 TAKKE UCKIIIO-
YaTh BO3MOXXHOCTH HEKOHTPOJIMPYEMOI'0 MNpPeOBIBAaHUS B 3THX MOMELIEHUSAX IIOCTO-
POHHUX JIULI.

KoMmproTeps! u(uin) 31eKTpOHHbIE MAIKH, B KOTOPBIX CoAepKaTcs (Gpaiibl ¢
NEPCOHANBHBIMU JaHHBIMU, IJISI KaXKI0r0 IMOJIB30BaTENs MOJIKHEI OBITH 3allHIle-
Hbl MHIMBHIYaJbHBIMHU MApPOJIIMU AOCTYIA, COCTOSIIMMHU M3 6 U Oojiee CHUMBOJIOB.
PaboTa Ha KOMIBIOTEPAX C IEPCOHATBHBIMY JaHHBIMU 0e3 mapoJtiel JoCTyna, Uiu
0[] 4y>KMUMH HUJIH O0IUMHU (OMHAKOBBIMHE) ITAPOJISIMH, 3aPEIIAETCs.

Ilepecplika IEpCOHANBHBIX JAaHHBIX 0€3 KCIONB30BAHMS CIIELUATIBEHBIX
CPEICTB 3aILUTHI (MEXCETEBbIe 9KPaHbI U IIp.) MO OOIIEIOCTYIIHEIM CETSIM CBSI3U, B
TOM uucie HTepHeT, 3anpemaeTcs.

4.2. TexHuveckue U IpPOrpaMMHBIE CPEICTBA JOJDKHBI YIOBIETBOPSATH
yCTaHaBIMBAEMBIM B COOTBETCTBUM C 3aKOHOAATEIbCTBOM Poccuiickoit Denepa-
UMK TpeOOBaHUAM, 00eCleYHBaIOMUM 3alUTy uHpopMmanuu. CpencTBa 3allUTh
MH(OpMaLUK, IPUMEHseMble B HH(OPMALOHHEIX CHCTEMAX, B YCTAaHOBJIEHHOM IIO-
psiIKe MPOXOJAT MPOLEAYPY OLEHKH COOTBETCTBUSI U cepTuduKanuu. Vcrnons3oBanue
HeCepTU(GULUPOBAHHBIX CPENICTB 3aIIUTHI 3APEIASTCS.

ITpu 06paboTKe MepCoOHANBHBIX NaHHBIX B HH(POPMAILMOHHON CUCTEME I0JIb30-
BaTEJISIMU JIOJDKHO OBITH 00ECIIEYeHO:

a) UCIIOJb30BaHUE IpEIHAa3HAUYEHHBIX U 3TOr0 pas3fesioB (KaTaloros)
HOCHUTeNeH UH(OPMaLKH, BCTPOGHHBIX B TEXHHUYECKUE CpefcTBa ()KECTKUE IMCKH),
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WM ChEMHBIX MapKUPOBAHHBIX HOCUTEJIEH;

0) HenomyueHre GU3NUECKOTO BO3NEHCTBUS HA TEXHUYECKUE CPENCTBA aB-
TOMaTU3UMPOBAHHON 00pabOTKM MEePCOHANbHBIX AaHHBIX, B PE3yJNbTATE KOTOPOTO
MOXET OBITh HapylLIeHO UX PYHKIIMOHUPOBAHUE;

B) IIOCTOSIHHOE MCII0JIb30BaHUE aHTUBHPYCHOTO obecredeHus ajisd 00HapyxkKe-
HMs 3apaKeHHBIX (afI0B M He3aMeAJIUTEeIbHOE BOCCTAHOBJIEHHE IEPCOHAIb-
HBIX JaHHBIX, MOJU(PULNPOBAHHBIX WM YHHUTOXKEHHBIX BCIEACTBUE HECAHKLIUOHU-
POBAaHHOT'O OCTYTIa K HUM;

I) HEJIOIyIeHNe HECAaHKLIMOHIUPOBAHHBIX BBIHOCA M3 ITOMEILEHUH, YCTAHOBKH,
MOJKIIFOYeHUs: 000PyNOBaHUS, a TaKXKe yNaJeHHsl, MHCTAUIALMK WK HACTPOUKH
IIPOrPaMMHOI0 OOecreyueHHUs..

IIpr 06paboTke mepcoHaNbHBIX JAHHBIX B MH(GOPMALMOHHON CHUCTEME paspa-
OO0TYMKAMU U aIMUHUCTPATOPAMH CHCTEM JIOJIKHEI 00€CIIEYnBATHCS

a) o0y4eHHe JIHL, UCIOJB3YIOUIMX CPEACTBA 3aIUUTH WHPOPMALMHU, IPHU-
MeHseMble B HTH(QOPMAL[MOHHBIX CUCTeMaX, IpaBuiaM paboThl ¢ HUMHU;

0) ydeT JuL, AOMYLIEHHBIX K paboTe C MepCOHANbHLIMU JaHHBIMH B HH-
(GopMaLMOHHOH cUcTeMe, IpaB U MapoJiei JOCTYIIa;

B) y4€T NPUMEHSIEMBIX CPEACTB 3aIUTHl HHPOPMAIUH, SKCIUTyaTalHOHHOMN
¥ TEXHUYECKOH JOKYMEHTAIUH! K HUM;

) KOHTPOJIb COOJIOJEHUS YCJIOBHH MCIIOJB30BAHMS CPEACTB 3AIMUTHI HH-
(Gopmanyu, nmpesycMOTPEHHBIX SKCIUTyaTallHOHHON U TEXHUYECKOH OKYMEeHTaLHel;

1) OTIUCaHKE CUCTEMBI 3aIUThI IEPCOHAIBHEIX JaHHBIX.

Cnenuduueckue TpeGOBaHUS MO 3aL[UTE MEPCOHANLHBIX JaHHBIX B OTHEJb-
HBIX aBTOMAaTHU3MPOBAHHEIX CHCTEMaxX YCTAaHABIUBAKOTCS WHCTPYKIHAMHU 10 UX UC-
II0JIb30BaHUIO U SKCIUTyaTall|H.

S. Ilopsipok y4yera, XpaHeHHsI U O0pPALUEHHUS] CO CbEMHBLIMH HOCHUTEISIMHU
NEePCOHANBHBIX JAHHBIX, TBEPABIMH KOMHUSIMH H HX YTHIH3ALMH.

5.1. Bce Haxopsmuecss Ha XpaHEHHU M B OOpallleHUW CHEMHBIE HOCUTEIH C
IIEPCOHANBHEIMU JaHHBIMU NOMNIeKAT YUETY. KakabIli ¢heMHBIH HOCUTEND C 3allu-
CaHHBIMHU Ha HEM IEPCOHAIbHBIMU JaHHBIMHU JOJKEH UMETh 3TUKETKY, Ha KOTOPOM
YKa3bIBA€TCsI €r0 YHUKAJIBHBIN YUETHBIA HOMED.

Y4er u BbIa4y CheMHBIX HOCUTENEH IePCOHANBHBIX JaHHBIX 110 NpUIA2aemotl
¢opme OCYIIECTBIAIOT COTPYAHUKH CTPYKTYpPHBIX MOJpa3ieseHui, Ha KOTOPBIX
BO3JIOXKEHBI (QYHKIMM XpaHEHMs HOCHTeNeH MepCcoHalbHBIX AaHHBIX. CoTpy-
auky CIIOI'YIIT/L nmony4aroT yuTeHHBIM ChbeMHBIH HOCHTENH OT YIOJHOMOYEHHOTO
COTPYAHMKA Ul BBINOJHEHMS pabOT Ha KOHKPETHBIH cpok. Ilpu monydeHuu ne-
JIAIOTCSL COOTBETCTBYIOUIME 3alIMCH B JKypHaie ydera. [Io okoHUaHMM paboT IOJIb-
30BaTeNb CIAET ChEMHBIH HOCUTEND AJIS XPaHEHHs YIIOTHOMOUYEHHOMY COTPYIHHKY,
0 YeM J[eJIaeTCsl COOTBETCTBYIONIAs 3aMUCh B XKypHAJle yYera.

5.2. 3ampeiaercs:

— XpaHUTh CHEMHBIE HOCHUTENIHU C NMEePCOHANbHBIMU JAHHBIMHU BMECTE C
HOCHUTEJIIMU OTKPBITOM MH(OpPMaLMU, Ha pabo4uX CTOJIaxX, JUOO OCTABIATH HX
0e3 mMpuCMOTpa WIIH NepeaBaTh Ha XpaHeHHe IPYIUM JHLAM;

— BBIHOCUTH CHEMHBIE HOCUTENIM C IIEPCOHATBHBIMU JaHHBIMHU U3 CIIYKeOHBIX
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TIOMEIIeHUH 11t paGOThl ¢ HUMU Ha IOMY, B TOCTUHMLIAX H T. A.

IIpu oTmpaBke WM Nepefade MEPCOHANBHBIX JAaHHBIX aapecaTaMm Ha ChbeMHBIE
HOCHUTEIH 3alIMCBIBAIOTCS TOJBKO IIPeIHAa3HAaYEHHbIe agpecaTaM JaHHble. OTnpaBka
IIEPCOHAJIBHBIX JAaHHBIX ajpecaTaM Ha ChEeMHBIX HOCHUTEINSX OCYIIECTBIISIETCS B IIO-
pszKe, YCTaHOBJIEHHOM [UIsl JOKYMEHTOB JUIsl CIIy>kK€OHOro IOJIb30BaHMs. BBIHOC
CBEMHBIX HOCUTEJIEH NEePCOHANIBHBIX JaHHBIX AJIsI HETIOCPEJACTBEHHON mepenaun aj-
pecaTty OCYILECTBJSIETCS TOJBKO C IMCBMEHHOIO pa3pelieHus] PYKOBOIUTEIIS
CTPYKTYPHOI'O IOAPa3JeJIeHHUI.

5.3. O cdakrax yTpaTbl CBEMHBIX HOCHTENEH, COAEpIKAIIMX IePCOHAILHBIE
IaHHBIE, MO0 pa3ryalleHUs] COAEpKAIIUXCS B HUX CBEJECHHN HeMeIJIeHHO CTa-
BUTCs B M3BECTHOCTH HAYaJIbHUK COOTBETCTBYIOLIETO CTPYKTYPHOTO MOJIpa3aeIICHHS.
Ha yTpauennsle Hocutenu cocraBisieTcs: akT. COOTBETCTBYIOIIHE OTMETKH BHOCST-
Cs1 B )KyPHAJIBI IIEPCOHAIIBHOI'O Y4YeTa Chb€MHBIX HOCUTEeJIeH NePCOHANIbHBIX JaHHBIX.

CbeMHBIE HOCUTENU MEpPCOHAIBHBIX JAaHHBIX, MPUIIEAIINEe B HETOJHOCTD,
UJIM OTCILY?KMBIIME yYCTaHOBJIEHHBIM CPOK, NOJJIEKAT YHUYTOXKCHHIO. Y HUUTOXKEHME
CHEMHBIX HOCHUTEJIEeH ¢ KOH(UIEHUHAIbHOW MH(OpMaLMeidl OCYIIEeCTBISETCS KO-
muccuen, yreepxkaeHHor agmuHuctpauueit CIIOIYIIT/. Ilo pesynpraTam yHH-
4TOXXEHUSI HOCUTEJNIEH cocTaBIsieTcs akT (popma npunazaemcs).

MHucTpykuus cocrasieHa ynpasnenueM nHpopmatusanuu CIT6IYIIT/I.
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