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1. O01Me moJIoKEHHU

Hacrosimee IlonmoxeHue — ycraHaBiuBaeT TpeOoBaHusT K  obecreueHuro
06e30macHOCTH MEPCOHAIBHBIX NAHHBIX NpU UX 00paboTKe B HHPOPMALMOHHBIX
CUCTEMaX, a TaKkKe K MH(POPMALMOHHBIM TEXHOJIOTUSM U TEXHUUYECKUM CPEICTBaM,
MO3BOJISIIOIIMM  OCYILECTBISITE O00pabOTKy TaKuX MEepPCOHAJIBHBIX JaHHBIX C
VICIIOJIb30BaHUEM CPEJICTB aBTOMATU3AIN Y.

ITonoxeHnue paspaborano B cooTBercTBUM ¢ KoHctutynueit Poccuiickoii
Oenepanuu, @DepepanbHbiM 3akoHOM OT 27 wuronsg 2006 1. Ne 149-®3 «O6
uHpopmauy, UH(DOPMAIMOHHBIX TEXHOJOTUSX W O 3alluTe HHPopMamum» (C
U3MEHEHUsIMU U nononHeHusmMu), DenepaipHbIM 3akoHOM OT 27 wuronst 2006 r.
Ne 152-®3 «O mnepcoHanpHBIX MAAaHHBIX» (C W3MEHEHUSMU U JIOMOJHEHHSIMH ),
IlocranoBnennem IIpaButensctBa Poccuiickoit @enepanuu ot 1 HosiOpst 2012 .
Ne 1119 «O6 ytBepxknenun TpeboBaHuil K 3al[uTe NEPCOHATBHBIX NAHHBIX MPU HX
00paboTke B MHPOPMAIMOHHBIX CHUCTEMax MEPCOHAITBHBIX NaHHBIX», OTPACIEBBIMU
HOPDMAaTUBHBIMM JOKYMEHTaMHM, YCTaBOM M OIpeneNseT MOpSAOK OOpaboTKU H
3allIUTHI IEPCOHANIbHBIX JaHHBIX pab0THUKOB U oOyuaromuxcs CII6I YIIT/.

2. Hepeqeﬂb AOKYMEHTOB, B KOTOPbIX COAEPKATCHA CBEACHHUS,
COCTaBJIAIOIIHE MEPCOHAJIbHbIC TAHHBIC

2.1. IlepcoHasibHbIE JaHHbIE pA0OOTHUKOB:

— JIOKYMEHTBI, MpenbsBisieMble pPaOOTHUKOM TIIpH 3aKJIIOYEHWH TPYIOBOTO
noroeopa (cmamwvs 65 Tpyoosozo «koodexkca P® (macmopT WIXW ITOKYyMEHT,
YIOCTOBEPSIIOIIMKA  JTUYHOCTh; TPYHOBas KHHUXKA; CTPaXxOBOE CBHJIETEILCTB
rOoCyJapCTBEHHOIO II€HCHOHHOIO CTPaXOBaHHUS, JOKYMEHTBHI BOWHCKOTO YYeTa;
JOKyMEHT 00 00pa3oBaHUH);

— IOKyMEHTBI O COCTaB€ CEMbU pabOTHUKA, HEOOXOAUMEBIE IS TIPEIOCTaBICHHUS
rapaHTH{, CBSI3aHHBIX C BBIIIOJIHEHUEM CEMEHHBIX OO0s3aHHOCTEeHW (HampuMmep:
CBUJIETENIBCTBO O 3aKJIIOYEHUH Opaka, CBUJIETEIBCTBO O POXKICHUH AeTeH );

— IOKYMEHTBI O COCTOSIHAU 3[I0OPOBbSI J€TEH M OPYTuX OJU3KUX POJCTBEHHUKOB
(HampuMep: cnpaBKd 00 WHBAIUAHOCTH), KOTJa C HAJIWYHEM TaKUX IOKYMEHTOB
CBSI3aHO NPENOCTaBIeHHE pabOTHUKY KaKUX-TMOO rapaHTHi ¥ KOMIIEHCAIUii;

— JIOKYMEHTBI, IOATBEP)KIAIOLIME IPAaBO Ha JAOIMOJHUTENbHbIE TapaHTHH U
KOMIIEHCALIUU 1o OIpeIeIeHHBIM OCHOBaHWMSIM, IIPeyCMOTPEHHBIM
3aKOHOJATEIbCTBOM (00 WMHBaIMIHOCTH, OTPAaHUYEHUU K TPYILy B ONpEAeSeHHBIX
YCIIOBUSIX, [IOHOPCTBE, HaXOXXIE€HHWU B 30HE BO3JCHCTBUS pagualldd B CBSI3H C
aBapueil Ha YepHOOBIIBCKOM ADC U T.11.).

IlepedeHb nepcoHaIbHBIX JaHHBIX PAOOTHUKOB MPEICTABIIEH B IPUIOKEHUH 1.

2.2. IlepconanbHbIe JaHHbIE 00y4YalOLIUXCH:

— IOKyMEHTBI, IpenbsBIsieMble B INPUEMHOM KOMHCCHM TPH 3allOJTHEHUN
3asBJICHUS OJI y4acTHs BO BCTYIUTENBHBIX HCIBITAHHSIX (MACIIOPT HIIM JOKYMEHT,
YAOCTOBEPSIIOIIMKA  JIMYHOCTh; JOKYMEHTBI BOWMHCKOTO YydeTa, IOKyMEHT 00
00pa3oBaHuM);

— IOKYMEHTBI, IOATBEP)KIAIOIIME IIPaBO Ha JONOJHUTENbHBbIE TapaHTUU U
KOMITEHCALlUU o OIpEeJEeIEHHBIM OCHOBaHHSIM, peLyCMOTPEHHBIM



3aKOHOJaTeIbCTBe (00 MHBAMIHOCTH, HAXOXKICHUH B 30HE BO3IEHCTBUS paflalluy B
cBsI3U ¢ aBapueit Ha YepHoObUTbCcKOM ADC U T. 11.);

— MEeIUIIMHCKas CIIPaBKa,

— IOTOBOpP O BHEOHOKETHOM OOy4deHHM (AJi1 COOTBETCTBYIOIIEH KaTeropuu
00yYaroIIuXcs);

— KBUTAHIIMH 00 OILIATE I10 JJOTOBODPY.

[lepeueHs epCOHATBHBIX JAaHHBIX 00YUYAIOIIUXCSI IPEACTABIICH B IPUIOKEHUH 2.

3. [IpuHuunbI 00pab0TKH NepCcOHATbHBIX JaHHbIX.
YcnoBus npoBeneHus cOopa H 00pabOTKH NEePCOHAJTLHBIX JAHHBIX

K ocHOBHEIM npuHIMIIAM 00paOOTKU MEPCOHATBHBIX JAHHBIX MOYKHO OTHECTH:

a) MPUHLIMII 3aKOHHOCTH LieJiel ¥ ciocob60B 00pabOTKU MEPCOHATBHBIX TAHHBIX;

0) NPUHLUII COOTBETCTBUS 00BEMa U XapaKkTepa 00pabaThIBaeMBbIX ITEPCOHANTBHBIX
JIAHHBIX, CIOCOOOB X 00pabOTKH U IeNIsIM 00pabOTKH MTEPCOHANIBHEBIX TaHHBIX;

B) IPUHLIMI JOCTOBEPHOCTH II€PCOHATBHBIX NAHHBIX, WX JIOCTATOYHOCTH IS
neigeit  oOpaboOTKM, HENOIYCTUMOCTHM OOpabOTKM  MEepCOHATBHBIX  JTAHHBIX,
M30BITOYHBIX 110 OTHOIIEHUIO K 3asBJIEHHBIM IPU UX COOpE LENIIM;

') IPUHIUIT HENONMYCTUMOCTA OOBEIMHEHMS CO3TAHHBIX IJII HECOBMECTHMBIX
MeX Iy cobol nenei 6a3 JaHHBIX HH(GOPMALIMOHHBIX CHCTEM ITePCOHANIBHBIX JaHHBIX;

1) IPUHIUI 3alIUTHl IEPCOHANBHBIX NAaHHBIX OT HEMPAaBOMEPHOTO JOCTYIIA U HMX
UCII0JIb30BaHUS UJIU YTPATHL.

[Ipu 00paboTKe MNepCOHANBHBIX MaHHBIX JOJKHBI COOJIOJATHCS, COIIACHO
cmamuve 86 Tpyoosozo kooexca P®, cnenyroiiye ob1ue TpeOOBaHUS

1) o6bpaboTka mepcOHANbHBIX JaHHBIX paOOTHUKA MOXKET OCYIIECTBISATHCS
UCKIIFOYUTEIBHO B IeIsIX oOecredeHus COOMI0ACHNS 3aKOHOB U MHBIX HOPMATHBHBIX
[IPAaBOBBIX aKTOB, COACHUCTBUS pabOTHUKAM B TPYNOYCTPOMCTBE, OOyUYEHHH W
IPOABIXKEHUU II0 Cly>k0Oe, oOecnedeHuss JUYHOM Oe30MacHOCTH pabOTHHUKOB,
KOHTpOJISI KOJMYECTBa M KadecTBa BBINNOJHSEMOW paboTel U obOecreyeHus
COXPaHHOCTH UMYIIECTBA;

2) mpu OmIpefeNieHud o0beMa U COfAep)KaHUs 00pabaThIBaeMBIX IEPCOHATBHBIX
IAHHBIX pabOTHHMKa paboTojaTenb IOJDKEH pPYKOBOACTBOBAaThCS KOHCTHTYIMEMH
Poccuiickoi ®epepauuu, TpynoBeiM komekcoM P® u wHbIMH (eaepalbHBIMU
3aKOHaMH;

3) Bce mepcoHalbHbIE AaHHbIE paOOTHUKA CIIeAyeT MoJy4YaTh y Hero camoro. Eciu
IIEPCOHAJIBHBIE JAHHBIE PAOOTHUKA BO3MOXHO MOJIYYUTh TOIBKO Y TPEThe CTOPOHBEI,
TO pabOTHUK NOJDKEH OBITH YBEAOMJIEH OO0 3TOM 3apaHee W OT HEro JOJKHO OBITh
IIOJy4eHO IHUCbMEHHOe coriacue. PaGoronatens DOMKEH COOOIIUTH paGOTHHKY O
LelsaX, IpeAnojaraéMelX HCTOYHUKAX M Croco0ax IONydeHHS IePCOHATbHBIX
JAHHBIX U IIOCJIENCTBUSAX OTKaza paOOTHUKa JaTh IHCBMEHHOE COIJIachMe Ha HX
MOy YeHHUE,;

4) paboTonaTens He HMeeT IIpaBa IOJNydaTh W 00OpabaThIBaTh [EPCOHANLHBIE
IaHHbIE PAaOOTHHKA O €ro IOJUTHYECKUX, PEJUTHO3HBIX W HHBIX YOEKIEHHSIX H
YaCTHOM JKM3HHU. B ciIydasx, HENOCPeICTBEHHO CBSI3aHHEIX C BOIPOCAMH TPYIOBBIX
OTHOIIEHHMI, B COOTBETCTBUH cO cTaThel 24 Koncturynuu Poccuiickoit @enepanvu



paboTomarenp BIpaBe IONy4aTb U oOOpabaTbiBaTh [NaHHBIE O YacTHOM JKU3HHU
pabOTHHKA TOJBKO C €ro MUCEMEHHOI'O COTJIacusi;

5) pabotomarens He KMeEET IMpaBa MONy4yaTb M 00pabaThiBaTh IEPCOHANbHBIE
JaHHbIe pPa0OTHHKAa O €ro WJIEHCTBE B OOIIECTBEHHBIX OOBEIMHEHUSIX WU €ro
PO COIO3HON JESITEeNBHOCTH, 3a HCKIIOYEHHUEM ClIy4yaeB, MPeayCMOTPEHHBIX
TpynoBeiMm konekcom P® unu uHBIMU PenepatbHbIMUA 3aKOHAMU;

6) Ipy  TOPUHITUM  pELIeHUH, 3aTparuBarolUX  HHTepechl  paboTHHUKA,
paboTomarenb He UMEET MPaBO OCHOBBIBATHCS Ha MEPCOHATBHBIX JaHHBIX PabOTHHUKA,
MOJIyYeHHBIX HCKIJIFOUUTENBHO B pe3yNbTaTe MX aBTOMATU3UPOBAHHOW 00pabOTKH
WM 3JIEKTPOHHOTO TIOyUYeHUSs;

7)3amuTa TEePCOHAJIBHBIX JaHHBIX pabOTHMKAa OT HEMPaBOMEPHOIO0 X
WCIIOJIb30BaHUs WIIM YTpaThl AOJKHA ObITh obecredeHa paboTomaresieM 3a CUeT ero
CpeACTB B IIOPSAKE, YCTAaHOBIEHHOM TpymOBBIM KOAEKCOM P® uId WHBIMU
beneparbHBIMU 3aKOHAMH;

8) pa®OTHUKM U UX MPEICTABUTENH JODKHBI OBITh O3HAKOMIIEHBI ITOJ] POCIIUCH C
NOKyMEeHTaMH  paboTomarens,  yCTAaHABIWBAIOIMIMMH  IIOPSIOK  0OpabOTKM
MEPCOHANIBHBIX JaHHBIX PaOOTHUKOM, a TaK)Ke 00 MX MpaBaX ¥ O0SI3aHHOCTSIX B 3TOU
o0JacTy;

9) paGOTHHKH He JOJKHBI OTKa3bIBATHCSI OT CBOMX MMPAB Ha COXPaHEHHE U 3aIlUTY
TalHBI;

10) paboTomareny, paOOTHHUKA U MX TPEICTABUTENH OJDKHBI COBMECTHO
BbIpa0aThIBaTh MEPHI 3AIUTHI IEPCOHATBHBIX JAaHHBIX PaOOTHUKOB.

4. PaGoTa ¢ fOKyMeHTaMH, COAePKALIMMH MePCOHAIbHbIE TaHHbIE
paboTHHKA H 00yYarolerocs

IlepcoHanpHble JHaHHBIE pPaOOTHHMKA COJEPXKATCsS B OCHOBHOM JOKYMEHTE
[IEpPCOHAJBHOIO ydeTa pabOTHUKOB — B JIMYHOH KapTOuke pabOTHHKA, KOTOpas
3alloJHSeTCS COTPYIHUKOM YIIpaBIE€HUS KaJIpoB IOC]e H3TaHWS IpPHKa3a O ero
npreMe Ha paboTy U XpaHUTCS B CIIELMaIbHO 000PYAOBaHHOM IIKadYy.

IlepcoHanbHble AaHHBIE OOYYarOIIErocs COAEpPXaTcsi B OCHOBHOM JOKYMEHTE
IIEPCOHAJIBHOTO ydeTa O0yd4arollMXCs — B JMYHOHW KapTOYKe CTyIeHTa WK
aclMpaHTa, KOTOpasl 3aIlONHSIETCS COTPYAHHKAMU IUPEKTOPATOB, YIIPAaBIEHHEM
aCIMPaHTYyphl U YIPABIEHUS KaJpOB IOCHE WU3JIaHUS MPUKAa3a O €ro 3a4hCIIeHUH Ha
oO0ydeHue 1 XpaHUTCS B CIEUAIbHO 000pYJOBaHHOM IIKady.

Jis yHUYTOXEHHs HaHHBIX Ha OyMa)XHBIX HOCHTENSIX B IOApa3JeeHHsX,
paboTarlyxX ¢ MEepCOHAIBHBIMUA JaHHBIMU PAOOTHUKOB U OOYYaroIlIuXCs, HODKHA
OBITh yCTaHOBJIEHA OPHCHAs TEXHUKA — YHUYTOXKHUTENIM OyMar u JOKYMEHTOB.

S. XpaHeHHe U HCIIOJIb30BAHHE NMEPCOHATBbHbBIX JaHHBIX
pabOTHHUKOB M 00y4aIOIIUXCSI

JIOKyMEHTBI, coneprkale HHGOpMAaLMIO O NEPCOHANBHBIX JaHHBIX pabOTHHKA U
oOydaromierocsi, XpaHsITcs Ha OyMa)XHBIX U 3JEKTPOHHBIX HOCHUTENSX B YIPABIECHUU
KaJIpoB YHWBEPCUTETA, IIJIAHOBO-(DMHAHCOBOM YIIPABICHHH, pPaCYETHOM OT/IEINE
yIpaBIeHHUsl OyXraJlTepCKOro ydera M (UHAHCOBOTO KOHTPOJS, OUPEKTOPATaX.
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Hoctyn k Takod umHbopManuu 0e3 MOIy4YeHUs CIELUATBHOrO Pa3pelieHus] UMEIOT
PEKTOp YHUBEpPCUTETA, TTIaBHBIM FOPUCKOHCYJBT, TNIaBHBIN OyXraiaTep, COTPYIHUKH
yIOpaBlieHUs OyXTaJTepCKOro ydera U (PUHAHCOBOTO KOHTPOJIS, COTPYIHHKHU
yYIpaBIEHUS KagpoB, AUPEKTOpa WHCTUTYTOB M COTPYAHUKH JUPEKTOPAaTOB B
COOTBETCTBUU CO CBOMMH JJOJDKHOCTHBIMU O0S3aHHOCTSAMU. VIHBIE COTPYAHUKU By3a
MOT'YyT MUMETh AOCTYIl K IE€PCOHAJbHBIM JaHHBIM PabOTHHUKOB M OOYYaroIIUXCS B
Clly4ae, €Clldi OHW IIOJy4WMJIM pa3pellleHHe peKTopa B BUJE BHU3BI Ha CIyXeOHOH
3alucKe, OOOCHOBBIBAIOIEH HEOOXOOUMOCTh O3HAKOMJIEHHS W HCIIOJIB30BaHUS
[IEPCOHAJIBHBIX TAHHBIX KOHKPETHOT'O CyObeKTa MepCOHATbHBIX TaHHBIX.

JUis  coTpyOHUKOB HH(GOpPMallMOHHO-BeuUCIUTENbHOr0 I1eHTpa (VMBL]) w
yIpaBJIeHUs] WHQOpMaTU3allMM MPaBO JOCTyINa K NaHHBIM B TIPOIECCe HACTPONKHU
BBIYMCIIUTEIBHON TEXHUKHU U pa3paboTKu UHPOPMAIIMOHHBIX CHCTEM OTOBAapPHBAETCS
B JOJDKHOCTHBIX MHCTPYKLUMAX M 3aKPEIUIIeTCS AOMOJHUTENBHBIM TPYAOBBIM
COTJIALLIEHUEM.

Co cTOpOHHUMHU PabOTHHKAMHM, CONPOBOXKIAIOIIUMU PaboTy WHGOPMAaLMOHHBIX
CUCTEM, CJIENyeT 3aKJIF04YaTh IOrOBOPHI O HEpasIJallleHWW MEepPCOHATBHBIX HaHHBIX
paboTtHuKOB 1 obydaromuxcs CII6I YIIT.

6. OGecneyeHue 6e30MACHOCTH NMEPCOHANbHbBIX JAHHBIX
npu ux 00paboTke B HHPOPMANHOHHBIX CHCTEMAaX

Ilon TEeXHHYECKUMHU CpEeACTBaMHM, IO3BOJISIOIIMMHU OCYIIECTBISATh 00paboOTKy
NIEPCOHANBHBIX JaHHBIX, IIOHMMAIOTCS CpPEICTBA BBIYUCIUTENBHONW TEXHUKH,
MH(QOPMAalLlMOHHO-BBIUUCIUTENbHbIE KOMIUIEKCHI U CETH, CpPEACTBA M CHCTEMEL
nepenayy, npueMa U oOpabOTKM NMEepPCOHATBHBIX NAHHBIX, MIPOrPAMMHBIE CpPEICTBA
(onepalOHHBIE CUCTEMBI, CUCTEMBI yIpaBleHUs 0a3aMu JaHHBIX U T. I1.), CPEACTBA
3alUThl HH(OpPMaLIUK, IpUMeHsIeMble B UHPOPMAIIHOHHBIX CHCTEMAX.

be3onacHOCTh NEpPCOHANBHBIX JAHHBIX JOCTHraeTCs IIyTEM HCKIIOYEHHUS
HECaHKLIMOHUPOBAHHOIO, B TOM YMCJIE CIy4aiHOro, AOCTyIa K IEPCOHAIBHBIM
JaHHBIM, pE3yJbTaTOM KOTOPOIO MOXET CTaTh YHHUYTOXXEHHE, H3MEHEHMHE,
OJI0KMpOBaHKE, KOIMMPOBAHUE, PACIpPOCTPaHEHUE IEePCOHANBHBIX IAHHBIX, a TaKKe
WHBIX HECAHKIIMOHHUPOBAHHBIX TEHCTBHIA.

Pabora mno obecnedeHuto 0€30IaCHOCTH IIEPCOHAIBHBIX HAaHHBIX MPH HX
00paboTke B MH(MOPMALMOHHBIX CUCTEMAaX SBISIFOTCS HEOOBEMIIEMON YacThIO PaGoT
IO CO3JIaHUIO UH()OPMALIMOHHBIX CUCTEM.

OOMeH mepcoHaNbHBIMKM JaHHBIMH IpU UX 00paboTke B WHGOPMALUOHHBIX
CHCTeMax OCYILIECTBJISIETCS] IO KaHajaM CBSI3H, 3alldTa KOTOPBLIX O0ECIIEeUuMBAETCS
IIyTEM pealu3alliy COOTBETCTBYIOIIMX OPraHU3AIlOHHBIX Mep U IIyTeM IIPUMEHEHMUS
TEXHUYECKUX CPEICTB.

Pasmelmenre HHOOPMALMOHHBIX CUCTEM, CIIEHalIbHOe 00OPYHIOBaHUWE U OXpaHa
IOMEIIEHUH (C TIOMOLIBIO CHCTEM CUTHANM3alliM), B KOTOPBIX BeAeTcs pabora ¢
IIEPCOHAIBHBIMU JaHHBIMHU, OpraHH3alus pexuma obecriedueHus Oe30MaCHOCTH B
STHX IOMEIIEHUAX JOJDKHBI 00eCIeunBaTh COXPAaHHOCTh HOCUTENEH MepCOHATBHBIX
JaHHBIX M CpEeACTB 3alUUTHl MH(QOpMAlMK, a TaKXe HCKIF0YaTh BO3MOXHOCTh
HEKOHTPOJIMPYEMOT'O IPOHUKHOBEHUS B 3TUX NOMEIICHHUSX TOCTOPOHHUX JIHII.



[Tpu paboTe ¢ BIEKTPOHHBIMH BEPCUSMU JOKYMEHTOB HEOOXOOMMO COOIOAaTh
MepbI 0€30ITaCHOCTH: IS TIEPeHOca NaHHBIX HCIIOJIh30BaTh pa3pelleHHbIe HOCUTENN
JMAHHBIX, a TakkKe obeclneunBaTh KOHPUACHIIMAIBHOCTh MPOBOIUMEIX padoT,
HCKJTFOYasi BO3MOXXHOCTh BU3YaJIbHOT'O CUUTHIBAHMS HH()OPMALIMK TPETHUMH JIHIIAMH.

[Ipu 06paboTKe MEPCOHAIBHBIX NAaHHBIX B MHGOPMALMOHHON CHUCTEME JOJIKHO
OBITH OOecTeueHo:

a) MpOBEJEHUE  MEpONpHUATUN,  HampaBlIeHHBIX  Ha  NPeIOTBpallleHHe
HECaHKIIMOHUPOBAHHOI'O JOCTYIa K MEePCOHAIBHBIM JAaHHBIM U (WJIH) Mepenadyd ux
JULaM, He UMEIOIIUM ITpaBa JIOCTyIa K TaKOW WHPOPMaLINH;

0) cBoeBpeMeHHOe OOHapyXeHue (aKkTOB HECAHKIMOHHPOBAHHOTO IOCTYIa K
MIEPCOHAIBHBIM TaHHBIM;

B) HEJIOIIyIIICHHE BO3ACWCTBUS Ha TEXHHYECKHE CPEICTBa aBTOMATH3WPOBAaHHOM
00pabOTKU MEePCOHABHBIX NaHHBIX, B PE3yJIbTaTe KOTOPOTO MOXET OBITh HAPYIIEHO
X QyHKIHOHUPOBAHUE;

') BO3MOXXHOCTh He3aMeIJIUTEeNIbHOTO BOCCTAHOBJICHUS TEPCOHATBHBIX NaHHBIX,
MOIM(ULUMPOBAHHBIX WM YHUYTOXXEHHBIX BCJICICTBHE HECAHKI[HOHUPOBAHHOIO
JOCTyIa K HUM,;

1) TIOCTOSIHHBIM KOHTPOJIb YPOBHS 3aIIUIIIEHHOCTH ITEPCOHATBHBIX TaHHBIX.

Meponpusitus 1Mo 00ecIeueHUI0 0e30ITaCHOCTH TePCOHATBHBIX NAHHBIX MPH UX
00paboTke B MHPOPMAIIMOHHBIX CHCTEMaX BKJIFOUAIOT B ceOs:

a) ompezesieHne yrpo3 0e30MacHOCTH MepCOHATBHBIX NaHHBIX MPU X 00paboTKe,
dbopMupoBaHUEe Ha MX OCHOBE MOJIENIU yIPO3;

0) pa3pabOTKy Ha OCHOBE MOJENU YIPO3 CHUCTEMBl 3allUThl IEPCOHATBHBIX
IaHHBIX, oOOecleuyuBarollell  HeUTpanuzalmuio  NpeanojiaraeéMblX  yrpo3 ¢
UCIIOJIb30BaHUEM METONOB W  CIOCOOOB  3aIlUTHl IMEPCOHANBHBIX  JAHHBIX,
IIPeIyCMOTPEHHBIX JJIsS COOTBETCTBYIOIIETO Kilacca MH(MOPMAIIMOHHBIX CHCTEM;

B) NPOBEPKY TOTOBHOCTU CPEICTB 3alIUTHl HHPOPMAIMH K HCIOJIB30BAHHUIO C
COCTaBJIEHHEM 3aKJIFOYEHUH 0 BO3MOXXHOCTH MX dKCIUTyaTalluH,

I) YCTAaHOBKY M BBOJ B OKCIUTyaTalldIO CPEACTB 3alllUThl HHPOpPMAIMH B
COOTBETCTBUH C KCIUIyaTAl[MOHHON M TEXHUYECKOHN TOKyMeHTAalUEMH;

n) oOydeHue  JUL, HCIOJB3YIOIIUX  CPENCTBa  3allUThl  HH(DOPMALKH,
IprUMeHsieMble B UH()OPMAIIOHHBIX CUCTeMaX, paBuiaM paboThl ¢ HUMH;

€) yueT IpHMEHSIEMBIX CpPEACTB 3allUThl MH()OPMAIWH, SKCILIyaTAl[AOHHOH H
TEXHUYECKOH NOKYMEHTALUK K HUM, HOCUTENIEH TIepCOHAIBHBIX JaHHBIX;

’K) OpraHu3aIs ydeTa JIML, IOMYyIIEHHBIX K paboTe ¢ IePCOHANBHEIMU JaHHBIMU
B HMHGOPMAIIMOHHOW CHCTeMe Ha OCHOBAaHUU CIIY)XEOHBIX  3alMCOK U
JIOTIOJIHUTENIBHBIX TPYAOBBIX COTJIAIICHUWH (YyYeT BO3JOXKUTh Ha HadalbHUKA
yIIPaBJICHUS KaJIpOB);

3) KOHTPOJIb  COOJIIOEHHUS  YCJIOBHM  HCIIONB30OBAHMS  CPEACTB  3aIUTHI
uHbOpMAITHH, NPeLYyCMOTPEHHBIX  OKCIUTyaTal[dOHHOM U TEeXHUYECKOH
IOKYMEHTAIUEH;,

1) pa30upaTenbCTBO M COCTABICHHE 3aKIIOUEHHM M0 (akTtaM HeCOBIIOAEHUS
YCIIOBUM XpaHEHHs HOCHTEJeH IE€PCOHAIBbHBIX JaHHBIX, HCIIOJIB30BAHUS CPEICTB
3al0MTBl  MHQOpPMalUM,  KOTOpble  MOTYT  IPUBECTH K  HapylUIEHMIO
KOHOUIEHIUATBHOCTH IEPCOHANBHBIX JAaHHBIX WM JPYIMM  HapylIEHHsM,
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MPUBOASIIMM K CHIDKEHHIO YPOBHSI 3alUIIEHHOCTU IE€PCOHAJIBHBIX [aHHBIX,
pa3paboTKy ¥ MPUHATHE Mep IO MPEeAOTBPAIlEHUI0 BO3MOXHBIX OINACHBIX
MOCJIeACTBUM MMOJOOHBIX HAPYILIEHUH;

K) OIIMCaHKMe CUCTEMBI 3allUThl IEPCOHATBHBIX JaHHBIX.

Jluna, [OOCTYym KOTOPBIX K II€PCOHAIBHBIM JaHHBIM, 00pabaThiBa€MbIM B
UHPOPMAIIMOHHON cHuCcTeMe, HeOOXOMUM [UIsl BBIIIOJHEHHS CIyXeOHBIX (TPYyIOBBIX)
00s13aHHOCTEM, MOIyCKAroTCSI K COOTBETCTBYIOIIMM II€PCOHAIBHBIM JaHHBIM Ha
OCHOBaHMH ITyHKTa 5 JAHHOTO IOJIOXKEHHUS.

KoHTposnp opranuzanuu [OOCTyna K MEPCOHAIbHBIM JaHHBIM BO3JIOXKHUTh Ha
HavyaJbHUKA YIpaBJIeHUs KaJIpoB, IJaBHOrO OyXrajiTepa, HadaJlbHUKa YIpaBIEHUS
(bHHAHCOBOTO IJIAHUPOBAHUS, JTUPEKTOPOB HHCTUTYTOB, HAUaJIbHUKA OT/EJa 3aIlUThI
uH(pOpMauu.

[Ipu oOHapyXeHWU HapyLIIeHUH TOpsAKa NPEeNOCTaBICHUS IEePCOHANBHBIX
JMAHHBIX HA4YaJbHUK YNpaBIEHHUS KaJpOB He3aMeIMTENIbHO IPHUOCTaHABIMBAIOT
IIpPeIOCTaBJIEHUE IIePCOHAJBHBIX JaHHBIX IIOJIb30BATENsIM  HHGOPMAIMOHHON
CHCTEMBI IO BBISBJICHUS IPUYKUH HAPYLIEHUN U yCTPAHEHUSI 3TUX MIPUYHUH.

Peanuzanus TpeboBaHuil mo obecnedyeHuro Oe3omacHOCTH HH(OpMaLuu B
CpencTBax 3alllUThl MHPOPMAIIU BO3JIAraeTCs Ha UX pa3pabOTYMKOB.

Hns obecriedeHus: 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX HHGOPMAaLMOHHBIE
CHUCTEMBI, IpeIHa3HAuYeHHbIE ISl XpaHEeHUsS U OoOpabOTKH MEepCOHANBHBIX NaHHBIX,
NOJDKHBL ~ pacrojiaraTbCsi Ha  CepBepe  YMpaBieHUs  KaApoB,  yIIpPaBIEHUS
OyXraJTepcKoro ydyera U (PUHAHCOBOTO KOHTPOJS M YNpaBieHUs (UHAHCOBOTO
rianupoBanus. OOcCly)KMBaHUE CEpPBEPOB BO3JIAraeTcsi Ha COTPYIHUKOB OTHAea
3aIIUTHl HHGOPMAIIMH 110]] OOIITUM pyKOBOACTBOM HauainbHuka VBLI.

7. llepeaaya nepcoHaJbHBIX JAHHBIX PAGOTHUKOB H 00y4aIOIIUXCSI
yHHBepCHTETa

B cratee 88 TK P® cogmepxarcs mpaBuiia, KOTOpPbIE JOJDKHBI COOMIONATHCS MPU
nepefade MEPCOHAJIbHBIX [aHHBIX, TaK M KOHKPETHbIE MPOLEAYpPhl U CIOCOOBI
B3aUMOEUCTBUS pPabOTHUKOB U OOYyYaroIIMXCS YHUBEPCUTETa M COTPYIHHKOB
yIPaBJICHUs KaIpoOB, a TaKXKe HHBIX IOAPA3[eIeHUN yHUBEpPCUTETa IO Iepeaade
UH(pOpMaLKy, cofeprKalllell IepCcoHaNbHbIe JaHHbIE PaOOTHUKOB M 00YYaIOIIHXCS:

— He cOo00IIaTh NepCcOHAIbHbIE JaHHbIE pabOTHHKA WJIM OOyYarOLIerocs TPeThel
CTOpOHEe 0e3 MHCBMEHHOro corjacusi CcyObeKkTa IepCOHANbHBIX NaHHBIX, 3a
UCKIIFOYEHHEM CIIy4aeB, KOrJa 3TO HEOOXOAMMO B LENSIX NMPeayNpesxaeHUs yrpo3sl
€ro >KM3HU U 3J0POBBIO, a TAKXKE B IPYTUX CIy4asx, NPeIyCMOTPEHHBIX HACTOSIIUM
KonexcoMm mnu uHbIMU (peepaibHbIMU 3aKOHAMU;

—He coo0IaTh IepCOHAIbHbIE MaHHBIE paOOTHUKA WM OOYyYaromerocss B
KOMMEpPUYECKUX LeJax 0e3 ero MUCbMEHHOIO COTJIacHs;

— IPEeNyIpeanTh JHL, IOJyYarolluX IePCOHANbHBIE NaHHble PaOOTHHKA WIIH
o0yd4aroerocsi, 0 TOM, 4TO 3TH AaHHBIE MOTYT OBITh KCIIOJIb30BaHEI JIUIIE B LEAX,
IUIsl KOTOPBIX OHH COOOILEHBI, U TpeOOBaTh OT 3THX JIMI ITOATBEPIKIAEHUS TOTO, YTO
9TO IpPaBUIIO COOMOJeHO. Jluna, Mmojyvarolide MepcOHANBHEIE NaHHBIE, 00S3aHEI
COOJIIONATh PEXKUM CEKPETHOCTH (KOH(MUAEHIMATbHOCTH). JlaHHOE IOJ0XKEHHE He



pacmpocTpaHseTcss Ha 0OMeH IepCOHaJbHBIMU JaHHBIMU CYyOBEKTOB INEPCOHAIBHBIX
OAHHBIX B TMOpPSAKE, YCTAaHOBJIEHHOM HacTosAlMM KozxexkcoM U HMHBIMHU
(benepabHBIMU 3aKOHAMY;

— OCYLIECTBJISITh ~ Ilepefady  I[EepCOHAJbHBIX  JaHHBIX  pabOTHUKA  WJIM
oOydaromierocsi B IpEAEnax YHUBEPCUTETA B COOTBETCTBUM C  JIOKAIbHBIM
HOPMAaTUBHBIM aKTOM, C KOTOpPbIM paOOTHHUK [JOJDKEH OBITh O3HAKOMJIEH IIOJ
POCIIKCB;

— pa3peluaTts JOCTYN K NMEepCOHAJBHBIM NaHHBIM PaOOTHHUKOB MIIM OOyYaroLIUXCs
TOJIBKO CIIELIUAIBHO YIIOJHOMOYEHHBIM JIMLAM, IIPH 3TOM yKa3aHHBIE JULA AOJDKHBI
UMETh IIpaBO IOJIydaTh TOJIBKO T€ IEPCOHAJBHbIE NaHHbIE, KOTOpPble HEOOXOIUMBI
115 BBITIOJTHEHUS] KOHKPETHBIX (YHKIIHH;

—He 3ampaliuBaTh HMHGOPMAIMIO O COCTOSHUU 370pOBbsS pabOTHHKA WU
oOydJarolerocs, 3a UCKIOYEHUEM TeX CBEIEHHUH, KOTOpPhle OTHOCSTCS K BOIPOCY O
BO3MOKHOCTH BBITIOJIHEHUS CyOBEKTOM IEPCOHANBHBIX JaHHBIX CBOMX 00s3aHHOCTEH
U TPYZIOBOM QyHKINY;

—epenaBaTb I[I€PCOHANBHBIE JaHHBlE pabOTHUKA MM  OOydaroIlerocs
IPEICTaBUTENAM CYOBEKTa IEPCOHAIBHBIX [aHHBIX B IOpSAKE, YCTaHOBJIEHHOM
TpynoBeim xonekcoM PO u uHbBIMU (enepaibHBIMUA 3aKOHAMH, U OTPAHUYUBATH 3TY
UHPOpPMAIMIO TOJIBKO TEMH IEPCOHAIBHBIMU JaHHBIMH, KOTOPbIE HEOOXOIUMBI IS
BBITNIOJHEHUS] YKa3aHHBIMU IPEICTaBUTENIMU UX (PyHKLIUH.

8. IIpaBa pa0OTHHKOB H 00y4aloUIUXCsl YHUBEpPCHTETA
B 00/1aCTH 3a1HThI NEPCOHAJbHBIX JAHHBIX

Jl1s1 pabOTHUKOB 3TH ITpaBa YCTaHOBIEHBI cTaThelt 89 Tpynosoro komekca PO. B
Lessix obecreueHusl 3allUThl IePCOHANBHBIX JTaHHBIX, XPaHSIIIUXCs y paboTonarens,
pabOTHUKM UMEIOT MPaBO Ha

— NOJHyI0 HHbopMaluio 00 HMX NEepPCOHATBHBIX MaHHBIX M 00paboTKe 3THUX
JAHHBIX;

— cBOOOHBIM OecriaTHBIM JOCTyHn K CBOMM I€PCOHANBHBIM JaHHBIM, BKJFOYAs
IIpaBO Ha IMOJy4yeHHWE KONMH JI0OOHM 3amucu, coieprKalledl NmepcoHaJbHbIE TaHHbBIE
paboTHUKa, 32 UCKIIFOUYEHUEM CIIy4aeB, IPeayCMOTPEHHBIX (eepaTibHbIM 3aKOHOM;

— OIIPEZICJICHUE CBOUX IIPEACTaBUTENEH JUIsl 3allUTBl CBOMX IEPCOHANBHBIX
JAHHBIX;

— IOCTYIl K OTHOCSIIUMCST K HHAM MEOULUMHCKUM JaHHBIM C IIOMOIIBIO
MEJIULMHCKOTO CTeHaIiCcTa M0 UX BEIOOPY;

— TpeboBaHue OO0 MCKIIOYEHWHM WM MCIPABICHUU HEBEPHBIX MM HEIOJHBIX
NIEpCOHAIBHBIX [aHHBIX, a TakKXe [JaHHbIX, OOpabOTaHHBIX C HapyUIeHUEM
TpeboBanuii TK P® unu uHOro denepansHoro 3akoHa. [Ipu oTkaze paboromarens
UCKJIIOYUTh WM HCIPAaBUTh II€pPCOHAbHbIE AaHHblE PabOTHHKA OH HMeEEeT IPaBo
3asBUTh B IIMCBMEHHOW QopMe paboTomaTesto O CBOEM HECONNIaCHH C
COOTBETCTBYIOIIMM OOOCHOBaHHWEM TaKOro Hecorjacus. llepcoHalibHbIE TaHHEBIE
OLICHOYHOIO XapakTrepa pabOTHHK HMeeT TIpaBO JOIOJHHUTL 3asBIEHUEM,
BBIPAXKAIOIIUM €r0 COOCTBEHHYIO TOUKY 3pPEHUS,



— TpeboBaHre 00 W3BEILIEHWHU paboTojaTesieM BCeX JIML, KOTOPhIM paHee ObLIU
COOOIIEHBI HEBEPHBIE WIIM HETOJHbBIE NepPCOHANbHBIE JaHHBIE paboTHHKA, 000 Bcex
MIPOM3BEIEHHBIX B HUX UCKITFOUESHUSIX, UCTIPABICHUSIX WM JOMOTHEHUSX;

— o0XaJloBaHWe B CyJ JIOOBIX HEMpPaBOMEPHBIX AEUCTBUM WU Oe3nelCTBUS
paboTomaTens mpu 00paboTKe U 3aIUUTE €r0 IEPCOHATBHBIX JaHHBIX.

AHaJIOTHYHBIE [TpaBa UMEIOT U 00ydaroluecs.

9. O6s13aHHOCTH Pa0OTHHUKOB U 00y4YalOUIUXCS YHHBEPCUTETA
no obecrne4eHHI0 JOCTOBEPHOCTH €ro NepCOHAJbHbIX JAHHBIX

PaboTHuKHU, 0Oyyaroluecs U uX NPeACTaBUTENH TOJKHBI OBITh 03HAKOMJIIEHBI IO
POCIIUCh C NOKYMEHTaMU paboToJaTens, yCTaHABIUBAIOIIUMU MOPSIOK 00paboTKU
NIEPCOHATBHBIX JAaHHBIX PaOOTHHUKOB U OOydaroIMxcs, a Takke o0 HX MpaBax U
00s13aHHOCTSIX B 3TOM oOiacTu. PaboTHUKM U oOyyarolinecs: AOJKHEI OBITh 3apaHee
MpeayNpPexXaAeHbBl 0 HEOOXOAMMOCTH MNPENOCTaBICHHUS] JOCTOBEPHBIX CBEAEHUH U O
BO3MOJKHOHM OTBETCTBEHHOCTH B Cllydae HapyLIeHUs 3TOM 00s13aHHOCTH.

[IpaBoBO¥ OCHOBO#! 17151 yCTaHOBIIEHUS 00S3aHHOCTH pabOTHUKA U 00yUaroLIerocs
[0 TPEJOCTaBIEHUIO TOCTOBEPHOH HMH(OpPMAaLUUd O CBOMX IMEPCOHANBHBIX JaHHBIX
CIIyKUT nojoxxerue cratbu 8§ TK PO.

10. Ilopsinok nepeaayu HHGPOPMALUH 0 pabOTHHKe H 00y4aromemcst

CoTpyIHUKH yIpaBie€HHUS KaApOB YHHUBEPCHUTETa, yNpaBleHHs] OyXTralTepcKoro
ydera ¥ (UHAHCOBOIO KOHTPOJS, IUIaHOBO-(DMHAHCOBOI'O  YINpPABIEHUS W
IUPEKTOPaTOB, OTBETCTBEHHBbIE 3a paboOTy C NMEpPCOHAJIbHBIMU JAHHBIMH, IOJIXKHBI
YEeTKO 3HATh Clydyau, IPU KOTOPHIX OHU MOTYT IepenaTh HH(GOpMAIHIo O paOOTHUKE
U oOydaromiemMcsl 3ampaliuBaomuM JuiaM. K TakuMm cirydasM, Kak MpaBUIo, OTHOCST
3aIlpoChl O MOJY4YeHHH WH(OpMaLKU O pabOTHHKAX M OOYYarOIINXCs YHUBEPCUTETA,
HaIpaBJI€HHbIE PA3IMYHBIMHA FOCYJAPCTBEHHBIMHU OpraHaMH.

Haubosnee BeposTHO, 4TO MOAOOHBIE 3alpOChl MOCTYMAIOT U3 CyAEOHBIX WU
IPaBOOXPAHUTENbHBIX OpraHoB. TpeOoBaHMS, MOPYYEHHUS U 3alpochl IMPOKYpOpa,
clenoBaTess, OpraHa [O3HaHWs W JO3HaBaTelsl, NPeNbsBIECHHbIE B Ipelenax Mx
MIOJIHOMOYMM, YyCTaHOBIEHHBIX HacToswmM Kopekcom, oOsi3aTelnbHBl  AJIs
UCIIOJIHEHHSI ~ BCEMH  YUPEXICHHUSIMHU,  NPEANpUSTUSIMH,  OpTraHU3aLUsIMU,
JNOJDKHOCTHBIMH JIMI[AMU U TPaXKIaHAMH.

11. OTBeTCTBEHHOCTD 32 HAPYUICHHE 3aKOHOAATEJIbCTBA
00 OXpaHe NEePCOHANBbHbBIX JaHHBbIX

OTBeTCTBEHHOCTh 3a HapylleHHe 3aKOHONATeIhCTBa 00 OXpaHe IMepPCOHATBHBIX
JAHHBIX MOXET OBITh JUCLUITJIMHAPHON, aIMUHUCTPATUBHON U YTOJOBHOM.

K gucuuniuHapHOW OTBETCTBEHHOCTH MOJXET OBITh MpuBIeYeH pPabOTHHUK
yIpaBlIeHUs! KafpoB, OyXraiTepuu, HHOTO MOApa3AeieH s, HCIIOIb3YIOIIEero B CBOEH
paboTe nepcoHaNbHbIE TaHHEIE.

B noamynkre «B» 1myHkrta 6 crared 81 TpymoBoro kojaekca P®
npeaycMaTpruBacTCA, YTOo «pasriialmcHusd OXpaHHeMOﬁ 3aKOHOM TalHBbI



(rocymapCcTBEHHOHM, KOMMEpPYECKOM, ciy)keOHOM UM WHOM), CcTaBlIedl H3BECTHOMN
pabOTHHUKY B CBSI3U C HCIIOJHEHHEM UM TPYIOBBIX OOS3aHHOCTEH, B TOM YHUCIE
pasrialleHus IepCOHATBHBIX JaHHBIX IPYTroro paboTHUKAY.

K amMUHHCTpAaTHBHON OTBETCTBEHHOCTH MOTYT OBITh MPUBIEYEHBI KaK paOOTHUKU
VIPAaBJICHUS KAApOB U MHBIX I[OLPA3[ENICHUM, TaK U PEKTOp YHUBEPCUTETA WU
opraHuzanus B 11ej10oM Ha ocHoBaHuM ctated 2.4. KoAII P® u 13.11. KoAIl PO.

VYTronoBHasT OTBETCTBEHHOCTh 3a HapyLIEHHWE HENPUKOCHOBEHHOCTH YacCTHOU
KW3HU NpexycMmoTpeHa crateedd 137 YK PO.
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[Ipunoxenue 1

HepCOHaJIbeIe JaHHbI€ COTPYAHHUKOB

- Oamunus

- v

- OTyecTBO

-T'om, Mecs1l, 1aTta ¥ MECTO POXKIEHUS

-ITacriopTHEIe naHHBIE (cepus, No, naTa BbIJa4uH, KEM BbIIaH)

- Anpec, TenedoHbl

- CeMelfHOE MTOJIOXKEHUE

- CoLlMaJIbHOE TTOJIOXKEHHE

- CBenleHHd 0 JIETIX

- I'paxxmancTBO

- O6pazoBaHue

- PeructpanvonHble qaHHbIE JOKyMEHTa 00 00pa30oBaHUH

-IIpodeccus

- JIOIKHOCTB

- Mecto paboThI

- Jloxompl

- JIoKyMeHTHI, TOATBEP K IAFOIIIKE [TPABO Ha TOTIOJIHUTENBHbIE TaPaHTUH U
KOMITEHCALIMH 10 OIPEeIETICHHBIM OCHOBAHUSIM (00 WHBATUAHOCTH, .... K TPYAY.... U
T.IL.)

- JIOKyMEHTHI O COCTOSTHUH 3JI0POBBS IeTel U IPYTUX OJMU3KUX POIACTBEHHUKOB

- laHHBIE O MPeABIAYIIEM MecTe paboThI
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[Tpunoxenue 2

Ilepcona/ibHbIe JaHHBIE 00Y4YAIOLIUXCSH

- ®amunus

- ms

- OtuecTBO

-Tox, Mecs11, 1aTa U MECTO POXKAEHUS

- ITaciopTHeIe maHHbIe (cepus, No, 1aTa B4y, KeM BbIIaH, KOJ OApa3eIeHHs)
- Jlomarmawmii anpec, TenedoHb

- CeMelfHOE TOJIOXKEHHE

- ConiasibHOE MOJIOYKEHHE

- CBeneHUs 0 OETIX

- OOpazoBaHue

- PeructpannonHble naHHbIe JOKyMeHTa 00 00pa3oBaHUU
- Craxx paboTbI

- HatmonansHOCTE

- I'pasxtaHCTBO

= I[&HHBIG O POOUTEILIX

JOIMOJHUTEJBHBIE JAHHBIE J1JI5I JOI'OBOPHbBIX OBYUAIOIMUXCS:

- No norosopa

- Ha xoro 3akiito4ueH 10roBop

- CyMMBI OILIaT [0 JOrOBOPY

- [TacriopTHEIe naHHBIE 1T PUINUIECKUX JIUL], Ha KOTO 3aKJIFOYEH JOTOBOP
- HazBanwus Gupm/opranuszaiiuii, 1jst FOPUIAIECKIX JIULL

- Cpoxk oruiaTel
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