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1 BBEOEHME K PABOYEW NPOrPAMME OUCLUMNIUHbI

1.1 Uenb ancumnnuHbl: opMmrpoBaHue y obyyatoLmxcs CUCTEMbl TEOPETUYECKUX 3HAHUIA U NPAKTUYECKNX HaBbIKOB
B obnactm obecneyeHus  uHopmauMoHHOM — 6Ge3onacHOCTM  MpeanpuUHUMAaTenbCKoW — OeATEeNbHOCTWM,  3aliuThbl
KOHMAeHUMansHoONn WHMOPMaLMK, KOMMEPYEeCcKOM TalHbl U NepcoHarnbHbIX AaHHbIX, a Takke pas3BuTUS CnocobHOCTH
NPUMEHSITb COBPEMEHHbIE MeToAbl M CPeAcTBa 3aluuTbl MHOPMaLuM Npu peanu3aumm npoekToB B cdepe (hUHaAHCOBbLIX
TEXHOIOMMI U UMAPOBLIX NHHOBALINNA.

1.2 3apgaun gucuunmuHbI:

1. N3y4nTb OCHOBHbIE NOHATUS, NPUHLUUMbLI U HOPMATUBHO-NPaBOBYIO 6a3y MHopMaLMOHHON Be3aonacHOCTN buaHeca.

2. OcBouTb Knaccudmkaumio yrpos 1 METOA0B 3aluUThl MHAOPMaLMK B COBPEMEHHBIX LMEPOBLIX CUCTEMAX.

3. W3yuntb oOpraHuM3auMoHHble W TexHu4eckne Mepbl obecnedyeHuss MHGOPMaUMOHHON ©Ge3onacHOCTU Ha
npeanpuaTuu.

4. CchopMmpoBaTh HaBbIKM aHann3a pUckoB MHpopmaumoHHON 6e3onacHoCTH 1 Bbibopa afekBaTHbIX Mep 3almThl.

5. O3HakOMUTbCA C COBPEMEHHbIMWM CTaHgapTaMu W fydWwuMU MpakTukamMu B obnactm WHOpPMaLMOHHON
6esonacHocTw.

6. Pa3Butb cnocobHOCTb MPUMEHATL NOMYyYEHHbIE 3HAHWUSA AN 3aLMTbl MHOPMALMOHHBIX aKTUBOB NpW peanusauumn
NPoeKToB B cdepe PUHAHCOBbLIX TEXHOMOMMNA.

1.3 TpeboBaHuA K NpegBapuTeribHOM NOATOTOBKE 0by4aloLerocs:
MpenBapuTenbHas NOAroToBKa NpeanonaraeT co3gaHne OCHOBbI Anst POPMUPOBAHNST KOMMETEHLUI, yKasaHHbIX B M.
2, NP U3y4YeHUN OUCLUMUMIINH:

Y4yebHasa npakTuka (aHanMTu4eckas npakTuka)
YyebHasa npakTuka (03HakoMuTenbHasa npakTmka)
[okymeHTO060pOT 1 AENONPON3BOACTBO
OkoHOMUMKa NpeanpuaTUs

Byxrantepckui yuet

BuaHec-npoueccel Ha NpeanpusaTUX
MHdopmaumnoHHbIe TEXHONOMK

2 KOMMNETEHUWN OBYYAIOLLEIoCsA, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA ANCLUUNNUHDbI

MK-1: Cnoco6eH BbINOMHATL NOAroTOBUTENbHbIE PAa6OThI NO peanu3auun KOMMIIEKCHbIX MPOEKTOB B o6nacTtu
MHHOBALMNOHHbIX (PUHAHCOBbLIX TEXHONOrUM

3HaTb: MPUHUWMbLI U METOAbI BbINOMHEHWUST MOArOTOBUTENbHBLIX PaboT MO peanu3aunMn KOMMMEKCHbIX MPOEKTOB B obnactu
MHHOBALMOHHbIX CbVIHaHCOBbIX TGXHOJ‘IOFVIVI, BKInO4Yasda HoOpMaTUBHO-NPaBOBYHO 633y, aKTyalnbHble TeHOeHUUN N COBpPEeMEHHbIe
noaxofbl B cpepe MHpopmaumoHHon 6e3onacHocTy busHeca

YMeTb: NPUMEHSTb TeopeTUYeckue 3HaHWs Ons MIaHMpPOBaHWS UM OpraHvM3auuy MOATOTOBUTENbHLIX 3TarnoB peanusauun
NPOEKTOB, a TakkKe BbINOSIHATbL aHaNMTMYeckylo paboTy, HeoBXOANMYIO AN OLEHKU PUCKOB, (hOPMUPOBAHUA TpeboBaHuin 1
pa3paboTkv NpefBapUTeNbHbIX TEXHUYECKUX 3adaHUi B KOHTEKCTE MHOPMaLMOHHON Ge3onacHoCTV GUsHec-NpoLIeccoB.

BnapeTb: HaBblkaMu MCMNOMNb30BaHUS CNeunanmM3mpoBaHHbIX MHOPMALUOHHBIX CUCTEM U MHCTPYMEHTOB ANSA BbIMOMHEHUS
noAroToBMUTENbHbBIX paboT, a Takke HaBblKaMM KOMMYHUKaLMM U KOOPAMHALMM C KOMAHAOW MpOEeKTa U 3aMHTepeCcoBaHHbIMU
cTopoHamn B uUensax obecneveHus cobniogeHnss cTaHgapToB  MHAOPMauUMOHHOW 6e3onacHoOCTUM Mpu  peanusauum
WHHOBALMOHHbIX (PUHAHCOBbLIX TEXHOMOIMIA.




3 COAEPXAHUE OUCLUMJINHBI

o) KoHTakTHas
< paboTta
o
50 dopma
HaunmeHoBaHuWe 1 cogepxaHue pasaenos, TemM v y4ebHbix | g = CP TeKyLIero
3aHATUI Z2 3| ek Mp. (4achbl) y
8 o KOHTpOns
o (vackl) | (4achbl)
=
Pasgen 1. TeopeTuyeckue oCHOBbI MH(OPMALIMOHHOM
BesonacHocTn bu3Heca
Tema 1. BBegeHne B MHpopMaLMOHHYO 6e3onacHOCTb
busHeca.
MoHATNe 1 cyWHOCTb MHAOPMaLNOHHOW 6e30MacHOCTMW.
MecTo nHdopmMaLMoHHOM 6e30MacHOCTM B CUCTEME
3KOHOMMYeckor 6esonacHocTn npeanpusaTus. OCHOBHbIE 2 2 6

cocTasnstoLime nHpopmaLMoHHoN 6e3onacHoCTK:
KOHMAEHUNANbHOCTb, LEeNOCTHOCTb, AOCTYNHOCTb.
NHopmauus Kak akTuB 1 OOBbEKT 3almThbl.
lMpakTudeckoe 3aHsaTUE: AHaANU3 CTPYKTYpb!
MHOPMALMOHHbIX aKTMBOB KOMMEPYECKOW OpraHnsauum

Tema 2. HopmaTrMBHO-NpaBOBOE perynmpoBaHue
NHOPMaLMOHHON Ge3onacHoOCTy.

3akoHogaTenbHas 6asa P® B obnactn nHdopmMalMoHHON
BesonacHocTn. OTBETCTBEHHOCTb 3a HapyLLeHus B cdpepe 2 2 6
MHopMaLnOHHON Ge30nacHOCTH.

MpakTuyeckoe 3aHsATUE: AHANU3 HOPMAaTMBHO-NPaBOBbIX
akToB B chepe nHopMaLMoHHOM 6e30nacHoOCTm

Tema 3. Yrposbl 1 ya3aBUMOCTN MHAOPMALIMOHHON
BesonacHocTu. [NoHATHNE yrpo3bl HHOPMALMOHHOMW O,Mp
6esonacHocTn. Knaccndumkaums yrpo3. OCHOBHbIE BUAbI ’
yrpos. lNoHsaTre ysassumocTun. Knaccudukaums
ysa3BuMocTen. MeToabl BbiIABNEHUS YSA3BUMOCTEN.
MpakTnyeckoe 3aHaTHe: NaeHTndnkaumna n
knaccudukaums yrpos MHopmaLnoHHOM 6e30nacHOCTH
ONsl KOHKPETHOro bm3Heca.

Tema 4. Pucku nHpopmaumoHHon 6e3onacHoCcTv 5
ynpasneHue nmu. MNMoHaTue pucka nHopmMaLMoOHHON
6esonacHocTn. Coctasnstowme pucka. Metogonorum
OLEeHKUN puckoB. NpoLecc ynpaBneHus puckamu.
MpakTudeckoe 3aHsTUE: OLEHKa PUCKOB
HdOpMaLMOHHOM Ge3onacHOCTW ANs NPeanpUsaTUs.

Tema 5. KoHuenuust n nonutuka nHopmMaLoHHON
©e3onacHocTu. Monutrka MHpOpPMaLUMOHHOM
©e3onacHocTu. CTpykTypa 1 cogepxaHme nosiMTUKx
nHdopmaLnoHHoN 6e3onacHocTU. PernameHTsl 1
npouenypbl 06ecneveHns NHPOPMAaLMOHHOM
BesonacHocTw.

MpakTnyeckoe 3aHsiTue: PaspaboTka pparmeHTa
NONUTUKN MHAPOPMALIMOHHOM BEe30MacHOCTN OpraHM3auuun.

Pasgen 2. OpFaHI/I3aLI,MOHHO-I'IpaBOBbIe N TEXHN4YEeCKne
aCMneKTbl 3alnTbl MH(bOpMaLI,I/lI/l

Tema 6. 3awmTa KOMMEPYECKON TalHbI U
KoHdumAeHumanLHon nHdopmauuu. MNMoHatue
KOMMep4ecKon TalHbl. [MepeyveHb cBeaeHUn,
COCTaBIAOLMX KOMMEPYECKYI0 TanHy. Pexum Mp,0
KOMMeEpPYEeCKOM TalHbl: NOPSA0K BBEAEHWS, MEPbl OXPaHbI.
PaboTa c nepcoHanom B yCnoBusix pexunuma
KOMMep4eckon TanHbl. OTBETCTBEHHOCTb 3a pasrnalleHune
KOH(pmnaeHumansHon nHpopmanmu. Npaktuyeckoe
3aHATMe: Pa3paboTka nepeyvHs cBeJeHUN, COCTaBNAOLLMX
KOMMePYECKy TalHy AN KOHKPETHOro NpeanpuaTus.




Tema 7. 3awmTa nepcoHanbHbIX gaHHbIX. [ToHATNE
nepcoHanbHbIX AaHHbIX. Knaccudukaumns nepcoHanbHbIX
haHHbIX. TpeboBaHus 3akoHogaTENbCTBA K 06paboTke u
3alUnTe nepcoHanbHbIX AaHHbIX. Mepbl 3aWmThbI
NnepcoHarnbHbIX AaHHbIX B MHPOPMALMOHHbBIX CUCTEMAX.
OTBETCTBEHHOCTb 3a HapyLLeHusa B cepe 0b6paboTkm
NnepcoHarnbHbIX AaHHbIX.

MpakTnyeckoe 3aHsaTUE: AHaANU3 COOTBETCTBUA 06paboTku
NnepcoHarnbHbIX aHHbIX TpeboBaHUSAM 3aKOHO4ATENbLCTBA.

Tema 8. TexHnuyeckue cpeactea 3almTbl MHGPOPMaLMK.
Knaccudumkauusa cpeacTts 3aimTsbl MHoOpMaLmm.
CpepnctBa naeHTMdUKauumM 1 ayteHTudmrkaumm.
CpepnctBa pasrpaHnyeHus goctyna. Cpeacrea
pervctpaumm n ydeta. Cpegcrtsa Kpuntorpaduyeckon
3awmTbl MHopmauun. MexceTeBble akpaHbl. CpeacTtsa
aHTMBUPYCHOM 3almTbl. CucteMbl oBHapyxeHus
BTOPXEHWN.

MpakTuyeckoe 3aHsATUE: OB30p N CpaBHUTENbHLIV aHaN3
NpOorpaMmMHbIX CPeacTB 3aLlmTbl MHOpMaLmK.

Tema 9. Kpuntorpaduyeckme Metoabl 3aLLmThbl
nHdopmaumm. OCHOBHbIE NOHATUS KpunTorpadum:
wucppoBaHune, gewmndpoBaHme, knod. CUMMETPUYHbIE U
aCMMMETPUYHbIE KPUMTOCUCTEMbI. DNEKTPOHHas NOANUCH:
NOHATUE, NPUMEHEHWE, HOPMaTNBHOE perynnpoBaHue.
XewwnpoBaHue. NHMpacTpyKTypa OTKPbITbIX KITHOYEN.
MpakTnyeckoe 3aHaTue: MNMpumeHeHne cpeacTs
Kpuntorpadunyeckon 3alnTbl 1 SNEKTPOHHON NOANNCH.

Tema 10. BesonacHocTb ceTel 1 0bnadHbIX TEXHOOMUN.
OcobeHHocTH obecneveHuns 6e3onacHOCTU B
KOoprnopaTuBHbIX CETAX. 3awuTa oT
HecaHKUMoHnpoBaHHoro goctyna. VPN: HasHayeHue 1
Bunabl. besonacHocTb 6ecnpoBogHbIX ceTen. ObnayHble
TEXHOMOrMM 1 PUCKN MHPOPMALIMOHHOM Ge3onacHOCTH.
Mopenu obecnedyeHuns 6e3onacHocTN B obnake.
MpakTnyeckoe 3aHsaTHe: AHanNU3 pnckos
MHpopMaLoHHONM 6e30NacHOCTN NpPY UCMNONb30BaHWM
06r1a4yHbIX CEPBUCOB.

Tema 11. OpraHnsaumoHHoe obecneveHne
MHopmaunoHHom 6esonacHocTn. OpraHnsaumMoHHas
CTPYKTypa cucTeMbl MHOPMaLMOHHON 6e30onacHoCTK.
PasrpaHndeHue goctyna u ynpaeneHue npaBamu
nonb3oBartenen. Kagpoeas 6e30nacHOCTb.
[okymeHTauMoHHoOe obecneyeHme NHHOPMaLMOHHON
BesonacHocTwn. [NpakTnyeckoe 3aHaTne: PaspaboTka
pernamMeHToB U npoLeayp obecnevyeHns
MHGOPMaLMOHHON Ge3onacHoOCTW.

Pasgen 3. YnpasneHvne nHdopmaLMoHHON
6€30NacHOCTbIO M MHUMAEHTAMU

Tema 12. CtaHgapTbl M NydLlMe NpakTuMk1 B obnactu
nHdopmaLnoHHoM 6e3onacHocTn. MexayHapoaHble
ctaHgapTbl. CtangapTel baHka Poccun ans domHaHcoBbIX
opraHusaumin.

MpakTuyeckoe 3aHsATUE: CpaBHUTENbHBIN aHaNn3
cTaHgapToB MHOpPMaLMOHHON 6e30nacHOCTH.

Tema 13. YnpaBneHue nHumaeHTaMmm MHOpMaLUoOHHOM
©esonacHocTu. MNMoHATHEe nHuMaeHTa MHAOPMaLMOHHOM
6esonacHocTu. Knaccndpukauusa nHumaeHTos. MNMpouecc
yrnpaBneHus HungeHTamu: obHapyxeHue, permctpauus,
aHanus, nokanusauus, yctpaHeHue, BOCCTaHOBMEHME,
aHanua npuyvH. PaccnegoBaHue HUMOEHTOB.
B3anmopencrtaune ¢ npaBooxpaHUTENbHLIMWU OpraHamu.
lMpakTnyeckoe 3aHaTHE: PearnpoBaHne Ha UHLUMAEHT
WHpopMaLMOHHON 6e30nacHOCTH.

O!I-Ip




Tema 14. AyanT n NOCTPOEHNE KOMMSIEKCHOM CUCTEMBI
WHpopmaLmoHHoM 6esonacHocTu. MNMoHaATHe 1 uenn
ayanTta nHdopmauunoHHon 6esonacHocTu. Bugbl ayguTa:
BHYTPEHHUI 1 BHeLWHUA. MeToabl npoBeaeHus ayauTa.
OueHka cooTBeTCTBMSA TpeboBaHNSIM CTaHOAPTOB U
3aKoHOAaTenNbCTBa. ATanbl NOCTPOEHUSA CUCTEMDI
nHdopmaunoHHon 6e3onacHocTn. OnpegenexHne NONUTHK
n npouenyp. Beibop 1 BHeapeHne cpeacTs 3aLlmThI.
O6y4yeHune nepcoHana. MOHUTOPUHT K
coBepLueHcTBOBaHME cuctembl. OueHka ahdeKTUBHOCTU.
MpakTuyeckoe 3anHsaTME: [NpoBeaeHne dparmeHTa ayamTa
UHpopmaLmoHHom 6e3onacHocTu. PaspaboTka
KOHLenumm cuctemsl MHpopMaunoHHon 6e30nacHOCTU
ONs NpeanpusaTus.

14,75

UTtoro B cemecTpe (Ha kypce ansa 3A0) 32 32

79,75

KoHcynbTauum n npoMexytodHasa attectaums (3ayer) 0,25

Bcero koHTakTHasa pab6orta n CP no gucuunnuHe 64,25

79,75

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTupoBaHue y4ebHbIM MraHoM He NpedycMOTPEHO

5 BANNIbHO-PEUTUHIOBAA CUCTEMA OLLEHUBAHUSA

Vcnonb3oBaHue 6annbHO-pEATUHIOBOW CUCTEMbI HE NPEAYCMOTPEHO.

6. ONMMCAHME NOKA3ATENEWN, KPUTEPUEB, CUCTEMbI U CPEACTB OLIEHUBAHUA PE3YNIbTATOB

OBYYEHUA
6.1 MNoka3aTenn oueHNnBaHnNA

Koa komneTteHummn MokasaTenu oueHUBaHUS Pe3ynbTaToB 06yyYeHUs

MK-1 NpaBOBbIX akTOB U CPaBHUTESbHbIN aHann3 CPeAcTB 3allnThbl
WHpopMaLmMKn, KpMNTOCUCTEM U CTaHOApPTOB.

6e3onacHocTu.

HasbiBaeT 0CHOBHble COCTaBnsitoLne MHpOpPMaLMOHHON Ge30nacHOCTU
N MecTo UHOPMAaLMOHHOM 6e30NacHOCTN B CUCTEME SKOHOMUYECKON
©e3onacHoOCTM NpeanpuaThs; ykasolBaeT BUAbl OTBETCTBEHHOCTU 3a
HapyLeHus B cdhepe MHPOopMaLNoHHON 6e30MacHOCTU, KOMMEPYECKON
TalHbl 1 NEPCOHANbHbIX AaHHBIX; PACKpbIBaET KraccuduKaumio yrpos,
YSI3BMMOCTEW, MHLMAEHTOB 1 CPeACTB 3almTbl MHGOPMaLMU.
CocTaBnseT nepeveHb MHHOPMALIMOHHBIX aKTVUBOB U aHaNU3npyeT mux
3HA4YUMOCTb Anst GBU3HEC-NPOLLECCOB; onpeaensieT U KnaccupuumpyeT
Yrpo3bl, yS3BUMOCTM U MHUMAEHTHI MHDOPMAaLMOHHOM 6e30nacHoOCTY;
OLEHMBAaET PUCKN MHCpOPMaLIMOHHOM Ge30nacHOCTU, BKIOYAas PUCKM
MCMonb30BaHUs 06naYHbIX CEPBMCOB; NPOBOAUT aHaNM3 HOpMaTUBHO-

MpuMeHaeT METOAMKN OLEHKN PUCKOB 41151 060CHOBaHMS MPUOPMTETOB
3almMTbl HA NOArOTOBUTENLHOM 3Tane; paspabaTtbiBaeT hparMeHThbI
NONUTUKN MHAOPMaLMOHHOW Be3onacHOCTU, perfameHTbl, npoueaypbl 1
nepeyveHb CBeAEHWA, COCTaBMSAOLMNX KOMMEPYECKYHO TaliHy; CNomnb3yeT
cpefcTtea Kpuntorpadguyeckon 3awmnTbl MHopMaLmMm U 3NeKTPOHHON
noanucu; 060CHOBbLIBAET BbIOOP TEXHUYECKUX N OPraHN3aLMOHHbIX
cpencTB 3awuThl UHGOPMaL MK ¢ y4ETOM cneundukm GusHec-
npoueccoB 1 TpeboBaHWIA CTaHAaPTOB; NPOBOANUT chparMeHT ayauta u
paspabaTbiBaeT KOHLEMLMIO KOMMIEKCHOW CUCTEMbBI MUHOPMALMOHHOW

6.2 Cuctema n KputTepum oLeHMBaHUA

Kputepumn oueHnBaHna chopMMpPOBaAHHOCTM KOMNETEHLIMI

LLikana oueHnBaHus
YcTHOe cobecenoBaHue

MucbmeHHas paboTa

Ob6yuyatowmincsa 4eMOHCTPMpPYET NOHUMaHne
NPUHLMMNOB Y METOAO0B BbINOMHEHMS
noaroToBUTENbHbLIX paboT B obnactu
3auTeHo MHpopMaLMoHHOM B6e3onacHoOCTH.
PackpbiBaeT cogepxaHme HOpMaTUBHO-
npaBoBoW 6as3bl, Ha3bIBaeT akTyarbHble
TEHAEHUUN N COBPEMEHHbIE




noaxosl. MpuBoanUT NpUMepbl NPUMEHEHNS
TEOPETUYECKUX 3HAHWIA ANS NIaHNPOBaHUS
npoekToB. O60CHOBLIBAET BbIGOP METOA0B
OLIEHKM PUCKOB 1 (pOPMMPOBaHUS
TpeboBaHuit. OTBETbI NOMMYHbI,
aprymMeHTUpoBaHbl, OCHOBaHbI Ha
maTepuarne AUCUUNIUHDI.

OOyuvatoLmics He NOHMMAaEeT NPUHLMNOB
BbINONHEHWS NOAFOTOBUTENbHbLIX PaboT, He
MOXET Ha3BaTb HOPMaTUBHO-NPaBOBYH
6a3y 1 coBpeMeHHble NOAX0Abl B chepe
nHdpopMaLmoHHow 6esonacHocTu. He

He 3auyTteHo CcnocobeH NPUMEHUTbL TEOPETUYECKNE
3HaHWUS ANs NNaHUPOBaHUS NPOEKTOB U
oueHkK prckoB. OTBETLI OTCYTCTBYIOT MO0
cogepxart rpybble owmbku,
OEMOHCTPUpYIOLLME OTCYTCTBME
CHOPMMPOBAHHbIX KOMMNETEHLMIA.

6.3 TunoBble KOHTPOJIbHbIE 3aAaHUA U/UIN UHble MaTepuanbl, UCNOJIb3yeMble ANsl OLeHKU pe3ynbTaToB
obyyeHus
6.3.1 TunoBble KOHTPOJIbHbIE BONPOCHI

Ne n/n DopMynmMpoBKM BONPOCOB
Cemectp 5

1 Packpovite noHsiTue n CyLwHOCTb MHbopMaLunoHHon 6esonacHocTn 6usHeca. HazoBute OCHOBHbIE
cocTasrnsoLlme nHpopmMmaLoHHon 6e3onacHocTu.

5 Mepeuncnute OCHOBHbIE 3akoHOA4ATENbHbIE akTbl P®, perynupytowme cdepy nHdpopmMaLnoHHON
6esonacHocTn. KakoBa OTBETCTBEHHOCTL 3a HapyLleHus B 3Ton ccepe?

3 Oarite knaccudmkaumio yrpo3 nHopMaumoHHom 6e30nacHOCTM MO pasnuyHbIM MPU3HaKaM.

4 YTo NnoHMMaeTcsa noa ya3BUMOCTbLIO MHADOPMALMOHHON cucTeMbl? Ha3oBMUTE OCHOBHbIE BUAbI YA3BUMOCTEN U
METOAbI UX BbISIBMEHUSI.

5 Packpowite noHATMe pucka nHpopmaumoHHon 6esonacHoCcTU. HasoBuTe cocTaBnsaoLwWwme pucka 1 aTtanbl
npouecca ynpasneHusi puckamu.

6 YUTo Takoe nonutuka nHgdopmaumnoHHon 6esonacHocTM? KakoBa ee CTpyKTypa 1 cogepxaHune?

7 Packpovite noHsTMe KOMMep4YecKon TanHbl. KakoB NopsiAok BBEOEHUS peXMMa KOMMEPYECKON TaliHbl Ha
npeanpuaTunM?

8 Kakne TpeboBaHuMs npeabsaBnstoTcs K 00paboTke 1 3almTe NepcoHarnbHbIX AaHHbIX B COOTBETCTBUU C

3aKkoHogaTenbcTBom PO?

9 Mepeyncnute OCHOBHblE TEXHUYECKME cpeacTBa 3aWwuTbl UHpopMaummn. lante nx KpaTkyto XapakTepucTuky.

10 B 4em cywHOCTb KpunTorpaduyecknx MeTogoB 3aLnTbl MHopMaumm?

11 YUT0 Takoe anekTpoHHasi noanuck? KakoBo ee Ha3Ha4YeHne 1 HoOpMaTUBHOE perynMpoBaHne?

12 Kakune ocobeHHoCTH obecnedeHunst 6e30nacHOCTU B KOPNOPATUBHLIX CETAX?

HasoBuTe OCHOBHbIE MeXayHapoaHble CTaHOapThl B obnactu MHd)OpMaLI,VIOHHOVI ©esonacHocTn. KakoBbl nx

13
Llenn 1 CTpyKTypa?

Y70 NnoHMMaeTcs NoA MHUMAEHTOM MHpOpMaLMOHHONM 6e3onacHocT? OnuwinTe NpoLecc ynpaeneHus
WMHUMOEHTaMMU.

14

15 KakoBbl 3Tanbl NOCTPOEHMST KOMMIIEKCHOW CUCTEMbBI MHOPMALMOHHOM 6e30MacHOCTM Ha NPeanpUATUN?

6.3.2 TunoBble TeCTOBbIE 3aAaHUA

1. UTO OTHOCKTCS K OCHOBHBLIM COCTaBMSAOLMM MHOPMALIMOHHON Ge3onacHoCcTn?
A) KoHdmaeHumanbHOCTb, LeNOCTHOCTb, AOCTYMHOCTb

B) CkopocTb, HaAEeXHOCTb, MPOU3BOANTENBHOCTb

B) CtonmocTb, athdeKTMBHOCTb, MacLLTabnpyemocTb

") AKTyanbHOCTb, NONHOTa, AOCTOBEPHOCTb

2. Kakov HOpMaTUBHbIN aKT perynupyeT OTHOLLIEHUS B 0611acTy NepcoHanbHbIX AaHHbIX?
A) ®3 «O kommepyeckon TanHe»

B) ®3 «O nepcoHanbHbIX AaHHbIX»

B) ®3 «O6 nHdpopmauumn, "HHOPMaLNOHHBIX TEXHOSOMMUSX U O 3alimTe UHpopmMaummy
M) MpaxxgaHckui kogekc PO

3.K KakOMy BMAy yrpo3 OTHOCUTCA nepexesaT AaHHbIX B cetun?




A) EcTtecTBeHHas yrposa
B) CnyyanHas yrposa
B) YMblwneHHas yrpo3a
") BHyTpeHHss yrpo3a

4. YTo Takoe ysa3BMMOCTb MH(POPMaLMOHHOW CUCTEMBI?

A) HepgoctaTtok unu cnaboe mMecto B CUCTEME, KOTOPOE MOXET ObITb MCNOMNB30BAHO A5 peanu3aumm yrposbl
B) BepoATHOCTb HacTynneHms HebnaronpuaTHOro cobbITMA

B) MNoTeHumanbHasi BO3MOXHOCTb HapyLLeHUs1 6e30nacHOCTH

M) Mepa 3awmTbl MHGPOPMaLMK

5. YTo oTHOCUTCS K OpraHM3auMOHHbIM Mepam 3awWwnTbl nHcopMauun?
A) MexceTeBble aKpaHbl

B) MNonutnka nHopmaLmoHHon 6e3onacHoCTH

B) AHTMBMpPYCHbIE NporpaMmbl

") Kpuntorpadumyeckne cpeacrtaa

6.3.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3adaHusA (3agayu, Kemchbl)

3apava 1. PacyeT ypoBHs pucka

Ycnosue: B komnaHuy npousoLuna ytevka AaHHbIX. Mi3BeCcTHO, 4To YacToTa NogobHbIX MHUMAEHTOB B OTpacnm
coctaBnseT 2 cny4vas B rog. CTonmocTb akTmBa (6a3a gaHHbIX KIMMEHTOB) oLeHMBaeTcs B 5 MNH pybnen. Mpu
peanu3aumu yrpo3bl koMmnaHus TepseTt 70% ctoumocTy aktmea. OdEeKTUBHOCTb CYLLECTBYIOLMX CPeacTB 3alnThl
coctasnset 60%.

3apanwne: PaccumTalite ypoBeHb pucka (oxmgaemble rogosble notepu) no coopmyne: SLE = AV x EF, ALE = SLE
x ARO, rae ALE c yueTom adeKkTMBHOCTU 3aLmTbl = ALE x (1 - acdh(peKTMBHOCTb 3aLluThl).

3apava 2. PacyeT nokasatenen ahHeKTUBHOCTY CpeacTB 3aluThbl

Ycnosue: KomnaHusa paccmaTtpvBaeT BHeOPEHUE CUCTEMbI 3aLLMThl MHopmMaumu ctoumocTbto 500 000 pyGrien.
opoBble 3aTpaTthl Ha obcnyxmBaHme coctaeaT 50 000 pybnen. Mo nporHo3am, BHEAPEHUE CUCTEMbI MO3BOMNUT CHU3UTL
oXxumaaemble rogoBble notepu ot nHumaeHTos ¢ 800 000 py6nen go 200 000 pybnen. Cpok akcnnyatauum cuctemsl — 3
roga.

3apaHue: PaccuntanTe:

"0ooBYHO 3KOHOMMIO OT BHEOPEHUS CUCTEMBI

lMpocTon cpok okynaemocTu

KoadhdpuumeHT Bosspata nusectmumii (ROI) 3a 3 roga

Kenc 1. Pa3paboTka nonuTnkmn nHopmaumoHHom 6e3onacHoCcTu A4St Manoro npeanpustus

Cutyaums: Manoe npegnpustie (20 coTpyaHMKOB) 3aHMMaeTcsa pa3paboTKon MOOUbHbBIX NpUnoXeHun. B
KOMNaHWM OTCYTCTBYEeT CUCTEMHbIN Noaxoa K uHdopmMaLmoHHon 6e3onacHocTy. Mcnonb3ytoTcst HOyTOYKM COTPYAHUKOB,
harnoBoe XpaHunuLle B JIOKanbHON ceTu, obnadHble CepBUChl ANA XpaHeHUs koda U KopriopaTuBHas novrta Ha
fecnnatHom goMeHe. HegaBHO npou3oluna ytevka (oparMeHTOB Koga OAHOMO U3 MPOEKTOB.

3agaHue:

Onpepenute OCHOBHbIE aKTWBbI, TPEOYIOLLME 3aLUNTDI.

NaeHTUdUUMPYINTE OCHOBHbIE YrpO3bl U YA3BUMOCTHU.

MpennoxuTe nepeyeHb NepBooyepeHbIX OPraHN3aLMOHHbIX U TEXHUYECKUX Mep 3aLluuThbl.

CocTtaBbTe CTPYKTYpY NOMUTUKM MHGOPMaLMOHHOW Be3onacHOCT ANa AaHHOMO NPeAnpuUaTUS U packponTe
cofepXXaHne OCHOBHbIX pa3fenos.

Kenc 2. PearnpoBaHue Ha MHUMAEHT MHOpMaLMOHHOM 6e30nacHOCTH

Cutyauus: B koMnaHum, 3aHMMaloLLENCS OHNaMH-TOProBren, npomsoLuna ytedka 6asbl AaHHbIX KITMEHTOB,
copepxawen ®UNO, agpeca, Homepa TenedoHOB U AaHHbIe GaHKOBCKUX KapT (B 3awmdpoBaHHOM Buae). MHdopmaumsa
nosiBunacb B OTKPbITOM AOCTyne B ceTn MHTepHeT. PykoBoAcTBO y3Hano o6 atom n3 nybnukaumm 8 CMU.

3apaHve:

OnuwmnTte NopsaoK AencTBUM Cnyx0bl MHpOpMaLMOHHON 6e30NacHOCTU Ha KaXXAoM dTane ynpasneHus
WHUMAEHTOM.

Kakne HeoTnoxHble Mepbl He0BXoANMO NPeaNPUHATL?

C kakMmu rocygapcTBeHHbIMU opraHaMn Heobxoanmo B3aMMoaencTBoBaTh?

Kakne mepbl cnegyeT NpuHSTL ANS HegonyweHns nogobHbIX MHUMAEHTOB B Oyayliem?



6.4 MeToanyeckue matepuanbl, onpegensiowme npoueaypbl oLeHUBaHUA pe3yNibTaToB 00y4yeHUs
6.4.1 YcnoBusi gonycka o6y4aroLlerocsi K NpoMeXXyTo4HOM aTTecTaumm u Nnopsanok NMKBMAaUumM akageMm4eckomn
3a40/MKEeHHOCTU

lMpoBegeHe NpoMeXyTO4HON aTTecTaummn pernameHTMpoBaHO fokanbHbIM HOpMaTMBHBIM aktom CI6ryYrTn
«lMonoxeHne o0 NpoBeAeHNM TEKYLLLETO KOHTPOSSA YCNEBAEMOCTM M NMPOMEXKYTOYHOM aTtTecTauumn oby4varoLmnxcs»

[lonyck kK NPOMEXyTOYHOWM aTTecTaLumn OCyLLECTBSIETCS NPU YCITOBUM BbINONTHEHNUST 06yYatoLWMMCcs BCEX BUOOB
y4yebHon paboThbl, NpefyCMOTPEHHLIX paboyer NporpaMMon AUCUMMIMHDI, BKIHOYasa NoCeLLeHMe 3aHATUIA, BbINOMHEHNE
M 3alMTy NPaKTUYECKMX 3a[aHUN, a TakkKe YCneLHoe NPOXOXAEHME TEKYLLEro KOHTPONsS YCNeBaemMoCTH.
O6yyatowmecs, He BbINOMHUBLUME NPOrpaMMy AUCLMMNIIMHBI 63 YBaXKUTENbHON NPUYUHBLI Ui NOSTYYMBLLUME OLIEHKY «HE
3a4TEHO», MMEIT akaeMMNYECKYH 3a0JPKEHHOCTb, ANS NMMKBUAALMM KOTOPOW yCTaHaBNMBAKOTCSA MHOUBMAYaNbHbIE
CPOKM NOBTOPHOWM CcAauM 3a4eTa Unm NOBTOPHOMO M3YYEeHWUsI AUCUMMIUHBI NOCIE YCTPaHEHUS BbISIBITIEHHbIX HEAOCTATKOB.

6.4.2 ®dopma npoBeaeHUs MPOMEXYTOYHOM aTTecTauum No AUMcuMninHe

YcTHas + MuceMeHHas KomnbloTepHoe TecTupoBaHue UHas

6.4.3 Ocob6eHHOCTU NpoBeAeHUs NPOMEXYTOYHOM aTTecTaumMm No QUCUUNINHe

MpomexyToyHas aTTecTaumsi N0 AUCUMNINHE NPOBOAUTCS B hopMe YCTHOro 3ayeTa no bunertam, Kaxabii n3
KOTOpbIX BKMOYAET ABa TEOPETMYECKUX BONPOCA 1 OAHO NMPaKTUKO-OPUEHTUPOBAHHOE 3adaHne. Ha noarotoBky
otBoanTCs 30 MUHYT.

7. YHEBHO-METOOU4YECKOE U MH®OPMALIMOHHOE OBECIMEYEHVE OUCUUIMITAHBI
7.1 YuyebHasa nutepartypa

ABTOp | 3arnasue | M3paTtenbcTBO | [oa nspaHusa | Ccbinka
7.1.1 OcHOBHas y4ye6Hasa nutepartypa
BongapeHko, U. C. WHdopmaumnoHHas Mocksa: UapaTenbckui 2023 https://www.iprbooks
6esonacHocTb Jom MUCuC hop.ru/137525.html
Cysoposa, . M. WHdopmaumnoHHas CapaToB: By3oBckoe 2024 https://www.iprbooks
6e3onacHoCTb obpasoBaHue hop.ru/142805.html
7.1.2 ononHuTenbHas y4ebHasa nutepaTtypa
OpoHos, B. 1O, MHdopmaumnoHHas Hosocnbupck: https://www.iprbooks
OpoHoea, I'. A. ©e3onacHocTb OaHKOBCKOM Hosocnbupckuin hop.ru/155872.html
AeaTenbHOCTU rocygapCTBEHHbIN 2024
TEeXHUYEeCKUIn
YHUBEPCUTET
WaHbrmH, B. . MHdopmaumnoHHas CapaTos: https://www.iprbooks
6e3onacHOCTb 1 3aWwuTa n 6p ) 2024 hop.ru/145912.html
WHcopMaLMK podobpasoBaHme

7.2 NepeyveHb NpodreccUoHanbHbIX 6a3 AaHHLIX U UHGOPMALIMOHHO-CNPABOYHLIX CUCTEM




1. http://publish.sutd.ru/  OnekTpoHHas GubnuoTteka y4ebHbix nsgaHun CMNeryYrTa coaepxut
NMOMHOTEKCTOBbIE BEPCUMN MOHOrpadummn, y4ebH1KoB, y4ebHbIX Nocobun, MeToanYeckmx ykazaHui, COopHUKax TpyaoB
npenogasaTtenel U COTPYAHMKOB yHMBepcuTeTa. B cpeae peanu3oBaH MHOroKpuTepuanbHbIi NOMCK AaHHbIX. B 6a3y
JaHHbIX BKNOYEHbI U3gaHus, HadnHasa ¢ 2007 roga.

2. http://www.iprbookshop.ru/  3nekTpoHHasa 6ubnmnoTteka No BCem oTpacnam 3HaHUn, B NOSIHOM obbeme
cooTBeTCcTBYIOLWasa TpeboBaHuAM 3akoHoaaTenscTBa PP B cchepe obpasoBaHus (MMLEH3NOHHBLIE AOKYMEHTbI, CrpaBka
cootBeTcTBMA ABC ®IrOC). B 6a3e OBC IPRbooks cogepxutcsa 6onee 15 000 nsgaHmm — ato y4ebHmKn, MmoHorpadum,
XypHanbl No pa3nuMyHbIM HanpaBneHsM NoAroTOBKM CNeumnanmcToB BbICLLEN LWKOMbI, Apyrasa y4ebHasa nutepaTypa.

3. https://urait.ru/ - Urait aTo coBpemeHHas oby4atowlas nnaTtgopma, npegnaratowas yHuBepcmteTam u
Konnegkam AOCTyn K LMpoBOMY y4eOHOMY KOHTEHTY U pa3nnyHbiM CepBMcam, CrnocobCTBYOLNM 3hHEKTUBHOMY
obpasoBaTenbHOMY npoteccy. [Nnathopma npegocTaBnAeT WMPOKUA CNekTp y4ebHbIX MaTepuanos, BKMoYas
SMNEKTPOHHbIE KHWUIM, OHMaNH-KypChbl 1 AONOMHUTENbHBIE PECYPChI, YTO AenaeT npouecc obyveHns 6onee JOCTYMHLIM U
pasHoobpasHbIM.

4. http://government.ru/department/456/events/ - Ha 3Tom nopTane pa3MeLLatoTcs akTyarnbHble JaHHbIE U
uHdopmMaLmsa o gestensHocTn ®PegepansHon cnyxbbl rocyaapCcTBEHHOW CTAaTUCTUKW. PoccTaTt npegocTtaBnsaeT
CTaTUCTMYECKNE AaHHbIE NO Pa3NMYHbIM OTPACIIAM 3KOHOMUKW, AeMorpadunn, counanbHON CTPYKTYPe U KyNbTyPHON
XM3HW cTpaHbl. MHopmaumsa npeacTaBneHa B BUAE OTYETOB, CTAaTUCTMHECKUX Tabnuy 1 nybnukauui, 4To no3sonseT
obecneynTb NPO3PaYHOCTb U AOCTYNHOCTb AAHHLIX AN roCyAapCTBEHHbIX OpraHoB, 6u3Heca u rpaxaaH.

5. https://www.nalog.gov.ru/rn78/ - ocpmumansHein cant PHC Poccum npeactasnsieT cobon nnatgopmy,
rae pasmelleHa nonHas nHopmaumsa ob ycnyrax, npeanaraeMbix HanoroBbIM/M OpraHamu, BKIto4as BO3MOXHOCTb
nonyyYeHns ANeKTPOHHbIX YCMYr, CAa4YM OTYETHOCTH, a TaKkKe akTyarnbHble AaHHble O Hanorax U HaforoBoMm
3aKOHOdaTeNbCTBE.

7.3 Nepe4veHb NULEH3NOHHOIO U CBOGOAHO pacnpoCcTpPaHAeMOoro NporpamMmmHoro oéecne4vyeHus
Microsoft Windows
MicrosoftOfficeProfessional

1C:Mpeanpustue 8. Komnnekt ans obyyeHns B BbICLLUMX U CpeaHMX y4eOHbIx 3aBeaeHusax. MNMpoaaxa no
Jorosopy ¢ y4ebHbIMK 3aBeeHnamMn 06 ncnonb3oBaHUK B y4ebHOM npoLecce no 3asiBkam

1C-Butpukc: BHyTpeHHun noptan yyebHoro 3aBegeHus

MporpammHas cuctema ans obHapyXeHMs TEKCTOBbIX 3aMMCTBOBaHWIN B y4eBHbIX 1 Hay4HbIX paboTax
«AnTnnarnat.BY3» Bepcum 3.3

CINC KoHcynbTtaHTl ntoc

7.4 OnucaHue MaTepmanbHO-TeXHU4YEeCKOW 6a3bl, HeO6X0AUMON ANs OCcylleCcTBIIeHUA obpa3oBaTeflbHOro
npouecca no AucuunnuHe

Ayautopus OcHaleHne

MynbTuMeauiiHoe 06opyAOBaHNE, KOMMLIOTEPHAS TEXHUKA C BO3MOXXHOCTBIO NOAKIIOYEHUS K
KomnbtoTepHblii knace | ceTu «HTepHeT» 1 obecneyeHneM AoCTyna B 9NEKTPOHHYI0 MHGOPMaLIVIOHHO-
obpaszoBaTenbHyto cpeqy

MynbTumeauiiHoe obopyaoBaHue, crneumanusnpoBaHHas Mebenb, Aocka
JNlekynoHHas Y A PYA H P A

ayautopust

CneuuanuanpoBaHHas mebenb, focka
YyebHas ayautopus
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