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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMNIIUHBI

1.1 Uens AucuuMnnuHbI: CdopmupoBate  koMneTeHuMM  obyuvatoLlerocs B obnactmh  OCHOBHbIX
00LLEeMEeTOO0MNOMMYECKNX OCHOB WH-hopmaLMoHHON 6e3onacHocTi, a Takke 0a30BbiX METOOOB M CpPeacTB 3aluTbl
KOHMOEHUNANbHOCTK, LLENOCTHOCTM U 4OCTYNHOCTM MHGOPMaLnN.

1.2 3apgauv AMcUUNNUHbI:

* PaccmMoTpeTb OCHOBHbIE MPUHLUMIMLI U MeTOAbI 06ecnevyeHns MHpopMaLMoOHHOM 6e30MacHOCTH;

* PackpbITb NpUHLUMMbLI aHanM3a yrpo3 nHgpopmaunoHHon 6e3onacHocTu;

» PaccmoTpeTb MeTOAbI 3aLLUTbl KOHPUOEHUMANBHOCTM, LENOCTHOCTU N AOCTYMHOCTN MHAOPMaLNK;

* MNokasaTb 0COGEHHOCTU TEXHOMOIMIA 1 CpeacTB obecnedyeHnst MHAPOPMaLMOHHON 6e30MacHOCTH.

1.3 Tpe6oBaHus K NpeaBapUTeNbLHON NOArOTOBKE O6yy4aloLlerocs:
MpenBaputenbHasi NoAroToBKa NpeanonaraeT co3aaHne OCHOBbI AN (hOPMUPOBAHMS KOMMETEHLMIA, YKa3aHHbIX B M.
2, NPU U3yYeHUN OUCLIUNIIUH:

MHopmaumnoHHbIe TEXHOMOMMN
MporpamMmmMupoBaHue 1 anropuTMm3aums

2 KOMMNETEHUWUN OBYYAIOLWLEIOCA, ®OPMUPYEMbBIE B PE3YJNIbTATE OCBOEHUA OUCLUMNNHDbI

MK-1: Cnoco6eH BbINOMAHUTL TEXHMYECKOE 3afaHne Ha pa3paboTKy aBTOMaTU3MPOBAHHON CUCTEMbI yNpaBrneHUsi
TEeXHONIOrM4YeckMMm npoLeccamm

3HaTb: OCHOBHblE BUAbI M KraccuUKaLmMio yrpo3 MHOopMaLUMoHHO 6e3onacHOCTM Npu pa3paboTke aBTOMAaTU3UMPOBAHHOW
CUCTEMbI yNpaBrneHnst TEXHONOrMYECKUMM NPoLIECCaMM.

YmeTb: wucnonb3oBatb 6e3onacHble MeToabl pa6OTbI B MHTepHeTe n c 3]'I€KTpOHHOl7I no4vTomn npu pa3pa60TKe
aBTOMaTM3MpOBaHHOIZ CUCTEeMbI ynpaBJieHNA TEXHOJTOrM4eCcKMmMmm npoueccamn.

BnapeTb: HaBblkamy paboTbl C MeToAaMU 3alMPOBbLIBaHNSA M pacluMdpPOBLIBAHNA MHAOPMAaLMKN pasnuyHbIMKU cnocobamu
npu pa3paboTke aBTOMaTU3NPOBAHHOW CUCTEMbI YNpaBIeHWs! TEXHOMNOMNMYECKUMM NPOoLIECCaMM.

3 PE3YNIbTATbI OBYYEHUA NO AUCUUNNUHE

O |KoHTakTHas
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o paooTa
5@ MHHoBALL. dopma
HanmeHoBaHue n cogepxaHune pa3genos, g = CP
_ = dopmbl TeKyLero
TEM U y4ebHbIX 3aHATUN s d Nex. Mp. (4achbt) SAHSTVIA KOHTPONS!
[&]
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Pasgen 1. OCHOBHbIE NOHATMSA U BUAbI YIpo3
b

Tema 1. BBegeHue B MHGOPMaLNOHHYO
©e3onacHocTb. OCHOBHLIE ONpeaeneHusl.
BbasoBble cBOMCTBA 3alLuLLL@eMOm
UHopMauun. MeTtoabl 3aLmThI
WHpopmaLmn. Yrposbl MHPOPMaLMOHHOM
©esonacHocTu. Knaccudmkauus yrpos.

Tema 2. Cnctema 3almTbl OT Yrpo3bl
HapyLeHWs KOH(MAEHUNANbHOCTN.
OpraHu3aunoHHble Mepsbl. ViaeHTudmkaums un
ayTteHTudumkaums. OcobeHHOCTM NapobHbIX 2 2 6 nn
cuctem 3amtbl. CTOMKOCTb NaposibHbIX
cucteM. MeTtoapbl XxpaHeHus u nepegayu
naponem.

Tema 3. MeTofbl pasrpaHMyeHus gocTyna. 6 O
Kpuntorpadmyeckme metogbl obecneveHus
KOoH(umAeHUmManbHoCTU. CUMMETPUYHbIE U
acMMeTpUYHbIe KpunTocuctembl. Cuctemol
pacnpegeneHnus kntoyen. NoctpoeHne 2 2 6
CUCTEMBbI 3aLUWThI OT Yrpo3 HapyLLEHNS
LLeNIOCTHOCTU: LMdpoBbIE NOANNUCH,
KpunTtorpaduyeckune xaw-gyHKLUUKN, KOAbI
NPOBEpPKU MOASIMHHOCTMW.

Tema 4. MeToabl 3aL4UTbl BHELIHETO
nepvmeTpa. CuctemMbl 0bHapyxeHUs
BTOpP)KeHMWI. [poToKONMpoBaHe N ayauT.
lMocTpoeHne cncTtemMbl 3almThbl OT Yrpo3 2 2 4
HapyLleHMs OOoCTynHocTU. MeToapbl co3gaHus
n3bbIToYHOM MHGopmaLmun. lybnuposaHue u
pe3epBMpOBaHME.

Paspgen 2. Kpuntorpacdusa n kpuntoaHanms T




Tema 5. Kpuntonorus, kpuntorpadus v

KpMnTOaHann3 — OCHOBHbIE onpeaenieHuns.
WUcTopusa windpoBaHus. OTanbl: HANBHbLIN,
dopmMarsnbHbIA, HayYHbIN, KOMNBIOTEPHBIN.

Tema 6. CoBpeMeHHble anropuTMbl
CUMMETPUYHOTO LWMdpoBaHus. bnoyHble
anropuTmbl. Adyenka derictana. ANroputm
DES n 'OCT 28147-89. KpyntoCTOMKOCTb.
MpUHUKUNBI XpaHeHWs 1 nepegayu Krnoden
CUMMETPUYHOTO LLIMGPOBAHMS.

Tema 7. ACUMMeTPUYHbIE KPUNTOCUCTEMBI.
Anropntm RSA. KoMGUHMpOBaHHbIE METOADI
wndgpoBaHus. Knoyesble CXeMbI.
TexHonorusa L.

Tema 8. lNMpobnema NogMeEHbI OTKPLITOrO
kntova SUIM. Ceptudmkauus, nepapxmsi u
WMHPaCTPYKTYpa OTKPLITLIX KITHOYEN.
KomnneKkcHbIn MeTo 3almThl.

Utoro B cemecTpe (Ha kypce ansa 3A0)

KoHcynbTaumm n npomexyTodHas attectauus
(3auver)

3,75

nn

17

17

37,75

0,25

Bcero koHTakTHas paborta n CP no
AucumniunHe

34,25

37,75

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTupoBaHue y4ebHbIM NinaHoM He NpegycMOoTpeHo

5. ®OH[ OLIEHOYHbIX CPEACTB ANA NPOBEAEHUA MPOMEXYTOYHOW ATTECTALIUMU
5.1 OnucaHue nokasatenen, KPUTepMeB U CUCTEMbI OLleHMBAHUA pe3yrbTaToB 0byYeHus

5.1.1 NMokasaTtenu oueHMBaHUA

Kon HanmeHoBaHue oueHOYHOro
MokasaTenu oueHnBaHWs pesynbTaToB 00y4YeHus
KOMMEeTEeHUUN cpeacTea

lMoBecTByeT 0 peLleHnsix CTaHAapTHbIX 3a4ad Npod)eccMoHanbHON
OeaTenbHOCTM No paspaboTke aBTOMaTU3UPOBAHHOW CUCTEMBI
ynpaBneHnss TEXHONOMMYEeCKUMK. NpoLeccamm C y4eTOM OCHOBHbIX
TpeboBaHM MHDOPMaLMOHHOM 6e30nacHOCTH. Bonpocbl ans yctHoro

MK-1 OnpegenseT, KakMe akTopbl MOTyT ABNATLCS Yrpo30M cobecenoBaHus.
NMHOpPMaLMOHHO 6e30MacHOCTN aBTOMAaTU3MPOBaAHHbBIX CUCTEM. Kewnc-3agaHus.
BbibnpaeT 6e3onacHble MeToAblI NPOCMOTPa CakToB, MOHUMAET
OMacHOCTU, CBA3aHHbIE C BITOXXEHUSIMU SNIEKTPOHHOM NOYTbI.
O60ocHOBbIBAET BbIGOP KOHKPETHOIO KpUnTorpadgmuyeckoro cpeacTea.

5.1.2 Cnucrema v KpUTepmm oLeHNBaHUA

Kputepun oueHMBaHUA CHOPMMUPOBAHHOCTI KOMMETEHLMI

LLikana oueHuBaHna

YcTHoe cobecenoBaHue

MucbmeHHas paboTa

3ayTeHo

TpeboBaHUAM.

MonHbIN, Nc4YepnbiBaOLWUN OTBET, SSBHO
[EeMOHCTpUpYoLLMIA rnybokoe NnoHMMaHue
npeameTa v LWMPOKYH apyanumio B
oueHuBaemMon obnactu. Kputnyeckun,
OpUrnHarbHbIA NOAXOA4 K MaTepuarny.
KauyecTBO UCNONHEHNS BCEX ANEMEHTOB
3a[aHunsI MOMHOCTBIO COOTBETCTBYET BCEM

HecnocobHocTb OTBETUTL Ha BOMNpocC 6e3
NOMOLLIK 3K3aMeHaTopa. HesHaHune

He 3auTteHo 3HaYUTENBLHOM YacTn npuHUnnmanbHO

BaXXHbIX 3MIEMEHTOB ANCLMMIIUHDI.
MHorouncneHHble rpyobie owmoku.

5.2 TunoBblie KOHTPOJIbHbIEe 3aQ4aHUA UNN UHbIe MmaTepuanbl, HeobXxoaMMbIe ANA OLEeHKU 3HaHUM, YMeHMVI,

HaBbIKOB U (UNK) onbiTa AEATENbLHOCTU
5.2.1 NepeyeHb KOHTPOSbHbIX BONPOCOB

Ne n/n |

dopMynMpoBKM BOMNPOCOB




Cemectp 6

—

BeeaeHuve B HdopmaLmoHHyto 6e3onacHocTb. OCHOBHbIE onpeaeneHus. bazoBble cBoONCTBA 3alUMLLLaEMON
MHdopMaLmK.

2 MeToab! 3aWwmTbl MHOpMauun. Yrpo3sbl MHGopMaLmMoHHon 6esonacHocTn. Knaccudmkaums yrpos.

3 Cuctema 3almThl OT Yrpo3bl HapyLleHus KoHduaeHumansHocTu. OpraHn3aunoHHble Mepbl.

4 NaeHTndmkaumsa n ayteHTudmkaums. OCoOBeHHOCTM NaposibHbIX CUCTEM 3aLLUTHI.

5 CToMNKOCTb NaporbHbIX cucteM. MeToabl XpaHeHUs 1 nepegayu naponen.

6 MeTopapl pasrpaHuyeHus goctyna. Kpuntorpaduyeckue metoabl o6ecneyeHust KoHpuaeHUMansHoOCTH.

7 CvMMeTpUYHbIE 1 acUMMETPUYHbIE KpunTocncTeMbl. CUCTEMbI pacnpeaeneHuns Koden.

8 lMocTpoeHune cucTembl 3alnTbl OT YrPO3 HapYLLEHUS LLeNOCTHOCTU: UndpoBblie NOANUCK, KOOkl MPOBEPKX
NOASMHHOCTM,

9 MeTopapl 3aWwmThl BHELWHero nepumMeTpa. Cuctembl 06Hapy>XeHusi BTOp>KeHWiA. [poTokonupoBaHue u ayaur.

10 lMocTpoeHune cncTembl 3aLLmTbl OT Yrpo3 HapyLLeHWs AOCTynHOCTU. MeToapbl co3gaHus N3bbITOUHOWM
nHgopmauumn. lybnmposaHue n peseprpoBaHme MHGHOpMaLmn.

1 KpmnTon_orMﬂ, Kpl/ll'lTOvaa(bVIﬂ W KPUNTOAHANM3 — OCHOBHbIE ONpeseneHus. UcTtopus wndpoBaHus. dtansbl:
HavBHbIN, (hOpManbHbIA, HAYYHbIN, KOMMNBbIOTEPHbIN.

12 CoBpeMeHHble anropuTMbl CUMMETPUYHOTO LWndpoBaHus. bnoyHeble anroputmel. Avenka derictana.

13 Anroputmbl wndpposaHnsa DES n TOCT 28147-89.

14 KpuntocTtonkocTb. MpuHLMNBI XpaHeHUsA 1 nepegayun KNnioven CMMMETPUYHOIO LWUAPOBaHUS.

15 AcnMMeTpuYHble Kpuntocuctembl. Anropntm RSA.

16 KombrHupoBaHHble MeToab! WwWndposaHus. KnoyeBble cxeMbl. KOMNNEKCHbIM MeToA 3aLmTbl MHGOPMaLIMn.

17 TexHonorua 3UM. Kpuntorpadgumyeckue xaLw-gyHKUMN.

18 I'Ipo6n§a|v|a noAMeHbl OTKpbITOro kntoyva SLUIM. Ceptudmkaums, nepapxms n MHPacTpyKTypa OTKPbITbIX
Knoyen.

19 3akoHogaTenbcTBo PP 1 HopmaTtumBHble akTbl B cdhepe NB. MHdopmMaumsi ¢ orpaHMYeHHbIM 4OCTYMOM.
lMepcoHanbHble AaHHbIE.

20 Buapbl BpegoHOCHbIX Nporpamm. AHTMBUPYCHas 3awuTa.

5.2.2 TunoBble TeCTOBbIe 3a4aHus




1) Onpeaenntb UCTUHHBIN TUN dannoB (M3 6a3bl Ha cepBepe kadeapbl All)
dann Tun danna PacwmpeHnune

file008
file020
file028
file030
file051
file058
file062
file064
file084
file085

2) OnpepenuTb UCTUHHBIN TUN channos (13 6a3bl Ha cepBepe kadeapbl AllM)
dann Tun danna Pacwwnpenune

file009 | |
file022 | |
file023 | |
file048 | |
file049 | |
file070 | |
file072 | |
file080 | |
file085 | |
file097 | |

3) OnpepenuTb NCTUHHBIN TUN channos (M3 6a3bl Ha cepBepe Kadeapbl AlMM)
dann Tun danna Pacwwnpenune

file006 | |
file013 | |
file016 | |
file023 | |
file045 | |
file078 | I
file082 | I
file085 | I
file096 | I
file099 | |

4) Onpenenntb UCTUHHBIN TUN dannos (M3 6a3bl Ha cepBepe kadeapbl AllM)
dann Tun danna PacwmpeHnmne

file013
file017
file028
file047
file053
file055
file080
file087
file092
file093

5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3a4aHunA (3aAayuu, KeUChbl)



1. PacwudpoBats, ucnonbdysa tabnuuy BrxeHepa cnegyowyto KpuntorpaMmmy:

a) Knou: AMEPUKA

Lndpporpamma:
M3SANLIMKAVSWILLABLIXbIbY3B3UbINThIBMTL ThAELLEOLEXBIOXAHMPELLATBLIBE33XLILOCCXMHTHOL],
WAWYE

(McxogHbIi TeKCT: Mbl NyOrnmMkyeM nogbopKy 13 BbiCKasblBaHUIM cAeraHHbIX B CBOE BPEMS B COBEPLLUEHHO
cepbesHon popme)

6) Knmiou: EBPOIMA 5
LWndporpamma: MBHEKOBAHAABAMBIOI3CIYHKYBEXIOXLIOOHPCOBHYOPBEOOUHIMACONEAPAECXKHIOY
(NcxopHbI TEKCT: Aa 3To ObINO cka3aHo BMOJSIHE CEPbEe3HO N 0BOCHOBAHHO A1 CBOEro BPEMEHM)

B) Kntou: A3UNA

LWndporpamma:XbIAPMBMO3ACOULIEBKB3IrKATAbMALBKbINY TUTMbIHITLUACOKYBOLWCCCXKbArLm
MA

(McxoaHbIn TEKCT: MHTepecHo a YTo ByaeT Bbi3blBaTb Y HAC YrbIOKY U3 TOrO YTO FOBOPUTCS CErogHs)

2. OgHMM 13 PEKBU3NTOB 3NEKTPOHHOIO JOKYMEHTA ABNAETCS 3MeKTPOHHO-UMdpoBas nognuck (ALIM).
- KakoBa TexHonorusa nonyyexus 9LIM7?

- Yto Takoe ceptudumkat ILM?

- Y10 0becneunBaeTcs ¢ nomoLlbio JLM?

3. OCHOBHbIM METOAOM 3aLUMTbI KOHUAEHUMANBHOCTU MHAOPMaLIMK ABNSETCS KpunTorpadus.
- MepeuncnmTe OCHOBHbIE METOAbI KpUNTOrpadnyecKoi 3aLumTbl MHGOPMaLIMN.
- Mepeuncnnte HeJOCTATKA U NPEUMYLLECTBA CUMMETPUYHBIX M aCUMMETPUYHBIX KPUMTOCUCTEM.
- B kakoM crny4ae mMeTof raMMUpoBaHns AaeT abComnMoTHY0 KPUNTOCTONKOCTL?

5.3 MeToanyeckue maTepuansl, onpegensiowme npoueaypbl OLeHUBaHUA 3HAaHUW, YMeHUI, BNageHui (HaBbIKOB
1 (MNK) NPaKTU4YECKOro onbiTa J4eATeNIbHOCTH)

5.3.1 YcnoBusa gonycka oby4arowerocs kK npoMeXxyTo4HOM aTTecTauum U NopsaaokK NIMKBMAALIMW akaAeMU4ecKomn
3a40/MKEeHHOCTHU

lMpoBeaeHve NPOMEXYTOYHOM aTTecTaumMmn pernameHTMpOBaHO NoKanbHbIM HOPMaTUBHLIM aktoM CI6IMYMTO
«[lMonoxeHne 0 NpoBeAeHNM TEKYLLEro KOHTPOMS yCNeBaeMOCTU 1 NPOMEXYTOYHOW aTTecTauumn obydatoLLmxcsa»

5.3.2 ®opma npoBeaeHUsi NPOMEXYTOYHOM aTTecTauMu nNo AucumnsiMHe

YcTHas + [NMncbmeHHas KomMnbloTepHOE TeCTUpOBaHue NHas

5.3.3 Ocob6eHHOCTHK NpOBeAEHUs NPOMEXYTOYHOW aTTecTauum nNo ANCUUNIINHe

[ns nonyyeHnsa 3a4é€Tta no aucumnnHe HeobxoAMMO YCMNELUHO BbIMOMHUTL ABa TECTOBLIX 3a4aHus:
1) no onpegeneHuto nctuHHoro Tuna 10 dannos;
2) no pacLmdppoBKe KpMNTOrpaMmMbl C MOMOLLLIO Tabnuubl BuxkeHepa.

6. YYHEBHO-METOANYECKOE N UH®OPMALIMOHHOE OBECNEYEHWE OUCLUUNITUHDbI
6.1 YyebHasa nutepartypa

ABTOp | 3arnaewue | M3patenbcTBO | [oa nspaHma | Ccbinka

6.1.1 OcHoBHas yyebOHas nutepartypa

LWaHbruH, B. ©. MHdopmaumoHHas Caparos: https://www.iprbooks
6e3onacHoCTb 1 3awuTa n 0(b06p aaoéane 2024 hop.ru/145912.html
NHopMaLun P P

BongapeHko, U. C. MHdopmaumnoHHas Mocksa: agartenbckuii 2023 https://www.iprbooks
6esonacHoCcTb Jom MUCuC hop.ru/137525.html

Tepexos, A. B., MHdopmaumoHHas Tam60B: TamBoBCKU https://www.iprbooks

YepHbiwos, B. H., 6e30nacHOCTb U NpaBoOBbIE rocyaapCTBEHHbIN 2023 hop.ru/141049.html

lMnaTteHkuH, A. B., OCHOBBbI 3aLUNThbI TEXHUYECKNN

CenesHes, A. B. nepcoHanbHbIX AaHHbIX yHuBepcuteT, A6C ACB

orosuH, B. 1O., OcHoBbI MHOPMaLNOHHON https://www.iprbooks

Manywkun, N. B, 6esonacHocTH . hop.ru/141624.html

Hogukos, B. K., Mockea: OHUTU-OAHA 2023

Benpes, C. b.

MwupowHukos, A. ., OcHoBbI MHOPMaLNOHHON TNuneux: Nuneukuii https://www.iprbooks

Cebicoes, A. C. GesonacHoCTM U 3awuTa rocyaapCTBeHHbIN 2022 hop.ru/128718.html
MHpopmMaLmm TEXHUYECKNIA

yHuBepcuteT, O5C ACB

6.1.2 [lononHuTenbHaa y4yebHas nutepaTypa




Kukun A.B. XpaHeHune un 3awmTta http://publish.sutd.ru/
KOMMNbIOTEPHOW NMHOpMaLm cne.: cnieryntng 2015 tp_ext_inf_publish.ph
p?id=2807
Kukun A. B. MHdopmaumoHHas http://publish.sutd.ru/
6e3onacHocTb. OCHOBBI Cne.: cneryntq 2019 tp_ext_inf_publish.ph
KpunTorpaduu p?id=201932
Kukun A. B. MHdopmaumoHHas http://publish.sutd.ru/
©6e3onacHocTb cne.: cnieryntn 2015 tp_ext_inf_publish.ph
p?id=2809

6.2 NepeyveHb NpodeccnoHanbHbIX 6a3 AaHHbIX U NH(OPMALMOHHO-CNPABOYHbIX CUCTEM
1. OneKkTpoHHO-6MGnMoTeYvHas cuctema CMo6ryNTa [OnekTpoHHbi pecypc]. URL: http://publish.sutd.ru/

2. OneKkTpoHHo-6MbnuoTeyHas cuctema IPRbooks

[@nekTpoHHbIn pecypc]. URL: http://www.iprbookshop.ru/

3. MHdopmaumoHHas cuctema «EanHoe okHo gocTyna k obpasoBaTenbHbIM pecypcam. Pasgen. MIHopmaTtuka
N MHPOPMaLMOHHBbIE TeXHONOrMM» [ONnekTpoHHbI pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6

4. OdmumanbHbIi UHTEPHET-NopTan NnpaBoBon HdopMaLmm (peaepansbHas rocygapcTBeHHas
HdopMaLmoHHasa cuctema) [OnekTpoHHbIn pecypc]. URL: http://pravo.gov.ru

6.3 NMepeyeHb NULEH3MOHHOro U cBOGOAHO pacnpPoCTPaHAEMOro NporpaMmMHoOro oéecneveHus
MicrosoftOfficeProfessional
Microsoft Windows

Far

6.4 OnucaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HeO6X0AMMOM ANA OCYLIEeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsimHe

AyauTtopus OcHalleHune

MynbTuMeauiiHoe obopyagoBaHue, crneumanuanpoBaHHas mebenb, JocKa
JlekumoHHas Y A PYA 4 P A
ayautopus

YyeGHas ayautopus

Cneumnan n3npoBaHHas mebenb, gocka
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