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1 BBEAEHUE K PABOYEW MPOrPAMME OUCLMNNUHbBI
1.1 Uenb pgucumnnuuHbl: CchopmmpoBaTb KoMMeTeHUun obydatoulerocs o6 OCHOBHbIX MpUHUMMAAX OpraHu3auum
OonepaLMOHHbLIX CUCTEM. U KOMIMbIOTEPHBIX CETEN
1.2 3apgauv AMcUMNUHbI:

OenageHune O6y‘-IaPOLIJ,MM TeopeTn4yeCckmnx ceeaeHusa 006 apxXnTekType, d)yHKLI,VIﬂX, npoueccax U CUCTEeMHbIX cny>|<6ax
onepaunoOHHbIX CUCTEM;

M3yyeHne koHUeNnuumn pacnpenenéHHon obpaboTku;

YMeHne onpegeneHna Meponpuatui no obecnedeHnto MHGOPMaUMOHHOM ©e30MacHOCTM, OWAarHOCTUKUM W
BOCCTaHOBMEHUS OnepaLmMoHHOM CUCTEMbI MOCTE OTKA30B;

Bblpa6OTKa HaBblKOB MO ynpaBlieHuto beHKLI,VIOHVIpOBaHVIeM OI'IepaLl,VIOHHOVI cuctemon  ans opraHunsaumm
3d)(beKTI/IBHbIX BblYMCNUTENBbHbLIX MpoueccoB B VIHd)OpMaLI,I/IOHHbIX cucrtemMax passiM4HoOro HasHadeHud, obecneyeHus
VIHd)OpMaLI,VIOHHOVI 6e3onacHoCTH, 3amnTbl OT CO0EB M OTKA30B, aOMUHUCTPUPOBaAHNA BbIMUCTTUTESIbHbIX CUCTEM.

1.3 TpeboBaHus Kk NnpeaBapuTENbLHOMN NOAroTOBKe 00yyYaroLeroca:

I'Ipe,D,BapMTeanaﬂ noAroToBkKa npeanonaraeT co3gaHne OCHOBbI ANA (bOpMVIpOBaHMﬂ KoMneTeHuun, YKa3aHHbIX B .
2, npu n3yveHnn gucumnninH:

OvcumnnuHa 6asupyeTcs Ha KOMMNETEHUMSX, CPOPMUPOBAHHBIX Ha NpeablayLLEeM YPOBHE 06pa3oBaHus.

2 KOMMNETEHUNUN OBYYAIOLWLEIOCA, ®OPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OUCLUMINHDbI

OrMK-2: Cnoco6eH NOHMMaTb NPUHLUMNLI PpaboThbl COBPEeMEHHbIX MUHOPMALMOHHLIX TEXHONOrMI U NPOrpaMMHbIX
CcpeAcTB, B TOM YMcClie OTe4eCTBEHHOro NPoU3BOACTBA, U MCNONbL30BaTh UX NPU pelueHnn 3aaay npodeccuoHanbLHoM
[eATeNbLHOCTH;

3HaTb: TeOpeTVI‘-IeCKVIe OCHOBbI NOCTPOEHUA N beHKLI,VIOHVIpOBaHVIﬂ onepaunoHHbIX CUCTEM, X HA3Ha4YeHne n q3yHKLI,VIVI.

YMeThb: VMicnonb3oBaTh pa3nuyHbie onepaunoHHbIE CUCTEMBI U CO34aTb KOMaHAHble hansbl C UICNONb30BaHMEM YNpPaBsOLNX
KOHCTPYKLMIA; BbIOMpaTb U OLEHUBATb apXUTEKTYPY BbIYMCIMTENbHBIX CUCTEM, CETEM U CUCTEM TENEKOMMYHUKAUUA U UX
NOACUCTEM.

BnapeTtb: HaBblkamu aHanusa u oueHkn acpdekTnBHoCcTN yHKUMOHUpoBaHus OC 1 ee KOMMOHEHTOB; HaBblkaMu paboThbl B
COBPEMEHHOI NPOrpamMmMHO-TEXHUYECKOW CPeAE B PA3NNYHBLIX ONEPaLMOHHbIX CUCTEMAX U CETSX.

OlK-4: CnocobeH yyacTBOBaTh B pa3paboTke cTaHAAPTOB, HOPM M NPaBUJIl, a TaKXKe TEXHMYECKOMN AOKYMEHTauuu,
CBfi3aHHOM ¢ Npod)eccuoHanbHON AeATENbHOCTbIO;

3HaTtb: TexHu4yeckue XapaKTepucTukn, KOHCTPYKTUBHbIE OCODOEHHOCTK, HasHayeHue wu ycnosua  akcnnyartaunmn
BbIYNCNINTENBHON TEXHUKN.

YmeTb: [Nonb3oBaTbea cneumanbHbIMyY NPOrpaMMHbIMU CPEACTBAMU ANS peLleHns NpodeccuoHarnbHbIX 3agau.
BnapeTb: HaBbikamun paboTbl C TEXHUYECKOW JOKYMEHTaLMEN.

OIlNK-5: Cnoco6eH nHcTannmpoBaTb NporpaMMHoOe U annapartHoe o6ecneyeHue AnA UHOOPMAaLMOHHBLIX U
aBTOMaTU3MPOBAHHbIX CUCTEM;

3HaTb: CTPYKTYpy U apXUTEKTYPY COBPEMEHHbIX OnepaLMOHHbIX CUCTEM; TEOPETUYECKME OCHOBBLI HACTPOMKM U ONTUMU3ALIMK
pabotbl OC.

Ymetb: [lonb3oBatbcs WHCTpyMeHTanbHbiMKM cpeactBamu OC, cTaBuTb M pelwaTb 3ajayv aAMUHUCTPUPOBaHUS U
KOHUIypUpOBaHNs onepaLoHHbIX CUCTEM.

BnapeTtb: HaBblkamu MHCTanNnsUMM NPOrpamMMHOrO M annapatHoro obecneyeHusi C NPUMEHEHWEM METOOOB 3aluThbl
MHdopMaLnn.
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Pasgen 1. OcHoBHble KOHLENLUUK 6a30BOro
nporpaMmmHoro obecneyeHus (bINO)

Tema 1. OnpegeneHune, Ha3HayYeHue,
knaccudukaumsa bro. Onpenenexne,
Ha3Ha4eHne n PyHKLMM onepaLnoHHON
cuctembl. Isontouun OC, 3BM u IMK. 3
MpakTnyeckme 3aHaTusa: Apxutektypa MK 1 5 16 "
(ABI/API). Moacuctemsbl win32, posix, WSL.

MepcoHanusaumsa OC ¢ nomoLLbo
rpadon4ecKkoro nosib3oBaTesIbCKoro
WHTepgenca

Usonauma gedektos 3arpyskm OC




Tema 2. Knaccudmkauyms OC. CoBpeMeHHble
OC, OCHOBHbIE XapakTEPUCTUKM,
0COBEHHOCTU NPUMEHEHMS, annapaTHas
nnatcpopma. TengeHuun passutuna OC. OC
nocneaHero NoKoNeHus.

MpakTuyeckune 3aHATUNA: YnpaBneHve
Toukamum otkaTa OC, co3gaHune pasgena
BOCCTaHOBIIEHUS, CO3[aHNSI 3arpy304HOro
obpasa Ha CbeMHOM HocuTEne.

PasgeneHne anckoBbix ycTporcTs discpart.

Pasgen 2. OcHoBHbIE KOHLENLUUK
coBpemeHHbIx OC.

16

nn

Tema 3. Apxutektypa onepawmoHHbIX
cnctem. OcHoBHbIe kKoMMNoHeHTLI OC: aapo,
BCnoMoraTternbHble moaynu. MHorocnoriHas
cTpykTypa sagpa OC ApxmTeKkTypHble
ocobeHHocTn OC. BupTyarnbHble MallUHbI.
lMpakTnyeckme 3aHATUS: TexHonornm
BupTyanusaunm BM, koHTenHepbl DOCKER.
PecypcHas mogenb, cneuunduka
KoHTenHepoB n BM (sgpa OC). Cpeacteo
MoHuTopuHra (btop, top).

Tema 4. YnpasneHue npoueccamu. MNoHsaTre
npotiecca. brnok ynpaBneHus npoLeccamu.
CocTtosiHme npoueccos. NnaHnpoBaHmne
npoLLeccoB, anropuTMbl NiaHUPOBaHMUS
npoLIeCCoB.

MpakTtnyeckme 3aHaTms: KomaHaneTs!,
yrnpaBneHne KOMMbITEPOM C NOMOLLbIO
TepMmuHana. iHTepnpetaTtop KOMaH4HOM
ctpokn OC Windows: cozgaHne KoMmaHaHbIX
gannos. PaboTta ¢ komaHaamm A5ist KOHTPOrs
CUCTEMHBbIX PECYPCOB.

15

nn

Tema 5. lNMpouecchl 1 NOTOKN. KOHTEKCT U
Jeckpuntop npotecca. [Npouecckl, NOTOKU K
HUTW. OCHOBHbIE MOHATUS N XapaKTEPUCTUKN.
MpakTnyeckme 3aHATUSA: YCTaHOBKa roCTEBOM
onepaumoHHoun cuctembl U3 1ISO-obpasa ¢
MOMOLLbIO NPOrpamMmbl, OCHOBHbIE
npenmMyLlecTsa n HegocTaTkn BM,
knaccudukaumnsa Hactpoek BM (hyper-v,
Bios/UEFI, WSL).

15

nn

12

nn

Tema 6. lNoHaTHe (hannoBon cUCTEMBI.
HasHa4deHue, noruyeckas opraHusaLms.
Crtpykrypa ®C. Jlornyeckas opraHmsaums
OC. BydepHbin nyn.. Apxutektypbl ®C.
MpakTnyeckue 3aHatua: KomaHgneTsl,
yrnpaBneHne KOMMbITEPOM C NOMOLLbIO
TepmuHana. dannoeasa cuctema OC UNIX.
OC Linux. Cpeactso moHuTopuHra (btop,

top).

Tema 7. lNoHaTne channa.

OnpegeneHue, OCHOBHbIE CTPYKTYPbI
dannos.

OcHoBHble Tunbl harnos. Jlornveckas u
dmanyeckas opraHmsaumsa annos.
MpakTnyeckme 3aHaTus: KomaHaneTs!,
yrnpaBneHne KOMMbITEPOM C NOMOLLbIO
TepMmuHana. dannosas cuctema . OC Linux.
CpegacTtBo MmoHuTOpUHra (btop, top).

12

nn

Pasgen 3. CeTu 1 TenekoMmyHuKaLum

10

nn




Tema 8. Apxutektypa Bbl4UCIIUTENBHbIX
ceTtein. OCHOBHas TEPMUHOSIOTUS.
Knaccudmkaumsi KOMNbOTEPHbLIX CETEN.
Tononorus cetn. Knaccudpumkauna ceten no
TOMonoruu.

MpakTnyeckme 3aHaTMs: [NocTpoeHne
TOMNOMOrMKN NoKanbHOW BbIMUCINTENBHON
ceTu. lNpakTnyeckoe nNnpuMeHeHue
npoTtokonioB mogenu OSI, SSH coeanHeHue,
npumeHeHve SSH (bandit).

Tema 9. Apxutektypa ceTen.
BbluncnutensHas moagens OSI.
MpakTnyeckue 3aHatus: NpumeHeHne
komaHg OC Windows ans pabotbl ¢ 2 2 12 nn
KomnbloTepHom ceTblo. Komangapl ipconfig,
ping n getmac, traceroute, nslookup, netsh/ip:
nony4yeHne cnpaBovyHON UHOpMaLINN.

Tema 10. CTaHgapTbl U CTEKM NPOTOKOOB
ApxutekTtypa cteka npotokonos Microsoft
TCP/IP. Undposon IP-agpec. [JoMEHHbIN
(cumBonbHbIN) agpec. Cnyxba JOMEHHbIX
nMéH (DNS). ®opmat coobLueHuni 1
nepapxmna DNS. ObnayHble cepBuChI,
BblYMCEHUA 1 TexHonorun. Mogenu
06nayHbIX BbIYUCTIEHUN.

MpakTunyeckme 3aHaTUS: [poBepka
coeanHeHun B ceTax. OnpenenexHue IP-
agpeca KomnbloTepa no ero JOMeHHOMY
aZpecy u knacca nony4yeHHoro |P-agpeca.
Onpepenenune IP-agpeca Beb-cepBepa no 2 4 12 nn
ero joMeHHoMmy agpecy. OnpegeneHue
Ha3BaHus ceTeBoro agantepa un ero MAC-
agpeca. Paborta ¢ ¢hannosbiM cepBepoM 1
ceTeBbIMK Nankamu Ha HeM. lNepexog Ha FTP
-cepBep, nonyyeHune nHgopmMaLmm o
CTPYKTYype nanok, KonnmposaHne ansnos c
FTP-cepBepa.

Bbirpyska/aarpy3ka B obnadHble XpaHunuia
1 Ha noKarsbHbIA HOCUTESNb Kaknx-nnbo
NPOEKTOB WX PEMO3UTOPUEB C MOMOLLIbIO
git/curl, VPN,

P2P connection, OpenVpn,

Tema 11. Be3onacHOCTb B KOMMbIOTEPHbIX
ceTax. Cnocobbl 1 cpeacTsa 3aLlmThbI
UHdopMauum B ceTax. LndposaHue.
AnropuTMbl LUIMPPOBaHNA. DNEKTPOHHAS
umdpoBas NOANUCH. 2 4 1 un
MpakTuyeckune 3aHsaTuA: MNpakTnyeckoe
npumeHeHne npotokonos, DH (https), 3awuTa
OT ceTeBbIX yrpo3 (bunbTpsl), (addblock),
ids/ips, obnayHblie B[], xocTuHr FireBase,
PFS (Perfect forward secrecy).

WUtoro B cemecTpe (Ha kypce ansa 3A0) 16 32 141
KoHcynbTaumm n npoMexyTodHas atTectauus 25 24.5
(Ok3ameH)

Bcero koHTakTHas pab6orta n CP no

OUCUMNNuHe 50,5 165,5

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTnpoBaHue y4ebHbIM NnaHoM He NpeaycMoTpeHo
5. ®OHA OLIEHOYHBLIX CPEACTB ANA NPOBEAEHUSA NPOMEXYTOYHOW ATTECTALIUK

5.1 OnucaHue nokasarteneun, KpUTEPMEB U CUCTEMbI OLLEHUBaHUA pe3yfibTaToOB 0by4yeHus
5.1.1 NMokasaTtenu oueHMBaHUSA




Koa HanmeHoBaHMe oLueHO4YHOro
MokasaTenu oueHnBaHUA pesynbTaToB 06ydeHus
KOMMeTeHuun cpeactea
Bonpockl ycTHoro
O6ocHoBbIBaeT (PyHKLMOHANbHOE Ha3HavYeHne onepaunoHHbIX CUCTEM coBecenoBaHNs
AN pelleHnst npodeccnoHanbHbIX 3agay U COBMECTUMOCTL C '
NpVKNagHbIM NporpaMMHbIM obecnevyeHnem.
Orl1K-2 PaspabaTbiBaeT kKOMaHAHbIN hann ans paboTel ¢ dannamu.
MpaKTMKO-OPNEHTNPOBAHHLIE
. o 3afaHus.
MpoBoANT cpaBHUTENBHBLIM aHanua Bo3moxxHocTen OC anga pelleHus
3agay 13 npodeccmnoHanbHoM 06nacTh; packpbiBaeT anropuTm
OENCTBMIA B 3aBNUCMMOCTU OT cpeabl paboTbl. MpaKTko-OpUeHTMPOBAHHbIE
3afaHuns.
DopMynNnpyeT OCHOBHbIE XapaKTEPUCTUKN U (DYHKLMOHANbHbIE Bonpocbl ycTHOro
KOHCTPYKTUBHbIE OCOBEHHOCTU BbIYUCTTUTENBHON TEXHUKM. cobecenoBaHus.
OnK-4 PackpbiBaeT goyHKLMOHAmNbHbIE BO3MOXHOCTWN COBPEMEHHOIO MpakTNKo-OpMeHTUPOBaHHbIE
nporpaMmMHoro obecneyenunst 4nsi peleHus NnpodeccrmoHanbHbIX 3agay. 3agaHus.
[leMOHCTpUpyeT OCHOBHbIE NoAXoAbl K paboTe C TEXHUYECKOWN MpakTNKo-OpMeHTUPOBaHHbIE
OOKyMeHTaumen. 3afaHus.
dopmynupyeT HasHa4YeHne 1 ocHoBHble byHkumn OC, paet Bonpocel ycTHoro
knaccugukaumio coBpemeHHbix OC 1 06nacTu ux NpUMEHeHUs; cobecenoBaHus.
dopmynmpyeT NpUHUMNbLI POPMUPOBaHNSA apXUTEKTYPbI PasfMyHbIX
OonepaumOHHbIX CUCTEM; NEPEUNCTIAET OCHOBHbIE MEXaHN3MbI
ynpaBreHns pecypcamm BblYUCIIUTENBHOW CUCTEMBI.
OrK-5 MpaKkTMKO-OpPNEHTNPOBAHHLIE
BobinonHset HacTpornky OC, yumTbiBas 0cobeHHOCTM paboThbl B 3agaHuns.
KOHKpPETHOW onepaunoHHOM cucTeme; co3faeT KoMaHaHble dpannbl C
MCMNOSIb30BaHNEM YNPaBMSAOLLNX KOHCTPYKLMNA.
MpaKTMKO-OPNEHTNPOBAHHLIE
MpumeHsieT meToabl npocTtenwen 3awnTsl MK npn pabdote B JIBC n MBC. 3agaHuns.

5.1.2 Cuctema u KpuTepum oLeHUBaHUSA

LWkana oueHBaHuns

KpuTepun oueHnBaHUA COPMUPOBAHHOCTY KOMMNETEHLMI

YcTHoe cobecenoBaHune

MucbmeHHas paboTa

5 (oTnnyHO)

MonHbIN, ncyepnbiBaOWUN OTBET, ABHO
OEMOHCTPUpPYOLLMIA rNyOoKoe NOHMMaHne
npeaMeTa 1 LUMPOKYH 3pYANLIMIO B
oueHnBaemowm obrnactu. Kputuyeckni,
OopuUrMHarnbHbIN NoAXoa K MaTepuany.

TpeboBaHMAM.

cemecTpa.

KayecTBO MCNonHeHWs BCeEX aIEMEHTOB
3adaHnA NONMHOCTbHO COOTBETCTBYET BCEM

YuunTbiBatoTCA 6ansnbl, HAKOMNMEHHbIE B TEYEHME

4 (xopoLwuo)

OTBET NOMHbINA, OCHOBAHHbIN Ha
npopaboTke Bcex 00a3aTenbHbIX
WUCTOYHUKOB MHGopMaumn. MNMoaxoa K
MaTtepuany OTBETCTBEHHbIN, HO
CTaHOapTHbLIA.YunTbiBalOTCA
HaKOMJMEHHbIE B TEYEHNE CEMECTpa.

6annsl, | cevectpa.

MHAMBMAyaﬂbHOG 3afaHune BbINOJIHEHO B
poctaTtoyHom ob6beme, HO orpaHmn4mnBaeTcsa
TOJIbKO OCHOBHbIMU NOAXOo4aMW.

YuntbiBatoTcs 6annbl, HAKONMEHHbIE B TeYeHne

3 (ynoBneTBOpPUTENBLHO)

OTBET BOCNPOM3BOAUT B OCHOBHOM TOSBbKO
NEeKUMOHHbIE MaTepwuarbl, 6e3
camocTosiTenbHon paboThl ¢
pPEKOMEHLOBAHHON NUTEPATYpPOIA.
[leMoHCTpMpyeT NOHNMMaHWe npeameTa B
uenom, 6e3 yrnybneHus B getanu.
MpUCYTCTBYIOT CYLLECTBEHHbIE OLUMOKUN UK
npobenbl B 3HAaHUSIX MO HEKOTOPLIM TEMaM.
YuntbiBatoTCs 6ansbl, HAKOMNMEHHLIE B
TeyeHne ceMecTpa.

cemecTpa.

3agaHve BbINONIHEHO MOJTHOCTLIO, HO B pa60Te
€CTb OTAEJ1IbHbl€ CyLLEeCTBEHHbIe owmbKu, Moo
Ka4yecTBO npeacraBnieHns pa60TbI HU3KOE,
nméo pa60Ta npeacrtaeiieHa C ono3gaHuem.
YuntbiBatoTcst 6annbl, HAKOMNMNEHHbIE B TEYEHWE

2 (HeynoBnNEeTBOPUTENBHO)

HecnocobHocTb 0TBETUTL Ha Bonpoc 6e3
nomoLuy ak3ameHaTopa. HeaHaHuve
3HaUMTENbHOW YacTu NPUHLMNMANBEHO
BaXHbIX 3M1EMEHTOB ANCLMMIUHBI.
MHorouncneHHble rpybble owmnoKu.

He yuutbiBatloTca 6annbl, HakonneHHbIE B
TeyeHne cemecTpa.

OTcyTCTBME OQHOIO UMM HECKOMbBKMX
obsa3aTenbHbIX 3N1eMeHTOB 3aaaHus, nnbo
MHOroYMCreHHble rpyGble ownbku B paboTe,
nunbo rpy6oe HapyLleHve npaBun oopMIeHus
WM CPOKOB NpeacTaBneHns paboTol.

He yuutbiBatoTcs Gannbl, HAKOMMNEHHbIE B
TeyeHue cemecTpa.




5.2 TunoBble KOHTPOJIbHbIE 3aAaHUSA UJIN UHble MaTepuarnbl, HeO6XxoAMMbIe AN OLeHKN 3HAHUW, YMEHUMN,
HaBbIKOB U (UNK) oNbITa AEATENIbHOCTU
5.2.1 NepeyeHb KOHTPONbHbIX BONPOCOB

Ne n/n | dopmynnpoBKU BONPOCOB
Cemectp 3

1 Cnocobbl 1 cpeacTBa 3awmuThl MHopMaumm B ceTax. Knaccndukaums ceteBbix aTak.

2 O6nayHble cepBuCbl 1 BbluncneHus. Mogenu o6nadHbIX BbIMUCIIEHUN.

3 CeteBoe N10. DNS-cuctema, cnyx6a gomeHHbIx UMEH. DNS agpec, cnocob opmmnpoBaHus, npumepsi.

4 CeteBoe IN0O. Undposon IP-agpec. IP-agpec u MAC-agpec — popma B3avmoaencTaus, coopma
npeacTaBreHns.

5 CraHgapTbl 1 cTekn npoTtokonos. Ctek npotokonos TCP/IP, oCHOBHbIE yPOBHM, (PYHKLMM YPOBHEN

6 ApxuTtekTtypa ceTen. BoluncnmtensHas mogens OSI. TpaHCNOPTHbIN, CEaHCOBLIN, NPEACTAaBUTENLCKUN U
NPVIKIagHON YPOBHMW: Ha3HayeHne, OyHKLNN.

7 Apxutektypa ceten. BeluncnutensHasa mogens OSI. CeTeBol ypoBeHb, Ha3Ha4YeHne, NPOTOKOSbHAsA eanHmLa
OaHHbIX.

8 Apxutektypa ceten. BeluncnutensHasa mogens OSI. KaHanbHbIN ypoBeHb. PYHKLMM KAaHANBbHOMO YPOBHS.
AnnapaTHble 1 annapaTHO-NporpamMmmMHbIX cpeacTBa (KOMMyTaTopbl, MapLUPYTU3aTOpbl, CETEBOW MOCT).

9 ApxutekTtypa ceTen. BoiumcnurtensHasa mogens OSI. KaHanbHbIN ypoBeHb. YHKLMM KAaHANbHOMO YPOBHS.
AnnapaTHble 1 annapaTHO-NporpamMmMHbIX CpeacTBa (ceTeBas KapTa, NMOBTOPUTENM, KOHLLEHTPaTopbl).

10 ApxuTekTypa ceten. BoluncnutensHasa mogens OSl. dusmnyeckuin yposeHb. MeToasl 4ocTyna k cpege
nepenadn gaHHbIX, BUAbI, onpegeneHus. Metoabl goctyna Token-Ring n FDDI.

1 ApxutekTtypa ceten. BeluncnutensHasa mogens OSI. dusmyecknii yposeHb. MeToabl JocTyna K cpeae
nepegaun gaHHbIX, Buabl, onpegenexus. Metog goctyna ARCnet.

12 ApxuTekTtypa ceTen. BolumcnutensHasa mogens OSI. dusmyeckunn ypoBeHb. MeToabl gocTtyna K cpene
nepegayv gaHHbIX. HegetepmuHmpoBaHHble MeToabl focTtyna. Metoabl goctyna Ethernet n Gigablt Ethernet.

13 ApxuTekTypa ceten. BoluncnutensHasa mogens OSl. dusmnyeckuin yposeHb. MeToasl 4ocTyna k cpeae
nepegayn gaHHbix. [leTepMnHMpoBaHHbIE METOAbI 4OCTYNa.

14 ApxuTtekTypa cetei. BoiuncnutensHas mogenb OS|. dusmdeckuin yposeHb. [poBogHble n 6ecnpoBoHbie
cpeabl nepefayn AaHHbIX.

15 Apxutektypa ceten. BeluncnuteneHasa mogens OSIl. OcHOBHble onpegeneHnsi, HasHavyeHne, OCHOBHbIE
NPOTOKOSbI, €ANHULEI 0OMEeHa UHOPMaLMEN.

16 ApXUTEKTYpa BbIYNCNIUTENBHbIX CETEN, OCHOBHbIE onpeaeneHus: ceteBon OC, ceTeBON TEXHOMOMM,
BbluncnutensHon cetu. Knaccudpumkaumsa ceten no tononorun. Tononorua KOJIbLIO.

17 ApxuTeKkTypa BblYNCNUTENBHbIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TeXHOMOru,
BbluMcnuTensHon cetu. Knaccudukaumsa ceten no tononoruun. Tononormua 3BE3OA.

18 ApxuTeKkTypa BblYNCNUTENBHBIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TeXHOMOru,
BbluucnutenbHon cetn. Knaccmudukaumsa ceten no tononorun. Tononorus OBLLAA LLNHA.

19 ApXUTEKTYpa BbIYNCIIUTENBHbIX CETEN, OCHOBHbIE onpeaeneHus: ceteBon OC, ceTeBON TEXHOMOMM,
BbluMcnuTensHon cetn. Knaccmndukaums ceten no MoaensiMm Bol4UCAEHNN

20 ApxuTeKkTypa BblYNCNUTENBHbIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TEXHOMOru,
BblUMCNUTENbHOM ceTn. Knaccudmkaumsa ceTen no cnocoby pacnpegenennst pecypcos. mbpuagHas ceTb.

21 ApxuTeKkTypa BblYNCNUTENBHBIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TEXHOMOrum,
BblUMCIIUTENBLHON ceTu. Knaccudmkaums ceten no cnocoby pacnpepeneHus pecypcos. OgHopaHroBasi ceTb.
ApXUTEKTYpa BbIYNCIIUTENBHbIX CETEN, OCHOBHbIE onpeaeneHus: ceteBon OC, ceTeBON TEXHOMOMM,

22 BblUMCNUTENbHOM ceTn. Knaccudmkaumsa ceTern no cnocoby pacnpeneneHnst pecypcos. LieHTpanu3soBaHHble
ceTu.
ApxuTeKkTypa BblYNCNUTENBHBIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TeXHOMOru,

23 N
BbluMCIUTENbHON ceTu. FnobanbHble cetn WAN 1 WWAN.

24 ApxuTekTypa BblYNCNUTENBHBIX CeTeN, OCHOBHble onpegeneHus. Nopoackue cetn MAN n WMAN.

25 ApX1TEKTYpa BbIYUCIIUTENBHLIX CETEN, OCHOBHbIE onpeaeneHusd. JlokansHble cet LAN n WLAN.

26 ApxuTeKkTypa BblYNCNNTENBHbIX CETEWN, OCHOBHbIE onpegeneHus. MNepcoHanbHble cetn PAN 1 WPAN.

27 MoHaTtne cdanna. dunsmnyeckas opraHnsaums annos. MNpenmyLiectTsa n HegOCTaTKM KaXKaoro BMaa.

28 MoHaTme darna. Jlornyeckasi opraHmsaumsi gannos. [locnegoBaTenbHble U MHAEKCUPOBAHHbIE dhalnbl.

29 MoHaTne darina. OcHoBHbIE TUNbI halinoB.

30 MoHsaTtue darvina. OcHoBHble CTPYKTYpbI dharnos. Katanoru, Buabl kaTanoros.

31 MoHsiTne davinoBor cuctembl. Apxutektypbl OC. dannosas cuctema PC UFS, oCHOBHblE 0COBEHHOCTM.

32 MoHaTtne cdannoson cuctembl. Apxutektypbl PC. darinosas cuctema NTFS.

33 MoHaTtne cdannoson cuctemol. Apxutektypbl PC.OC Windows 9X. [painsepsbl.

34 MoHaTtne cdannoson cuctembl. Apxutektypbl PC. OC FAT.

35 MoHaTne dannoson cuctemMbl. BydepHbin nys.




MoHsaTue darinosor cuctembl. CTpyKTypa hannoson cucTembl: TUMbI pa3genos gucka, Tabnuua onucaHus

36
pasfenoB Aucka, knactep, MBR, Tabnuua onvcaHusa pa3genos AMcKa — OCHOBHbIE MOHATUS.

37 MoHaTue notoka. MHOronoToYHOCTb. HUTK (BONOKHA).

38 MoHaTne notoka. MHOronoTo4YHOCTb. OCHOBHbIE npenmMyuiecTtsa UCNOJ1Ib30BaHMUA NMNOTOKOB.

39 MoHaTne notoka. OAHONOTOYHOCTb M MHOMOMOTOYHOCTb., OCHOBHbIE onpenenexHus.

40 Mopenb npouecca. KoHTeKCT 1 AeckpunTop npoLecca.

41 MoHaTne npowecca. AJ'IFOpI/ITMbI nnaHnpoBaHNA NpPoL.ecCcoB. BblTecHslOLME M HEBBITECHAKOLLNE anropuTMbl
nnaHnpoBaHu4.

42 MoHatne npotwecca. AJ'IFOpI/ITMbI nnaHnpoBaHNA NpPoL.ecCcoB. AJ'IFOpMTMbI, OCHOBaHHble Ha npunoputeTax.

43 MoHatne npowecca. AJ'IFOpI/ITMbI nnaHnpoBaHNA NpPoLLecCoB. AJ'IFOpMTMbI, OCHOBaHHble Ha KBaHTOBaHUW.

44 MoHatne npotwecca. AJ'IFOpI/ITMbI nnaHnpoBaHNA NpPoLLeCcCoB. AJ'IFOpMTMbI, OCHOBaHHble Ha KBaHTOBaHUW.

45 MoHaTme npouecca. CocTosiHMe NpPOLIECCOB.

46 MoHaTtne agpa. PyHkunm sapa. Bektop npepbiBaHms.

47 MoHaTtne agpa. PyHkuum sapa. BYTI.

48 MoHaTtne agpa. ®PyHkuum sapa. MNoHaTue npouecca.

Apxuntektypa OC. OCHOBHblE KOMMNOHEHTHI. BupTyanbHble MawmnHbl. HaHosgpo, runepBu3op — OCHOBHbIE

49
noHATUSA. TuMbl rMNEepBU30POB.

50 Apxutektypa OC. OCHOBHbIE KOMMNOHEHTLI. BupTyarnbHble MalumHbl. OCHOBHbIE NPUHLWMbLI BUPTYanusauum.

Apxutektypa OC. OCHOBHbIE KOMMNOHEHTLI. [oHsATMe sapa. Mogenb KnueHT-cepeep 1 MUKPOSIAEPHbIN NOOXOA.

51 [OCTOMHCTBa apXMTEKTYPbl MUKPOSIAPO.

52 Apxutektypa OC. OcHoBHble koMNOoHeHTbl OC. MoHonuTHble cuctembl. OnepaumoHHas cuctema MS-DOS.

53 Apxutektypa OC. NoHsTne agpa. MHorocnowvHasa ctpyktypa OC.

54 Apxutektypa OC. BcnomoratenbHele mogynu OC, kernel mode u user mode.

55 Apxutektypa OC. NoHsTue agpa. OcHoBHble dyHKUUK aapa, kernel mode u user mode.

56 Onpepenexve, HasHa4yeHue, knaccudmkaums brNoO

57 Onpegenexne OC, Ha3HayeHne, OCHOBHble yHKumm OC.

58 Onpepenenune OC, HasHadeHune. TeHaeHuun passutmst OC.

Onpepenexve OC, HasHauyeHue. Knaccudmkauma OC. Hocumble OC, OC cmapT-kapT. basosble dyHkumn OC
KapThbl.

59

60 Onpepenexne OC, HasHauyeHue. Knaccudukauma OC. BetpoeHHble OC. Oc CEHCOPHbIX Y3M0B.

Onpep,eneHVle OC, Ha3Ha4yeHue. Knaccmdavmau,vm KOMMNbKTEPHbIX CUCTEM MO 0CODOEHHOCTAM annapaTtHbIX

61 nnargopm.

62 Onpepenexne OC, Ha3HayeHne, Knaccudpmkaumna OC. Mogaepkka MHOro3agavyHocTy.

63 Onpepenexne, HasHayeHne BIOS.

64 Apxutektypa NK. Baaumocsasb apxutektypbl 1K ¢ OC.

65 ApxuTtektypa lNMK. 3sontouns OC.

66 ApxuTtektypa K. 3sontoums MMK.

67 Onpegenexne OC, Ha3HayeHne, OCHOBHble dyHKumm OC.

68 Onpepenexne, Ha3HayeHwue, knaccudmkaums bro.

5.2.2 TunoBbIe TeCTOBbIe 3a4aHnsA

He npegycmoTpeHo
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3afaHUA (3agaym, Kenchbl)

1. BbiBECTU UMeHa, pa3mep, AaTy co3gaHusa u atpubyTbl dannos katanora Windows nosagaHHoMy yCrioBuio
oTtbopa.
2. Onpepgenutb IP-agpeca komnbloTepa No ero JOMEHHOMY afipecy M Knaccy nonyyeHHoro |IP-agpeca.

5.3 MeToaunyeckue maTepuansl, onpegensiowme npoueaypbl oLeHUBaHUA 3HaHUN, YMEeHUI, BnageHui (HaBbIKOB
¥ (WNKN) NpPaKTUYeCKOro onbiTa AeATEeNIbHOCTH)

5.3.1 YcnoBus ponycka oby4arowierocs K npoMexxyTo4HoM aTTecTaumm U NopsiaoK NMKBMAALMA aKkaAeMM4ecKomn
3a0MKEeHHOCTH

MpoBeaeHve NPOMEXYTOYHOW aTTeCTaLUMM pernameHTUpoBaHO NokanbHbIM HOPMaTUBHbLIM aktom CIM6ryYnTa
«lMonoxeHne o NpoBeAeHMM TEKYLLLEro KOHTPOSIS yCNeBaeMoCTH U NPOMEXYTOYHON aTTecTtaumm obyyaroLwmxcsa»
5.3.2 ®opma npoBeaeHUs1 NPOMEXYTOYHOM aTTecTauMm nNo AUCUUnIIMHe

YcTHas + MucbmeHHas KomMnbloTeEpHOE TECTMPOBaHNE NHas +

5.3.3 Ocob6eHHOCTH NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum nNo ANCUUNIINHe

Bpewms Ha noaroToBky k yCTHOMY cobecefoBaHuto cocTtasnseT 30 MUHYT;
BbinonHeHve Keic-3agaHns OCyLLECTBIAETCA Ha KOMMbloTepe 3a 60 MUHYT.



6. YYHEBHO-METOANYECKOE N UH®OPMALIMOHHOE OBECNEYEHWE OUCLUUNITUHDbI
6.1 YuyebHasa nutepartypa

ABTOp

3arnasve

MN3paTenbcTBO

| [og nspaHus |

Ccblinka

6.1.1 OcHoBHas yyebOHas nutepartypa

Kypsuun, I'. B. OnepaunoHHas cuctema Mocksa: VHTepHeT- http://www.iprbooksh
UNIX YHuBepcuteT op.ru/97557.html
MHdopmaumoHHbIX 2020
TexHonornn (MHTYUT),
An NMn Ap Meguna
Hasapos, C. B., CoBpeMEHHbIEe Mocksa, CapaTos: http://www.iprbooksh
Lvpokos, A. U. onepaumoHHble CUCTEMBI NHTepHeT-YHuBepcuteT op.ru/89474.html
MHdopmaumoHHbIX 2020
TexHonorun (MHTYWUT),
An NMn Ap Meguna
CaBernbes, A. O. PeweHnunsa Microsoft ansa Mocksa, CapaTos: https://www.iprbooks
BupTyanusauuu UT- NHTepHeT-YHuBepcnTeT hop.ru/89472.html
UHPPACTPYKTYpbI WHdpopmaunoHHbIX 2020
npeanpusTMi TexHonorun (MHTYUT),
An Nun Ap Meana
BuHokypos, U. B. CeTn 1 TenekoMmyHuKaumm Mocksa: Aii v Ap Meaua 2022 Eggsﬂljll\qv;/vsvéé%rt:ﬁ;l?s
ApTiowweHko, B. B., KoMnbloTepHble ceTu u Hosocnbupck: http://www.iprbooksh
HukynuH, A. B. TenekoMMyHuKaumm Hosocubupckuin op.ru/99345.html
rocyapCTBEHHbIN 2020
TEXHUYECKNI
yHVUBEpcuTeT
6.1.2 lononHuTenbHasa yyebHasa nutepartypa
Monos, A. A., OnepaunoHHble CUCTEMBI KpacHosipck: Cnbupckui http://www.iprbooksh
LLlaTanoa, M. C., Focy,D,apCTBeHHbIIZ op.ru/1 07209.html
Mactok, M. A., YHMUBEPCUTET HayKun 1 2020
JOoppep, I". A. TEXHOMNOMN UMEHN
akagemuka M. .
PeweTHeBa
CyxaHoB M. B. OnepaunoHHbIE CUCTEMBI, http://publish.sutd.ru/
CeTU N TeNnekoMMyHMKaunm Cno.: crieryntq 2015 tp_ext_inf_publish.ph
p?id=2774

6.2 NepeyveHb NpocdeccruoHanbHbIX 6a3 AaHHbIX U MH(OPMaLMOHHO-CNPaBOYHbIX CUCTEM

MHdopmaumoHHas cuctema «EgnHoe okHo goctyna k obpasoBaTtenbHbiM pecypcam. Pasgen. MHdopmatuka un
WMHGOPMaLMOHHbIE TEXHOMOrMMy [AnekTpoHHbIN pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6
OneKkTpoHHo-6MbnuoTeyHas cuctema IPRbooks [3nekTpoHHbIn pecypc]. URL: http://www.iprbookshop.ru/

6.3 MNepe4veHb NULEH3UOHHOIO U CBOGOAHO pacnpoCcTpPaHAeMOoro NpPorpaMmMHoOro o6ecneyeHus
Microsoft Windows 10 Pro
OfficeStd 2016 RUS OLP NL Acdmc
Oracle VM VirtualBox

6.4 OnucaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HeO6X0AMMOM ANA OCYLIEeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsimHe

AyauTtopusi

OcHalleHune

KomnbloTepHbIn Knacc

My]’leVIMe,D,VIIZHOG o6opy,qosaH|/|e, KOMMbOTEPHaAA TeEXHUKA C BOSMOXXHOCTbIO NOAKIIOYEeHUA K
ceTun «MHTepHeT» n obecneyeHnem AOCTyna B 3JIEKTPOHHYIO I/lH(bOpMaLI,I/IOHHO-

06paaoBaTen bHYIO Cpeany

JNekynoHHas

ayantopus

MynbTumeauiiHoe obopyaoBaHue, cneunanuapoBaHHas mebernb, Aocka
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