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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMNIIUHBI

1.1 Uenb aucumnnuHbl: ChopmupoBatb KOMMeTeHUMM oby4aroweroca B ob6rnacTu COBPEMEHHLIX HamnpaBieHUN
pas3BMTUSA KOMMbIOTEPHbIX CETEN U TeNEeKOMMYHMKaLNA

1.2 3apgauv AMcUMNUHbI:

* PaccMoTpeTb TEOPETUHECKNE OCHOBbLI apPXUTEKTYPHOM U CUCTEMOTEXHUYECKOM OpraHn3aunm BelYUCIIMTENBHbIX CETEN

* [okasaTb 0COBEHHOCTN KOHUTYPUPOBaHNS NOKaNbHbIX CETEN

* PaccmMoTpeTb TEXHOMOrMM NOCTPOEHMWS Y CONPOBOXAEHUSA MHPOKOMMYHMKALMOHHBIX CUCTEM U CEeTEN

» [NokaszaTb OCOOEHHOCTU BbIOOpPa, KOMMMEKCUMPOBAHUS WM 3KCMiyaTauum nporpaMMHo-annapaTHbIX CPeAcTB B
CO3daBaeMbIX CeTeBbIX CTPYKTypax

* PaccmoTpeTb TeopeTMyeckne OCHOBbI MOCTPOEHUSI CETEBLIX MPOTOKOMOB

1.3 Tpe6boBaHus K NnpeaBapuTeNbLHOM NOAroTOBKe O6yYaloLLerocs:
MpenBaputenbHas NoAroToBKa NpearnonaraeT co3gaHue OCHOBbI AN (hOPMUPOBAHUS KOMMNETEHLMI, yKa3aHHbIX B M. 2,
NPV U3YYeHUN OUCLMMIIVH:

Basbl gaHHbIX
MHopmaumoHHbIE TEXHOMOMMN
Web-nporpammupoBaHue

2 KOMMNETEHUNUN OBYYAIOLWEIOCA, ®OPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OUCLUMINHDbI

OlNK-5: CnocobeH MHcTannMpoBaTh NporpaMMHoe U annapaTtHoe o6ecneyveHue AN UHPOPMALMOHHbBIX U
aBTOMaTU3UPOBAHHLIX CUCTEM;

3HaTb: yHKUMM 1 06S3aHHOCTM NPUHSATUS YNPaBEHYECKUX pelleHuid agMMHMCTpaTopa CeT B BONPOCax NpeaoTBpaLleHus 1
HerTpanusauum yrpo3 yHKLUMOHUPOBaHNSA UHPOPMALIMOHHBIX CUCTEM

YMeTb: yMeTb UCMOMb30BaTh A3bIKM U CUCTEMbI MPOrPaMMUPOBaHUS C LieSbio aBToMaTu3aumm MHMOPMaLMOHHBIX MPOLLECCOoB Mo
c6opy MHdopMaLmm, HeobxoarMon AN 06paboTKU U MPUHATUS YNPaBIeHYECKUX peLleHnit

BnapeTtb: HaBblkamu npumMeHeHnda MmetTogos agMNMHUCTPUPOBAHUA VIHQDOpMaLWIOHHbIX ceTten.

OlK-7: Cnoco6eH ocylecTBAATL BbIGOP NNaTdOpM M UHCTPYMEHTaNbHbLIX NPOorpaMMHO-annapaTHbIX CPeACTB
ANA peanusauyy MHPOPMALMOHHLIX CUCTEM;

3HaTb: TEOPETUYECKNE OCHOBbI apXUTEKTYPHOW U CUCTEMOTEXHUYECKOW OpraHu3aLun BbIMMCIIUTENbHLIX CETEN, NOCTPOEHUS
CeTeBbIX MPOTOKOMOB; Knaccudukaumio, apxMTekTypy M cTaHaapTbl MHEOPMAaLMOHHO-BBIYUCTIMTENBbHBIX CETel; STanoHHYH0
Mogeslb B3aUMOCBA3M OTKPbITbIX CUCTEM; MPUHLMMBI OPraHn3aLmMmn 1 agMUHUCTPUPOBAHMUS NOKanbHBIX U KOPNIOPaTUBHBIX CETEN;
(pyHKUMOHaSIbHbIE YCTPONCTBA BLIYUCIIUTENBbHBIX CETEl

YmMmeTb: Bbl6|/|paTb, KOMMNeKCcupoBsaTb U 3KCNNyaTupoBaTb MNporpaMmmMmHo—annapaTtHble cpeAcTBa B CO34aBaeMbIX CeTeBbIX
CTPYKTYypax

BnapeTtb: HaBbikamu No onpegeneHno cntyauuun, npu KOTOpOVI Heobxoaumo pacwnpuTb NoKasrnbHYK CeTb, X MO onpeaeneHunto
KOMMOHEHTOB 114 paCLUNpeHnd KOHerTHOVI ceTn




3 COAEPXAHUE OUCLUMNUHDbI

KoHTakTHas
pabota

dopma
TeKyLlero
KOHTpoOns

CP

Nek. Mp. | (4ackl)
(4ackl) | (uach)

HanmeHoBaHue n cogepxaHne pasgernos, TeM U YY4eOHbIX
3aHATUN

Cemectp
(kypc gnsa 3A0)

Pasgen 1. OcHOBbI MIHOPMALMOHHO-BLIYUCINTENBHBIX
ceTten

Tema 1. Knaccudumkaums nHpopmayMoHHO-
BblYMCIUTENbHbIX ceTer. CeTn ogHOpaHroBble U
"knueHT/cepBep”. Tunbl cepBepoB: halnoBble cepBepbI,
cepBepbl NevaTn, CepBepbl NMPUITOXKEHWI, CepBEpbI
coobLeHun, cepeepbl 6a3 gaHHbIX. CeTeBasi TONOMNOIUS:
LUMHHas, 3Be30000pa3Hag, KonbLeBas, “3sesaa-LumnHa’,
“3Be3pga-konbuo”, suencrtas (cotosasi).
CeteBbleapxutekTypbl: Ethernet, TokenRing, AppleTalk,
ARCnet. MNpakTnyeckoe 3aHsTue: BeeaeHve B
KOMMbIOTEPHLIE CETU.

Tema 2. KaHanbl nepegayn gaHHbIX U CETEBLIE
KOMMOHEHTLI. AHarnoroBble KaHarbl Nnepegayvn gaHHbIX.
LindpoBble kaHanbl nepefayn gaHHbIX. PasgeneHve
KaHamnoB No BPEMEHMW U YacToTe. XapakTepuUCTUKN O
NPOBOAHbIX NMHUIN cBA3N. KoakcranbHbi kabernb. Kabenb 2 2 12
Tnna «BuTtas napa». ONTOBONOKOHHbIN Kabenb. MNnaTbl
CEeTEBOro aganrtepa: NnpuHuMn paboTbl, NapameTpbl
HacTpouku. [NpakTmuyeckoe 3aHaTHe: CeTeBble
KOMMOHEHTbI.

Tema 3. becnpoBoAHbIe NOKanbHbIE BbIMUCIIUTENbHBLIE
cetu. CnyTHMKOBbIE KaHarnbl. becnpoBogHble NnokarnbHble
BbIYMCIUTENbHbIE CETU: MH(PAKPACHOE U3Ny4veHne,
nasep, paguonepegaya B y3KOM AuanasoHe
(oaHoOuacToTHas nepenava), paguonepegaya B
paccesiHHoOM cnekTpe. MobunbHble ceTu: nakeTHoe
pagnocoeuHeHne, COTOBbIE CUCTEMbI CBA3MW,
MUKpOBOHOBLIE cuctembl. TexHonormn Wi-Fi, Bluetooth,
WIMAX, ZigBee. lNpakTuyeckoe 3aHaTHe: becnpoBoHble
JIBC.

Pasgen 2. CeTeBble Mogenu n cnocobbl AocTyna K cpeae
nepegayvv gaHHbIX

Tema 4. OTanoHHas MoAenb B3aMMOCBSI3N OTKPbITbIX
cuctem. Mogenb OSI. Mogenb IEEE Project 802.
lMepenaya AaHHbIX MO CETU: DYHKLUN NAKeTOB; CTPYKTypa
naketa; hopMMpoBaHue, agpecaunsi n paccobinka
NnakeToB; NCMOMNb30BaHWE NakeToB Npu nedyatn. yHKLUM 1 1 17
ypoBHen mogenn OSI.CeTesaBncumble n
ceTeHesaBucuMble ypoBHU. Mogenb TCP/IP. Mogenu
noctasLukoB. NpakTnyeckoe 3aHaTme: TeopeTmnyeckas
MO€enb CEeTU. (0]

Tema 5. MNMpoTokonsbl n meTtoabl Aoctyna. MNpoTokonkl B
MHOTOYPOBHEBOW apXMTEKTYpE: CTEKM NPOTOKOIIOB,
npueaska. CTaHaapTHble cTekn. MNpuknagHbie,
TPaHCMOPTHbIE U CeTEBbIE NMPOTOKOsbl. CTaHaapThI
npoTokosnos. [MpoTokonbl ynpaeneHnsi. MHOXXECTBEHHbIN
[OCTYI C KOHTPONEM HecyLen n obHapy>XeHnem
KOHMNMKTOB. MHOXECTBEHHbI AOCTYMN C KOHTPOJIEM
Hecyulen u npegoTepalleHneM KOHMpNUKToB. MapkepHble
MeToabl goctyna. [Joctyn no npuopuTeTy 3anpoca.
MpakTnyeckoe 3aHaTHe: [NpoToKonbl U MeToAbl 4OCTYyNa.




Tema 6. MeToanka NpOEKTUPOBaHUS NOKaNsHON CETU
opraHmsaumu. VicxogHele AaHHble, BoiGop pasmepa 1
CTPYKTYpPbI CETU, BbIOOP 060pyAOBaHMS, BbIGOP CETEBLIX
nporpaMmHbIX cpeacTs. Bbibop ¢ y4eTOM cTOMMOCTH,
NpoeKTMpoBaHne KabenbHOW CUCTEMBI, ONTUMNU3ALUS 1
NMOUCK HencnpaBHOCTeN B paboTatoLLen ceTu.
MpakTnyeckoe 3aHATME: CeTeBbIE apXUTEKTYPHI.

Paspgen 3. MeToabl nepefayn AaHHbIX
BMH(POPMAaLMOHHbIX CETSIX

13,75

Tema 7. MeToabl nepegayun ANCKPETHbLIX AaHHbLIX Ha
duranyeckoM ypoBHe. AHanoroBasi MOAynsLUus: MeToabl
aHanoroBown Moaynaumm, CnekTp MoaynMpoBaHHOroO
curHana.Metoabl LMPPOBOro KOANPOBAHUA:
noTeHuUnanbHbIN Kog 6e3 BO3BpaLLEeHUs K HYmt0, METOA
OMNONAPHOro KOAUPOBAHUSA C anbTEePHATUBHOM
WHBEPCKEN, NOTEHUMANBLHBLIN KOA C MHBEPCUEN NP
eanHuue.MeToapbl LMPOBOro KOAMPOBAHUS: BUNONSAPHbIN
UMMYNbCHbIN KOL, MaH4YEeCTEPCKMIA KOA, NOTEHLNANbHbIN
koa 2B1Q. Jlornyeckoe kogmpoBaHme: U30bITOYHbIE KOAbI,
CckpambnuposaHue. [luckpeTHas Moaynsumnsa aHanoroBbIx
curHanos. lNpakTnyeckoe 3aHsaTue: MeToabl nepenayn
ONCKPETHbIX AaHHbIX Ha (PU3NYECKOM YPOBHE.

Tema 8. MeToabl nepefayun gaHHbIX KaHANbHOrO YPOBHS.
CWHXPOHHbIE CUMBOJSIBbHO-OPUEHTUPOBAHHbIE U BUT-
OpUEeHTUPOBaHHbIE NPOTOKOSbI. [Nepenava c
YCTaHOBMEHNEM COeaUHEHMNS 1 ©e3 yCTaHOBMEHNS
coeavHeHus. MeToabl 06HapyXeHUs OLLIMBOK: KOHTPOIb
no napuTeTy, BepTUKamNbHbIN U rOPU3OHTasbHbINA KOHTPOITb
no napuTeTy, UMKITMYECKUI N3ObITOYHBIA KOHTPOJb.
MeToabl KOppekumn oWnboK: MeToa ¢ NPOCTOAMU, MeTo4
«cKonb3siwero okHay. MNpakTnyeckoe 3aHatne: MeToabl
nepeafayun OaHHbIX KaHaNbHOro YPOBHS.

10

Tema 9. MeToabl nepefayun AaHHbIX CETEBOrO YPOBHS.
MeTogpbl kommyTauumi. KommyTaums kaHanoB Ha OCHOBE
YaCTOTHOro MyrnbTUMMEKCMpPOBaHUs.KoMmMyTaLms KaHanoB
Ha OCHOBe pasfeneHusi BpemeHun.KommyTtaunsi nakeTos:
MPVHLMMNbI, PEXUMBbI, MPONYCKHas CNOCOBHOCTbL CeTel C
KomMMyTaumen naketoB. KommyTaumsa coobLleHnin.
Jlornyeckas CTpyKTypuM3auusi CeT C MOMOLLIbIO MOCTOB U
KOMMyTaTopoB. MpuHLMNbI MapLpyTm3aunn. NMpoTokonbl
MapLpyTmnsaumm. OyHKLMM MapLlpyTusaTtopa. Agpecauus
B IP-ceTax. Tunbl agpecos cteka TCP/IP (nokanbHble,
ceTeBble, AOMeEHHbIE), opMbl 3anunck IP-agpeca, knaccol
IP-agpecoB.Ocobble IP-agpeca, ucnonb3oBaHne Macok
npu IP-agpecauun, aBTomatmMsauma npowecca
Ha3Ha4veHus IP-agpecos. OTtobpaxeHune |P-agpecoB Ha
nokanbHble agpeca. OpraHmsaums JOMEHOB Y JOMEHHbIX
nmeH. MpakTnyeckoe 3aHATne: MeToabl nepenayn
OaHHbIX CETEBOIO YPOBHS.

10

WNtoro B cemecTpe (Ha kypce ansa 3A0)

10

KoHcynbTauum n npoMexytodHasa attectaums (3a4er)

111,75

Pasgen 4. BHyTpeHHee yCcTponcTBo VIHTEpHETa

Tema 10. HTepHeT-cTaHgapTbl, UHPACTPYKTYpa,
NporpamMMHbIN UHTEPdENC ANa NPUIOXEHNIA, NPOTOKOSbI.
Hoctyn B HTepHeT yepes DSL (digital subscriber line).
KabenbHble ceTn goctyna. [octyn B IHTEPHET Nno
TexHonorum FTTH (Fiber To The Home). KopnopaTusHbie
n pomawHne cetn gocryna: Ethernet n Wi-Fi. CeTn
6ecnposogHoro poctyna: 3G, 4G u LTE. Npaktuyeckoe
3aHsaTUe: KommyTaums KaHanoB u KOMMyTaLus NakeToB.
3apepxku, noTepu, NPonyckHasa crnocobHOCTb B CETU.




Tema 11. CeTeBag cTpykTypa UHTepHeTa: ceTu goctyna,
pernoHanbHble NpoBanaepbl, NpoBanaepsl NepBOro
YPOBHS, TOYKN NPUCYTCTBUS, MHOTONHTEP(ENCHBIN
PeXuM, NUPUHT, TOUkM obmeHa Tpadumkom (IXP), ceTtn
npoBangepoB KOHTeHTa. NpakTnyeckoe 3aHsaTHE:
CeTeBas CTpyKTypa.

Tema 12. Tvinbl ceTeBbIX aTak: BUPYChl, YEPBY,
NpPOrpaMmbl-LLNNOHbLI, CETU-BOTHETLI, OTKa3 B
obcnyxumBanum (DoS-atakn), pacnpeneneHHble DoS-
aTtaku, CHUUHr (aHanm3) nakeTos, |P-cnyduHr
(noameHa agpeca). lNpaktuyeckoe 3aHATME: CeTeBble
aTaku (Bornpockl 6e30MacHOCTH).

Paspgen 5. TeopeTquCKme N NpakTn4eCckne acnekrbl
CeTeBbIX I'IpI/lJ'IO)KeHI/IVI

Tema 13. ApxuTeKkTypa ceTeBbIX MPUNOXKEHUIN: KITUEHT-
cepBepHasi, ogHopaHrosas (P2P). Bsaumogenctaue
NPOLECCOoB: KNUEHTCKUI 1 CepBEPHbIN NPOoLEecChI,
NUHTepdenc mexay npoLLeccoM U KOMMNBIOTEPHON CETbIO
(cokeThbl), agpecauuns npoueccoB. [pakTuyeckoe 3aHATHE:
ApXUTEKTYpa CeTeBbIX NPUNOXKEHUN.

Tema 14. TpaHcnopTHbIE Cyx0bl, Tpebyemble
NPUNOXEHWIO: HaAEXHas nepefada AaHHbIX, NPOnyckHasi
CMocoOHOCTL, BpeMsi AOCTaBkK, 6€30MacHOCTb.
TpaHcnopTHble cnyx6bl MHTepHeTa: cny6bl npoTokona
TCP, cnyx6bl npoTtokona UDP. BesonacHocTb npoTokona
TCP: kpuntorpadudeckuit npotokon SSL (Secure
Sockets Layer). Paznuune mexagy ceteBbiMn
NPUMOXEHUAMMN U MPOTOKONAMM NPUKIAAHOMO YPOBHS.
MpakTnyeckoe 3aHsaTMe: Micnonb3oBaHne aHanusaTopa
naketoB Wireshark ansa nsy4yeHus 0OCHOBHbIX acneKkToB
npotokonos TCP, UDP u IP.

Tema 15. lNporpammmnpoBaHne COKETOB C
ncnonb3oBaHmeM npotokona UDP. MporpammupoBaHune
COKETOB C MUcnonb3oBaHnemM npotokona TCP.
lMpakTuyeckoe 3aHsaTue: NporpaMmmpoBaHme COKETOB.

Pasgen 6. lNMpoTtokonsl 1 cnyx6bl MHTEepHeTa

15

Tema 16. O630p npotokona HTTP. HTTP-coeanHeHus:
HEeNOCTOsIHHbIE, NOCTOSIHHbIE. CoobLeHre-3anpoc
npotokona HTTP. CoobweHune-otBeT npoTokona HTTP.
BaanmopgencTBme nonb3oBartens u cepsepa: cookie-
dannbl. TexHonorms Beb-KaLmMpoBaHUS: MPOKCU-CEPBEP,
npumep kawwmposaHusa. HTTP-npotokon: metoa GET ¢
ycnosuewMm. lNepepaya gannos no npotokony FTP.
Mpotokon SMTP. CpaBHeHue npotokonioB SMTP n HTTP.
dopmaTbl No4TOBOro coobLeHns. MNpoTokonbl 4OoCTyNa K
anekTpoHHon noyte: POP3, IMAP. 3nekTtpoHHas no4vta
yepes Beb-nHTepdenc. MNMpakTuyeckoe 3aHATHE:
VMcnonb3oBaHve aHanu3aTtopa naketoB Wireshark ons
N3yYeHns1 OCHOBHbIX acnekToB npotokona HTTP
(B3anmopencTteune nocpeactesom GET-3anpocoB n oTBETOB
cepBepa, hbopmatbl HTTP-coobweHnunin, nepegaya
6onbLumx cannos HTML, ¢aiinos co BCTPOEHHbIMU
obbeKkTamu, BONpocChl ayTeHTUdUKaUMM 1 6e30nacHOCTU B
HTTP).

Tema 17. MpuHUMNbl paboTbl CUCTEMbI JOMEHHbIX UMEH
(DNS): cnyx6bl, cTpyktypa. DNS: pacnpeneneHHas
nepapxudeckas 6a3a AaHHbIX: KOPHEBbIE CEPBEPHI,
cepBepbl BEPXHEro ypoBHsl, aBTopuTeTHble DNS-
cepsepbl. JlokaneHbIn cepsep DNS. Mpumep

TpaHcnauMm umeHun B agpec. DNS-kawmvpoBaHmne. 3anucu
n coobienunss DNS. [lobasneHne DNS-3anucen. Atakm Ha
DNS. lNpaktnyeckoe 3aHATUE: Mcnonb3oBaHue
aHanusaTopa naketoB Wireshark ons nsyyeHus
KNMEHTCKOM YacTu criyk6bbl DNS.

14

14




Tema 18. MNMprHUMNBI OAHOPAHIoBOro gannoodbmMeHa.
OpaHopaHroBbI NPOTOKOO Ans dhannosoro oomeHa
BitTorrent. PacnpeaeneHHble xew-tabnmubl, 1 1 12
LUMPKYNSpHblEe pacnpegeneHHble Xelw-Tabnmubl, OTToK
nupoB. MpakTnyeckoe 3aHaTne: MNMUpUHroBble ceTu.

Utoro B cemecTpe (Ha kypce ansa 3A0) 17 10 83
KoHcynbTauum n npomexyTtodHas atrectaumnsa (Ok3ameH) 2,5 24,5
Bcero koHTakTHasi pa6ota u CP no aucumnnuHe 68,75 219,25

4 KYPCOBOE NPOEKTUPOBAHUE

KypcoBoe npoekTupoBaHue y4eGHbIM NaHoOM He NpeaycMOTPEHO

5 BANNIbHO-PENTUHIOBAA CUCTEMA OLIEHUBAHUSA

Wcnonb3oBaHue 6aJ'IJ'IbHO-pel7ITVIHI'OBOl7I CUCTEMbI HE NpefyCMOTPEHO.

6. ONMUCAHME NOKA3ATENEW, KPUTEPUEB, CUCTEMbI U CPEQCTB OLIEHUBAHUSA PE3YNIbTATOB

OBYYEHUA

6.1 NokasaTenn oueHMBaHus

Kon komneTteHuun

lMokasaTenu oueHnBaHuA pe3ynbTaTtoB 06yquV|$|

XapakTepunayeT 0co6eHHOCTM paboTbl MHGOPMALIMOHHO-BLIYUCIIUTENBHBLIX CETEN.

Or1K-5 AHanmaupyeT paboTy ceTeBbIX NMPOTOKONOB.

MpoekTUpyeT NoKanbHy CETb OpraHn3aumnu.

OnuceiBaeT MeToAbl Nepefaydn AaHHbIX B UHPOPMALIMOHHBIX CETSX.
OlK-7 AHanusupyeT meToAbl Nnepegaym gaHHbIX CETEBOIO YPOBHS.

MporpaMMupyeT COKeTbl.

6.2 Cuctema 1 KpuTepmm oLeHNBaHUA

Lkana oueHuBaHus

Kputepun oueHMBaHUA CHOPMMUPOBAHHOCTY KOMMETEHLMI

YcTHoe cobecenoBaHme MNMucbmeHHasn paboTa

5 (oTnn4yHO)

MonHbIN, ncyepnbiBaOWUN OTBET, ABHO
OEMOHCTPUpPYIOLLMIA rNyOoKoe NOHMMaHne
npeaMeTa 1 LUMPOKYH 3pYANLIMIO B
oLeHuBaeMon obnacTtu, ymeHve
NCnonb3oBaTb TEOPETUYECKME 3HAHMS OIS
peLLeHNs NPaKTUYEeCKMX 3aaau.
YunTbiBatoTcs 6annbl, HaKOMNMEHHbIE B
TeyeHne ceMecTpa.

4 (xopoLwuo)

OTBET NONHbIV U NPaBUITbHBIN,
OCHOBaHHbI Ha NpopaboTke BCex
obsa3aTernbHbIX UICTOYHUKOB MHbopMaLmu.
Mooxoa kK maTepuany OTBETCTBEHHbIN, HO
JonyLleHbl B OTBETaX HECYLLIECTBEHHbIE
ownBKKM, KOTOpPble YCTPAHSOTCA TOSMBKO B
pe3ynbTaTe cobecenoBaHms
YuutbiBatoTcs 6annbl, HaKoMNfeHHbIE B
TeYeHne cemecTpa.

3 (ynoBneTBOpPUTENBLHO)

OTBeT BOCNpOM3BOAUT B OCHOBHOM TOSbKO
neKUMoHHble MaTepuansl, 6e3
CaMOCTOSITENbHOW PaboThl C
pekoMeHA0BaHHOW NuTepaTypoun.
JdemoHCTpupyeT noHnmaHue npegmeTa B
LenoM npu HenosnHblX, cnado
apryMeHTUpOBaHHbIX OTBETax.
MpUCyTCTBYIOT HETOYHOCTU B OTBETAX,
npo6enbl B 3HaHWSX MO HEKOTOPbIM TEMaM,
CyLLEeCTBEHHbIe OLWMOKKM, KOTOpble MOTyT
ObITb HaAEHbI M YAaCTUYHO YCTPaHeHbI B
pesynbTaTe cobecenoBaHus
YuuTbiBatoTCA 6annbl, HAaKOMNNEHHbIE B
TeyeHue ceMmecTpa.

HecnocobHOCTb OTBETUTL Ha BOMpocC bes




(HeypoBneTBOPUTENBLHO)

noMoLKn 3K3amMeHaTopa. HesHaHwue
3HaYUTENBHOM YacTn npnHUnnmuanbHO
BaXHbIX 3N1€EMEHTOB ONCUUMNTTUHDbI.
MHoro4ncneHHble CyLleCTBEeHHble oLnBKM.
He Yy4YnTbIBaAKOTCA ©annbl, HAKOMNJEHHbIE B
TeYyeHune cemecTpa.

3auTeHo OCHOBHbIE€ MeTOAbl U UHCTPYMEHTbLI Npu

OO6yuyatowmiica TBepao 3HaeT
nporpaMMHbIA MaTepuarn, rpaMmoTHO U Mo
CyLLeCTBY M3naraeT ero, He gonyckaet
CYLLECTBEHHbIX HETOYHOCTEN B OTBETE Ha
BOMpPOChI, CNOCO6EH NPaBUNBbHO NPUMEHNUTb

pelwleHnn NnpakTn4ecknx 3agad, srnageet
Heo6XxoaUMbIMU HaBbIKaMu U npuneMamMmm nx
BbIMNOJIHEHUA.

YuuTbiBatoTCA 6ansbl, HAKOMNMEHHbIE B
Te4YeHne cemecTpa.

He 3auteHo HapyLlleHnd B nocrnenoBaTesibHOCTU

OO6yyatominca He MOXET U3NOXUTb
3HAYUTENBHOM YacTn NPOrPaMMHOro
mMaTepuana, JONyCcKaeT CyLeCTBEHHbIE
owmnbkun, oonyckaeT HETOYHOCTU B
dopMynMpoBKax 1 AokasaTernbcTeax,

U3NOXEHUs NPOrpaMMHOro MaTepvana;
HeyBepeHHo, ¢ GoNbLIMMM 3aTpyaHEHUSMU
BbINOMHAET NpaKTUYeCKMe 3aaaHus.

He yunTbiBatoTca 6annbl, HakonneHHble B
TeyeHve cemecTpa.

6.3 TunoBble KOHTPOJIbHbIE 3aAaHUA U/WNU UHbIe MaTepuarnbl, UCMOJIb3yeMblie ANsl OLeHKU pe3ynbTaToB
oby4yeHuns
6.3.1 TunoBble KOHTPOJIbHbIE BOMPOCHI

Ne n/n ®dopmMynMpoBKU BONPOCOB
Cemectp 7

1 CeTun ogHopaHroBble n "knneHT/cepeep”.

> Tvnbl cepBepOB: halnnoBble CEPBEPDLI, CEPBEPLI NeYaTH, CEPBEPLI MPUIOXKEHWUIA, CepBepbl COOBLLEHNIA,
cepBepbl 6a3 AaHHbIX.

3 BecnpoBoaHble nokanbHbIe BIYUCIIUTENBHBLIE CETU: MH(ppaKpacHoe n3nyveHune, nasep, paguonepeaada B
y3KOM AnanasoHe (0gHoYacToTHas nepefava), pagvonepenadya B pacCestHHOM CMeKTpe.

4 Mopenb OSI.

5 lMepepaya gaHHbIX MO CeTU: PYHKLMKU NAKETOB; CTPYKTypa nakeTa; hopMMpoBaHme, agpecaunsi u pacebinka
nakeToB; MCMONb30BaHNE NAKeTOB Mpu NevyaTu.

6 [MpoToKOMbl B MHOFOYPOBHEBOW apXMUTEKType: CTEKM NPOTOKOMNOB, NPUBA3KA.

7 AHarnorosasi MOgYNAUMA: MeTOAbl aHaNoroBon MoaynsLnmn, CNeKTp MoAyNMPOBAHHOIO CUrHana.

8 MeToab! undposoro KOAMPOBAHMS: nOTeHLI,lllaﬂbelﬂ koq 6es BO3BPALUEHNS K HYNIIO, METOA bunonapHoro
KOAMPOBaHMWSA C anbTepHATUBHON MHBEPCUEW, NOTEHLUMATbHbIA KO4 C UHBEPCUEW NPpY eQuHuLE.

9 MeToab! UMPOBOro KOAMPOBAHNS: BUNONSAPHBIA UMMYILCHBIVA KOA, MAHYECTEPCKUIA KOA, NOTEHUMANbHbIA KOA
2B1Q.

10 Jlormyeckoe KogmpoBaHue: N30bITOYHbIE KOAbI, CKPAMONMpOBaHMeE.

11 KommyTaumsi kaHanoB Ha OCHOBE YaCTOTHOIO MyJbTUMNIEKCUPOBAHMUSI.

12 CVHXPOHHbIE CUMBOJIbHO-OPUEHTUPOBAHHbBIE U BUT-0PUEHTUPOBAHHbBIE NMPOTOKOSbI.

13 MeToabl O6Hapy)|<eHVIF|VOUJVI6OKZ KOHTPOJTb MO NapuTeTy, BEPTUKAsbHBIN Y TOPU3OHTANbHbIA KOHTPOSb MO
napuTeTy, LMKINYECKNIA N3BLITOYHBIN KOHTPOSb.

14 MeToab! KOppeKuun OLWMBOK: METOA C NPOCTOSIMU, METOA «CKOJIb3SILLErO OKHAaY.

15 KommyTaumsi kaHanoB Ha OCHOBE YaCTOTHOIO MyJbTUMNIEKCUPOBAHMUSI.

16 KommyTaums kaHanoB Ha OCHOBE pa3feneHnsi BpEMEHM.

17 KommyTaums nakeToB: NPUHLMNbLI, PEXMMbI, MPOMYCKHAasi CNOCOBHOCTL CceTel ¢ KOMMyTaumel NakeToB.

18 Jlornyeckas CTpykTypmsaumsi CET! ¢ NOMOLLbIO MOCTOB Y KOMMYTaTOPOB.

19 MpuHUMNbI MapwpyTM3aumm. MpoTokonbl MapLpyTM3aumm. PyHKLUMN MapLupyTusaTopa.




20 Appecauusa B IP-ceTsix.

21 MeToguka npoeKkTMpoBaHWs NOKaribHOM CETU OpraHn3aunn.
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22 lMporpammupoBaHMe COKETOB C UCMOMb3oBaHUeM npotokona TCP.

23 MporpammMupoBaHue COKETOB C UCMNONb3oBaHMeM npoTtokona UDP.

24 MpuHUMNBI ogHOpaHroBoro dannoobmeHa.

25 MpuHUMNbI paboTbl cMCTEMbI JOMEHHbBIX UMeH (DNS).

26 MpoTokonbl gocTyna K anekTpoHHow noyte: POP3, IMAP.

27 Mpotokon SMTP.

28 Mepenayva dannos no npotokony FTP.

29 0O630p npotokona HTTP.

30 Cnyx6bl npoTokona UDP.

31 Cnyx6bl npoTokona TCP.

32 TpaHcnopTHbIe Cryx0bl, TPeOyeMble NPUMOXEHMIO.

33 ApxutekTypa ceTeBbIX NPUINOXEHNN.

34 Twvnbl ceTeBbIX aTak.

35 CeteBas cTpykTypa UHTepHeTa.

36 CeTu 6ecnpoBogHoro gocryna.

37 KOpI'IOpaTVIBHbIe M nomMaliHue ceTtn gocrtyna.

38 KabenbHble cetn goctyna. [Joctyn B MiHTepHeT no texHonorun FTTH (Fiber To The Home).

39 Hoctyn B UHTepHeT 4yepes DSL (digital subscriber line).

40 WHTepHeT-cTaHaapTbl, MHpaCTpyKTypa, NporpamMMHbIA MHTepdenc Ansg NpuUnoXXeHnin, NPoToKOsbI.

6.3.2 TunoBble TeCTOBbIe 3a4aHUSA

He npeaycmoTpeHs!.
6.3.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3a4aHUA (3agaym, Kenchbl)

1. HesaBucumasi ctpaxoBasi KOMMaHus, B COCTaB KOTOPOW BXOAMT NPe3vAeHT, yNnpaBnsaoLwni, agMUHUCTPaTop 1
5 areHToB, pewumna yctaHoBuTb ceTb. KomnaHusa 3aHnmaeT nonosuHy HebonbLioro 3gaHus. NocneaHue 4 roga o6bem
ee paboTbl 6bin cTabunbHbIM, HO B Nocneg"Hee Bpems HabniogaeTcs HEKOTOPbIN POCT KNMEHTYpbI. YTobbl cnpaBnTbCS
C BO3pacTaloLleln Harpy3Kkom, peLleHo yBENUYUTL LUTAT eLle Ha ABYX areHToB. Y KaXdoro CoTpyAHUKa CBOM KOMMNbLIOTEP.
YUT06bI NONYy4YMTb HEOOXOAMMYIO MHGPOPMAaLMIO, MPUXOAUTCS 0OpaLLaTbCs K Konneram ¢ yCTHOM npocbbon unm
KOnNMpoBaTb AaHHbIE C MOMOLLLIO hr3Ll-HakonuTens. Bce areHTbl 3aHMMaloTCs Aenamu TofNbKO CBOWX KITMEHTOB, U 3Ta
nHOpMaLms CTPOro KoHUAeHUMansHa. JlasepHbii NpUHTEP BOCbMUNETHEW 4aBHOCTU HAXOAUTCS Y agMUHUCTpaTopa
odmca. Kaxabin areHT umeeT COBCTBEHHbIN CTPYVHbIA NpuHTEp. OQHOBPEMEHHO C YCTaHOBKOWN CETU peLleHo
nNprMobpecTn BLICOKOCKOPOCTHOWM Na3epHbIv NpuHTep. Kakon Tvn cetu uenecoobpasHo MCNonb3oBaTh B 3TOW KOMMAHUN?
Kakas Tononorvs 6onblue NOAXOAUT ANs 3TOW cuTyaunm?

2. HebonbLwasa komnaHusi, CocTosiLLas 13 Tpex 0TAEeNoB, He4aBHO yCTaHOBUMA BO BCEX Tpex oTaenax
OOHOpaHroBble ceTu. YeTbipe COTpyAHMKa NepBOro oTaena paboTatT Hag OAHUM NPOEKTOM. Y KaXOoro U3 HUX
onpefeneHHbIV Kpyr 3agay, MO3TOMY KaxKAbl rOTOBUT AOKYMEHTaUMIO AN cBoen Yactu npoekta. OfHako BCe OHU
OTKPbINY AOCTYN K CBOMM >XECTKUM AMCKaM 1 ApyrMM yyacTHukam npoekta.C pasBuTuem npoekTa BCeEM COTPYAHUKaM
NPUXOOUTCS rOTOBUTL BCe BOrMbLLEe AOKYMEHTOB, U BCKOPE BO3HWKAET BOMPOC: KOMY Kakon OOKYMEHT MPUHAANEXUT U KTO
NoCneLHUA BHOCKI U3MEHEHNS B KaXabl U3 JOKYMEeHTOB? Kpome TOoro, COTPYaHWKM ApYrMx OTAENO0B, MHTEpecytoLmecs
3TVMM NPOEKTOM, XOTAT MOCMOTPETb roTOBblE MaTepuarnsl.Ha3oBuTe ogHy NpUYMHY, U3-3a KOTOPOW TPYAHO OTBETUTL Ha
BOMPOC: KOMY KaKON AOKYMEHT npuHaanexuT?Hasosute gencrane, Kotopoe obecneyumT LeHTpann3oBaHHbIA KOHTPOMb
3a [OCTYMOM K 3TMM AokymMeHTaM.Onuwimnte ogHo n3amMeHeHue B paboyer cpefie nonb3oBaTenen, K KOTopomy npusegeT
Balle JencTBue.

3. CeTb TONonorun "wmHa" (Ha 6a3e TOHKOro KoakcuanbHoro kabens) ¢ 20 nonb3oBaTeENsIMU 3KCMNyaTUpyeTCs
npumepHo rod. HameveHo 0o6aBUTb K CETU TPU HOBbIX KOMMbIOTEPA-KNMEHTa. 3a BbIXOAHbIE NOCTABLLMK NOAKMOYNN
HOBbl€ KOMMNbIOTEPDI, 1, KOrAa B NOHeAEeNbHUK YTPOM COTPYAHMKM NPULLAM Ha paboTy, 0Ka3anochk, YTO HUKTO HE MOXET
cBA3aTbCA ¢ cepBepoM. Nepeuncnute akTopbl, KOTOpblE MOTYT ObITb NPUYNHON HEPabOTOCNOCOBHOCTM CeTu.

4. Ha HOBbI HOYTOYK YCTaHOBWM CETEBYHO KapTy M NOAKHOYUNN K ceTh. HoyTOyK He MoXeT BuaeTb hanroBbIn
cepsep u npueog DVD-RW nepectan pabotatb. B uem Hanbonee BeposiTHast npuymHa Nnpobrnembl: HECOOTBETCTBUE
MPOTOKOIIOB, HEUCNPaBHbIN kabernb, HECOOTBETCTBME 3aNPOCOB Ha MpepbIBaHNE UMK Xe ceTeBble aganTepbl He
paboTatoT Ha HoyTOyke?

5. Bbl oTBevaeTe 3a ceTb ObICTPO pa3BMBalOLLENCA KOMMaHWUK, Haxoaswercs B Mockse. OgHaxabl HavanbHUK
BbI3blBaeT Bac 1 roBoput: "Mbl peLumnmn oTKpbITh elle ogHo oTtaeneHune B CaHkT-lNeTepbypre n xotenu 6kl 3HaTb, Y4TO Bbl
AymaeTe O coeQUHEHUN Hallen nokanbHOW CeTu C NepCcoHanbHbIMU KOMMNblOTEPaMu 3TOro otaeneHus. B otgenexuu
CaHkr-lNeTepbypra 6yayT MHCTannMpoBaHbl ABa OQHOPAHIOBbLIX KOMMNbIOTEPA, C KOTOPbIMU HY>XHO ByAeT nepuoanyecku
OCYLLEeCTBNATL NpsiMoe coeanHeHune". Kakas ns texHonornin F/BC morna 6bl o6ecneynTb pelueHne 3Tor npobnembl?
Kakune TexHonorum HyxHo byaeT BblibpaTh, ecnu Tpebyetcs 6e3owmboyHas pabota coeamHeHua?




6.4 MeToau4yeckue matepuansl, onpegensilowme npoueaypbl oLeHUBaHUsA pe3ynbTaToB 00y4eHus
6.4.1 YcnoBusa gonycka o6y4arowerocs K NpoMeXXyTo4HOM aTTecTaumm U nopaaok NMIMKBUAALUN aKkageMNnyYeckomn

3a40J1XKEeHHOCTHU

lMpoBeaeHVe NPoOMEXYTOYHOM aTTecTaumMmn pernameHTMpOBaHO NoKanbHbIM HOPMaTUBHbLIM aktom CI6IYMTO
«lMonoxeHue 0 NpoBeAeHUN TEKYLLEro KOHTPOMS YCNeBaeMOCTU 1 NPOMEXYTOYHOW aTTecTauum obydatoLLmxcsa»

6.4.2 dopma npoBeaeHUsi NPOMEXYTOYHOM aTTecTauMu nNo AucuUnsIMHe

YcTHas +

NMncbmeHHas

KOMﬂbPOTepHoe TecTnpoBaHue

6.4.3 Oco6eHHOCTHM NpOBeAEeHUs NPOMEXYTOYHOW aTTecTauum No ANCUUNIINHe

NHasa

|-|pl/| npoBeaeHnn ak3ameHa BpemMd, OTBOAMMOE Ha NOArOTOBKY K OTBETY, COCTaBIIAET He 6onee 40 muH. Ang
BbINOJTHEHUA NPAaKTUYECKOro 3agaHuna o6yqalou.|,emy npenocrtaBndeTcA Heobxogumasi crnpaBo4Has VIHC*)OpMaLI,VIFl.

CoobLeHue pe3ynbTaTtoB 06yqalou.|,emycq npon3BoanTCA HenocpeaCTBeHHO nocrie yCTHOro oTeeTa.

7. YYHEBHO-METOANYECKOE N UH®OPMALIMOHHOE OBECNEYEHWE OUCLUUNIUHDbI
7.1 YuyebHasa nutepartypa

ABTOp

3arnasue

MN3paTenbcTBO

| [oa nspaHna |

Ccblinka

7.1.1 OcHoBHas y4yebOHas nutepartypa

BuHorpapos, I". T1.,
domuHa, E. E.,

KomnbtoTepHble ceTu.
Pa6oTa B cet HTepHeT

TBepb: TBepckomn
rocyaapCTBEHHbIN

https://www.iprbooks
hop.ru/151309.html

KowkwuHa, I'. B. TEXHUYECKIN 2022
yHUBEpcUTET
Yp6aHosuy, M. ., KomMmnbloTepHble ceTu Mocksa, Bonorga: NHdpa 2022 https://www.iprbooks
PomaHeHko, [1. M. -UnxeHepusa hop.ru/124197.html
ConoHesuy, A. B. KomnbloTepHble ceTn . https://www.iprbooks
MwuHck: PecnybnnkaHckui hop.ru/134078.html
WUHCTUTYT
2021
npodeccnoHanbHoOro
obpasoBaHusa (PUMO)
AHgpusHos, A. M. KomnbloTepHble cetu un TioMmeHb: TIoOMeHCKuI https://www.iprbooks
ceTeBble TEXHOOMMmn NHAYCTPUanbHbIA 2023 hop.ru/133643.html
yHuUBepcuTeT
7.1.2 lononHuTenbHasa y4ebHasa nutepartypa
Bnacos, 0. B., AOMUHUCTPUpOBaHNE ceTen Mocksa: VIHTepHeT- http://www.iprbooksh
Puukosa, T. U. Ha nnatdopme MS Windows YHuBepcuteT op.ru/97536.html
Server MHopMaunoHHbIX 2020
TexHonorun (MHTYUT),
An Nun Ap Megna
CewmeHos, 1O. A. AnropuTtmbl Mocksa: VIHTepHeT- http://www.iprbooksh
TENEKOMMYHMKALMOHHBIX YHuBepcuteT op.ru/94844 .html
ceten. Yactb 1. Anroputmbl NHdbopMaLMOHHBIX 2020
N NPOTOKOJbl KaHaroB n TexHonorun (MHTYMT),
ceTen nepefayn AaHHbIX At M Ap Meaua
ApTiowweHko, B. B., KoMnbloTepHble ceTu u Hosocnbumpck: http://www.iprbooksh
HukynuH, A. B. TenekoMMyHuKaumm Hosocubupckuin op.ru/99345.html
rocygapCTBEHHbIN 2020
TEXHUYECKNIA
yHuUBepcuTeT
Pakutuh, P. 1O., KomMnbloTepHble ceTu BapHayn: AnTanckuii https://www.iprbooks
MockaneHko, E. B. Focyﬂ,apCTBeHHbIVI 2019 hop.ru/102731 .html
negarorm4eckmmn
yHUBepcuTeT
KosraH, H. M. KomnbloTepHble ceTn . https://www.iprbooks
MwuHck: PecnybnnkaHckui hop.ru/93384.html
WUHCTUTYT
2019
npodeccnoHanbHOro
obpasoBaHusa (PUMO)
Ceprees, M. 1O, KomnbloTepHble ceTn BopoHex: BopoHexckui https://www.iprbooks
Cepreera, T. U., rocyqapCTBeHHbIN 2019 hop.ru/93261.htmi

OnenHukosa, C. A.

TEXHUYECKUN
yHuBepcuteT, 36C ACB




7.2 NepeyeHb nNpodeccnoHanbHbIX 6a3 AaHHbIX U NH(OPMALMOHHO-CNPABOYHbIX CUCTEM
MopTtan PocctangapTa no ctaHgaptusauunmn [OnektpoHHbin pecypc]. URL: http://standard.gost.ru/wps/portal/

7.3 Nepe4veHb NULEH3MOHHOro U cBOGOAHO pacnpoCTPaHAEMOro NporpaMmMHoOro oéecnevyeHus
MicrosoftOfficeProfessional

Microsoft Windows

7.4 OnncaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HeO6Xo0AMMOM ANA OCYLIeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsivHe

AyouTopusi OcHalleHune

MynbTuMeguinHoe obopyaoBaHue, crneunanmanpoBaHHas mebenb, Jocka
NekynoHHas Y A PyA 4 P A
ayautopus

KomnbloTepHbIn Knacc

MynbTumegnnHoe obopynoBaHe, KOMMNbIOTEPHAA TEXHWKA C BO3MOXXHOCTLIO MOAKMYEHNS K
cetn «MHTepHeT» 1 obecnevyeHmem JOCTyNa B 3NEKTPOHHYH MHPOPMaLMOHHO-
obpasoBaTenbHyo cpeay
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