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Pabouas nporpamma gUCLMNITMHBI COCTaBMeHa B COOTBETCTBMM C oeeparibHbIM rocy4apcTBEHHbIM 06pa3oBaTenbHbIM
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CocrtaButensb (1):

KaHaMaaT TeXHUYeCKnx Hayk, [JoueHT Benaa T.WN.
Ot kadbeapbl cocTaBuTens: Oposnosa EneHa
3aBeayownii kadeapon NHHPOPMALMOHHbIX U HuvkonaesHa

ynpaBnAawnLWnx CUCTEM

Ot BbInyckatoLlen kadeapbi: Oposnosa EneHa
3asegyowmn kagegpom HukonaeBHa

MeToaunyeckuin otaen:




1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMNIIUHBI

1.1 Uenb ancumnnuubl: ChopmmnpoBaTth KoMneTeHUMn oby4atollerocs B o6nacti nHgopmaumnoHHon 6esonacHocTu.

1.2 3agayun AUCLUNIUHBI:

PackpbITb OCHOBHbIE NOJOXEHUSI FOCY4apCTBEHHOWN NONUTUKM B obnactn obecneveHus

nHopMaLmoHHol 6e3onacHocTn Poccunckon ®epepaum, OCHOBHbIX MOHATMIA B 06nacTu 3alumThbl

NMHopMaLKN 1 METOOONOMMYECKUX MPUHLMUMOB CO34aHMA CUCTEM 3aLLUTbI MHOpMaLUK;

PackpbITb BUAbI 3aLmLiaemoi HpopmMaumm, yrpos nHdopmaunoHHo 6esonacHocTy,

CYLLHOCTM U pa3HOBMAHOCTEN MHGOPMALIMOHHOIO OPYXWUs, METOA0B U CPEACTB BeAEHUS MHOPMALMOHHBIX BOWH;

MokaszaTb MeToabl U cpeacTBa obecnevyeHmst MHPOPMAaLMOHHON 6Ge30MacHOCTM KOMMBbIOTEPHbBIX CUCTEM, MEXAHU3MOB
3aWnTbl  MHopMaumn, dopManbHbix Mogenen 6e30MacHOCTU, KPUTEPUEB OLEHKM 3aliULLIEHHOCTM U obecnedeHus
©e30nacHOCTN aBTOMaTU3NPOBAHHbIX CUCTEM;

HayuuTb nogbopy 1 aHanuay nokasaTtenemn KayecTBa n KpUTEPUEB OLIEHKU

cmucteM 6e30nacHOCTH, OTAENbHbIX METOLOB M CPEACTB 3aLLMTbl MH(pOPMaLMK, NCNONb30BaHUN COBPEMEHHOW Hay4HO-
TEXHUYECKOW NUTEpaTypor ANs peLleHus 3agay no Bonpocam 3almTbl HpopmMaLumu;

Hayuntb aHanuay nHdopMaumoHHOM MHAPaCTPYKTYpbl rocygapcTBa

TOYKM 3peHunst nHdopmaLnoHHo 6e3onacHocTK, NoaGopy HOPMATUBHBIX U METOAMYECKUX MaTepuanoB Mo Bornpocam
3awuTbl MHOpMaLun.

1.3 Tpe6oBaHus K NpeaBapUTeNbLHON NOArOTOBKE O6yyvaloLlerocs:
MpeaBaputenbHasi NOAroTOBKa NpeanonaraeT co3aaHne OCHOBbI AMNs POPMUPOBaHMS KOMNETEHUMI, yKa3aHHbIX B . 2,
NPV U3YYEHUN OUCLMMIVH:

Matematuka

Basbl gaHHbIX

lMpaBoBeneHune

MHdopmaumnoHHbIe TEXHOMOMMK

dusmka

OCHOBbI CMCTEMHOTO aHanM3a

TexHonornm n Metoabl NPOrpaMMMpoBaHns

MHdopmaumoHHbIe NpoLecChl U CUCTEMBI

BesonacHOCTb u3HeaesaTeNnbHOCTH

Web-nporpammupoBaHue

UX-ansaiH 1 103abunntm uHtepdencos

ARNropuTMbl 1 CTPYKTYPbI AaHHbIX

MeToab! 1 cpefcTea NPOEKTMPOBaHUSA NHAOPMALMOHHBLIX CUCTEM N TEXHOMOTUIA
MporpaMmMupoBaHne MOBUIBHBIX MPUINOXKEHWIA

CuncTeMbl MCKYCCTBEHHOIO UHTENNEKTa

YuebHas npakTuka (TexHonormyeckas (MPOeKkTHO-TEXHOMorM4eckasi) NnpakTunka)

2 KOMMNETEHUNUN OBYYAIOLWLEIOCA, ®OPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OUCLUMNNHDbI

MK-4: Cnoco6eH ocywecTBNATbL MHTErPaLuIo NporpaMMHbIX MoayJsiern U KOMMOHEHT U BepudurKaLluio BbiNyCKOB
nporpaMMHOro npoaykra B ccpepe gusanHa

3HaTb: TEeOPUI0 CEKPEeTHbIX CUCTEeM, CTaHOapTbl VIHCbOpMaLI,VIOHHOVI 6esonacHocTu.

YMeTb: ncnonb3oBaTe METOAbI 3aLLMThI VIHCbOpMaLI,VIVI Aana opraHn3aunmn VIHCbOpMaLI,VIOHHOVI 6esonacHocTw.

BnageTb: HaBblkaMW WCMOMb30BaHNA Ga30BbIX METOAOB 3alUWTbl, BKMIOYAOWMMU METOAb! LUMMPOBAHUA W SMEKTPOHHYIO
LMdpPOBYIO NOAMNMUCH.




3 COAEPXAHUE OUCLUMNUHDbI
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Pasgen 1. HdopmaumoHHas 6e3onacHoOCTb B cucTeme
HauunoHanbHon 6e3onacHocTn Poccuiickon ®epepauuu

Tewma 1. MNoHATME HaumoHanbHOW Ge3onacHocTU. Buabl
©e3onacHoOCTU 1 cdepbl XN3HEOEATENBHOCTU JINYHOCTN,
obuwecTBa n rocygapctea. HaumoHarnbHble MHTepechl PO
N cTpaTernyeckme HaumoHanbHble NpuoputeThl. Llenn n
CMbICIT rocyAapCTBEHHON cny0bl. Ponb cneumanucta no
3awumTe nHdopmarmoHHom 6esonacHocTu B obecneveHuu
HauunoHanbHon 6e3onacHocTu rocygapctea. OCHOBHbIE
COCTaBMsOLWLME HaLMOHalbHbIX MHTepecoB Poccuiickon
depepaumm B nubopMaLMoOHHON cdepe.
MHdopmaumoHHasa 6esonacHocTb Poccuiickon
depepauymmn. MIHTEpech! TIMYHOCTY B MHGOOPMALMOHHOM 2 14
chepe. MHTepechl obLiecTBa B MHpopmaLnoHHoM cdepe.
MHTepecskl rocygapctea B MHGOPMaLMOHHOM cdhepe.
Buabl yrpo3 nHdopmMaLmoHHon 6e3onacHocTr
Poccuiickon ®epepauun. ICTOUHUKM yrpo3
UHcpopmaumoHHomn 6esonacHocTn Poccuickon
depepaummn. BHelWHME NCTOYHMKM YIpo3. BHYTpeHHne
WCTOYHMKM yrpo3. HanpaeneHuns obecneveHus
WHpopMaLmMoHHOM 6Ge30nacHOCTN rocydapcTea.
Mpobnembl permoHansHOM MHPOPMALIMOHHOM

6e3onacHocTu. 10 O

Tema 2. ICTOYHUKM NOHATMIA B oBnacTtu
UHpopmaLmoHHon 6e3onacHoCcTU. OCHOBHbIE NOHATUSA
WHpOpPMaLMOHHONM 6e30NacHOCTU: JOKYMEHTUPOBaHHas
MHdopMauus, 6esonacHoCTb MHpopmaLmm,
KOH(MAEHUMAIbHOCTb, LIENOCTHOCTL, JOCTYMHOCTb
WHdopmaumm, 3awmTa MHopMaLmmn, CUCTEMa 3aLLmThl
nHpopmaumn. ObLiemeTogoNnorMYeckme NPUHLMMbI
Teopun NMHopmMaunoHHon 6esonacHocTU. MNoHATHe n
CyLHOCTb 3awmaemon nHdopmaumn. lNMpasa n
obsasaHHOCTM obnagatens nHgopmaumun. Bugsl
3awumiLaeMon HdopmaLmmn: rocyaapcTBeHHasa TarHa, 2 3 10
cnyxebHas TaviHa, npodeccrmoHanbHas TanHa,
KOMMepyeckast

TanHa, NepcoHarnbHble gaHHble. [1lepeyeHb cBegeHui
KOHMAeHUMansHoro xapakrepa. lNoHatune
WHTENNEKTyanbHOM COOCTBEHHOCTU U OCOBEHHOCTN ee
3aWmThl.

Mpaktnyeckoe 3aHsTMe 1: MNoHATME 1 BMAbI 3alLMLLIaEMON
UHdopMauuu. MNoHaTHe n Buabl yrpos NHpopmMaLMoOHHON
©e3onacHocTu.




Pasgen 2. IHdpopmaumoHHasa BoiHa, MeToabl U cpeacTea
ee BejeHus

Tema 3. lNoHATME yrpo3bl UHOPMaLIMOHHON
6e3onacHocTu. akTop, BO3AENCTBYOLLMIA Ha
3aluaemyro uHopmaumo. Tunbel AecTabnunuanpyoLmx
tbakTopoB. Knaccudukaumnsa n Bugsl yrpos
nHpopmaLmoHHon 6esonacHocTu. BHyTpeHHMe U
BHELLHME NCTOYHWNKN Yrpo3 MHOopMaLMOHHOM
6e30nacHOCTU. YTpo3bl yTeukn nHpopmaumm n yrposbl
HecaHKUMOHMPOBaHHOro AocTyna. OCHOBHbIE 3MEMEHThI
KaHana peanusaumm yrpo3sbl 6e3onacHocTn nHdopmauumm.
Cyb6bekTbl MHhpopmaLumoHHoro npotuBobopcTea. Lienu
MHpopmaumoHHoro npotMeobopcTea. CoCTaBHbIE YACTU U
MeToAbl MHPOPMaLMOHHOIO NPOTMBOBOPCTBRA.
WHpopmaLmoHHOe opyxue, ero knaccudukauma mn
BO3MOXHOCTW.

Tema 4. MeTobl HapyLLeHUs KOHUOEHUNANBHOCTH,
LEenoCTHOCTU N AOCTYMHOCTU MHpopMauun. NpunynHbl,
BUAbI, KAHambl YTEYKN U UCKaXKEHUS MHCpopMaLu.
OcCHoBHble HanpaBneHnst obecnevyeHnst UHPOPMALIMOHHOM
BesonacHocTH

00BEeKTOB MHpOPMaLMOHHOM cdepbl rocygapcTea B
yCnoBusiX MHPOPMaLIMOHHON BOVHbI. KoMmnbloTepHas
cucTema kak 06 bekT MHPOPMAaLIMOHHON BOVHbI.

14

Paspen 3. O6ecneyeHnsa nHdpopmaLMoOHHOM
6€30MacHOCTM KOMMbIOTEPHbIX CUCTEM

14

Tema 5. KomnbioTepHas cuctema kak 06bekT
nHpopmaLmoHHon 6esonacHocTn. Obuas
XapaKkTepucTuka cnocoboB 1 CpeacTB 3aLnThI
nHdpopmaumm. MNMpaBoBasi, TEXHNYECKas,
Kpuntorpaduyeckas, omusnyeckas salumra nHpopmaymmn.
OpraHu13aunoHHO-NPaBoBblE, TEXHNYECKNE U
Kpuntorpaduyeckue metoasl obecneyeHms
NMHpopMaLMoHHON Be3onacHOCTH.
lMporpammHoannapaTtHble cpeacTea obecneyeHms
MHpopMaLMoHHON Be3onacHOCTH.

MpakTnyeckoe 3aHsaTME 2: MexaHM3Mbl 3aLLNTbI
MHbopMaumm B aBTOMATU3MPOBAHHBLIX CUCTEMAX

Tema 6. CogepxaHme cepBucoB 6e30nacHoOCTH
NPOrpaMmMHO-TEXHMYECKOTO YpoBHS. aeHTudukaums n
ayTeHTUduKauus, ynpaeneHne goCTynom u aBTopmsaums,
npoTokonupoBaHue u ayaut. Kpuntorpadus

Ons cepBMcoB 0e30nacHOCTU: WMdPOBaHME U KOHTPOIb
LLeNnoCcTHOCTU. DKpaHUpoBaHue. AHanM3 3aluLLEHHOCTMN.
Ob6ecneyeHne gocTynHOCTU. TYHHENMPOBaHKE.
YnpaBneHve.

MpakTtnyeckoe 3aHsaTne 3: OCo6EeHHOCTUN ANCKPELIMOHHOMN
1 MaHaaTHon moaenu 6e3onacHoCcTU

Tema 7. HasHauyeHune cbopmarnbHbIX Mogenemn
6e3onacHocTu. MNMonntuka 6esonacHocTn. MoHMTOP
©6e3onacHocTn obpalueHnin. [JUCKpeunoHHasa n MaHaaTHas
mMozenu 6esonacHocTu. PopmanbHbie MOgENN
ynpasneHusa goctynom. Mogenb XappucoHa-Py330-
YnbmaHa. Mogenb benna-Jlallagynel. ®opmanbHbie
mMoaenu uenoctHoctn. Mogene Knapka-BuncoHa. Mogenb
Buba. CoBmecTHOE Mcnonb3oBaHue Moaenemn
6esonacHocTuio Ponesoe ynpasneHue JOCTYMNOM.

MpakTnyeckoe 3aHsaTMe 4: dopmanbHble Mogenu
6e30MacHOCTN aBTOMaTU3NPOBaHHbIX CUCTEM




Tema 8. MeToabl U KPUTEPUM OLEHKN 3aLLULLIEHHOCTH
KOMMbIOTEPHbIX cuctemM. Mogenu, ctpaterum n cCUCTeMbI
obecneyeHnst MHOpMaLMOHHOM 6e30MacHOCTMU.
Kputepuun 1 knaccbl 3aLluULLIEHHOCTM CPEACTB
BbIYMCIUTENBHOW TEXHUKM M aBTOMAaTU3NPOBaHHbIX
NMHpopMaLnOHHbIX cucteM. Kputepum 6esonacHocTu
KOMMbIOTEPHbIX cuctem «OpaHxeBas kHuray. Obwme 2 3 8
KpuTepumn 6e3onacHOCTN NHHPOPMALMOHHBIX TEXHOMOMMIA.
PykoBogsime gokyMeHTbl focTexkommccum

(®CTOK) Poccun. CtaHgapThl N0 ynpaBneHuto
nHcpopmaumoHHon 6e3sonacHocTbio ISO/IEC 27000.

IMpakTnyeckoe 3aHaTne 5: PykoBogsalime AOKYMEHThI
®CT3K Poccum (Moctexkommccnm)

Tema 9. 3awuta nidopmaumm, obpabaTbiBaemMon B
aBTOMaTU3MPOBAHHbBIX CUCTEMAX OT TEXHUYECKUX
pa3sefok. Knaccudukauunsa n BO3MOXHOCTM TEXHUYECKNX
pa3Benok. KomnbloTepHas passeaka. TexHundeckme
KaHanbl yTe4kM MHdopMaLnmn Npu akcnnyaTauum
aBTOMaTU3MPOBaHHbIX CUCTEM. ONEKTPOMarHnTHoe
Bo3aencTBme U adhdeKTbl ero BO3nencTBud. 3awmra
aBTOMAaTU3NPOBAHHbLIX CUCTEM U CPEACTB 2 3 5
BbIYMCIUTENBHOW TEXHUKM OT BHELLHENO
3NEKTPOMarHMTHOro

BO3ENCTBUS.

MpakTuyeckoe 3aHaTre 6: 3awmuTa nHhopmaumu,
obpabaTbiBaeMOl B aBTOMATMU3MPOBAHHbLIX CUCTEMAX OT
TEXHUYECKNX pa3BeaoK

WUtoro B cemecTpe (Ha kypce ansa 3A0) 18 18 81
KoHcynbTauumn n npomexyToyvHas atrectaumst (Qk3ameH) 2,5 24,5
Bcero koHTakTHas pabora n CP no gucuunnuHe 38,5 105,5

4 KYPCOBOE NPOEKTUPOBAHUE
Kypcosoe npoekTpoBaHue y4ebHbIM NiiaHoOM He NpegycMOTPeHO

5 BAINNIbHO-PEUTUHIOBASA CUCTEMA OLEHUBAHUA
Wcnonb3oBaHue 6annbHO-peNTUHIOBON CUCTEMbI HE NPEAYCMOTPEHO.

6. ONMUCAHUE NMOKA3ATEJIEN, KPUTEPUEB, CUCTEMbI U CPEOCTB OLEEHUBAHUA PE3YNIbTATOB
OBYYEHUA
6.1 MNokasaTenn oueHMBaHuNA

Koa komneTteHumn MokasaTenu oueHnBaHUs pe3ynbTaTtoB O6y‘-IeHI/IF|

1. PopMynunpyeT OCHOBHbIE BUAbI YrPpO3 MHpOopMaLMOHHOM 6e30nacHOCTH, HasbiBaeT
OCHOBHbI€ KaHarbl yTeYkn MHpopMaLmm

2. MpoBOAUT OLIEHKY TEKYLLMX 3a4auy C TOYKMN 3peHUs 3aLnTbl MHpopMaL M1, uCnonb3yeT
MaTeMaTU4YecKkMin annapaT Ans KoAMpoBaHUS HGOPMaLnn

3. BbisSBniSieT KaHanbl yTe4YKn nHopmauum Kak B NOMELLEHNN, TaK U B UHOPMALIMOHHOM
cucteme, paspabaTbiBaeT PEXUM CEKPETHOCTU HA OObEKTE

MK-4

6.2 Cuctema 1 KpuTepmm oLeHNBaHUA

Kputepun oueHMBaHUA CHOPMMUPOBAHHOCTI KOMMETEHLMM

LLikana oueHuBaHUA
YcTHoe cobecenoBaHme MucbmeHHas paboTa

MonHbIN, NcdYepnbiBaOLWUN OTBET, SSIBHO
[EeMOHCTpUpYoLLMIA rnybokoe NoHMMaHue
npegmeTa v LWAPOKYH apyanumio B
oLeHnBaeMor obnacTtu, ymeHue
MCnonb3oBaTbh TEOPETUYECKME 3HAHUS NS
peLLeHns NpaKkTUYeCcKnxX 3aaau.
YuuTbiBaoTCcsA 6annbl, HAKOMNMEeHHbIE B
TeyeHue cemecTpa.

5 (oTnn4yHO)




4 (xopoLuo) JOMyLLeHbl B OTBETaX HECYLLECTBEHHbIE

OTBET NONHbIV U NPaBUITbHBIN,
OCHOBaHHbI Ha NpopaboTke BCeX
obs3aTenbHbIX UICTOYHUKOB MHbopMaL M.
Moaxoa k maTepuany OTBETCTBEHHbIN, HO

oLmnbKM, KOTOPbIe YCTPAHAKTCA TOJIbKO B
pe3ynbTaTe cobecenoBaHus
YuuTbiBatoTCA 6ansbl, HAKOMNMEHHbIE B
Te4YeHne cemecTpa.

3 (ynoBneTBOpPUTENBLHO)

OTBeT BOCNPOU3BOAUT B OCHOBHOM TOSbKO
NeKUMOoHHbIe MaTepuansl, 6e3
camocTosiTenbHon paboThl ¢
pekoMeHA0BaHHOW NuTepaTypoun.
JdemoHCTpupyeT noHnmaHue npegmeTa B
LierioM Npu HeMnorHbIX, cnabo
apryMeHTUpOBaHHbIX OTBETAX.
MpUCyTCTBYIOT HETOYHOCTU B OTBETAX,
npo6enbl B 3HaHWSX MO HEKOTOPbIM TEMaM,
CyLLeCTBEHHble OLIMBKK, KOTOPble MOryT
ObITb HaAEHbI M YAaCTUYHO YCTPaHeHbI B
pesynbTaTe cobeceqoBaHns. YUnTbIBaOTCA
6annbl, HAKOMMEHHbIE B TeYeHne
cemecTpa.

2 (Hey10BNETBOPUTENBHO) | BaXHbIX 3NEMEHTOB ANCLIMMIIMHBI.

HecnocobHOCTb OTBETUTL Ha BOMpocC bes
noMoLLKn 3K3amMeHaTopa. HesHaHwue
3HaYMTENBHOM YacTn npnHUnnmuanbHO

MHorouncneHHble CylleCTBEHHbIe OLLMOKMN.
He Yy4YnTbIBaKOTCA ©annbl, HAKOMNJEHHbIE B
TeYyeHune cemecTpa.

6.3 TunoBble KOHTPOJIbHbIE 3aAaHUA U/WNU UHbIEe MaTepuarnbl, UCMOJIb3yeMble ANsl OLeHKU pe3ynbTaToB
oby4yeHuns
6.3.1 TunoBble KOHTPOJIbHbIE BOMPOCHI

Ne n/n | ®dopmMynMpoBKM BONPOCOB
Cemectp 10

1 OcHoBHble nonoxeHnst KoHuenuum HaunoHansHon 6e3onacHocty Poccuiickon ®enepaumm n JOKTPUHLI
nHdpopmMaLmoHHon 6esonacHocTu Poccuickon ®egepaumu.

2 MoHATWe, npegmeT MHOPMAaLMOHHON 6e30MacHOCTN U ee MeCTO B cucteme obecneyeHnss HaumoHanbHOwM
6e3onacHocTu.

3 OnpepeneHne NOHATUA «rocygapcTBeHHasa TanHay. [lepeveHb cBeAeHUI, COCTaBMAOLWUX rOCYJapCTBEHHYIO
TanHy.

4 lMpaBoBble MeXxaHU3Mbl OTHECEHUS CBEAEHWUI K FOCYAapCTBEHHON TanHe, pacCeKkpeunBaHns CBEAEHUA N UX
HoCcUTENewn.

5 3awuTa rocygapctBeHHON TalHbl. Cy6bekThbl 3alMTbl FOCYAapCTBEHHONW TaliHbl, UX (PYHKLUMK B AaHHOW cdepe.
KoHTponbk 1 Hafg3op 3a obecneyeHnem 3alimTbl FOCYAapCTBEHHOW TalHbI.

6 Oco6eHHOCTV NPaBOBOW 3aLLWTLI CBEAEHUN, COCTABMSIOLLMX FOCYAAPCTBEHHYIO TalHy.

7 OcCHOBHbIe 0OBEKTBI MHCTUTYTa KOMMEPYECKOW TalHbI.

8 CybbeKTbl MHPOPMALMOHHBLIX NMPaBOOTHOLUEHWUIA, BO3HUKAIOLLMX MO NMOBOAY KOMMEPYECKON TalHbI.

9 MpaBoBON PEXMM KOMMEPYECKOW TalHbI.

10 3awmTa npaB Ha KOMMepYecKyto TariHy. OTBETCTBEHHOCTb 3a HapyLLeHUs nNpu paboTe ¢ KOMMepPYECKon
TanHoW.

11 MHCTUTY Tl NpodheccrMoHanbHbIX TalH 1 MX 3HadYeHne ans obecneveHns 3alnTbl Npas U cBo6oa YenoBeka u
rpaxxgaHvHa, KOMMEPYECKMX UHTEPECOB OpraHM3aLmin 1 y4pexaeHuii.

12 OCHOBHbIe KaTeropuu cBeeHuN, 3almLaeMbIX B pexrmMe npodeccnoHansHow TavHbl.

13 OcHOBHbIe KaTeropun cBeeHWN, 3allmLLIaeMbIX B pexrmMme npodeccnoHansHom TavHbl.

14 Cunctema nNpaBoBOro perynupoBaHus OTAeNbHbIX MHCTUTYTOB NPOdECCUOHANbHbIX TalH.

15 lMoHATNe 1 xapakTepucTMKa NpaBoHapyLLeHnin B UHpopMaLmMOoHHOW cdepe.

16 KpuMuHanuctnyeckasa xapakrepucTrka npectynieHni B cdepe KoMnbloTePHON MHopMaLmK.

17 OTBETCTBEHHOCTb 3a NpaBoOHapyLleHUs B chepe KOMMbIOTEPHON MHAOPMaLUN.

18 OCHOBHbIE NOHATMSA U onpeaeneHns nHdopmaLMoHHON 6e3onacHOCTL.

19 OcCHOBHbIe NpUYMHbI ya3BUMOCTU ceTu Internet.




AHanus yrpos ©esonacHocTn KOpnopaTuMBHbIX I/IH(*)OpMaLI,I/IOHHbIX CuUcTem, O6yCJ'IOBJ'IeHHbIX JencTeusamMm

20
CyOBEKTOB.

21 AHanus yrpos ©e3onacHocTn KOpnopaTuMBHbIX I/IH(*)OpMaLI,I/IOHHbIX CUcTem, O6yCJ'IOBJ'IeHHbIX TeXHN4YeCKnmMmn
cpeacrteamum n CTUXUAHBIMU UCTOYHUKAMW.

22 dopmbl ceTeBbIX aTak Ha MHoPMaLMIO.

23 HasHa4veHue cuctemsl 3aWwnTbl MIHOPMALUN.

24 Cnoco6bl 3awuTbl nHdopmaLuun. Cpeactea 3aLmTbl MHGPOPMaLMK.

25 KomnneKkcHbIn nogxoa K pelleHmnio npobnemMsl 3alumTbl MHpopmaumm.

26 rlpVIHLI,VIﬂbI NOCTPOEHNA CUCTEMDI 6e3onacHocTu. Nonutnka 6esonacHoOCTL.

27 OcCHOBHbIEe NOHATUA 1 onNpeaeneHns KpuntTorpadmnyeckon 3almTbl MHpopmaumm.

28 I'Ipouecc NOCTPOEHNA NoACUCTEMbI I/IH(bOpMaLI,I/IOHHOIZ 6e3onacHocTn KOpﬂOpaTI/IBHOIZ cetn. Mogensb
afanTMBHOIO ynpaBneHunsa ©e3onacHoOCTbIO CceTu.

29 CpeacTtBa aHan13a 3aLlUMLIEHHOCTH BCEX YPOBHEN KOpNopaTuBHON MHAOPMaLMOHHOW CUCTEMBI.

Knaccudmkaumsi cuctem oBHapyxeHust atak. CucTeMbl 06HapYKeHNA aTak Ha CETEBOM M ornepaLMoHHOM
30 ypoBHsX. KOMMNOHeHTbI cucTeM oGHapyxeHus aTak. Metoabl aHanuaa nidopmauum. Metoasl pearmpoBaHus.
CrangapTbl 6e3onacHocTu.

6.3.2 TunoBble TeCcTOBbIe 3aAaHNA

1. OCHOBHbIE BMAbI 3aLLMLL@EMON NHOpMaLMKM NO COAEPKAHWIO:

1) cekpeTHas; 2) npu3HakoBas; 3) ceMaHTu4eckas:; 4) HecekpeTHast

2. MHhopmaumen, noanexallen sawute, ABndeTcs. ..

1) MHpopMaLMs O COCTOSHMM OMEePaLIMOHHON CUCTEMBI; 2) cBeaeHMs 00 oKkpyxatoLiem mupe; 3) uHdopmaums,
npuHocsiwas Bbirogy; 4) nHdopmauus ob yupexageHnn npodeccrmoHansHoro obpasosaHus

3. MNokasaTtensmu 6e3onacHOCTN NHAOPMaLUK ABNAIOTCH:

1) BEPOATHOCTb NPEAOTBPALLEHNS YrpO3bl; 2) BPEMS, B TEYEHME KOTOPOro obecneymBaeTcs OnpeaeneHHbIn
ypoBeHb 6e3onacHocTu; 3) Bpemsi, HEOOXOAMMOE Ha B3MOM 3alUmThl MHpopmaumm; 4) BEPOSITHOCTb BO3HUKHOBEHUS
yrpo3bl nHopmaunoHHon 6e3onacHoCTH

4. PesynbTatom peanusauun yrpo3 b moxeT 6biTh ...

1) n3meHeHue KoHUrypaumum nepudepunHbIX yCTPOUCTB; 2) YHUUTOXEHME YCTPONCTB BBOAA-BbIBOAA
nHdpopmMauun; 3) HeCaHKLMOHMPOBAHHbIA AOCTYN K MHdopMauuy; 4) BHeapeHue AesnHdopmaummn B nepudepuiiHblie
YyCTpOWCTBa

5. AbcontoTHagd 3awmTa MK oT ceTeBbIX aTak BO3MOXHa Npu:

1) OTCYTCTBMM COEAMHEHMS; 2) UCMONB30BAHNM NTMLEH3UOHHOMO NPOrPaMMHOro obecneyeHust; 3) yctaHoBKe
MEXCETEeBOro akpaHa; 4) NCNofb30BaHUN HOBENLLMX aHTUBMPYCHbIX CPEACTB

6. B 4yenoBeKko-KOMMbIOTEPHbIX cUCTEMax Heobxoamnmo obecneudnBaTb 3M oT Tpex

yrpos:

1) cny4anHom noTepu UM U3MeHeHust; 2) NnpegHaMepPeHHOro UCKaXeHus; 3) CaHKLMOHMPOBAHHOIO NPOCMOTPA;
4) cboeB 0bopyaoBaHus; 5) pe3epBHOro KONMPOBaHUSA

7. Yrposamu nHdopmMaunoHHoON BonHbl ans PP aensawoTcs:

1) OPMEHTUPOBAHHOCTb HAa OTEYECTBEHHbIE TEXHWYECKME CPEACTBA; 2) HECOBEPLUEHCTBO 3aKkOHOA4AaTENbHON
6a3bl; 3) 3HauUnTENbHAs NPOTSAXXEHHOCTb TEPPUTOPUK; 4) OTKPLITOCTb rpaHunLy

8. Bpangmayap (Firewall) — aTo...

1) rpacbuueckuii pegakTop; 2) iHTepHeT-6pay3ep; 3) noutoBas nporpamma; 4) MexXceTeBOn aKpaH

9. MprHUMNManbHBIM OTNNYMEM MEXCETEBbIX 3KpaHoB (MJ) oT cuctem obHapyXeHns aTak U BTOPXKEHWUI
(COB) siBnsieTcs T0, YTO:

1) M3 6binu paspaboTaHbl ANst aKTUBHOW UMK NaccUBHOW 3alnTbl, a COB - 4ns akTMBHOMO MMM NacCUBHOMO
obHapyxeHus; 2) M3 paboTaeT Tonbko Ha ceTeBOM ypoBHe, a COB ewé 1 Ha uandeckom;

3) M3 6binn paspaboTaHbl ANs aKTUBHOIO UIK naccuMBHOro obHapyxeHusi, a COB - ons akTMBHOW nnn
naccmBHoOM 3awwmThbl; 4) M3 paboTaeT Tonbko Ha mandeckom ypoBHe, a COB eLué 1 Ha ceTeBOM

10. MNpepoTBpaTUTL NPOHUKHOBEHMNE BPEAOHOCHBLIX MPOrPaMm Ha NOAKIHOYEHHbIV K CETU KOMMbIOTEP NMOMOraeT...

1) pe3epBHOE KONMMPOBaAHME AaHHbIX; 2) 9NEeKTPOHHAA NOANUCH; 3) HaNM4ne SNeKTPOHHOrO Kroya; 4)
aHTUBMPYCHbLIA MOHUTOP

11. 3aWUTUTL NUYHBIA 3NEKTPOHHbIA MOYTOBbLIN AWK OT HECAHKLMOHNPOBAHHOIO JOCTYNa No3BONSET ...

1) CKpbITWE NMYHOTO Napons; 2) ANEeKTPOHHAsA NoANUCH; 3) OTKITOYEHUE KOMMNbIOTEPA; 4) BKITHOYEHNE pexnmMa
COXpaHeHus norvHa

12. Hanbonee 3awmi€HHbIMN OT HECAHKLMOHMPOBAHHOMO AOCTYNa MMHUAMU CBSA3M HA CEroAHS ABNAIOTCS:

1) ONTOBOMOKOHHbIE; 2) anekTpudeckne; 3) uHdpakpacHble; 4) pagno

6.3.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3aAaHusA (3agaym, Kemcbl)

1. CchopMynupoBaTb OCHOBHbIE BUAbI YIPO3 MHOPMaLMOHHOM 6e30nacHOCTH.
2. MNpoBecTu oUeHKy 3aga4m C TOYKM 3pEHNs 3almTbl MHopMaLun.

3. BbigsBUTb KaHarnbl yTe4kn MHpopmaLumm B MOMELLEHNN.

4. BblSiBUTb KaHanbl yTe4Yku MHdopMaumm B UHPOPMaLMOHHOW cucteme.




6.4 MeToau4yeckue matepuansl, onpegensilowme npoueaypbl oLeHUBaHUSA pe3ynbTaToB 0b6y4yeHusA
6.4.1 YcnoBusa gonycka o6y4arowerocs K NpoMeXXyTo4HOM aTTecTaumm U nopaaok NMIMKBUAALUN aKkageMNnyYeckomn

3a40J1XKEeHHOCTHU

lMpoBeaeHVe NPoOMEXYTOYHOM aTTecTaumMmn pernameHTMpOBaHO NoKanbHbIM HOPMaTUBHbLIM aktom CI6IYMTO
«lMonoxeHue 0 NpoBeAeHUN TEKYLLEro KOHTPOMS YCNeBaeMOCTU 1 NPOMEXYTOYHOW aTTecTauum obydatoLLmxcsa»

6.4.2 dopma npoBeaeHUsi NPOMEXYTOYHOM aTTecTauMu nNo AucuUnsIMHe

YcTHas +

NMncbmeHHas

KomnbroTepHoe TecTupoBaHune

6.4.3 Oco6eHHOCTHM NpOBeAEeHUs NPOMEXYTOYHOW aTTecTauum No ANCUUNIINHe

Mpwv npoBedeHUN 3a4eTa BPeEMS, OTBOAMMOE Ha NOArOTOBKY K OTBETY, cocTaBnseT He 6onee 40 MuH. Hukakoi
cnpaBoYyHol HopmaLummn obydatoweMy He npegoctaenseTtcsa. CooblieHne pesynbTaToB 0Gy4aloLemMycs IponsBoanTCs
HenocpeaCcTBEHHO Mocre YCTHOro oTeeTa.

NHas

7. YYHEBHO-METOANYECKOE N UH®OPMALIMOHHOE OBECNEYEHWE OUCLUUNITUHDbI
7.1 YyebHasa nutepartypa

ABTOp

3arnasue

MN3paTenbcTBO

| [oa nspaHma |

Ccblinka

7.1.1 OcHoBHas y4yeb6Has nutepaTtypa

LWTepeHbepr C. U.

3awwTta uHcpopmauum B

CaHkT-lNeTepbypr:

http://publish.sutd.ru/

KOMMbIOTEPHBLIX CUCTEMAX 2022 tp_ext_inf_publish.ph
crerymTa 071d=2022163
PeBHuBbIX, A. B. UHdopmaumnoHHas https://www.iprbooks
6e3onacHoCTb B Mocksa: An N Ap Megna 2021 hop.ru/108227.html
opraHnsaumax
7.1.2 lononHuTenbHasa y4yebHas nutepaTypa
MopryHos, A. B. WHpopmaumoHHas Hosocnbupck: https://www.iprbooks
6e3onacHoCTb HosocnGupckuii hop.ru/98708.html
rocyapCTBeHHbIN 2019
TEXHUYECKNIA
yHuUBepcuTeT
BoposkoBa, I". C. AHanNn3 KOHEeYHbIX Nuneuk: Nuneukui https://www.iprbooks
N3MEHEHMI B yNpaBneHnn n rocyapCTBeHHbIN 2018 hop.ru/92843.html
3almTa MHopmaumu TeXHUYECKMIA
yHuBepcuteT, 96C ACB
BanuHa, M. ®. 3awmTa nHopmayum u Mocksa: MocKoBCKUI https://www.iprbooks
KOHTPOMb AaHHbIX B TeXHUYECKUMN hop.ru/92460.html
nokymeHTax Microsoft Office YHUBEPCUTET CBA3MK U 2018
MHdOPMaTUKK
Hwukndopos, C. H. 3awmTta nHdopmauyuu. CaHkT-MeTepbypr: CaHkT- http://www.iprbooksh
3awmieHHble ceTn MeTepbyprokuii 0p.ru/74382.html
rocyaapCTBEHHbIN 2017
apXUTEKTYPHO-
CTPOUTENbHbLIN
yHusepcuteT, 36C ACB
Hukundopos, C. H. 3awmra nHpopmarmm. CaHkT-MeTepbypr: CaHkT- http://www.iprbooksh
3awuTa oT BHELUHUX MeTepbyprekuii op.ru/74381.html
BTOPXXEHUI rocy4apCTBEHHbIN 2017
apXUTEKTYPHO-
CTPOUTENbHbLIN
yHuBepcuteT, 96C ACB
Hukundopos, C. H., 3awmra nHpopmarmm. CaHkT-MeTtepbypr: CaHkT- http://www.iprbooksh
PomapaHos, M. M. Maponu, ckpbiTUe, yoaneHue MeTepbyprekuii 0p.ru/80747.html
AaHHbIX rocyjapCTBEHHbIN 2017
apXUTEKTYPHO-
CTPOUTENbHbLIN
yHuBepcuteT, 96C ACB
lopes, A. L., O6paboTka 1 3awmTa OMCK: OMCKast aKaZEMUS http://www.iprbooksh
Cumakos, A. A. UHdopMaLmm B ) A 2016 op.ru/72856.html

KOMMbKTEPHbIX CUCTEMaX

MB[ Poccun




7.2 NepeyeHb nNpodeccnoHanbHbIX 6a3 AaHHbIX U NH(OPMALMOHHO-CNPABOYHbIX CUCTEM

®CTOK Poccnn  depepanbHas cnyx6a no TeXxHMYeCKoMy 1 3KCNOpTHOMY KOHTponto - https://fstec.ru/
Cuctema KoHcynbtaHT lNntoc - http://www.consultant.ru/

7.3 Nepe4veHb NULEH3MOHHOIo N CBO60AHO pacnpPoOCTPaHAEMOro NporpaMmMHoro oéecnevyeHus
MicrosoftOfficeProfessional
Microsoft Windows
DosBox
Python
Notepad++
Microsoft Visual C++ 2010 Express

7.4 OnncaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HeO6X0AMMOM ANA OCYLIEeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsimHe

AyauTtopus OcHalleHne
MynbTumeguintHoe obopynoBaHue, cneumanmanpoBaHHas mebenb, gocka

JlekumoHHas

ayguTopus

MyJ'IbTVIMeD,VIVIHOe O6Opy£l,OBaHl/leY KOMMbOTEPHaA TEXHMKA C BOSMOXXHOCTbLIO NOAKITHOHYEHUA K
KOMI‘Ib}OTeprM Knacc |Cetu ((MHTepHeT» n obecneyeHvem AO0CTyna B 3JIEKTPOHHYIO VIHCbOpMaLI,VIOHHO-
06paaoBaTeanylo cpeny

CneumanuavposaHHasa Mebenb, 4ocka
YyebHas ayautopust
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