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Pabouas nporpamma gUCLMNITMHBI COCTaBMeHa B COOTBETCTBMM C oefeparbHbIM rocy4apcTBEHHLIM 06pa3oBaTeNbHbIM
CTaHL4apTOM BbicLLEro o6pasoBaHus No Hanpaenenuto nogrotokn 38.05.01 SkoHoMmmnyeckas 6e3onacHoOCTb,
YTBEPXKAEHHBIM Npukasom MuHobpHaykm Poccum ot 14.04.2021 r. Ne 293

CocrtaButensb (1):

KaHauaaT TEXHUYECKUX Hayk, [oueHT Yanoea EkatepuHa
UropbeBHa

Ot kadeapbl cocTaBUTENS: MakapoB AB1HMP

3aBeayowmi kadenpor MHTENNEKTyarnbHbIX CUCTEM U FeHHaabeBUY

3awuThl MHopMaLun

Ot BbINyckatoLen kadeapbi: ®paguHa TaTbsaHa
3aBseayownii kadeapon NnbuHnyHa

MeToaunyeckun otaen:



1 BBEOEHME K PABOYEW NPOrPAMME OUCLUMNIIUHbI

1.1 Uenb gucumnnuHbl: ChopmupoBaTb KOMAETEHLUN obyyvatollerocst B obnactn obecnedyeHmst MHPOPMaLMOHHOM
©e3onacHoOCTM rocyaapcTBa, NOAXOAOB K aHanM3y yrpo3 ero MHOPMAaUMOHHONW MHAPACTPYKTYPbI; pelleHns 3adad 3awuThbl
WMHpopMaL MM B MHOPMALIMOHHbIX CUCTEMAX.

1.2 3agaum OUCLMUNINUHBI:

- NO3HAKOMUTb C OCHOBHbLIMM MOSIOXXEHUAMWN rOCyAapCTBEHHOW NOMNUTUKN B obnactn obecneveHns MHpOpPMaLMOHHOWM
BesonacHocTn Poccuiickon ®epepaumm, OCHOBHBIMU MOHATMAMKW B 06nacTy 3awmuTbl MHCpopMauUMnM U MeTOA0NOrMYECKUMM
npvHUMNamMun co3gaHnsi CUCTEM 3aLLnTbl MHOPpMaLuu;

- MO3HaKOMWUTbL C BMAAMMW 3alLMLLAEeMO MHpopMaLMK, yrpo3aMmm MHOPMALIMOHHONW 6e30MacHOCTU, CYLLUHOCTAMU U
pPa3HOBUAHOCTAMU UHDOPMALIMOHHOTO OPYXWs, METOAAMM U CPEeACTBaMM BEAEHUS MHADOPMAaLMOHHBLIX BOMH;
- HAy4UTb UCMONb30BaTh METOAbI U cpeacTBa obecneyeHns NHpoPMaLMOHHON Ge30MnacHOCTU.

1.3 Tpe6oBaHuA Kk NpeaBapuTeNbLHON NOAroTOBKe 0Gy4atoLerocs:

I'Ipe,D,BapMTeanaﬂ noAroToBkKa npegnonaraeT co3gaHne OCHOBbI Annd d)OpMI/IpOBaHI/IFl KoMneTeHuun, YKa3aHHbIX B M.
2, npn n3yvyeHnmn ogucumnniinAH:

MHdopmaunoHHbIe TEXHOMOMMK
OKOHOMMKa opraHusaumm (NpeanpuaTms)
MHdopmaumnoHHbIe TEXHOMOMMK B NPOdEeCCUOoHaNbHoN AesATerbHOCTH

2 KOMMNETEHUMU OBYYAIOLLUEIrOCA, POPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OAUCLUNINUHDbI

OlNK-6: Cnoco6eH ucnonb3oBaTb COBPeMeHHble UH(hOPMaLMOHHbIE TEXHONOMUU U NporpaMMHbIe cpeacTBa npu
pelieHUn NnpodpeccuoHanbHbIX 3agay

3HaTb: MeToabl U cpeacTBa obecnedyeHnss MHOpPMaLMOHHON Ge3onacHOCTM, MeToabl HapylleHWs KOHUAeHUManbHOCTH,
LeNoCTHOCTM M AOCTYNHOCTU MHdOPMaLUK; coaepXXaHne OCHOBHbIX MOHATUIA MO NpaBoBOMY obecrnedyeHno MHOPMALIMOHHOM
6e30nacHOCTU; OCHOBbI 6e30MacHOCTM OnepaLMOHHbIX CUCTEM; OCHOBbI GE30MacHOCTU BbIYMCIIUTENBHBLIX CETel; OCHOBHbIE

TEXHUYEecKne cpeacTea M MeTodbl 3awmTbl MHGOPMaUUK; OCHOBHblE MporpamMMHo-annapaTHble cpeactea obecneveHus
MHpopMaLMOHHOM 6e30MacHOCTW.

Ymethb: npaBuiibHO NPOBOANTbL aHalin3 yrpo3 VIHCbOpMaLI,VIOHHOVI ©e30nacHOCTK, BLINOMHATbL OCHOBHbIE 3Tanbl peweHna 3agad
VIHQDOpMaLWIOHHOVI Be3onacHocTH, NMPUMEHATbL Ha MNPakKTUKe OCHOBHbIE obwemeTogonormyeckmne npuHUUNbl  TEOPUN
VIHQDOpMaLWIOHHOVI 6e3onacHOCTW; HaxoauTb Heobxoaumble HOPpMaTMBHbIE NpPaBOBbl€ aKTbl U VIHQDOpMaLWIOHHO-I'IpaBOBbIe
HOPMbI B Cucteme ﬂ,eﬁCTByIOUJ,eI'O 3akoHOA4aTenbCTBa, B TOM 4ucrne ¢ noMowbio CUCTEM I'IpaBOBOVI VIHCbOpMaLI,VIVI; NMPUMEHATb
,D.eVICTBYPOLIJ,yPO 3aKkoHoOaTeNbHYIO 6a3y B obnactu VIHd)OpMaLI,I/IOHHOIZ ©esonacHocTy; pa3pa6aTb|BaTb NPOEeKTbl HOPMAaTUBHbIX
mMaTepuanoB, pernameHTUpyrLwmnx pa60Ty no 3awute I/IH(bOpMaLI,I/II/I, a TakkKe MOnoXeHun, VIHCprKLI,I/IIZ n apyrmx
OopraHn3aulmMoHHO- pacnopaanTesibHbIX JOKYMEHTOB.

Bnapetb: HaBbikamMu BbINOSTHEHNUS pa60T, CBSI3aHHbIX C KOMMJIEKCHBIM 0becneyeHnem VIHCbOpMaLI,VIOHHOVI 6esonacHocTn
KOHKPETHbIX aBTOMaTU3NPOBAHHbIX CUCTEM Ha OCHOBE pa3pa6OTaHHbIX nporpaMmm U MeToaukK, B TOM 4Yucne c obecneyeHnem
Tpe60BaHI/IIZ HOPMAaTUBHbIX OOKYMEHTOB A5A obecneyeHns 3KOHOMMYECKOW B6e3onacHoOCTH XO3F|I7ICTBYPOLIJ,eFO CY6'beKTa.

OMNK-7: Cnoco6eH NOHUMaTb NPUHLUMNbI PAa60Tbl COBpeMEeHHbIX MH(POPMALIMOHHbIX TEXHOMOIMI 1
MCrNonb30BaTh UX AN pelleHusl 3aaay Npod)ecCUOHaNbLHON AeATeNLHOCTH

3HaTb: CyWHOCTb M NPUPOAY SABMAEHMI M MPOLECCOB LMMPOBON TpaHCOpMaLMK; OCHOBbI 9KOHOMUYECKON 6e30onacHoCTv B
LMPOBOI 3KOHOMMKE; LIUGPOBLIE MHCTPYMEHTLI, UCNONb3YEMbIE C LIENbH NOBbILLEHNSA 3KOHOMUYECKO 6e30MacHOCTM.
YMeTb: paboTtaTb B aBTOMaTU3MPOBAHHLIX CUCTEMaX MHAOPMAaLMOHHOIo obecneyeHuss npodeccroHanbHoOW AesTenbHOCTH,
nony4artb, MHTEPNPETUPOBATL U AOKYMEHTMPOBATL pe3ynbTaThl UCCreoBaHUN

Bnapetb: HaBblkaMy BbISIBNEHUS BHYTPEHHUX W BHELWIHWX Yrpo3 WHdgopMauMoHHon 6e3onacHocTn npu paboTte c

COBPEMEHHBIMU  MHAOPMALMOHHBIMU TEXHOMNOTUSIMW, UCMNOSb3yeMbiMU Ansi obecrneyeHne 3KOHOMUYeckon 6e3onacHoCcTm
OusHeca.

3 COAEPXAHUE OUCLUMNUHDbI

o) KoHTakTHas
< paboTa
o
59 dopma
HanmeHoBaHune v cogepxaHme pasaernos, TeM U y4ebHbix | g = CP TeKyLIero
3aHATUN 23| nex Mp. (4achbl) Y
8o KOHTpoOns
o (4ackl) | (4achbl)
=
Pasgen 1. TeopeTtnyeckne oCHOBbI UHGOOPMALIMOHHON
BesonacHocTu
Tema 1. BBegeHuve. Lienu 1 3agayn nigopmarMoHHOM
6esonacHocTn. OCHOBHbIE MOHATUS Y TEPMUHDI. 8 0
Knaccudmkauusa mep obecnevyeHuns nHdopmMaLMOHHON
6e30nacHOCTH. 4 4
OcHoBbI rocyaapcTBeHHON nonutuku PO B obnacTtu
WHpopMaLMoHHOM Ge3onacHOCTU




Tema 2. Yrpo3bl MHOpMaLMOHHON
6e30nacHOCTU.Y93BUMOCTb, PUCK, UHUMAEHT, yLiepd
WMHpopMaunoHHom 6esonacHocTu. Puck yrposel 1
MeXaHn3M peanusauum yrposbl. MNoHaTus
3MOYMbILUNIEHHUKA, MOCTOPOHHErO U CNyYamHoro nuua.
MpakTnyeckoe 3aHsTHe " Pabota ¢ 6aHkaMy AaHHbIX
yrpos u yassumocten"”

Tema 3. NMpaBoBoe obecneyeHne MHGHOPMaLMOHHOM
©esonacHocTu. [JokTpuHa MHOPMaLMOHHOM
6esonacHocTu. MNpuHLMNbI paboTbl PEryNMPYHOLLMX
OpraHoB BnacTw.

MpakTnyeckoe 3agaHune" O630p 3akoHOOATENbHBLIX OCHOB
obecnevyeHnst MHOpMaLUNOHHON 6esonacHocTu B PO

Pasgen 2. Metogonorusa 3awmTtbl MHpopmaLmm

7,75

Tema 4. MeToabl 3aWuTbl MIHGOPMaLUK NO BUAAM
3awmuaemon nHdopmaunn. Mogenns yrpos
MHpopMaLMOHHONM Be30nacHOCTU

MpakTnyeckoe 3aHsTME 1: "OopmMmpoBaHme NepeyHs
KOH(pnaeHumManbHbIX JOKYMEHTOB B opraHmusauun”
MpakTtnyeckoe 3aHsaTME 2: « OCHOBHbIE BUAbI
HECaHKLUMOHMPOBAHHOIO AOCTYNAa.YnpaBreHne y4eTHbIMU
3anmcamu nonb3oBaTenen N HacTpoKrka NONUTUK
nonb3oatensa B C3/ ot HC[] Dallas Lock»
MpakTnyeckoe 3aHsTMe 3. «HacTponka cpeacTe
aHTMBMYCHOM 1 ceTeBom 3awmTbl Kaspersky Endpoint
Security"

Tema 5. CpeacTsa 3aWuTbl U MOHUTOPUHIA
KOpPNOopaTUBHbBIX KOMMBIOTEPHbIX CETEN
MpakTnyeckoe 3aHsaTre 1: "TexHONOrMM NPOAKTUBHOM
3awmThl, Threat Intelligence n Threat Hunting"
MpakTnyeckoe 3aHaTHE 2: "HacTpoika MmexceTeBoro
akpaHa n COB B C3U ot HC[ Secret Net Studio”

Pasgen 3. 3awwmta nidopmarmm B UHHOOPMaLIMOHHbIX
cuctemax

Tema 6. lNporpaMmMHble 1 NporpaMmMHo-annapaTHble
CpeAcTBa 3almThl MHOpMaLun

MpakTnyeckoe 3aHsaTMe 1: HacTponka nonuTtuk
©e30nacHOCTU U MeXaHM3MOB ynpaBrieHnst 4OCTYNOM B
OC CH Astra Linux

MpakTnyeckoe 3aHsTe 2: CokpbITME COOOLLEHUS
MeToaoM mnaawmx 6utos (LSB-meTtoa)

MpakTtnyeckoe 3aHsaTHe 3: KpuntoaHanus wudpos
nepecTtaHoOBKM M NPOCTON 3aMEHbI

Tema 7. OpraHnsaunoHHO-pacnopsanTenbHasa 3awuTa
nHpopmaumn.PaspaboTtka Mmogenu KOMnieKkcHom
CUCTEMbI 3aLUTbl MHOPMaLK

MpakTnyeckoe 3aHsaTre 1: "KoHTpOMb LENOCTHOCTH
nporpaMMHON cpepbl, NpoBepKa paspeLumTensHOm
cuctembl goctyna"

MpakTnyeckoe 3aHATHE 2: "YCTaHOBKa, HacTponka u
nsydyeHue gyHkuun DLP-cuctembl"

12

Pasgen 4. MeHepKMeEHT 1 ayauT MHGOPMaLNOHHOM
©e3onacHocTn

10

Tema 8. OpraHunsaumoHHble hopMbl 0becneyeHnst
6esonacHocTu. Monntrnka MHOPMaLIMOHHOM
©e30nacHOCTU U TEXHONOMNA e€ pa3paboTkm
MpakTuyeckoe 3aHsTHE: MNpoLeaypbl, pernamMmeHThbl 1
WHCTPYKLUUKN MO MHGOPMAaLMOHHOW 6e30MacHOCTY;




Tema 9. YnpasneHue puckamum MHpOpMaLMOHHON
6esonacHocTu. MeToabl 1 npuHuMnbl.  HOpMaLnOHHbIE
pecypchbl B Ka4eCTBE CyLLECTBEHHbIX (HEOTbEMIIEMBbIX)
aKTMBOB OpraHu3auuu.

MpakTnyeckoe 3aHsaTue "M3yvyeHne MHPOPMaLIMOHHbIX
CEpBMCOB A1 NoNy4YeHns AaHHbIX 00 opraHm3aumsx unm
rpaxkgaHax Ansi CHWKEHUS penyTaunOHHbIX U
3KOHOMMYECKUX PUCKOB Mpu BeAeHnn busHec- npoweccos”

WUtoro B cemecTpe (Ha kypce ansa 3A0)

34

34

75,75

KoHcynbTauumn n npomexyTovHas atrectaums (3aver) 0,25

Bcero koHTakTHas pabora n CP no gucuunnuHe 68,25 75,75

4 KYPCOBOE NPOEKTUPOBAHUE

KypcoBoe npoekTupoBaHue y4eGHbIM NiaHoM He NpesycMOTPeHo

5 BANNIbHO-PEUTUHIOBASA CUCTEMA

Mcnonb3oBaHue 6aJ'IJ'IbHO-pel7ITVIHFOBOl7I CuUcTeMbl HE NpeayCMOTPEHO.

6. ONMUCAHME NOKA3ATENEW, KPUTEPUEB, CUCTEMbI U CPEQCTB OLIEHUBAHUS PE3YNIbTATOB

OBYYEHUA

6.1 MNokasaTenun oueHNBaHUA

Kog koMneTeHumm

MokasaTenu oueHnBaHus pe3ynbTaToB O6y‘-IeHMﬂ

OrlK-6

WManaraet uenu n 3agayv MHOpMaLMOHHON 6e30MacHOCTM; OCHOBHLIE MOHATUA U
TepMuHbl. [laeT knaccudmkaumio mep obecnedyeHns MHHOOPMaLMOHHON

©e30MacHOCTN, OCHOBHbIE TEXHUYECKME CcpeacTBa U MeToAbl 3alunTbl MHpOPMaLUK.
MepeuncnsaeTt n 3HaeT 0COGEHHOCTN NCMOSIb30BaHNSI COBPEMEHHbBIX METOAOB U

cpenctB obecnevyeHus MHOPMaLMOHHOM OGe3onacHoCTU. YMeeT YycTaHaBnuBaTb U
NPUMEHSITb OCHOBHblE coBpeMeHHble C3U ansa

ONepauMOHHbIX CUCTEM W BbIMUCIUTENbHBIX CeTeRn; AHanuaupyeT npeanocbinku u
NPWYUHBI YTpaTbl MHOPMALMOHHBLIX PECYPCOB

orpaHM4yeHHoro  pgoctyna. BbimonHseT  OCHOBHble  3Tanbl  pelweHus  3agad
MHopMaLMoHHoW B6e3onacHocTu. MNMpUMeHsIeT Ha NpakTUKe 3akoHOoAAaTeNlbHble OCHOBbI
obecneyeHuns MHpopMaLMOHHOW Ge3onacHocTh B P®, , B TOM YMcne ¢ NOMOLbIO CUCTEM
NpaBoBOW MHDOPMALMK; MPUMEHSAET AENCTBYIOLLYIO 3aKOHOA4ATENbHY0 6a3y

B 06nactu nidopmaumoHHon 6e3onacHocTu.

OlIK-7

XapakTepuayeT MeToabl 3aluUTbl MHOPMALMK MO BMAaM 3alUULLIAEMO MHGOpMaLIMK,
OCHOBHble BUAbl HECaAHKLMOHWPOBAHHOIMO AOCTyna. PackpbiBaeT CYLIHOCTb M Mpupoay
npoueccos

LMdppoBOI TpaHCGOPMAaLIMK; NPUHLIMMBLI U OCHOBbLI 9KOHOMUYECKO 6e3onacHoOCTM B
LMdppoBOI 3KoHOMUKe. MNPOBOANT MOHUTOPUHT SKOHOMUYECKO GesonacHocTu, paboeT B
aBTOMaTU3NPOBaHHbIX cucTeMax MHMOPMaLMOHHOro oGecneyeHnsl NpodeccuoHanbHom
neatenbHocTu MpoBoanuT pa3paboTKy NPaKTUYeCKMX npoLeayp OLEHKM PUCKOB,
cBA3biBaOLWMX 6e3onacHocTb U TpeboBaHusA GusHeca

6.2 Cucrema 1 KpUTepmmn oLeHUBaHUA

LWkana oueHnBaHus

KpuTepun oueHnBaHUA COPMUPOBAHHOCTY KOMMNETEHLMI

YcTHoe cobecenoBaHne MucbmeHHasa paboTta

3ayTeHo

OTBeT CTaHAapTHbIN, B LIENOM
KayeCTBEHHbI, OCHOBaH Ha BCex
0653aTenbHbIX UCTOYHMKaX MHGOPMaLMN. He npedycmoTpeHa
MpucyTcTBYIOT HeGonbLUMe Npobernsbl B
3HAHMAX MU HECYLLIECTBEHHbIE OLLINGKN.

He 3auTeHo

HecnocobHocTb 0TBETUTL Ha BoMpoc 6e3
NMOMOLLM 3K3aMeHaTopa. He3HaHne
3HaUMTENbHOW YacTu NPUHLMNMANBHO
BaXHbIX 3M1EMEHTOB ANCLMMIUHBI.
MHorouncneHHble rpybbie owmnbkm.
MonbiTka cn1cbiBaHUA, CNONb30BaHUSA
Hepa3speLUeHHbIX TEXHUYECKNX YCTPONCTB
WM Nonb3oBaHWsA NOACKA3KOW APpYroro
YyernoBeka (BHe 3aBUCUMOCTU OT
YCNELIHOCTN TaKOW MOMbITKM).

He npegycMoTpeHa




6.3 TunoBble KOHTPOJIbHbIE 3aAaHUs U/UIN UHble MaTepuanbl, UCMOJIb3yeMble ANA OLeHKN pe3ynbTaToB
oby4yeHus
6.3.1 TunoBble KOHTPOJIbHbIE BOMPOCHI

Ne n/n

dopMynMpoBKM BOMNPOCOB

Cemectp 8

MoHATne HaumoHanbHon 6e3onacHocTn Poccuiickon ®epepaumm.

HauunoHanbHble NHTEpecChbl P® un CTpaTtern4eckme HaumoHalbHble NPpUopuTeThl.

Ponb I/IH(bOpMaLI,I/IOHHOVI ©e3onacHocTu B obecnevyeHnn HaLmMoHanbHon 6e3onacHocTh
rocygapcrsea.

OCHOBHbIe COCTaBnALLME HaUMOHaNbHbIX MHTepecoB Poccuickon degepaumnmn B MHOpMaLMOHHON cahepe.

NHTepechbl NMYHOCTM 06LLEeCTBA M rocydapcTBa B MH(OPMAaLIMOHHO cdepe.

[okTpuHa nHdopmaunoHHo 6e30nacHOCTMH.

®3 Ne 149 «O6 nHdopmaunn, MHPOPMALIMOHHBIX TEXHOMNOMMS U O 3almnTe MHOPMaLUNY.

MICTOYHUKM NOHATUI B 00MacTu MHopMaLMOHHON 6e30nacHOCTM.

OCHOBHbIE NOHATMSA VIHdDOpMaU,VIOHHOVI BesonacHocTu.

OcHoBHbIE CBOWCTBA MHOpMaLun.

Yrpoabl 6e30MacHOCTU MHGOPMaLIMN.

BHyTpeHHVIe N BHELWHNEe NCTOYHUKN Yyrpo3 VIHdDOpMaU,VIOHHOVI 6e3onacHocTu.

eroabl YTEYKN VIHCbOpMaLI,VIVI M yrpo3bl HECaHKUMOHMPOBAHHOIO 4OCTyna.

MeToabl obecnevyeHnss MHopmaumoHHon 6esonacHocTn Poccuiickon ®epepaumm.

Knaccudukaums yrpos 6esonacHocTv MHcopmaumu.

Mogenb yrpo3 6e3onacHocTU MHGOPMaLIMW.

BaHk gaHHbIX yrpo3 6e3onacHocTn nHgopmauyum (PCTIK).

MogepHuaupoBaHHbIv pasgen yrpos (PCTIK).
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Buabl 3awuwiaemon nHgopmaumn.

20 lMepeyeHb cBegeHM KoHUOEHUMANLHOro xapakrepa.

21 lMoHATNE NHTennekTyanbHONn COBCTBEHHOCTM M OCOBEHHOCTN €€ 3alUnThbI.

22 MoHsATUE MHTEeNNeKTyanbHON COOCTBEHHOCTU 1 OCODEHHOCTU €€ 3aLLMThl.

23 OcHoBbl NpaBoBoro perynuposaHus Mb.

24 ®3 Ne 98 «O KoMMepyecKon TakHey.

25 3akoH Ne 5485-1 «O rocygapcTBEHHON TalHEY.

26 Yka3 NpesnaeHta PO ot 06.03.1997 N 188.

27 OcCHOBbI OpraHM3aUMoOHHON 3aLLUMTLI MHGOpMaLnn.

28 3akoHoaaTenbHble akTbl B 061acTh 3aWwmTbl MHpopMaLmu.

29 Poccuiickne n MexxayHapoaHble cTaHaapThl, onpegensowmne TpedboBaHus K 3almTe
MHdopMaLmK.

30 Cuctema ceptudukaumm PO B obnacTtu 3awmuTbl MHoOpMaLun.

31 Buabl Mep 1 OCHOBHbIE MPUHLUMMbI 3aLUTBI MHOpMaLun.

32 MapameTpbl 3alWmLLaeMor MHpOPMaLMK U OLEHKA PaKTOPOB, BNUSIOLNX Ha TpebyeMbli
YPOBEHb 3alUnTbl MHGOpMaL MK,

33 OCHOBHbIE MEXaHM3MbI 3aLMTbl UHOPMaLN.

34 Mepbl 3awmTbl MHPOPMaLUn, peanmsyemMble B aBTOMaTU3MPOBAHHbIX (MHPOPMALMOHHBIX) CUCTEMaX.

35 YnpasneHue JOCTyNnoMm u ero Bugpl.

36 ABTOpU3aLMs Kak cepBUc 6e30nacHOCTK.

37 lMoHATMe poneBoro ynpasneHnsa OCTYNOM.

38 IunckpeunoHHasa mogens 6e3onacHoCTu.

39 MaHngatHasa mogenb 6e3onacHoOCTy.

40 MporpammHble 1 NporpaMMHo-annapaTHble CPeACcTBa 3aLlMThl MHOpMaLnN.

41 MHXeHepHas 3almTa u TeXHUYeckas oxpaHa o6bekToB MHhopMaTM3aLnmn.

42 OpraHunsaumMoHHo-pacnopsanTenbHas 3awmta MHopMaLumm.

43 Pa6oTa ¢ kagpamu.

44 BHYTPMOGHLEKTOBbLIV PEXNM.

45 OCHOBHbIE MPUHLUMIMLI OPraHN3auVUoHHON 3alnTbl MHopMauun.

46 OCHOBHbIE NPUHUMMbI PaboTbl C KOHMAEHUMANBHBIMU OKYMEHTAMW.

47 OcHoBbI KOHbUAEHLMANBHOrO JOKYMEHTOO60pOoTA.




6.3.2 TunoBbIe TeCcTOBbIe 3a4aHnsA

He npeaycMoTpeHo
6.3.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3aaHUA (3agaym, Kenchbl)

1. 3awmTa gokymeHToB B Ms Word.

CospaTtb ogHOCTpaHMYHbIN AokyMeHT B Ms Word. NpegycmoTpeTb Ang co3gaHHoro danna:

-Maponb Ha OTKpbITUE, Naposib pa3peLLeHns 3anucun (yCTaHaBnMBaloTCS Ha dalin, TO eCTb OTHOCATCS K
OOKYMEHTY/KHUre B LLENOM).

- BawmTty oTaeneHbIX anemeHToB gokymeHToB MS Office:

* MNaponbHas 3awmTa OoT 3MeHeHus vacTen (pasgenos) gokymeHTa Word,;

» QnekTpoHHasa noanuchb.

2. 3awumTa gokymeHToB B Ms Excel.

Cospgatb kHury B Ms Excel, cocTosiyto n3 3-x NMCTOB, Ha KaXX4OM M3 KOTOPbIX pacronaraeTca ogHa Tabnuvua.
MpegycmoTpeTb Ans co3gaHHoro danna:

-Maponb Ha OTKpbITUE, Naposib pa3peLLeHns 3anucun (yCTaHaBnMBatoTCS Ha dalin, TO eCTb OTHOCATCS K
OOKYMEHTY/KHUre B LIenom).

- BawmTty otaenbHbIX anemeHToB gokymeHTtoB MS Office:

* [MapornbHas 3awmTa OT NPocMoTpa aneMeHToB kHUrn Excel (cTpok, ctonbuos, NMCTOB).

* MaponbHas 3awmTa OT UIBMEHEHUS COAEPXKUMOro OTAENbHbLIX S]HEEK U UX anana3oHoB B Excel,
CTPYKTYpbl NIUCTa (BCTaBKa, yaaneHne n dopmaTUpoBaHne CTPOK U CTONBLOB), CTPYKTYpPbI KHUMM (obaBneHme un
yaarneHue nMcToB, 0TOOpaXkeHne, CKpbITbIe JIMCTOB), U3MEHEHME Pa3MePOB, MOSIOXKEHUS MU BUOUMOCTM OKHa,
HaCTPOEHHOTO Ans oTobpaxeHus kHurn Excel.

3. NHdopmaumst orpaHMYeHHOro gocTtyna.

3anonHuTb NepBbIn cTonbew Tabnuubl «CBeaeHUsl, OTHECEHHbIE K KaTErOpUM OrpaHNYEHHOro 4ocTyna»
BblAEPXXKamMn N3 HOPMATUBHO-MPABOBLIX aKTOB, CChINTKU Ha KOTOpblE yKa3aHbl BO BTOPOM CTONOLEe
(http://www.consultant.ru/document/cons_doc_LAW_93980/) — naTb onpegeneHue.

4. CoKpbITUE COOBLLEHNA METOAOM 3HAKOB OLMHAKOBOro HayepTaHus (cteraHorpadus).

BbibpaTb cTeraHorpammy, KOHTEMHEP U 3aHECTU CTeraHorpammy B KOHTENHep. N3Bneyb cTteraHorpammy m3
3anofiHEeHHOro KOHTenHepa.

5. CokpbITHe cooblieHns metoaom mnaawmnx 6utos (LSB-meTon).

M3yunTb meTog Mnaawunx 6utos (LSB) Ha npumepe uBeTOBbLIX KOAOB 3anuBku s4yeek kKHrm MS Excel. Co3gaTb
MOZLEeNb CTEFOKOHTENHEpPa 1 3aHeCTM B Hero coobLueHne. NpoBecTn aHanm3 CTerokoOHTENHepa 1 U3BMeYb U3 HEro
cooOLeHune.

6. KpuntoaHanus wudpoB nepecTtaHOBKN.

HelwwmdpoBaTb KpUNTOrpammbl, NOMy4YEHHbIE METO4AMM CTONOLOBOM M ABONHOM NepecTaHOBOK. N3BECTHO, YTO
TEKCT 3anucbiBarncs B LWMpPYOLLY0 Tabnuuy NOCTPOYHO, 3HaKM nNpobena B TEKCTE COXPaHEHDI.

7. KpyntoaHanus wudpoB NpoCTON 3aMeEHbI.

OewmndpoBaTb KpynTorpammy, NosTy4eHHy LWMGPOM NPOCTON 3aMeHbl. B TekcTe KpunTorpaMmmbl COXpaHEHbI
npobenbl U 3HaKN NYHKTyauum.

8. N3yueHwne kpuntorpadum ¢ OTKpPbITEIM KMHOYOM Ha npumepe nporpaMmmbl PGP.

M3yyeHne npuHUmMnoB paboTbl C aCUMMETPUYHOM KPUMTOCUCTEMOMN, NPUMEHEHMNS NINYHBLIX U OTKPbITLIX KITHOYEN.
MN3yyeHne paboTbl ¢ LMpOoBLIMM NOSNUCAMMN.

6.4 MeToauuyeckne MaTepuansi, onpeAensiowme npoueaypbl OLEHUBaHUSA pe3yNnbTaToB 06yyeHus
6.4.1 YcnoBus gonycka obyuvalowerocsi K n(poMeXxyTo4HOIN aTTecTaumMm M nopsaok NMMKBUAaLMN akageMnyeckon
3af0MKeHHOCTH

MpoBeaeHe NPOMEXYTOYHOI aTTeCTaLMN PErMamMmeHTUPOBAHO JTIOKalNbHbIM HOPMaTUBHbLIM akTtom CM6IrYMTA
«lMonoxeHne 0 NpoBeAEHNM TEKYLLLErO KOHTPOIIS YCNEeBaeMOCTU U NPOMEXYTOYHON aTTecTtaumm obyyaroLwmxca»

6.4.2 dopma npoBeaeHUs1 NPOMEXYTOYHOM aTTecTauMm No AUcCUmnIIMHe

YcTHas + lMNucbmeHHas KomMnbloTepHOE TECTMPOBaHNE MHas

6.4.3 Oco6eHHOCTH NpOBeAEHUs NPOMEXYTOYHOW aTTecTauum No ANCUUNIINHE

lMpomexyToyHasa aTTecTaumns NPOBOAUTCA B BUAE YCTHOrO onpoca, BpeMs Ha noaroTosky - 0,5 yaca.
3awuTa kypcoBou paboTbl NPOBOAMTCSA NOCPEACTBOM NpeaoCcTaBneHus Aoknaaa (nosicHMTenbHas 3anuncka
obbemom 15-25 cTpaHuy), npeseHTauum 1 OTBETOB Ha BONPOCHI.

7. YHEBHO-METOAU4YECKOE U UH®OPMALMOHHOE OBECNEYEHUE OAUCLUUNIIUHDbI
7.1 YyebHasa nutepartypa

ABTOp 3arnaswve | M3patenbcTBO | oo nspaHua | Ccbinka

7.1.1 OcHoBHas y4yeb6Has nutepartypa

3eHkoB, A. B. OcHoBbI MHOPMaLNOHHON Mocksa, Bonorga: NHdpa 2022 https://www.iprbooks
6e3onacHocTm -nxeHepus hop.ru/124242.html

WaHbruH B. ©. NHdopmaumoHHas https://ibooks.ru/read
6e3onacHocTb . ing.php?
KOMMbIOTEPHBIX CUCTEM U Mocksa: ®opym 2021 short=1&productid=3
ceten 61273




7.1.2 lononHuTenbHasa y4yebHas nutepaTypa

anaTeHko, B. A. OcHoBbI MHOPMaLNOHHON Mocksa: MHTepHeT- https://www.iprbooks
6e3onacHocTn YHuBepcuteT hop.ru/97562.html
MHdopmaumMoHHbIX 2020

TexHonoru (MHTYWUT),
An NMn Ap Meguna

LLaHbruH B. ©. KomnnekcHas 3awmTa https://ibooks.ru/read
WHopmaumm B . ing.php?
KopropaTuBHbIX cucTeMax Mocksa: ®opym 2020 short=1&productid=3
61312

7.2 Nepe4veHb NnpocdeccruoHanbHbIX 6a3 AaHHbIX U MH(OPMaLMOHHO-CNPaBOYHbIX CUCTEM

OdmumanbHbI MHTEPHET-NOPTanN NpaBoBon nHdopMauun (pegepanbHasa rocyaapcTBeHHas MHPOPMaLoOHHas
cuctema) [OnekTpoHHbI pecypc]. URL: http://pravo.gov.ru.

MopTan ansa oduumansHoro onybnukoBaHns ctaHaapToB degepanbHOro areHTCTBa No TeXHNYECKOMY
perynMpoBaHuio u MmeTponoruun [AnekTpoHHbI pecypc]. URL: http://standard.gost.ru/wps/portal/.

7.3 Nepe4veHb NULEH3MOHHOro U cBOGOAHO pacnpoCTPaHAEeMOro NporpaMmMHoOro oéecnevyeHus
MicrosoftOfficeProfessional
Microsoft Windows

CrIMC KoHcynbTaHtlntoc
7.4 OnncaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HeO6X0AMMOM ANA OCYLIeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsivHe

AyauTopus OcHalueHne

CneunanuavpoBaHHas  Mebenb;  KOMMblOTEpHas  TexHUKa; Habopbl  AEMOHCTPALMOHHOMO
obopynoBaHusA, crnyxawwme Ana  NpeactaBneHus  yy4ebHoW  MHGopMauun  (CTaumMoHapHoe
MyIbTUMeauWMHOE 06opyAoBaHWE) - MyNbTUMEeAWMHAs MNpPOeKUMOHHas cuctema (MynbTuMeana
NPOEKTOP U 3KpaH).

KomMnbloTepHbI kKnacc
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