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1 BBEOEHME K PABOYEW NPOrPAMME OUCLMNIUHBI

1.1 Uenb paucumnnuubl: CcdopmmpoBaTb KOMMeTeHUuM obydatowlerocs B 06/acTM OCHOBHBLIX MPUHLMMNOB
opraHunsaumun, yHKUNOHUPOBaAHWS, MPOEKTUPOBAHWS, HACTPONKM U 3KCMyaTaumm NoKanbHbIX BbluMcnmTenbHbiX ceTen (JIBC)
Ha NpeanpusaTUaX oTpacnu.

1.2 3apaum gUCUUNNUHDI:

* PaccmoTpeTb opraHnsaumio pasnuyHbIX YPOBHEN CETEBbLIX MOAENEN;

* PackpbITb OCHOBOMOMNararwLme TeopeTmyeckue NpuHLKUNbI NOCTPOEHNSA CETEBBLIX TEXHONOMN;

* [lokasaTb OCOGEHHOCTM MPOEKTUPOBAHMUS, pPa3BeEPTbIBAHUA U 0OCNyxmBaHMs OQUCHbLIX FOKamnbHbLIX CEeTEN,
HaCTPOVKM CEPBEPOB U NOKANbHbIX CTAHLMA.

1.3 Tpe6oBaHuA K NpeaBapuTeNbLHOM NOAroTOBKe O6y4aloLerocs:

MpenBaputensHas NoAroToBKa npeanonaraeT co3fjaHne OCHOBbI Anst OPMUPOBaHNS KOMMNETEHLUMIA, YKa3aHHbIX B .
2, Npy N3y4eHUN OUCLUMNIINH:

lMporpammupoBaHue n anroputMmMsaums
MHdopmaumnoHHbIe TEXHOMOMK

2 KOMMETEHUWU OBYYAIOWEINoCAd, ®OPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OUCLIUMJINHBI

MK-1: Cnoco6eH BbINOMHUTL TEXHMYECKOe 3afaHue Ha pa3paboTKy aBTOMaTM3UPOBAHHOW CUCTEMbI yNpaBIieHUA
TeXHONOrMYecKUMm npoueccamm

3HaTb: OCHOBbI TEOPUM CETEBOW apXMTEKTYpbl Ha 6a3e cemuypoBHeBon mogenu ISO/OSI.

YmeTthb: npoBoAUTb NOAKnk4YeHne 1 BbiNONMHATbL OCHOBHbIE HaCTpOVIKVI ana pa6oqu CT@HUMIN fIOKaNbHOW BbIYUCNNTENBHOWN
ceTn.

BnapeTb: HaBblkaMu paboTbl C y4ETOM MHOPMALIMOHHON 6e30MacHOCTY B NMOKANbHON BbIMUCTIMTENBHON CETU.

3 PE3YNIbTATbI OBYYEHUA NO AUCLUUNIWHE

O |KoHTakTHas
< |paborta
o
5@ NHHOBaL,.
HanmeHoBaHWe 1 cogepaHne pasgernos, g Z CP OpMbI
TEM U y4eOBHbIX 3aHATUI =g INek. Mp. (4achb) 3aH2TVII7|
(6]
© g | (vackl) | (4ack)
=
Pasgen 1. OCHOBHbIE MPUHLMMbLI, MOHATUSA U
CeTeBble NPOTOKONMbI
Tema 1. BeegeHue B BC. ViHTepHeT n
NHTpaHeT. KOHEYHbIE N MPOMEXYTOYHbIE
cuctembl. AKTUBHOE 1 NacCUBHOE
obopynoBaHune. CemnypoBHeBasi MOAeIb 1 8 un

ISO/OSI. Habopsbl cepBucoB. CTeku
npoTtokoroB. MpruMepbl Hanbonee BaXkHbIX
NPOTOKOJSIOB pasfiyHbIX YpoBHeEN. EanHMLbI
obmeHa.

Tema 2. Baanmopgeincteme OKOHEYHbIX
cuctem. KnveHTol 1 cepeepsl.
MapuwpyTtusatopbl. Cnyxosl TCP un UDP.
KomMyTaumsi kaHanoB 1 koMMyTauusi 1 8
naketoB. MynbTunnekcupoBaHme —
YaCTOTHOE M BpeEMEHHOE. Bbirogpl cBsiaun ¢
KoMmyTaumen naketoB. Cucremartuka ceTen. 3

Tema 3. MNMpuknagHon ypoBeHb. [MpoTokonsl
HTTP, SMTP, POP3, FTP, DNS. Cesi3b
NpOLEeCcCoB MPUKNagHOro YPOBHS C
TPaHCNOPTHbLIM YPOBHEM Yepe3 COKET. AreHTbl
nonb3oBaTtens. MNpumepsl NPUNOXeHNIA
(MpoTOKOMbI NPUKNAAHOro N TPAHCMOPTHOIO
ypoBHeln). TpeboBaHus Kk criy>k6am
TPaHCMOPTHOrO YPOBHS.

Tema 4. MNMpotokon HTTP. NocTtosAHHOE 1
HEenocTosiHHOe coefuHenunsa. dopmat HTTP
coobueHun (3anpoc u oteeT). NpoTtokon FTP 1 8
ans nepegayv ¢annos 1 ero oTnimyune ot
npotokona HTTP.

Utoro B cemecTtpe (Ha kypce ans 3A0) 4 32

KOHCYJ'IbTaLI,I/IM M NpoOMeXyTo4YHada aTtrectauua
- HeT




Pasgen 2. OcHoBbl npoekTupoBaHua JIBC
ans manoro oguca

Tema 5. PaboTa cepBMCOB 3N1EKTPOHHON
noyTbl — npotokonsl SMTP n POP3, IMAP

Tema 6. JIBC manoro ocuca.
MpoekTnpoBaHne cetn. Paboune ctaHuumum,
cepBepbl, CETEBbIE KAPThl, KOHLEHTPATOPHI,
KomMmyTaTopsl, kabernb 1 T.n. HagexHoe 1 8
XpaHeHve JaHHbIX Ha AUCKaX — MaCcCUBbI U
knactepbl SCSI n RAID 0-5. CoctaBneHune
crneundmrKaLmm n cmeTbl pacxodos.

Tema 7. MoHTax 1 HacTpownka JIBC manoro
odhmca. OnepaumoHHbIE CUCTEMBI ANS
cepBepoB. Hactpoika n
agMUHUCTpUpoBaHue cetu. CeTeBble
NONUTUKK, aHann3 paboTbl, yCTpaHeHWe
HencnpaBHOCTEN.

Tema 8. lHdopmaLmoHHasa 6e3onacHoCTb B
JIBC. BHelwHne n BHyTpeHHWE yrposbl.
CpepnctBa ans peanv3aunm 6e3onacHocTw.
BpaHgmayapbl 1 Npokcu-cepsepbl.

Utoro B cemecTtpe (Ha kypce ans 3A0) 4 28

KoHcynbTaumm n npoMexytodHas attectauus

(3aver) 025

Bcero koHTakTHasA pa6bota n CP no

OVUCLUMMINHE 8.25 60

4 KYPCOBOE NMPOEKTUPOBAHUE
KypcoBoe npoekTpoBaHue y4ebHbIM MnaHoM He NpedycMOTPeHo

5. ®OHA OLIEHOYHbIX CPEACTB AN NPOBEAEHUA NPOMEXYTOYHOW ATTECTALMU

5.1 OnucaHue nokasaTtenen, KpUTepMeB U CUCTEMbI OLIEHUBAHUA pe3ynbTaToB 00y4YeHUs
5.1.1 NokasaTenu oueHUBaHUA

HanmeHoBaHWe oLeHOYHOro
cpencrea

Koa

MokasaTenu oueHnBaHUA pe3ynbTaToB O6y'~IeHVIﬂ
KoMmneTeHumnn

M3naraet OCHOBHblE NPUHUNMbI, NOHATUA N ceTeBble MPOTOKOIbI.

BbInonHseT TexHMYeckoe 3agaHue Ha pa3paboTky aBToMaTU3MPOBaHHOM
AK-1 CUCTEMbI YNpaBreHUsl TEXHOIOMMYECKUMM NpoLIeccamm Co 3HaHMEM
OCHOB TEOPUM CETEBOWN apXUTEKTYPbI U HaBblkaMu paboTbl B JIOKanbHOW
BbIMUCTIUTENBHOW CeTu.

PaboTaeT ¢ y4ETOM MHOPMaLMOHHOM 6€30NacHOCTM B JTOKanbHON
BbIYUCITUTENBHOM CETH.

Bonpocbl gns ycTHoro
cobecenoBaHus.
Kewnc-3apaHue.

5.1.2 Cucrtema n KpuTepum oLeHUBaHuA

Kputepuun oueHnBaHnsa cpopMMpoBaHHOCTU KOMMETEHLNIA

LLikana oueHnBaHus
YcTHoe cobecengoBaHume MucbmeHHas paboTa

IMonHbIN, ncyepnbiBalOLLUN OTBET, ABHO
OEMOHCTPUPYIOLLMIA TNy6oKoe NOHMMaHNe
3ayTeHo npeameTa 1 LUMPOKYHO 3pyANLIMIO B
oueHuBaemMon obnactu. Kputnueckun,
OpUrMHarnbHbIV NOAXOA K MaTepuany.

HecnocobHocTb 0TBETUTL Ha Bonpoc 6e3
nomoLuu sk3ameHaTopa. HeaHaHue

He 3auTeHo 3HaUUTENbHOW YacTu NPUHLMIMANBHO
BaXHbIX 3M1EMEHTOB ANCUMNIUHbI.
MHoro4uncneHHble rpybbie owmnbku.

5.2 TunoBble KOHTPONbLHbIE 3a4aHUA UITN UHbIe MaTepuanbl, HeO6XxoAUMbIe ANl OLEeHKU 3HaHUW, YMEHUN,
HaBbIKOB U (UNX) onbiTa AeATEeNIbHOCTH
5.2.1 NepeveHb KOHTPONbHbLIX BONPOCOB

Ne n/n | dopmMynnpoBKM BONPOCOB




Kypc 3

BeepneHune B BC. CeTb NHTepHET u ceTn MHTpaHeT. KoHeYHble 1 NPOMEXYTOYHbIE CUCTEMBI. AKTUBHOE Y
naccvueBHoe obopygoBaHue.

CemunypoBHeBas mogernb ISO/OSI. Habopbl cepBucoB. CTekn npoTokonos. MNMpumepsl Hanbonee BaXHbIX
NPOTOKOJIOB Pa3nnYHbIX ypoBHEN. EanHMubl obmeHa.

BsanmopgencTeme okoHeuHbIX cuctem. KnueHTtbl n cepepbl. KOMMyTaumns kaHanoB U KOM-MyTaunsi NakeToB.
MynbTunnekcnpoBaHue — 4YaCTOTHOE M BpeMeHHoe. Bbiroabl cBaA3n ¢ kommyTaumen naketoB. Cuctemartuka
ceTel.

Buabl goctyna k cetu: pesmaeHTHbii (Mogem, DSL, HFS, BPL (PLC), etc.); kopnopaTuBHbIA; MOBUABHBIN.
dusnyeckure cpeabl AN nepenayn AaHHbIX.

3aﬂ,ep>KKVI M noTepun gaHHbIX B CETAX C KommyTaumeﬂ naketoB. IHTEHCUBHOCTb TpachKa.

MpuknagHon ypoBeHb. MNMpoTtokonel HTTP, SMTP, POP3, FTP, DNS.

MpoTtokon HTTP. MNocTosHHOE 1 HenocTosiHHOe coeanHeHus. Popmat HTTP coobuieHunit (3anpoc u oTBeT).

OnekTpoHHas no4ta — npoTtokonsl SMTP n POP3, IMAP.

Olo|N|ojO]| &

MoHTax 1 HacTpovika JIBC manoro oguca. OnepaunoHHble cucTeMbl Ans paboyunx cTaHUuin U cepBepoB.

10

Cniyx6a TpaHcnsuum nmeH NHutepHeta DNS. IP — agpec n MHEMOHMYecKoe MMsl XocTa. Pernctpaums xocTa.
OyHkuun DNS.

11

JIBC manoro oduca. lNpoektuposaHune cetn. Paboune ctaHumun, cepBepbl, CeTeBbIE KapThbl, KOHLLEHTPATOPbI,
KOoMMyTaTopbl, kabenb 1 1.n. CocTaBneHne cneundukaLn u CMeTbl PacXoaoB.

12

CeTeBoWi ypoBeHb. [poTokon IP. Agpeca nHtepdeicoB u ceTein. IP-agpeca — knaccbl aapecoB, cTaHaapT
CIDR. Agpec cetn n eé macka. Agpec xocta. [lentarpamma IPv4.,

13

Hactpoiika n agMuHucTpupoBaHue cetu. CeTeBble NONUTUKN, aHann3 paboTbl, yCTpaHeHNe HeUCNPaBHOCTEN.

14

PacnpeneneHHas cuctema cepsepoB DNS: nokarnbHble, KOPHEBbIE, MONTHOMOYHbIE cEpBEPbI. PekypcuBHbIE 1
ntepatumeHble 3anpockl. DNS — 3anvcu n 3anpocbi.

15

TpaHcnopTHbIN ypoBeHb. MpoTtokonel UDP 1 TCP. leMynbTunnekcnuposaHne n MynbTUNNIekcupoBaHne
coobueHnii. MNMepenaya AaHHbIX 6€3 YCTaHOBKM NOMMYECKOro COEAMHEHUS U C YCTAHOBKOW IOrM4ecKoro
coeguHeHus. KoHsevepusaLums nakeTos.

16

anHLl,VII'IbI N MEXaHU3Mbl HaAEXHON nepenayun aaHHbIX No ceTdam, 4oNyCKakLWnM NCKaXeHUA N NoTepto
OaHHbIX.

5.2.2 TunoBble TeCcTOBbIe 3aAaHusA

5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIe 3aAaHusA (3agayu, Keuchbl)

1. Ucnonbayst nporpammy TRACERT npoun3BecTy TpacCMpOBKY 1 ONpeaennTb y3roBble 3a0epXku ans Tpaduka

[0 crnefytoLmx XoCTOoB.

1.1. o caita opraHusauum ICANA

Heobxoanmble aencTeus:

1) 3anycTnTb nHTEPdENC KOMAHAHON CTPOKMK;

2) HabpaTb B KOMaHAHOW CTpOKe tracert www.icana.org;

3) npoaHanM3npoBaTb NOfy4YeHHble pe3ynbTaThl

1.2. o canTta yHuBepcuteTa ToKno

1.3. o caita yHuBepcuteta MensbypHa

1.4. o carita Macca4dyceTcKkoro TexHonornyeckoro nHctutyta (MIT)
1.5. fo carita CteHdOpACKoro yHuBepcuteTa

2. CocTaBuTb crneumdmKkaLlmio 4na nokanbHoM ceTn kadeapbl

3. MNpownssecTn HacTpoliky paboyen ctaHuum JIBC ans 3arpy3ky no CeTu B peXXmMe TOHKOro KrMeHTa.

5.3 MeTtoauyeckune matepuansl, onpeaensirowme npoueaypbl OLleHUBaHUA 3HaHUW, YMEHUN, BnageHui (HaBbIKOB
¥ (W) NpakTUYeCKoro onbiTa AeATENLHOCTH)

5.3.1 YcnoBusa gonycka oby4arolerocs K NpoMeXXyTo4HOM aTrecTauum 1 NnopsaaokK NMIMKBUAaUUM akageMnyeckomn
3a40/MKEeHHOCTU

MpoBeaeHe NPOMEXYTOYHOM aTTeCTALMUN PETNAaMEHTUPOBAHO JTOKalNbHbIM HOPMaTUBHBLIM akToM CI6IYMTA

«[MonoxeHne o NpoBeAeHNN TEKYLLEErO KOHTPOSSA YCNeBaeMOCTU U NPOMEXYTOYHOWM aTTecTauum oGydatoLmxcs»

5.3.2 ®opma npoBeaeHUsi MPOMEXYTOYHOM aTTecTauum No gUMcumninHe

YcTHas + MuncbmeHHas KomMnbloTepHOE TECTMPOBaHNE MHas

5.3.3 OcoGeHHOCTU NpoBeAeHUs NPOMEXYTOYHOMN aTTecTaLuMu No AUcUUnIMHe

Ons nony4yeHus 3a4éTa HEOOXOAMMO BbIMOSNHUTL KOHTPOJIbHYIO pa60Ty.

6. YHEBHO-METOANYECKOE U NUH®OPMALIMOHHOE OBECIMNEYEHWE OUCLIUMNIIUHbBI



6.1 YyebHasa nutepatypa

ABTOp

3arnaesue

MN3paTenbcTBO

[op n3paHua

Ccbinka

6.1.1 OcHOoBHas y4yebOHas nutepaTtypa

Hosukos, 0. B.,

OcHoBbI NokarnbHbIX ceTen

Mocksa: HTepHeT-

http://www.iprbooksh

KoHgpateHko, C. B. YHuBepcutet op.ru/97563.html
MHdopmaumoHHbIX 2020
TexHonormn (MHTYWUT),
An NMn Ap Meguna
KosraH, H. M. KomnbloTepHble ceTu . http://www.iprbooksh
MuHck: PecnybnvkaHckmi 0p.ru/93384.html
WUHCTUTYT 2019
npogeccnoHanbHOro
obpasosaHus (PUMO)
Pakutun, P. 1O., KomnbtoTepHble ceTun BapHayn: AnTaiickui http://www.iprbooksh
MockaneHko, E. B. rocyaAapCTBEHHbIN 2019 op.ru/102731.htmi
negarorm4eckuni
yHuBepcuTeT
Yekmapes HO. B. JlokanbHble Capartos: 2017 http://www.iprbooksh
BblYMCNUTENbHBbIE CETU MpodobpasoBaHue 0p.ru/63945.html
3auka, A. A. JlokanbHble ceTn U MHTEPHET Mockea, CapaTos: http://www.iprbooksh
WHTepHeT-YHnBepcUuTeT 0op.ru/89442.html
MHdopmaumnoHHbIX 2020
TexHonorun (MHTYWUT),
An MNun Ap Meauna
6.1.2 lononHuTenbHasa y4yebHasa nutepaTtypa
Ceprees, M. 1O., KomMmnbloTepHble ceTun BopoHex: BopoHexckuin http://www.iprbooksh
Cepreesa, T. U, rocyaapCTBEeHHbIN 2019 0p.ru/93261.html
OnewiHukoBa, C. A. TEXHUYECKNIA
yHuBepcuteT, O6C ACB
MyroskuH, A. B. CeTn nepenaymn gaHHbIX Tomck: ToMcKkui http://www.iprbooksh
rocyaapCTBEHHbIN op.ru/72179.html
YHUBEPCUTET CUCTEM 2015
ynpasneHus un
pPaano3neKTPOHUKN
Yekmapes, 1O. B. BbluncnvrenbHble CUCTEMBI, Capartos: 2019 http://www.iprbooksh
CETU U TENEKOMMYHUKaLNK MpodpobpasoBaHue 0p.ru/87989.html
Onweep, NGe, KomnbtoTepHbie cetu u c . http://www.iprbooksh
CviHuubiH, A. B. cnyx0bl yaaneHHoro aparos: 2019 op.ru/87999.html
MpodobpazoBaHne

Joctyna

6.2 NMepe4veHb NpodeccnoHanbHbIX 6a3 AaHHbIX U UH(POPMALUMOHHO-CNPABOYHbIX CUCTEM

UHdopmauuoHHbin noptan JlerlpombuaHec  http://lpb.ru/

WHTepHeT-noptan Pocnernpom www.roslegprom.ru

Poccuiickuin cotod npegnpuHuMaTenein TEKCTUNBHOW U Nerkon npomsbiluneHHocTn — http://www.souzlegprom.ru/
OneKTpPoHHO-bnbnmoTeyHas cuctema «IPRbooks» [3nekTpoHHbIN pecypc]. — Pexxum goctyna: http://www.iprbookshop.ru

6.3 NMepeyveHb NULEH3NOHHOro U CBOGOAHO pacnpoCcTpaHsAeMoro NporpaMmMHoro oéecnevyeHus
Microsoft Windows

Far

MicrosoftOfficeProfessional

6.4 OnucaHue MmaTepmanbHO-TeXHU4YECKOW 6a3bl, HeO6X0AUMON AN OcylLleCTBIIeHUA obpa3oBaTesibHOro
npouecca no AucUUNnHe

Ayantopus

OcHalleHne

KomnbloTepHbIn Knacc

Myanwmep.wZHoe 060py,q03aH|/|e, KOMMNbTEPHAA TEXHUKA C BOSMOXXHOCTbIO MOAKIMHOYEeHNA K

cetu «MHTepHeT» 1 obecneyeHnem 4OCTyNa B SNEKTPOHHYH MH(OPMAaLMOHHO-

06pasoBaTen bHYIO Ccpeny

JlekumoHHas
aygutopus

MynbTumeauiiHoe obopyaoBaHue, cneunanuapoBaHHas mebenb, focka
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