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1 BBEOEHME K PABOYEW NPOrPAMME OUCLMNIUHBI

11 Uenb pucumnnuubl:  CcdopmupoBaTb  KOMMNeTeHumm  obyyaiouwlerocs B 06nactu  OCHOBHbIX
0o6LLEeMeTOA0NONMYeckMX OCHOB MH-chOpMaumMoHHONW 6esonacHOCTU, a Takke 0a30BblXx METOAOB M CPeACcTB  3aluThbl
KOHMAESHUManNbLHOCTH, LeNOCTHOCTU U JOCTYMHOCTU MHOpMaLMu.

1.2 3agauv AUCUUNNNHBI:

* PaccmoTpeTb OCHOBHbIE NMPUHLMIBI U MeToAbl obecneveHns nHdopMaLunoHHo 6e3onacHoCTy;

* PackpbITb NpuHLMNbI aHanm3a yrpo3 MHPopMaLMoHHON 6e3onacHoCTY;

* PaccmoTpeTb MeToabl 3almnTbl KOHPUAEHUMANBHOCTN, LLIENOCTHOCTN N AOCTYMHOCTU MHbopmauuu;

* [Noka3aTb 0COBEHHOCTN TEXHOMOMMIA U CpeacTB obecneyeHns MHPOPMALIMOHHON 6e30MacHOCTY.

1.3 Tpe6oBaHuA K NpeaBapuTeNbLHOM NOAroTOBKe O6y4aloLerocs:
MpenBapuTenbHasi NOAroTOBKA NpeanonaraeT co3gaHne OCHOBbI AN (POPMUPOBAHNS KOMMETEHLMIA, YKa3aHHbIX B M.
2, Npy U3y4YeHNN OUCLUMNIIUH:

MHdopmaumnoHHbIE TEXHOMOMK
lMporpammupoBaHue n anroputTMmMsaums

2 KOMMETEHUWU OBYYAIOWENOCA, ®OPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OAUCLUNMINHDbI

MK-1: Cnoco6eH BbINOMHUTL TeXHUYECKOe 3afaHue Ha pa3paboTKy aBTOMaTU3UPOBaAHHOM CUCTEMbI YyNpaBeHus
TEXHONIOrM4YeCKMMU npoleccamm

3HaTb: OCHOBHbIE BUAbI U Knaccudukaumio yrpo3 MHdopMaumoHHon 6e3onacHocTi npu pa3paboTke aBTOMaTU3MpPOBaHHON
CUCTEMbI YNpaBreHns TEXHONOrMYeCcKMMm NpoLeccamum.
YmeTb: wucnonb3oBaTb 6e3onacHble MeToabl paboTbl B VIHTEpHETE M C  3NEKTPOHHOW MovTon npu paspaboTke
aBTOMAaTM3MPOBAHHOW CUCTEMBI YNIPaBEHNS TEXHONOMMYECKMMI MPoLEeccamu.
BnapeTb: HaBbikamy paboTbl ¢ MeTogamMu 3alMdpPOBbIBAHMSA U pacluMdpoBbIBaHUSA MHGOPMaUUM pasnmyHbeiMmn cnocobamm
npw pa3paboTke aBTOMaTU3MPOBAHHON CUCTEMbI YNPaBEHNS TEXHONOMMYECKUMIN NPOLLeCcCamm.

3 PE3YIJIbTATbI OBYYEHUA NO ANCLUUITTIUHE

O | KoHTakTHas
< [pabota
o
5@ WHHOBaL,
HaumeHoBaHWe n cogepxaHue pa3genos, QE CP -~
TEM U y4eOHbIX 3aHATUI =g Tek. Mp. (vachbl) 3aH2Tl/|l7I
(6]
O g | (yackl) | (dacs)
£4

Pasgen 1. OcHOBHblEe NOHATUSA U BUAbI Yrpo3
b

Tema 1. BBegeHue B UHpopMaLMOHHYIO
6esonacHocTb. OCHOBHbIE ONpeaeneHus.
BasoBble cBoNcTBa 3aLWmLLaeMon
UHdopMauun. MeTtoabl 3aLLmThbI
MHdopMaLuK. Yrposbl MHPOPMaLIMOHHON
6esonacHocTu. Knaccudukaums yrpos.

Tema 2. Cuctema 3aLLmThl OT Yrpo3bl
HapyLLeHMs KOHPUAEHLMANBHOCTH.
OpraHnsauunoHHble mepbl. aeHTndnkaums n
ayTeHTndurkaumnss. OCOGEHHOCTN NapoNbHbIX 1 8 nn
cuctem 3awmTbl. CTOMKOCTb NaponbHbIX
cuctem. MeToabl XpaHeHus n nepegaydm
naponen.

Tema 3. MeToabl pasrpaHnyeHns gocTyna. 3
Kpuntorpaduyeckme metoapl obecneyeHus
KOHGmAeHumManbHoCTU. CUMMETPUYHBIE U
acMMeTpUYHble KpunTocucTeMbl. CUCTEMBI
pacnpegeneHus krntoyen. NoctpoeHne 1 8
CUCTEMBbI 3aLLUWTbI OT Yrpo3 HapyLLEeHUs
LLeNoCTHOCTU: LndpoBble NoANnCH,
Kpuntorpaduyeckue xaLw-yHKUUN, Koabl
NPOBEPKN MOASNIMHHOCTMW.

Tema 4. MeToabl 3aLUTbI BHELLIHETO
nepvmeTpa. Cuctembl o6HapyKeHns
BTOpP)KeHUI. [poTOKONMpPOBaHME N ayauT.
[MocTpoeHue cucteMbl 3alnThbl OT Yrpo3 1 8
HapyLlleHusa JocTynHocTu. MeToapbl co3aaHus
n36bITOYHOM MHGopmauuun. lyénuposaHue u
pesepBupoBaHueE.

WUtoro B cemectpe (Ha kypce anga 3A0) 4 32




KoHcynbTaumm 1 npoMexyToyHas atTectaumst
- HeT

Pasgen 2. Kpuntorpadgusa v kpuntoaHanus

Tema 5. Kpuntonorus, kpuntorpadus un

KpMnTOaHann3 — OCHOBHbIE onpeaenieHuns.
Uctopusa windpoBaHusa. OTanbl: HANBHBLIN,
dopmarsnbHbIA, HayYHbIA, KOMNBIOTEPHBIN.

Tema 6. CoBpeMeHHbIe anropuTMbl
CUMMETPUYHOTO LLIMdpoBaHus. bnoyHblie
anroputmbl. Advenka dencrana. Anroputm
DES n FOCT 28147-89. KpyntoCcTOMKOCTb.
MpUHUMNBI XpaHEeHUA 1 Nepeaayn Kroven
CUMMETPUYHOTO LLIMGPOBAHMS.

nn

Tema 7. ACMMMETPUYHbIE KPUNTOCUCTEMBI.
Anropntm RSA. KOMBUHMPOBaHHbIE METOADI
windgpoBaHus. KnoyeBble CXeMmbl.
TexHonorusa JLIM.

Tema 8. Mpobnema NogMeHbI OTKPLITOrO
kntova OUI. Ceptudurkauus, nepapxms u
WHPACTPYKTYpa OTKPbITbIX KITHOYEN.
KomnnekcHbI MeTop, 3aLuThl.

WNtoro B cemecTpe (Ha kypce anst 3A0)

28

KoHcynbTaumm n npoMexyTodHas aTTectauus
(3auver)

0,25

Bcero koHTakTHas pab6orta n CP no
AUCLUUNIIvHe

8,25

60

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoektupoBaHme y4eBHbIM MraHoOM He NPeayCMOTPEHO

5. ®OHJ OLIEHOYHbIX CPEACTB ANA NPOBEAEHUSA NPOMEXYTOYHOWU ATTECTALIUK
5.1 OnucaHue nokasaTtenen, KpUTepueB N CUCTEMbI OLleHUBAHUA Pe3yrbTaToB o6yYeHus

5.1.1 MokasaTtenu oueHUBaHUA

Kon
KoMneTeHLUun

MokasaTenu oueHnBaHMA pe3ynbTaToB 00yyYeHns

HaumeHoBaHMe OLEHOUYHOro
cpeacTea

[MoBecTByeT 0 pelleHuax cTaHgapTHbIX 3ag4ad NpodeccuoHansHom
AeaTenbHOCTM No pa3paboTke aBTOMATU3UPOBAHHOW CUCTEMBI
ynpaBreHnst TEXHOOrMYECKUMU. NPOLIECCaMUN C YHETOM OCHOBHbIX
TpeboBaHMN NHPOPMaLMOHHOM 6e30NacHOCTW.

MK-1 OnpepenseT, KakMe dakTopbl MOTyT SABMASTLCA YrPO30M
NHOpPMaLMOHHOW 6e30nacHOCTM aBTOMaTU3NPOBaHHbLIX CUCTEM.
BblbnpaeT 6e3onacHble MeTOAbI NPOCMOTPa CakToB, MOHUMAET
ONaCHOCTU, CBA3AHHbIE C BIIOXEHUSIMU SMEKTPOHHON MOYTbI.
O60ocHOBbIBAET BbIGOP KOHKPETHOIO KpMnTorpacmyeckoro cpeacraa

Bonpocbl gnst ycTHOro
cobecenoBaHus.
Kenc-3apgaHus.

5.1.2 Cuctema n KpuTepum oueHUBaHuUA

Kputepun oueHnBaHUA CHOPMUPOBAHHOCTY KOMMNETEHLMIA

LLikana oueHnBaHus

YcTHOe cobecenoBaHune

MucbmeHHas paboTa

3ayTeHo

TpeboBaHuAM.

MonHbIN, Nc4YepnbiBaOLWNN OTBET, SIBHO
OEMOHCTPUPYIOLLMIA rNy6oKoe NoHUMaHne
npeameTa v LUMPOKYH apyanumio B
oueHuBaeMon obnactu. Kputnyueckui,
OopuUrnHanbHbIA NOAXOA K MaTepuany.
KauyecTBO UcnonHeHns BCcex aneMeHToB
3aaHNS NOJNTHOCTbIO COOTBETCTBYET BCEM

HecnocoBHocTb 0TBETUTL Ha Bonpoc 6e3
NoMmoLLIM 3K3ameHaTopa. HesHaHue

He 3auTteHo 3HaAYMTENBHON YacTy NPUHLMNMAIBLHO

BaXXHbIX 3MIEMEHTOB ANCLMMINHDI.
MHorouncneHHble rpybbie owmnoku.




5.2 TunoBble KOHTPOJIbHbIE 3aAaHUSA UK UHble MaTepuarnbl, HeO6XoAMMble AN OLeHKU 3HAHUWA, YMEHUH,
HaBbIKOB U (UNN) ONbiTa AeATeNIbHOCTU
5.2.1 NepeyeHb KOHTPONbHbIX BONPOCOB

Ne n/n | DopMynmnpoBKM BONPOCOB
Kypc 3

1 BeeaeHune B HopmaumoHHyto 6esonacHocTb. OCHOBHbIE onpeaeneHus. ba3oBble CBONCTBA 3aLLULAEMOM
nHdopmaLuu.

2 MeToabl 3aWwuThbl HOpMauun. Yrposel MHdopmaLmoHHon 6esonacHocTy. Knaccmudumkaums yrpos.

3 Cunctema 3almThl OT Yrpo3bl HapyLleHus koHduaeHUnansHocTM. OpraHn3aunoHHbIe Mepbl.

4 UpeHTtndumkaumsa n ayteHTudmkaums. OCobeHHOCTM NaponbHbIX CUCTEM 3aLUNTHI.

5 CTonkoCTb NapornbHbIX cucteM. MeTtoabl XpaHeHust U nepegayy naponeu.

6 MeTogabl pasrpaHuydeHns goctyna. Kpuntorpadudeckne metoabl obecneveHns KoHpuaeHLMansHOCTy.

7 CvMMeTpUYHblE 1 acUMMETPUYHBIE KpunTocucTembl. CucTembl pacnpeaeneHuns KnoYven.

8 MocTpoeHune cucTembl 3alnTbl OT Yrpo3 HapyLLEHWs LLeOCTHOCTU: UndpoBblie NOANUCK, KOOkl NPOBEPKX
NOAMMHHOCTM,

9 MeToabl 3aWwuTbl BHELLHero nepumeTtpa. CucteMbl obHapyXeHus BTopxxeHun. [NpoTokonMpoBaHve u ayauT.

10 lMocTpoeHue cncTembl 3aLnTbl OT Yrpo3 HapyLUEHWS AOCTYNHOCTU. MeToabl co3aaHus 3bbITOYHOM
nHdpopmauun. lyénmposaHue n pesepBrpoBaHne nHopmaumm.

11 KpMHTOJ‘lOFVIFI, KpmnTorpVachﬂ W KpUATOAHANM3 — OCHOBHbIE ONpeAeneHns. UcTopus wmdpoBaHus. dtansbl:
HauBHbIN, (hOPManbHbINA, HAY4YHbIN, KOMMBLIOTEPHbINA.

12 CoBpeMeHHble anropnTMbl CUMMETPUYHOIO WindpoBaHus. bnovHbie anroputmel. Ayenka Pencrana.

13 Anroputmbl wndpposanns DES n TOCT 28147-89.

14 KpuntoctonkocTb. MpuHLMNBI XpaHEHUS 1 nepeaayn Knoven CUMMETPUYHOO WNAPOBaHUA.

15 AcnMMeTpuYHble KpunTocuctembl. Anroputm RSA.

16 KombuHupoBaHHble MeToapl WndgpoBaHus. KntoyeBble cxemMbl. KOMNNEKCHbIM MeTo, 3aLlmTbl MHGOpMaLnm.

17 TexHonoruns SUMMN. Kpuntorpadunyeckue xaw-gyHKUNN.

18 ﬂpoGH?Ma NoAMeHbl OTKpbITOro kntoda ALIMN. CepTudmkaumsa, nepapxmsa n MHppacTpykTypa OTKpbITbIX
Kroyen.

19 3akoHogaTtenscTBo PP u HopmaTuBHbIe akTbl B cdhepe UB. NHdopmaums ¢ orpaHM4eHHbIM JOCTYMNOM.
lMNepcoHanbHbIEe AaHHbIE.

20 Buabl BpegoHOCHbIX nporpamMmm. AHTUBUPYCHas 3aliuTa.

5.2.2 TunoBble TeCcTOBble 3aAaHusA




1) OnpegennTb UCTUHHBLINA TUN dannos (13 6asbl Ha cepeepe kadeapb! All)
dann Tun dpanna PaclwumpeHnve

file008 | |

file020 | |

file028 | |

file030 | |

fileO51 | |

file058 | |

file062 | [

file064 | |

file084 | |

file085 | |

2) OnpegennTb UCTUHHBIN TUN dannos (13 6a3bl Ha cepBepe kadeapb! AlM)
®ann Tun danna PacwupeHue

file009 | |
file022 | |
file023 | |
file048 | |
file049 | |
file070 | |
file072 | |
file080 | |
file085 | |
file097 | |

3) OnpenenuTb UCTUHHBIM TUN hannos (13 6a3bl Ha cepBepe Kadeapsbl All)
dann Twun danna PacwunpeHue

fileO06 | |

file013 | |

file016 | |

file023 | |

file0O45 | |

file078 | |

file082 | |

file085 | [

file096 | |

file099 | |

4) OnpeaenuTb UCTUHHBIA TUN channos (13 6a3bl Ha cepBepe kadeapsbl AlM)
®ann Tun canna PacwupeHue

file013
file017
file028
file0O47
file053

file055 | |
file080 | |
file087 | |
file092 | |
file093 | |

5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIe 3aAaHusA (3agayvu, Keuchbl)



1. PaclundopoBsath, UCnonb3ys Tabnuuy BukeHepa crneqytoLlyto KpuntorpaMmy:

a) Knrou:
Wndporpamma:

AMEPUKA

M3 ONLMKANSLLLABLIXbIbY3B3LbINTLIBMTLLTHAELEOLEXBIOXKAHMPELLATHLWBEISXLLOCCXMHTHOL,

WALYE

(MCXOD,HbIVI TEKCT: Mbl ny6nvn<yeM nop,6op|<y 13 BbiCKa3blBaHWI CAENaHHbIX B CBOE BpemMA B COBEpPLUEHHO

cepbes3Homn opme)

6) Kntou:

EBPOINA

LLndporpamma: MBHEKOBAHAABAMBIOICIYHIOYBEXIOXLQOHPCI3BEHYJPb3OMHMNACONEAPAECXKIOY
(McxoaHbli TEKCT: Aa 3T0 ObINO ckasaHo BMOMHE Cepbe3HO M 0GOCHOBaHHO AJ1si CBOEro BPEMEHN)

B) Kntou:

A3NA

LWnpporpamma:UXbIAPMBMO3ACOULIEBbKb3IrKATABMALLBKBINY TUMBIHIUACOKYBEOLWCCCXKbALM

MA

(McxogHbI TEKCT: MHTEPECHO a YTo ByaeT BbI3blBaTh Yy HAC YbIOKY U3 TOro YTO rOBOPUTCS CEroaHs)

2. OgHMM 13 PEKBU3NTOB 3MEKTPOHHOIO JOKYMEHTa SIBMASIETCA 9NeKTPOHHO-undposast nognuce (3LIM).
- KakoBa TexHonorusa nonyyenuns SLIM?

- Yto Takoe ceptudmkat ILM?

- Uto obecneunBaetcs ¢ nomoLbio ILIM?

3. OCHOBHbIM METOAOM 3aLUUTbl KOH(PMAEHLMANBHOCTM UHPOPMaLIMK sSiBNSieTCA kpunTorpadus.

- MNepeuncnute oCHOBHbIE MeTOAbI KpUNTOrpamuyeckon 3awmTbl MHopMaLun.

- I'IepeqmchTe HeOoCTaTKm u npenmyuiectsa CUMMETPUYHbBIX 1 aCUMMETPUYHbIX KPUNTOCUCTEM.

- B kakom cnyyae meTod raMmmMmupoBaHua gaet aGCOJ’I}OTHyIO KpMﬂTOCTOVIKOCTb?

5.3 MeToanyeckue maTepuansi, onpegensiowme npoueaypbl oueHMBaHWUsS 3HaHUWA, YMEHUI, BnageHU (HaBbIKOB
1 (MNn) NpPaKTUYECKOro onbiTa AeATeNIbHOCTH)
5.3.1 YcnoBus gonycka oby4arolerocs K npoMexxyTo4yHoM aTrecTauMm U nopsaaok NMKBUAALMM akageMn4ecKkon

3a40JTKEeHHOCTU

MpoBeaeHe NPOMEXyTOYHON aTTeCTaLMn pernameHTMpoBaHO fokanbHbIM HOpMaTMBHBIM aktom CMGIMYMNTA
«MonoxeHne o NPOBEeAEHUN TEKYLLIETO KOHTPOMS YCNeBaeMOCTH U MPOMEXYTOYHOM aTTecTaumm obyvatoLLmnxcsi»

5.3.2 ®opma npoBeaeHUsi MPOMEXYTOYHOM aTTecTaumMm nNo gucumuniHe

YcTHas +

MNMucbmeHHas

KOMI'IbPOTepHOG TecTupoBaHune

5.3.3 Ocob6eHHOCTU NpoBeAEHUA NPOMEXYTOYHOM aTTecTauum nNo gUcCuunimHe
[nsa nonyyeHus 3a4éTa Nno gUCUUNIMHE HEOBXOAMMO BbIMONHUTL KOHTPOIbHYH paboTy.

NHasa

6. YHEBHO-METOOAWYECKOE U UHOOPMALIMOHHOE OBECNEYEHUE OUCLUUNIIUHBI
6.1 YuebHasa nutepartypa

ABTOp | 3arnasue MN3paTenbcTBO | [op n3paHua | Ccbinka
6.1.1 OcHOBHas y4ye6Hasa nuTepaTtypa
LWaHbrmH, B. . MHdopmaumnoHHas CapaTos: http://www.iprbooksh
6e3onacHOCTb U 3awuTa n 6p ) 2019 op.ru/87995.html
WHcopMaLMK podobpasoBaHne
Mpoxoposa, O. B. MHdopmaumoHHas Camapa: Camapckuii http://www.iprbooksh
6e3onacHoOCTb 1 3aluuTa rocyaapCTBeHHbIN 0p.ru/43183.html
nHopmMaLum apXUTEKTYPHO- 2014
CTPOUTENbHbIN
yHuBepcuteT, O6C ACB
Hectepos C.A,, OCHOBbI MHOPMaLMOHHON CaHkT-MeTepbypr: CaHkT- http://www.iprbooksh
6e3onacHocTn MeTepbyprekuii 0p.ru/43960.html
NOSNIUTEXHNYECKNIA 2014
yHuBepcuTeT NeTpa
Benukoro
bacanosa, I'". B. OcHoBbI kpunTorpadum Mocksa, CapaTos: http://www.iprbooksh
WHTepHeT-YHnBepcuteT 0p.ru/89455.html
MHdopmaumoHHbIX 2020

TexHonorun (MHTYUT),
An NMn Ap Megna




loptoxuHa, E. 1O., NHdopmaumoHHas BopoHex: BopoHexckuin http://www.iprbooksh
JluteuHoBa, 1. N, 6e3onacHocTb locyaapCTBEHHBbIN op.ru/72672.htmi
Tkavesa, H. B. ArpapHblIit YHuBepcutet 2015
mM. Mimnepatopa MNeTtpa
MepBoro
ApTtemos, A. B. NHdopmaumoHHas http://www.iprbooksh
©e3onacHocTb Open: MexpervoHanbHas op.ru/33430.html
Akagemusi 6esaonacHoOCTH 2014
u BbikmBaHusa (MABVB)
6.1.2 [lononHuTenbHasa y4yebHas nutepatypa
Kukun A. B. WHdopmaumoHHas http://publish.sutd.ru/
6esonacHocTb chne.: crieryntg 2015 tp_ext_inf_publish.ph
p?id=2809
Kukun A. B. NHdopmaumoHHas http://publish.sutd.ru/
6e3onacHocTb. OCHOBBI cre.: crierynrg 2019 tp_ext_inf_publish.ph
Kpuntorpadcum p?id=201932
KvkuH A.B. XpaHeHue u 3awmTa http://publish.sutd.ru/
KOMMbIOTEPHON MHpOpMaLmm cre.: crierynrg 2015 tp_ext_inf_publish.ph

p?id=2807

6.2 NMepe4veHb NpocheccuoHanbHbIX 6a3 AaHHbIX U UH(POPMALUMOHHO-CMPABOYHbIX CUCTEM

1. OnekTpoHHO-6MbnmoTevHasn cuctema CMNGIYMNTHA [OnekTpoHHbin pecypc]. URL: http://publish.sutd.ru/

2. OneKTpoHHO-6ubnuoTeyHasa cuctema IPRbooks [OnekTpoHHbIn pecypc]. URL: http://www.iprbookshop.ru/

3. MHdopmaumoHHas cuctema «EguHoe okHo gocTyna k obpa3soBaTtenbHbIM pecypcaM. Pasgen. MHdopmaTuka
1 MHAOPMaLMOHHbIE TexHonorMmy [AnekTpoHHbin pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6

4. OchmumaneHbIn MHTEPHET-NOpTan npaBoBon nHdopmauun (dbenepansHasa rocygapcTBeHHas

MHpopMaLMoHHas cuctema) [OnekTpoHHbIn pecypc]. URL: http://pravo.gov.ru

6.3 NepeyeHb NULIEH3UOHHOrO U CBO6OAHO pacnpoCcTpaHAeMOoro nporpaMmMHoOro o6ecneyeHus

MicrosoftOfficeProfessional
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