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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMMNIIUHBI

11 Uenb aucumnnuHbl:  CdopmupoBaTe  KOMneTeHuunM  obydaiowerocs B obrnacTh  OCHOBHbIX
0o6LLEeMeTOA0NONMYeckMX OCHOB MH-GbOpMaLMOHHOM Ge3onacHocTM, a Takke 0as3oBblX METOOOB W CpeacTB  3awWuThl
KOHMAESHUManNbLHOCTH, LeNOCTHOCTU U JOCTYMHOCTU MHOpMaLMu.

1.2 3agauv AUCUUNNNHBI:

* PaccmoTpeTb OCHOBHbIE NMPUHLMIBI U MeToAbl obecneveHns nHdopMaLunoHHo 6e3onacHoCTy;

* PackpbITb NpuHLMNbI aHanm3a yrpo3 MHPOopMaLMoHHON 6e3onacHoOCTY;

* PaccmoTpeTb MeToabl 3almnTbl KOHPUAEHUMANBHOCTN, LLIENOCTHOCTN N AOCTYMHOCTU MHbopmauuu;

* [Noka3aTb 0COBEHHOCTN TEXHOMOMMIA U CpeacTB obecneyeHns MHPOPMALIMOHHON 6e30MacHOCTY.

1.3 Tpe6oBaHuA K NpeaBapuTeNbLHOM NOAroTOBKe O6y4aloLerocs:
MpenBapuTenbHasi NOArOTOBKa NpegnonaraeT co3gaHne OCHOBbI Anst GOPMUMPOBaHUSA KOMMNETEHUMNIA, YKa3aHHbIX B M.
2, Npy U3y4YeHNN OUCLUMNIIUH:

MHdopmaumnoHHbIE TEXHOMOMK
lMporpammupoBaHue n anroputTMmMsaums

2 KOMMNETEHUMU OBYYAIOLWEIOCA, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA OUCLIUMIINHDI

MK-1: Cnoco6eH BbINOMHUTL TEXHMYECKOe 3afaHue Ha pa3paboTKy aBTOMaTM3UPOBAHHOW CUCTEMbI yNpaBIieHUA
TeXHONOrMYecKUMm npoueccamm

3HaTb: OCHOBHbIE BUAbI U KNnaccugukaumio yrpo3 MHGOpMaLMOHHON 6e30nacHoOCTM Npy pa3paboTke aBTOMAaTU3VPOBaHHOM
CUCTEMBI YNpaBReHNs TEXHOMOrMYECKUMU NpoLLeccamu.

YmeTb: wucnonb3oBatb 6e3onacHble MeToabl paboTbl B VHTEpHeTe M C  SMeKTPOHHOW no4vTon npu  paspaboTke
aBTOMAaTM3MPOBAHHOW CUCTEMBI YNIPaBEHNS TEXHONOMMYECKMMI MPoLEeccamu.

BnageTb: HaBblkaMy paboTbl ¢ MeTodaMM 3alUNGPOBLIBAHUS U PaCLUM(POBbLIBaHUS UHOPMALMK PasfMyYHbIMKU criocobamm
npv paspaboTke aBTOMATU3NPOBAHHOW CUCTEMbI YNPaBIIEHUSI TEXHOIOTMYECKMMMU NPOoLLeCCaMM.

3 PE3YNIbTATbI OBYYEHUA NO AUCLUUNIWHE

O | KoHTakTHas
< [pabota
o
5@ WHHOBaL, dopma
HaumeHoBaHWe u cogepxaHue pa3genos, 8 = CP
_ S E dopmbl TekyLiero
TEM U y4eOBHbIX 3aHATUI s d Tek. Mp. (4achbl) 3AHSITUR KOHTPONSI
[&]
O g | (yackl) | (dacs)
£4

Pasgen 1. OcHOBHblEe NOHATUSA U BUAbI Yrpo3
b

Tema 1. BBegeHve B UHOPMaALIMOHHYIO
BesonacHocTb. OCHOBHbIE ONpeaeneHuns.
BasoBble cBoNcTBa 3aLWmLLaeMon
UHdopMauun. MeTtoabl 3aLLmThbI
MHdopMaLuK. Yrposbl MHPOPMaLIMOHHON
6esonacHocTu. Knaccudukaums yrpos.

Tema 2. Cuctema 3aLLmThl OT Yrpo3bl
HapyLLeHMs KOHPUAEHLMANBHOCTH.
OpraHnsauunoHHble mepbl. aeHTndnkaums n
ayTeHTudumkaums. OcobeHHOCTM NapOSbHbIX 2 2 6 nn
cuctem 3awmTbl. CTOMKOCTb NaponbHbIX
cuctem. MeToabl XpaHeHus n nepegaydm
naponen.

Tema 3. MeToabl pasrpaHnyeHns gocTyna. 6 o
Kpuntorpaduyeckme metoapl obecneyeHus
KOHGmAeHumManbHoCTU. CUMMETPUYHBIE U
acMMeTpUYHble KpunTocucteMbl. CUCTEMBI
pacnpegeneHus krntoyen. NoctpoeHne 2 2 6
CUCTEMBbI 3aLLUWTbI OT Yrpo3 HapyLLEeHUs
LLeNoCTHOCTU: LndpoBble NoANnCH,
Kpuntorpaduyeckue xaLw-yHKUUN, Koabl
NPOBEPKN MOASNIMHHOCTMW.

Tema 4. MeToabl 3aLLUTbI BHELLIHETO
nepvmeTpa. Cuctembl o6HapyKeHns
BTOpP)KeHUI. [poTOKONMpPOBaHME N ayauT.
[MocTpoeHue cucteMbl 3alnThbl OT Yrpo3 2 2 4
HapyLlleHusa JocTynHocTu. MeToapbl co3aaHus
n36bITOYHOM MHGopmauuun. lyénuposaHue u
pesepBupoBaHueE.

Pasgen 2. Kpuntorpadusa v kpuntoaHanms T




Tema 5. Kpuntonorus, kpuntorpadus u
KpunToaHanus — OCHOBHbIE onpeaeneHust. 3 3
UcTopusa wndpoBaHus. dTanbl: HANBHbLIN,
dopmarnbHbI, Hay4HbIA, KOMMBIOTEPHbIN.

3,75

nn

Tema 6. CoBpeMeHHble anropuTMbl
CYMMETPUYHOIO LWndpoBaHms. brnoyHele
anropuTtmbl. Auyenka derictana. Anroputm
DES n FOCT 28147-89. KpynTtoCTOMKOCTb.
MprHUMNBI XpaHeHWs 1 Nepeaayn Knoyen
CYMMETPUYHOIO LIMGPOBAHNS.

Tema 7. ACUMMETPUYHbIE KPUNTOCUCTEMBI.
Anroputm RSA. KomGrHMpoBaHHLIE MeTOAbI
wngposaHnsd. KnoyeBble Cxembl.
TexHonorua 3SLIM.

Tema 8. MNMpobnema NogMeHbI OTKPLITOro
kntova SUI. Ceptucbmkauus, nepapxms u
MHGPACTPYKTYpa OTKPbITbIX KITHOYEN.
KomnneKkcHbIn MmeTo 3aLlnThl.

WNtoro B cemecTpe (Ha kypce ans 3A0) 17 17 37,75

KOHch'IbTaLI,VII/I N NPpOMEXYTOYHaaA aTTecTtaund

(3aver) 0.25

Bcero koHTakTHasa pa6orta n CP no

- 34,25 37,75

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTupoBaHme y4eBHbIM MraHoOM He NPeayCMOTPEHO

5. ®OH[ OLIEHOYHbIX CPEACTB AN NPOBEAEHUA NPOMEXYTOYHOW ATTECTALMU
5.1 OnucaHue nokasaTtenen, KpUTepMeB U CUCTEMbI OLIEHUBaHUA pe3ynbTaToB 00y4YeHUsA

5.1.1 MokasaTtenu oueHUBaHUA

Kon

MokasaTenu oueHnBaHMA pe3ynbTaToB 00yyYeHns
KOMMeTeHLMm

HanmeHoBaHMe OLEeHOYHOro
cpeactea

MoBecTByeT 0 pelleHnax cTaHgapTHbIX 3a4ad NpodeccMoHanbHoON
OesaTenbHOCTM No pa3paboTke aBTOMATU3MPOBAHHON CUCTEMBI
ynpaBreHnst TEXHONOrMYECKUMI. NPOLIECCaMUN C YHETOM OCHOBHbIX
TpeboBaHM MHOPMaLMOHHOM 6e30NacHOCTH.

MK-1 OnpepenseT, kakne akTopbl MOTyT SIBNSITLCS YrpO30W
NMHOpPMaLMOHHOM 6e30MacHOCTN aBTOMAaTU3MPOBaAHHbIX CUCTEM.
BbibnpaeT 6e3onacHble MeTOAblI NPOCMOTPa CalToB, MOHUMAET
OMacHOCTU, CBA3AHHbIE C BIIOXEHUSIMU SFIEKTPOHHOM MOYTbI.

Ob6ocHoBbIBaeT BbI6Op KOHKPETHOro KpunTorpadruyeckoro cpeacTea.

Bonpockl Anst yCTHOro
cobecenoBaHus.
Kewnc-3agaHus.

5.1.2 Cucrtema n KpuTepum oLeHUBaHuUA

Kputepumn oueHnBaHnsa cpopMmMpoBaHHOCTM KOMMAETEHLNIA

LLikana oueHuBaHuns
YcTHoe cobecenoBaHue

MucbMeHHas paboTa

MonHbIN, Nc4YepnbiBaOLWNN OTBET, SIBHO
OEMOHCTPUPYOLLMIA rNy6oKoe NoHUMaHne
npeameTa v LWMPOKYH apyanumio B
oueHuBaemMon obnactu. Kputnueckun,
OpuUrMHarnbHbIA NOAXOL K MaTepuany.
KauyecTBO UcnonHeHns BCcex aneMeHToB
3aJaHuNS NOSTHOCTBLIO COOTBETCTBYET BCEM
TpeboBaHUAM.

3auTteHo

HecnocobHocTb 0TBETUTL Ha Bonpoc 6e3
nomoLuu ak3ameHaTopa. HeaHaHue

He 3auteHo 3HaYMTENbHOW YacTW NPUHLMUMNANBHO
BaXXHbIX 31IEMEHTOB ANCLMMINHDI.
MHorouncneHHble rpybbie owmnoku.

5.2 TunoBkle KOHTPOJIbHbIE 3aA4aHNUA UNTU UHbIe MaTepuanbl, HeobXxoauMbIe ANA OLUEHKU 3HaHUMN, ymel-mﬁ,

HaBbIKOB U (UNK) ONbiTa AeATeNIbHOCTU
5.2.1 NepevyeHb KOHTPONbHbLIX BONPOCOB

Ne n/n | dopmMynnpoBKM BONPOCOB




Cemectp 6

BeeneHue B MHd)OpMaLI,MOHHyPO 6esonacHocTb. OCHOBHbIE onpenenexHna. BasoBsble cBOMCTBa 3aLUmLLaEMON

1 NHopmMaLuu.

2 MeToabl 3aWwuTbl HOPMaUun. Yrpo3sel MHopMaLmoHHon 6e3onacHocTu. Knaccmdumkaums yrpos.

3 Cunctema 3almThl OT Yrpo3bl HapyLleHus KoHduaeHUmansHocTU. OpraHn3aunoHHbIe Mepbl.

4 UpeHTtndumkaumsa n ayteHTudmkaums. OCobeHHOCTM NaponbHbIX CUCTEM 3aLUUTHI.

5 CTONKOCTb NapornbHbIX cnucteM. MeToabl XpaHeHUst U nepefayy napone.

6 MeTopbl pasrpaHudeHus goctyna. Kpuntorpadguyeckme metoabl obecnedeHms KoHuaeHUnansHocTu.

7 CrvMMeTpUYHbIE 1 acUMMETPUYHBIE KpunTocucTembl. CucTembl pacnpeaeneHuns KrnoYven.

8 MocTpoeHue cncTembl 3alnTbl OT Yrpo3 HapyLUEHMS LLEeNOCTHOCTM: UMdpoBbIe NOANUCK, KOObl MPOBEPKY
NOAMMUHHOCTML.

9 MeToabl 3aWwuThbl BHELLHEro nepumeTpa. CnucteMbl obHapyxeHus BTOp>keHW. [poTokonMpoBaHme u ayauT.

10 MocTpoeHune cucTembl 3aLnTbl OT Yrpo3 HapyLleHusa AocTynHocTU. MeTtoabl co3aaHus n3bbiTo4HON
nHdpopmauun. lybnmpoBaHune n pesepBrpoBaHne nHgopmaumm.

11 KpmnToqormn, KpVII'ITOI'p“aCbVIﬂ W KPUNTOAHANM3 — OCHOBHbIE ONpeseneHus. UcTopus wndposaHus. dtansbl:
HanBHbIA, (hOPManbHbINA, HAY4YHbIN, KOMMBLIOTEPHbIN.

12 CoBpeMeHHble anropnTMbl CUMMETPUYHOIO WindpoBaHus. bnovHbie anroputmel. Adenka Pencrana.

13 Anroputmbl wndgposaHua DES n TOCT 28147-89.

14 KpvnTtocTtonkocTb. MpuHUMNLI XpaHeHns 1 nepegayn Knoven CUMMETPUYHOIO LIMAPOBaHUS.

15 AcummeTpuyHble kpuntocuctemol. Anroputm RSA.

16 KombuHupoBaHHble MeToapl WndgpoBaHus. KntoyeBble cxeMbl. KOMNAEKCHbIM MeTo, 3aLlmTbl MHGOpMaLnm.

17 TexHonoruns SUMN. Kpuntorpadmyeckue xaw-gyHKUNN.

18 I'Ip06nfa|vla noameHbl OTKpbITOro krtoda SUIM. CepTudukaums, nepapxmsi u MHPaCTpyKTypa OTKPbITbIX
Kroyen.

19 3akoHopaTtenscTBo PP u HopmaTtuBHbIe akThbl B cdhepe UB. NHdopmaums ¢ orpaHn4eHHbIM JOCTYMNOM.
[NepcoHanbHbIEe AaHHbIE.

20 Buabl Bpe4oOHOCHbIX NporpamMmm. AHTUBUPYCHas 3awuTa.

5.2.2 TunoBble TeCTOBbIE 3aA4aHUA




1) OnpegennTb UCTUHHBLINA TUN dannos (13 6asbl Ha cepeepe kadeapb! All)
dann Tun dpanna PaclwumpeHnve

file008 | |

file020 | |

file028 | |

file030 | |

fileO51 | |

file058 | |

file062 | [

file064 | |

file084 | |

file085 | |

2) OnpegennTb UCTUHHBIN TUN dannos (13 6a3bl Ha cepBepe kadeapb! AlM)
®ann Tun danna PacwupeHue

file009 | |
file022 | |
file023 | |
file048 | |
file049 | |
file070 | |
file072 | |
file080 | |
file085 | |
file097 | |

3) OnpenenuTb UCTUHHBIM TUN hannos (13 6a3bl Ha cepBepe Kadeapsbl All)
dann Twun danna PacwunpeHue

fileO06 | |

file013 | |

file016 | |

file023 | |

file0O45 | |

file078 | |

file082 | |

file085 | [

file096 | |

file099 | |

4) OnpeaenuTb UCTUHHBIA TUN channos (13 6a3bl Ha cepBepe kadeapsbl AlM)
®ann Tun canna PacwupeHue

file013 | |
file017 | |
file028 | |
file047 | |
file053 | |
file055 | |
file080 | |
file087 | |
file092 | |
file093 | |

5.2.3 TunoBble NPaKTUKO-OpPUEHTUPOBaHHbIE 3aAaHusA (3agayu, Kemchbl)



1. PacwudposaTtb, ucnonb3ys Tabnuuy BuxeHepa cnegytowyto kpuntorpammy:

a) Knou: AMEPUKA

Wndporpamma:
M3OANLMKANSWWABLIXbIbY3B3LbINTLIBMTLTbAELELEXBIOXAHMPELATBLWBEI3XUWOCCXMHTHOL,
WAWMYE

(McxopHbIn TekeT: Mbl Ny6rnvkyem noabopKy U3 BbiCKasblBaHWM CAenaHHbIX B CBOE BPEMS B COBEPLUEHHO
cepbes3Homn opme)

6) Kniou: EBPOIA 3
Lndporpamma: UBHBIOBAHAABAMBKOSCIYHIOYBEXKOXLUOOHPCOBHYAPB3OUHIMACONEAPAECXKIOY
(McxopHbIn TeKCT: Aa aTo 6bINo cka3aHo BMNOMHE Cepbe3Ho 1 06O0CHOBAHHO ANsi CBOEro BPEMEHU)

B) Kntou: A3UA

LWndpporpamma:UXbIAPMBMO3ACOUNLIEbKb3rKATOBMALLBKbIMY TUMBIHILACOKYBOWCCCXKbA LM
MA

(McxogHbI TEKCT: MHTEPECHO a YTo ByaeT BbI3blBaTh Yy HAC YbIOKY U3 TOro YTO rOBOPUTCS CEroaHs)

2. OgHMM 13 PEKBU3NTOB 3MEKTPOHHOIO JOKYMEHTa SIBMASIETCA 9NeKTPOHHO-undposast nognuce (3LIM).
- KakoBa TexHonorusa nonyyenuns SLIM?

- Yto Takoe ceptudmkat ILM?

- Uto obecneunBaetcs ¢ nomoLbio ILIM?

3. OCHOBHbIM METOAOM 3aLUUTbl KOH(PMAEHLMANBHOCTM UHPOPMaLIMK sSiBNSieTCA kpunTorpadus.
- MNepeuncnute oCHOBHbIE MeTOAbI KpUNTOrpamuyeckon 3awmTbl MHopMaLun.
- MNepeyncnuTe HegocTaTkM M NPenMyLLLECTBa CUMMETPUYHBIX U aCUMMETPUYHBIX KPUMTOCUCTEM.
- B kakom cny4ae metoa raMMmnpoBaHus gaeT abCcoNOTHYIO KPUMTOCTOMKOCTb?

5.3 MeToanyeckue maTepuansi, onpegensiowme npoueaypbl oueHMBaHWUsS 3HaHUWA, YMEHUI, BnageHU (HaBbIKOB
1 (MNn) NpPaKTUYECKOro onbiTa AeATeNIbHOCTH)

5.3.1 YcnoBus gonycka oby4arolerocs K npoMexxyTo4yHoM aTrecTauMm U nopsaaok NMKBUAALMM akageMn4ecKkon
3afl0MKeHHOCTH

MpoBeaeHe NPOMEXyTOYHON aTTeCTaLMn pernameHTMpoBaHO fokanbHbIM HOpMaTMBHBIM aktom CMGIMYMNTA
«MonoxeHne o NPOBEeAEHUN TEKYLLIETO KOHTPOMS YCNeBaeMOCTH U MPOMEXYTOYHOM aTTecTaumm obyvatoLLmnxcsi»

5.3.2 ®opma npoBeaeHUsi MPOMEXYTOYHOM aTTecTaumMm nNo gucumuniHe

YcTHas + MNMucbmeHHas KomnbloTepHoe TecTupoBaHue NHasa

5.3.3 Ocob6eHHOCTU NpoBeAEHUA NPOMEXYTOYHOM aTTecTauum nNo gUcCuunimHe

[ns nonyyeHus 3a4éTta no AncumniuHe HeobxoAMMO YCMNELIHO BbIMONHUTL ABa TECTOBLIX 3afaHus:
1) no onpegenexHnto nctmHHoro tuna 10 dannos;
2) no pacwm@ppoBKe KPMNTOrpaMMbl C MOMOLLIbIO Tabnuubl BuxeHepa.

6. YHEBHO-METOAWYECKOE U UH®OPMALIMOHHOE OBECNEYEHUE OUCLUUNNUHBI
6.1 YyebHasa nutepatypa

ABTOp | 3arnasue | MN3paTenbcTBO | [oa uspaHua | Ccbinka

6.1.1 OcHOoBHas y4ye6Hasa nuTepaTtypa

optoxuHa, E. HO., WHdopmaumoHHas BopoHex: BopoHexckuin http://www.iprbooksh
JlntBuHOBA, J1. U., ©e3onacHoCcTb locyaapCcTBEHHbIN op.ru/72672.html
Tkayesa, H. B. ArpapHbiit YHuBepcuteT 2015
uM. Umnepatopa lMNeTpa
MepBoro
Hectepos C.A., OcHoBbl MHGHOPMAaLMOHHOM CaHkr-MNeTepbypr: CaHkT- http://www.iprbooksh
©e3onacHocTu MeTepbyprekuii op.ru/43960.html
NONNTEXHNYECKUI 2014
yHuBepcuTeT NeTpa
Benukoro
Bacanosa, I". B. OcHoBbl kpunTorpadun Mocksa, CapaTos: http://www.iprbooksh
WHTepHeT-YHuBepcuTeT 0p.ru/89455.html
MHdopmaumoHHbIX 2020
TexHonorun (MHTYUT),
A MNun Ap Meamna
WaHbrmH, B. . WHdopmaumoHHas Caparos: http://www.iprbooksh
6e3onacHOCTb U 3aWmTa n 6p : 2019 op.ru/87995.html
UHdOPMALMK pocobpasoBaHne




Mpoxoposa, O. B. MHdopmaumoHHas Camapa: Camapckuii http://www.iprbooksh
6e3onacHocCTb 1 3awwuTa rocy4apCTBEHHbIN op.ru/43183.html
UHopmaLmm ApPXMTEKTYPHO- 2014
CTPOUTENbHbIN
yHuBepcutet, O6C ACB
Aptemos, A. B. NHdopmaumoHHas http://www.iprbooksh
6e3onacHocTb Open: MexpervonansHas op.ru/33430.html
Akagemusi 6esaonacHoOCTH 2014
u BbikmBaHusa (MABVB)
6.1.2 [lononHuTenbHasa y4yebHas nutepatypa
Kukun A.B. XpaHeHune u 3awmTta http://publish.sutd.ru/
KOMMbIOTEPHON MHbopMaLmm chne.: crieryntg 2015 tp_ext_inf_publish.ph
p?id=2807
Kunkun A. B. NHdopmaumoHHas http://publish.sutd.ru/
6e3onacHocTb. OCHOBBI cre.: crierynrg 2019 tp_ext_inf_publish.ph
Kpuntorpadcum p?id=201932
KunkuH A. B. NHdopmaumoHHas http://publish.sutd.ru/
6e3onacHocTb cre.: crierynrg 2015 tp_ext_inf_publish.ph

p?id=2809

6.2 NMepe4veHb NnpodeccnoHanbHbIX 6a3 AaHHbIX U UH(POPMALNOHHO-CMPABOYHbIX CUCTEM

1. OnekTpoHHO-6nbnnoTedHas cucrema Cr6IYMNTL [OnekTpoHHbin pecypc]. URL: http://publish.sutd.ru/

2. OneKkTpoHHO-6MbnuoTeyHasa cuctema IPRbooks [OnekTpoHHbin pecypc]. URL: http://www.iprbookshop.ru/

3. UHdopmaunoHHas cuctema «EgmHoe okHo gocTtyna k o6pasoBaTenbHbIiM pecypcaM. Pasgen. MHdopmaTtuka
N MHPOPMAaLMOHHBIE TeXHOMNOrMM» [AnekTpoHHbIn pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6

4. OduumnanbHbI MHTEPHET-NOpTan NpaBoBoOW MHdopMauun (pedepanbHas rocyaapCcTBeHHas

MHpopMaLMoHHas cuctema) [OnekTpoHHbIn pecypc]. URL: http://pravo.gov.ru
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