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KoHTakTHasa paboTta obyvaromxcs N
Tpynoé dopma
Cemectp Cam. KowTpore, MKOCTb NPOMEXYTOUYHOM
(kypc ans 3A0) MpakT. Nab. pa6oTa yac. ’
Jlekumn 3aHSITUS 3aHSTUS 3ET atTrecTayumm
YT 33 22 22 30,75 0,25 3
4 3avet
Pna 33 22 22 30,75 0,25 3
Vroro YT 33 22 22 30,75 0,25 3
Pna 33 22 22 30,75 0,25 3

CaHkT-lNeTepbypr

2025




Pabo4as nporpamma gncumnnuHbl COCTaBneHa B COOTBETCTBUM € dpeeparnbHbIM rocyaapCTBEeHHbIM 0Opa3oBaTenbHbIM
CTaHOapTOM BbicLlero obpasoBaHusa no HanpasneHuto noarotoskn 10.04.01 MHdopmaumnoHHas 6e3onacHoOCTb,
YTBEPXKAEHHBIM Npukaszom MuHobpHaykm Poccum ot 26.11.2020 r. Ne 1455

CocrtaButensb (1):

KaHanaaT U3nKo-maTeMaTmyecknx Hayk, [loueHT BacunbeBa NpuHa
HwukonaeBHa

Ot kadeapbl cocTaBUTENS: MakapoB AB1HMP

3aBeayowmi kadenpor MHTENNEKTyarnbHbIX CUCTEM U FeHHaabeBUY

3awuThl HdopMaLUm

Ot BbInyckatoLen kadeapbi: MakapoB ABHMP
3aBepyowmn kagenpom eHHaabeBUY
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1 BBEOEHME K PABOYEW NPOrPAMME OUCLUMNIIUHbI

1.1 Uenb gaucumnnuHbl: ChopmmpoBaTh KoMneTeHuMM obydarollerocss B obnactu Bblbopa M MCMNonb3oBaHUS
nporpaMMHO-annapaTHbIX CPeACTB 3alUmTbl MHOpMaLmm

1.2 3apgauv AMcUMNUHbI:

- PaccMoTpeTb HOpMaTUBHO-NPaBOBLIE TPEOOBAHUSA K CPEACTBAM TEXHUYECKOW 3aLUMTbl MHDOpMaLInK;

- PaccmoTpeTb knaccudmkaumio U OCHOBHbIE MPUHLMNBI OYHKLMOHMPOBaAHMA NporpaMMHo-annapaTHbiX CpPeacTB
3aLWNTbl MHGOPMaLNK;

- CchopmupoBaTb npeactaBneHnss 0 PyHKUMOHANbHOW CTPYKType M BapuaHTax UCMOSTHEHUS] KOMMMEKCHbIX CPeACTB
3aLWNTbl MHAOPMAaLMK OT HECaHKLUMOHMPOBAHHOMO AOCTYNa;

- CchopmupoBaTb HaBblkM YCTAHOBKW, HACTPOMKM U MCMOSb30BaHWS NPOrpaMMHoO-annapaTHbiX CPeACTB 3aluuThbl

WHopmaLmu.

1.3 Tpe6oBaHus K NpeaBapUTeNbLHON NOArOTOBKE O6yy4aloLlerocs:

MpeaBaputenbHas NOArOTOBKA NpeanoniaraeT co3aaHne OCHOBbI AN (hOPMUPOBAHNSA KOMMETEHLMIA, YKa3aHHbIX B M.
2, NPY U3yHEeHNI OUCLUNIINH:

OpraHusaums 1 TEXHOSOMU 3aLLMTLl NepCoHanbHbIX AaHHbIX

YnpaeneHme nHdpopMaunoHHon 6e30nacHOCTbIO

3awmTa aneKkTpoHHOro AokymeHToobopoTta

3awwmeHHble MHOOPMALMOHHBbIE CUCTEMBI

KpunTorpaduyeckne cpeacTsa 3almTbl MHpopmaumm

OpraHu3aLoHHO-NPaBoOBbIE MEXaHN3Mbl 0becneyeHms MHOpPMaLMOHHONM 6e30NacHOCTU
TexHonornn obecneveHms HOOPMaLMOHHO 6e3onacHOCTH

2 KOMNETEHLUMN OBYYAIOLLErocA, @ OPMUPYEMbBIE B PE3YNIbTATE OCBOEHUA AUCLUUNNUHDbI

MK-3: Cnocob6eH BBOAUTHL B JKCcnnyatauuio n conpoBoxpaTtb CUCTeMbl 3alUnTbI VIH(bOpMaLI,VIVI B opraHnsauumu

3HaTb: HOpMaTMBHbIE MpPaBOBblE akTbl, METOOUYECKME [OKYMEHTbl, HaUMOHanbHble CTaHgapTbl B 06MacTtv 3awuThbl
MHGOPMaLMKN OrpaHUYEHHOro AOCTyNa U aTTecTaumMm o6bekToB MHpopMaTM3aLUmMm Ha COOTBETCTBME TPeOOBaHNAM MO 3almTe
MHdopMauun

Ymethb: OopraHun3oBaTb YCTaHOBKY U HaCTpOVIKy TEXHUYECKMX, NporpamMmMHbIX (I'IpOI'paMMHO-TeXHW—IeCKVIX) cpeacTtB 3alinTbl
VIHCbOpMaLI,VIVI, BXOOALWKNX B COCTAaB CUCTEMbI 3aLLUNTDI I/IH(bOpMaLI,I/II/I opraHusauuun, B COOTBETCTBUN C TEXHNYECKNM MPOEKTOM U
WMHCTPYKUUAMU MO SKCnnyaTauum

BnapeTb: HaBblkamMyn BXO4HOrO KOHTPOIIA Ka4yecTBa U KOHTPOJ1A KOPPEKTHOCTU beHKLI,I/IOHI/IpOBaHI/IFl KOMMNNEKTYLWNX nsgenumn
CUCTEeMbI 3aLlUTbI I/IH(bOpMaLI,VIVI aBTOMaTI/I3MpOBaHHOl;I CUCTEMbI

3 PE3YJIbTATbI OBYYEHUA NO ANCUUNNUHE

KoHTakTHasa paboTa

CP MHHoBaL, dopma

Nek. Mp. Na6. | (yace) Popmbl | TekyLiero
(4achl) | (uachkl) | (vacsl) 3aHATMN | KOHTpOA

HaumeHoBaHWe u cogepxaHue pasgenos,
TEM U Y4eOBHbIX 3aHATUI

Cemectp
(kypc ons
3A0)

Pasgen 1. HopmaTtmBHO-NpaBoBoe
0B60CHOBaHWe NpuMeHeHUs NporpaMmMHo-
annapartHbIX CpecTB 3aLmTbl MHpopMauun

Tema 1. OueHka yrpo3 6e3onacHocTu

nHdopmaLuu, nopsaoK BblbOpa
nporpaMmmHo- 5 3 2 nn
annapaTtHbIX CPeCcTB 3aLLmTbl MHpopMauun
MpakTuyeckoe 3aHsTHE: PaboTa ¢ 6aHkamu 4 (0]

Tema 2. HopmaTnBHO-NpaBoBbie TPeOoBaHUS
K CPeACTBaM TEXHUYECKOW 3aLUNTbI
MHdopMaLnm

MpakTnyeckasn paborta: Pabota ¢ 2 2 2
OOKyYMeHTaMu 1 peecTpoM
cepTMULNPOBaHHbIX CPEACTB 3aLuThbl
nHpopmaumnm ®CTIK Poccum




Pasgen 2. YnpaBneHue 4oCTynom

Tema 3. Cuctembl ngeHTUUKaLUN 1
ayTeHTuduKaLmum

JlTabopaTopHasi paboTta: YnpaBrneHue
YyYETHbIMW 3anNncAMK NoNb3oBaTeNEN U
HacTpowika NnonuTuk nonb3oatens B8 C3U ot
HCJI Dallas Lock

Tema 4. Cuctembl ynpaBneHns 4OCTYNOM
JlTabopaTopHasi paboTa: Hactpolika cuctemsl
OVCKPELMOHHOIO yNpaBneHust 4OCTYNom B
C3W ot HC[ Dallas Lock

JlabopaTtopHasa paboTta: HacTtponka cuctemsl
MaHOaTHOro ynpaeneHus goctyrnom B C3U ot
HC[ Dallas Lock

ra

Pasnen 3. KomnnekcHble cpeacTsa 3aluThl
MHpopMaLIMKN OT HECAHKLMOHMPOBAHHOTO
Joctyna

3,75

Tema 5. MNMpuHUKUNBI NOCTPOEHUS U
dyHKUMOHAaNbHas CTPYKTypa KOMMMEKCHbIX
C3M ot HCO

MpakTuyeckoe 3aHsATME: ABTOHOMHasI
YyCTaHOBKa M HacTpolika NonnTmK
6e3onacHoctn C3U ot HC[ Secret Net
Studio

MpakTnyeckoe 3aHsaTMe: HacTponka
NnoACUCTEMbI MONTHOMOYHOTO YNpaBrieHus
poctynom B C3M ot HC[] Secret Net Studio
IMpakTnyeckoe 3aHsaTMe: HacTponka
NnoAcuUCTEMbI AUCKPELMOHHOIO ynpaBneHus
poctynom B C3U ot HC[1 Secret Net Studio
MpakTnyeckoe 3aHsaTME: HacTponka
noacuctembl ayamta B C3U ot HC[1 Secret
Net Studio

IMpakTnyeckoe 3aHsaTMe: HacTponka
NoAcUCTEMbI KOHTPOSS LLeNTOCTHOCTM U
thopmMupoBaHue 3aMKHYTOW NPOrpaMmmMHON
cpeapbl B C3M ot HC[] Secret Net Studio

13

nn

Tema 6. Peanusauna C3U ot HC[]
cpencTeaMu 3alUMLLEHHON onepaLMOHHOM
CUCTEMbI

JlTabopaTopHasi paboTa: Hactporika nonutumk
©€e30MacHOCTN N MEXaHU3MOB YrpaBreHus
poctynom B OC CH Astra Linux
JlabopaTtopHasa paboTta: KOHTpomnb CbEMHbIX
HocuTenen B OC CH Astra Linux
JlabopaTtopHas pabota: KoHTponb
uenoctHocTn B OC CH Astra Linux

Paspen 4. CpeacTtea ceTeBON 3alLnThbl
HopmMaumn

Tema 7. Cpeactea 3aLmTbl U MOHUTOPUHTa
KOpnopaTUBHbIX KOMMbIOTEPHbIX CETEN
MpakTnyeckoe 3aHsaTMe: HacTponka
MexceTeBoro akpaHa u COB B C3U ot HC[
Secret Net Studio

Tema 8. TexHonorms BupTyanbHbIX YaCTHbIX
ceten VPN

Paspgen 5. 3awuTa o1 paspyLuaoLwmx
NporpamMMHbIX BO34ENCTBUN

Tema 9. BupycHble atakm n cpeacTsa
aHTMBMPYCHOM 3aLMThbl MHGOpPMaLUK
JlabopaTtopHasa paboTa: HacTtpoika cpeacts
aHTMBMWYCHOM 1 ceTeBon 3awmTbl Kaspersky
Endpoint Security

nn




Tema 10. Te.XHOJ'IOFI/II/I I'IpoaKTI/IBH.OI;I 3amThl, > >
Threat Intelligence n Threat Hunting
UTtoro B cemecTpe (Ha kypce ansa 3A0) 33 22 22 30,75
KoHcynbTauumn n npomexyTovHas aTrectaums 025
(3auver) ’
Bcero koHTakTHas paborta n CP no
P oLMnNG 77,25 30,75

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTupoBaHne y4ebHbIM NraHoM He npegycMOTPEHo

5. ®OH[ OLIEHOYHbIX CPEACTB AN NPOBEAEHUA MPOMEXYTOYHOMN ATTECTALIUMU

5.1 OnucaHue nokasareneun, KpUTEpMeEB U CUCTEMbI OLLeHUBAHUA pe3yfibTaToOB 00y4YeHuUs
5.1.1 NokasaTenu oueHUBaHUA

Koa HanmeHoBaHMe oLeHO4YHOro
MokasaTenu oueHnBaHUA pe3ynbTaToB 0bydeHus
KoMMneTeHumn cpencrtea
lMepeuncnsaeT n packpbiBaeT cogepxaHne HOPMaTUBHbIX AOKYMEHTOB,
HeobXoaUMbIX NPY NPOEKTUPOBAHUN NONUTUK 6€30NacHOCTN KOHKPETHOMN
opraHmsaLmu, yunTbiBas ee topuanyecknii ctatyc n cneumduky pabortbi.
YcTaHaBnNuBaeT TEXHUYECKNE CpeaCTBa 3aLlMThbl, Nocne Yero NpoBoanT
BOMPOChHI 419 YCTHOTO

MOHUTOPUHT UX paboTkl, yCTaHaBNMBAET pasfnyHble YPOBHM AOCTYNa,

MK-3 cobecenoBaHMsA 1 NPAKTUKO -

nepapxu4eckne YpoBHU KOH(MAEHUMANbHOCTU CUCTEM MaHAaTHOIO
ynpaeneHusl.

MpoBoAUT TECTUPOBaHUE TEXHUYECKUX U NPOrpaMMHO-TEXHUYECKUX
CPeaCTB 3aLMThbl UHOPMALMKM, UCMONb3YS PasNNYHbI
WHCTPYMEHTapUI AN NOMyYeHUs MakCMMarbHO TOYHbIX Pe3yrbTaTos.

OpueHTnpoBaHHbIe 3aaHuA

5.1.2 Cuctema v KpuTepmm oLeHNBaHUA

Kputepun oueHMBaHUA CHOPMMUPOBAHHOCTI KOMMNETEHLMI

LLikana oueHnBaHuA
YcTHoe cobecenoBaHue MucbmeHHas paboTa

CTYAEHT Aarn nosHble, pa3BepHyThbie OTBEThI
Ha BCe TeopeTMYECKNe BONpock! buneTa,
3auteHo NpoaEeMOHCTPUPOBan 3HaHne He npegycMoTpeHa
OYHKLUMOHANbHbBIX BO3MOXXHOCTEN,
TEPMUHONOMNN, OCHOBHbIX 31IEMEHTOB,

YMEHWE NPUMEHSATb TeopeTUYeckme
3HaHusA. CTyaeHT 6e3 3aTpyaHeHUin OTBETUI
Ha BCe AOMONHUTENbHbIE BOMPOCHI.

CTYOEHT OTKa3aricAa OT oTBeTa Ui He CMOor
OTBETUTb Ha BOMNPOCHI OuneTa, oTBET Ha
TeopeTun4yeckme BOnpocChbl cBUaeTenbCTByeT
He 3auTteHo O HEMOHUMaHUN n KpaVIHe HEenoJyIHOM He npegycMoTpeHa
3HaHUN OCHOBHbIX MOHATUA U METOOOB.
O6Hapy)KVIBaeTCﬂ OTCYTCTBUE HaBbIKOB
npuMeHeHna TeopeTnyHecknx 3HaHUN.

5.2 TunoBble KOHTPOJIbHbIE 3aA4aHUA UNKN UHbIe MaTepuarbl, HeoGxoAMMbIEe ANA OLleHKU 3HaHUA, YMEHWUHN,
HaBbIKOB U (UNK) ONbiTa AEATENbLHOCTU
5.2.1 NepeyeHb KOHTPOSNbHbLIX BONPOCOB

Ne n/n | dopMynnpoBKM BONpOCOB

Cemectp 4

MeToawka oueHkmn yrpo3 6esonacHoctu nHdopmaumm CTIK Poccun

MaTtpuubl Mitre. TexHukM, TakTUKK 1 npouecchkl npoBeaeHns atak (TTP)

Basa gaHHbIx yrpo3 PCTIK Poccum

Basa gaHHbIx ysa3sumMocTenn PCTIK Poccun

Bbasbl gaHHbIX CVE, NVD, CWE, CAPEC

[o>0 N, IF =2 WOV I \O N

PelTuHr kputnyHoctu yassumoctent CVSS




Cpe,D,CTBa 3K, LI,eIZCTBy}OLIJ,I/Ie Ha pa3HblX 3Tanax peannsauunn aTtak: beHKLI,I/IOHaJ'IbeIe 0cobeHHOCTN U

7 Ha3HayeHue

8 CkaHepbl be3onacHocTh

9 TecTmpoBaHue Ha NPOHUKHOBEHME

10 MonaTtuna Threat Intelligence u Threat Hunting

11 OcHoBHble aTanbl (Npoueaypbl) Npouecca naeHTMgmKaumMm n ayTeHTugmkaumm

12 WaeHTndrkaumnoHHas nHdopmMauus, naeHTudukaTopsl, y4acTHUKU npouecca naeHTudmkaumm n
ayTeHTMdMKaLMM 1 nx PyHKLMOHAaNbHbIE POnn

13 dakTophbl 1 cnocob opraHM3aummn npouecca ayTeHTMdurKaumm

14 MeToab! 1 BUAbI ayTeHTUdMKaLmm

15 YpoBHUM JOBeEpUS K pesyrnbTatam naeHTudunkaumm n ayTeHTudukaumm

16 MoHaTua goctyna, o6bekTa n cybbekTa AoCTyna, CaHKUMOHNMPOBAHHOIO JOCTyNna

17 Cunctema OUCKPELMOHHOrO ynpaBneHnst 4OCTYnoM

18 Cuctema maHgaTHOro ynpasneHus JOCTYNoM

19 CucTtembl poneBoro ynpasneHns 4oCTynoMm

20 Peanusauusa ynpasnexue goctynom B OC Windows

21 MangaTHbIn KoHTponb uenoctHoctn B OC Windows

22 Peanusauusa ynpasnexue goctynom B OC Linux

23 Peanusauua mangaTtHoro koHTponsa goctyna B OC Astra Linux SE

24 MpuHUMN 3WEenoHMpoBaHHON 060POHLI MPU NOCTPOEHUK cucTembl 3U

25 BapuaHTbl peanusaunn cpegcte 3 ot HC[

26 ®yHKUMOHanNbHasa CTPyKTypa KoMnnekcHbIx cpeacts 3 ot HC[,

27 ®yHKUMM MOayNsa LOBEpPEHHON 3arpy3ku. Knaccudukaums mogynen aoBepeHHon 3arpy3ku cornacHo ®CTIK
Poccumn

08 HasHauyeHune n knaccudmkaums cpeacTB KOHTPOMS CbeMHbIX MaLUUHHbBIX HOCUTENen HopMaLuumn cornacHo
®CTOK Poccum

29 Knaccudukaums atak Ha ceteBble NIC

30 Cnocobbl peanu3aumm atak «0Tka3 B 06Cny>xmBaHUm»

31 HasHauyeHune mexceTeBOro aKkpaHMpoBaHWs

32 lMoHATne ceTeBoro nepumeTpa, cxema 2-x 1 3-X YpOBHEBOIO MEXCETEBOIO 3KpaHUPOBaHUA

33 KoHuenumsa Hynesoro goeepus B cetu (Zero Trust Network Access)

34 Knaccudukauma mexceTeBblx 3KkpaHOB Mo ypoBHAM Mogenu OSI, nx dyHKUMOHanbHbIe BO3MOXHOCTU U
NOMNUTUKN 3KPaHMPOBaHUSA

35 Knaccudumkaumsa mexceTteBbix akpaHoB PCTIK Poccun

36 HasHauyeHue 1 npuHUMn paboTbl NPOKCU-CEPBEPOB

37 Cuctembl 06HapyxeHWsi/ NpegoTBpaLLEHNs BTOPXKEHWIA: NPUHLUMNBI paboTbl U TEXHOMOMMM aHanmaa

38 Knaccudukaumsa cuctem obHapyKeHWs BTOPXKEHWUIN

39 KomnnekcHble cpeactsa ceteBoi 3awwmTbl: UTM n NGFW — dyHKUMOHanNbHbIe BO3MOXHOCTU U pas3nmyms

40 ®PyHKUNOHaNbHbIE BO3MOXHOCTU U apXMTEKTypa CPeACTB MOHUTOPUHIa BHYTPeHHero ceteBoro Tpadumka (NTA-
cucTem)

41 HasHayeHune, pyHKLMOHaNbHbIE BO3MOXHOCTU 1 apxuTekTypa SIEM-cuctem

42 CpepncTBa aHanusa noros ()KypHanoB ayguTa)

43 MoHaTtne SOC, ero HasHa4YeHUe U TEXHUYECKOE OCHaLLeHne

44 TexHonorus TyHHenuposaHusa u VPN, knaccudukauusa apxutektyp VPN

45 Mpotokonel VPN

46 ApxuTekTypa 1 pexvmMbl paboTbl npoTokona IPSec

47 MpoTtokon SSL/TLS, ocHoBHOEe ero otnuyune oT IPSec

48 MoHaTne BpegoHocHoro MO, B1Abl BPeAOHOCHLIX 06BHEKTOB

49 OcHOBHble TEHAEHUMM Pa3BUTUSA BUPYCHbIX TEXHOMOMMIA, 6ecdannosblie atakm u cnocobbl nx 0BHapyXeHUs

50 MoHATMe n ocobeHHocTn APT-aTtakn. 3Tansl u3HeHHoro uukna ataku Kill Chain

51 OcHoBHble TexHonornm obHapyxeHus spegoHocHoro MO

52 OcHoBHble koMmnoHeHTbl CAB3, knaccudukauna CAB3 cornacHo @CTIK Poccum

5.2.2 TunoBble TeCcTOBbIe 3aAaHNA

He npeayCcMOTpeHO




5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3a4aHunA (3aAayu, KeUChbl)

1 AKTnBMpOBaTb/ AE3aKTUBMPOBATb KOMMOHEHT 3awwmTbl HGopMaumm Secret Net Studio

2 HactpouTtb nonutuku ayteHTMdurkauum nonb3opartenen B Secret Net Studio

3 HacTtpouTb nepapxuyeckme ypoBHU KOH(PMAEHLMANBHOCTM CUCTEMbI MaHAaTHOrO ynpaBneHnst
poctynom B Secret Net Studio

4 HasHauuTb nonb3oBaTento Npusmnierumn (YpoBeHb 4OMNycka) CUCTEMbl MaHOATHOMO ynpaBneHus
poctynom B Secret Net Studio

5 HasHaunTb 06bekTy hannoBor cMcTeMbl METKY KOHMAEHUMANbLHOCTU CUCTEMbI MaHAATHOMO
ynpaeneHus goctynom B Secret Net Studio

6 MNpounseecTn 6e3Bo3BpaTHOE yaaneHne obbekta darnoson cucteMsl B Secret Net Studio

7 HactpouTb ayanT nameHeHus npas AocTyna ans obbekta garnnosor cuctemsl B Secret Net Studio

8 OT06pasnTb cobbITUS 0TKA30B BXOAA B XXypHane ayauTa B Secret Net Studio

9 HacTpouTb nepapxuyeckme YpoBHU KOH(PMAEHLMANBHOCTM CUCTEMbBI MaHAATHOMO ynpaBneHnst
poctynom B OC Astra Linux SE

10 HacTpouTb Henepapxmyeckme kaTteropmm cucteMbl MaHaaTHoro ynpaeneHus goctynom B OC Astra Linux
SE

11 HasHaunTb nonb3oBatesnto npuBmniernn (ypoBeHb JOMNYyCKa) CUCTEMbl MAHAATHOTO yrpaBreHns
poctynom B OC Astra Linux SE

12 HasHauntb 06beKkTy hannoBon cucTeMbl METKY KOH(PMAEHLMANBHOCTM CUCTEMbI MaHAATHOMO
ynpasneHus goctynom B OC Astra Linux SE

13 HacTtpouTb naponbHyto nonutunky B OC Astra Linux SE

14 HacTtpouTtb nonutuky Bxoga norne3osatenen B Dallas Lock

15 HacTtpoutb naponbHyto nonutuky B Dallas Lock

16 Co3gaTb HoBOro nonb3oatens Dallas Lock

17 HacTtpouTb pacnucaHue paboTbl nons3oBatens B Dallas Lock

5.3 MeToaunyeckue maTepuanbl, onpegensiowme npoueaypbl oLeHUBaHUA 3HaHUN, YMEeHUI, BnageHui (HaBbIKOB
1 (WnKN) NpPaKTUYeCKOro onbiTa AeATEeNIbHOCTH)

5.3.1 YcnoBusa ponycka oby4arowierocs K npoMexxyTo4HoM aTTecTaumm U NopsiaoK NMKBMAALMA aKkaAeMM4ecKomn
3a[0MmKEHHOCTH

MpoBeaeHve NPOMEXYTOYHOW aTTeECTaLUMM pernameHTUpoBaHO NokanbHbIM HOPMaTUBHbLIM aktom CIM6rynTa
«lMonoxeHne 0 NPOBEAEHNN TEKYLLETO KOHTPOMNS YCNEBAEMOCTU 1 NPOMEXYTOYHOM aTTecTauum oby4datoLLmMXCs»

5.3.2 ®opma npoBeaeHUsi NPOMEXYTOYHOM aTTecTauMm No AUcCUmnIIMHe

YcTHas + lMNucbmeHHas KomnbloTepHOE TECTMpPOBaHME MHas

5.3.3 Ocob6eHHOCTHM NpOBeAEeHUs NPOMEXYTOYHOW aTTecTauum nNo ANCUUNIINHe

ﬂpomemyTquaﬂ artrectaymd npoBoanTCA B BUAE YCTHOIo onpoca, BpemMsa Ha NoAroToBKy - 0,5 vaca, B ato
BpemMsA BXOOUT NOAroToBKa K OTBETY Ha TeopeTunyecKkmne BOnpocChl.

6. YYHEBHO-METOOAMYECKOE N UH®OPMALIMOHHOE OBECNEYEHUE OUCLUUMNNUHDbI
6.1 YyebHasa nutepartypa

ABTOp | 3arnasue | WN3pgaTtenscteo | lop nspaHua | Ccbinka
6.1.1 OcHoBHas y4yebHas nutepaTtypa
ConoHckas, O. U. CpegncTea 3aWmThl ] . https://www.iprbooks
MHopMaLIm Hosocubupck: Cubmpcekuit hop.ru/117115.html
rocyaapCTBEeHHbIN
yHVMBEpcuTeT 2021
TENeKoMMYHUKaLUNiA 1
WMHpopmaTukm
LLaHbruH B. @. KomnnekcHas 3awmTa https://ibooks.ru/read
WHopmaumm B . ing.php?
KopropaTuBHbIX cucTemax Mocksa: ®opym 2020 short=1&productid=3
61312
6.1.2 [lononHuTenbHas yuyebHas nutepaTypa
pomos, KO. KO.,, O.T., | NporpammHo-annapaTHble Tam6oB: TamboBCKUIA http://www.iprbooksh
Crapoaybos, K. B., cpencTea 3awuThl rocyaapCTBEHHbIN 201 op.ru/85968.htmi
Kagbikos, A. A. MHOPMAaLIMOHHBIX CUCTEM TeXHUYECKUn 7

yHuBepcuteT, 36C ACB




domuH, 1. B.

3awwmTta nHhopmauymm:

cneunanuanpoBaHHble
aTTecTOBaHHbIE Caparos: By3oBckoe
nporpaMMHbIe 1 NPorpaMMHoO obpasoBaHue

-annapaTtHble cpeacTBa

2021

http://www.iprbooksh
op.ru/110329.htmi

6.2 NepeyeHb NpocdheccrmoHanbHbIX 6a3 AaHHbIX U MH(POPMaLIMOHHO-CNPaBOYHbIX CUCTEM

MopTan ansa oduumansHoro onybnukoBaHns ctaHaapToB defepanbHOro areHTCTBa No TeXHNYECKOMY
perynvpoBaHuio u meTponoruu [AnekTpoHHbin pecypc]. URL: http://standard.gost.ru/wps/portal/
OdmumanbHbIi MHTEPHET-NOPTaN NpaBoBOr MHGOpMaunn (deaepanbHasi rocygapcTBeHHast MHopMaunoHHas
cuctema) [OnekTpoHHbI pecypc]. URL: http://pravo.gov.ru
OdomumanbHbi cant ®egepanbHOn Cnyxobl N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTporto (PCTIK Poccun)
[OnekTpoHHbIZ pecypc]. URL: https://fstec.ru/
OnekTpoHHO-6mbnuoTedHasa cuctema IPRbooks [OnektpoHHbin pecypc]. URL: http://www.iprbookshop.ru/

6.3 I'IepetleHb JFINLEH3UOHHOro n cBo60AHO pacnpocTpaHsaeMoro nporpamMmmHoro obecneyeHus

MicrosoftOfficeProfessional
Microsoft Windows

GNU/Linux

Oracle VM VirtualBox

6.4 OnucaHme maTepmuanbHO-TEXHMYECKOMN 6a3bl, HEO6X0AMMOM ANA OCYLUEeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsivHe

Ayantopus OcHalleHune

MynbTuMeauiiHoe obopyaoBaHue, crneumannanposaHHas mebenb, ocka
JlekumoHHas y A PYA 4 P A
ayauTopus

KomnbloTepHbIn Knacc

MyanI/IMeLI,I/IVIHOG O60pyLI,OBaHVIe, KOMMNbKOTEPHaA TEXHNUKA C BOSMOXXHOCTbIO NMOAKIMHOYEHNA K

cetn «IHTepHeT» 1 obecrneyeHnem fOCTyna B 3M1EKTPOHHYIO UHOPMaLMOHHO-

obpasoBaTenbHyo cpeay
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