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3aBeayowmi kadenpor MHTENNEKTyarnbHbIX CUCTEM U FeHHaabeBUY

3awuThl HdopMaLUm

Ot BbInyckatoLen kadeapbi: MakapoB ABHMP
3aBepyowmn kagenpom eHHaabeBUY

MeToaunyeckun otaen:




1 BBEOEHUE K PABOYEN NPOrPAMME OUCLUMNITNHBI
1.1 Uenb AucumnnuHbl: chopMmpoBaTh KOMMNETEHUMM B 0OMacTM TexHororum obecrnedeHnst MHOPMaLMOHHOM
Be3onacHocTK
1.2 3apgauv AMcUMNUHbI:

- MO3HaKOMUTb C TpeboBaHUSAMKU WHGPOPMALMOHHOW GEe30MacHOCTU, UX 3aBUCUMOCTBIO OT CTPYKTYpbl OOBLEKTOB
UHopMaTU3aLMK

- packpbiTb MeToAbl KOHLENTYanbHOro MPOEKTUPOBaHUS TEXHOMornin cucteM obecnedyeHuss UHOPMaLMOHHON
©es3onacHocTH

- Hay4MTb MONb30BATLCA METOAUKON pa3paboTKM TEXHUYECKOro NpoeKkTa cUcTeMbl (NoACUCTEMbI, NGO KOMMOHEHTa
cucTeMbl) obecnedyeHns MHgopMaLMoHHo 6e3onacHoCTU

- cnocobcTBOBaTb OCBOEHWUKO anropyuTMOB M METOAOB Bbibopa, U OOOCHOBaHWMIA TexHororum obecneyeHus
NMHpopMaLMOHHOM 6e3onacHOCTM OOHLEKTOB
1.3 TpeboBaHusa Kk NnpeaBapuTENbLHOMN NOAroTOBKe 00yyYaroLeroca:

I'Ipe,D,BapMTeanaﬂ noAroToBKa npepnonaraet co3gaHne OCHOBbI AnA CbOpMI/IpOBaHI/IFl KoMneTeHuun, YKa3aHHbIX B .
2, npun n3ydeHnn gucumnninH:

OucumnnuHa GasmpyeTtcst Ha KomneTeHUMsaX, chOpMUPOBaHHLIX Ha NpeablayLemM ypoBHe obpasoBaHus

2 KOMMNETEHUMN OBYYAIOLLUEIrOCA, POPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA AUCLUNNUHDbI

MNK-4: Cnoco6eH pa3pabaTbiBaTb NPOEKTHbIE pPeLleHUs No 3almTe UHPOPMaLMM B aBTOMaTU3MPOBaHHbIX CUCTEeMaX

3HaTb: NPUHUUNbI NOCTPOEHUA U Cb}/HKLI,VIOHVIpOBaHMﬂ, npumMepbl peanun3aunn COBpeMeHHbIX JTOKarlbHbIX WU rnobanbHbIX
KOMMbKTEPHbLIX ceTen U UX KOMMOHEHTOB

YMeTb: KnaccuuumpoBaTh 3allmiliaeMyo MHoPMaLMio Mo BUAaM TaiHbl U CTENEHAM KOHMUAEeHUManbHOCTH; onpeaensaTb
TUNbI CYGBHEKTOB A0CTYNa U 06 LEKTOB AOCTYNA, ABMALMXCA 06 beKTaMM1 3aLLUTbI

BnageTb: HaBblkamy pa3paboTKuU MPOEKTOB HOPMATUBHBIX JOKYMEHTOB, PerfaMmeHTUpYyoLmnx paboTy no sawwmre nHdopmaumm
B OpraHmsaumm

3 PE3YJIbTATbI OBYYEHUA NO ANCUUNNUHE

O |KoHTakTHas
<|_1(<,§ pabora MHHoBaL, dopma
HanmeHoBaHue 1 cogepxaHue Qaaqenos, 8 3 CP hOPMbI ) TeKyﬁ.l,ero
TEM U y4EeOHbIX 3aHATUN g ek, Mp. (vachbl) SAHSTHIA KOHTPOS
o § (vacel) | (yachl)
x

Pasgen 1. ObecnedeHune ypoBHsi
H6e3onacHoOCTV NpeanpusaTus

Tema 1. OCHOBHbIE NOHATUSI TEOPUN
KOMMbIOTEPHOW MHGOPpMALMK.

IMoHATME M CYLLHOCTb 3alnTbl MHbopMaLmn.
MecTo 3awuTbl MHPOPMAaLMM B cucteme
WHpopmMaunoHHom 6esonacHocTn PO,
Knaccudukauusa 8 2 10 un
MHGOPMaLMM OrpaHNYEHHOro JoCcTyna
MpakTnyeckoe 3aHsTue: TpeboBaHua
WHpopMaLMOHHONM 6e30nacHOCTU, UX
3aBNCUMOCTb OT CTPYKTYpbl 0O EKTOB
MHdopMaTmU3aLum

Tema 2. Cneumduka TEXHOMOIMNA
obecnevyeHnst MHOPMAaLMOHHOM
B6e3onacHOCTM 0OBLEKTOB 3aLLMUTHI.
lMpakTnyeckoe 3aHsaTHe: MeToabl aHanusa 4 2 8
WHOPMAaLIMOHHOM CUCTEMBI ANd Bblibopa
TexHomnorun obecneveHms u
WHopMaLMOHHOM Ge3onacHOCTU 06 BbEKTOB




Paspgen 2. Komnnekc cpeacTB U TEXHOMOIMN
obecneyeHnst MHhOPMaLNOHHOM
6e30nacHOCTN 06 BLEKTOB 3aLUUTHI

Tema 3. TpeboBaHWsI K TEXHONOTMUSM
obecneyeHnst MHhOPMaLNOHHOM
©e3onacHOCTN 0OBEKTOB 3aLUUThI
MpakTnyeckoe 3aHsaTme: Knaccmdumkaums
BNOOB, METOAOB 1 CNOCOBOB 3aLLNTbI
nHdopmMaunn. HasHavyeHne n CTpykTypa
CUCTEM 3aLMTbl MHbopMaLnK.
MpakTnyeckoe 3aHaTme: MNogcmcTemsl
KOMMJIEKCHOM CUCTEMbI 3aLUUThI
WHpopmaLmm

Tema 4. CoBpeMEHHbIE TEXHOOMMM 3aLLUThI
06bekToB HGopmaTunzaunmn. O6bEKThI
3aWmThbl MHGOPMaL K.

MpakTuyeckoe 3aHsaTME: KaHanbl yTeuku
WHdopMaunm n metoabl
HeCcaHKLMOHMPOBAHHOIo AoCcTyna K
KOH(bnaeHumansHom nHcpopmaumm.
MpakTuyeckoe 3aHsTue: Moabop n
obocHoBaHWe TexHonorum obecnevyeHust
NMHpopmaLnoHHoM 6e3onacHoCT B
3aBMCUMOCTM OT XapakTtepa 00bekTa
NHcopmaTmsaumm.

10

Paspgen 3. NpoekTHble pelleHns B obnactu
obecneyeHnst MHhOPMaLNOHHOM
6e3onacHocTu 06bEKTOB MHPOPMaTU3ALLUN

13,5

nn

Tema 5. HopmaLmoHHO-
KOMMYHVKaLUMOHHbIE TEXHONOMW Ans
BbISIBNEHWS U aHanu3a pyHaaMeHTanbHbIX 1
NpUKnagHbIx NpobremM MHOPMaLNOHHOM
6esonacHocTn

IMpakTnyeckoe 3aHaTne: TexHonormm
dopmMmpoBaHMsa anroputmos 06paboTku
MHopMaunn.

10

ra

Tema 6. TexHonorum ansa opMmMpoBaHns
MPOEKTHBIX PELLUEeHNI NO 3amuTe 0O bLEKTOB
MHdopmMaTmM3aunm

MpakTnyeckoe 3aHsaTue: NnaH 3awmTbl
MHdopMaUnn Ha NpeanpuaTMm

WUtoro B cemecTpe (Ha kypce ansa 3A0)

10

KoHcynbTaumm n npoMexyTodHas atTectaumus
(Ok3ameH)

32

16

61,5

10

245

Bcero koHTakTHas pab6ora n CP no
AUCUUNINHe

58

86

4 KYPCOBOE NPOEKTUPOBAHUE
Kypcosoe npoekTpoBaHue y4ebHbIM MiiaHoOM He NpegycMOTPeHo

5. ®OH[1 OLIEHO4HbIX CPEACTB A5 MPOBEAEHUA MPOMEXYTOYHOW ATTECTALIUU
5.1 OnucaHue nokasartenen, KpUTepMeB U CUCTEMbI OLLEHUBaHUA pe3ynbTaToB 06y4eHus

5.1.1 NokasaTenu oueHUBaHUA

Kog HavmeHoBaHWe OLuEeHOYHOro
MokasaTenu oueHUBaHMA pe3ynbTaToB 0byYeHUs
KOMMeTeHunn cpeactea

MepeuncnsaeT OCHOBHbIE NOACUCTEMBI, ONUCLIBAET ANIEMEHTbLI U
BO3MOXHbIEe CBSA3M BHYTPW KOPMOPATUBHLIX CUCTEM 3aLLUUTHI
NMHopmMaLuun. Bonpocsl anst ycTHoro

MK-4 KnaccuduumnpyeT nHdopmMaLmio No YPOBHIO ee KOH(PUAEHLMANbLHOCTH, cobeceoBaHWsa 1 NPAKTUKO -
LEeNOCTHOCTN N JAOCTYMNHOCTW. OpUEHTMPOBaHHbIE 3aaHuns
CocTaBnsieT anropMtm pas3paboTkn pernaMmeHTUpYHLLnX AOKYMEHTOB
ONsl KOHKPETHOW CUCTEMbI 3aLlmThbl MHOpMaLnm




5.1.2 Cuctema v KpuTepmm oLeHNBaHUA

LLikana oueHuBaHna

Kputepun oueHMBaHUA CHOPMMUPOBAHHOCTI KOMMETEHLMI

YcTHoe cobecenoBaHue

MucbMeHHas paboTa

5 (oTnun4HO)

MonHbIN, ncyepnbiBaOLWUN OTBET, ABHO
JEMOHCTPUPYIOLLMIA rNy0oKoe NOHMMaHue
npegMeTa 1 LUMPOKYH 3pyanLnio B
oLeHuBaeMon obnactu. Kputnyeckun,
OpUrMHarnbHbIA NOAXOA K MaTepwuarny.

He npedycmoTpeHa

4 (xopoLwuo)

OTBeT cTaHAapTHbIN, B LIENOM
KayecTBEHHbIN, OCHOBaH Ha Bcex
0ba3aTenbHbIX UICTOYHUKAX MHGOpMaLnN.
MpucyTcTBYOT HEGONbLUKE Npobenbl B
3HAHMWSAX UMW HECYLLLECTBEHHbIE OLUMOKM.

He npegycMoTpeHa

3 (yooBneTBOpUTENbHO)

OTBeT HenorHbIN, OCHOBAHHbINA TONMbLKO Ha
NEKUMOHHbIX MaTepuanax. [Npu noHMMaHum
CYLLHOCTM NpegMeTa B LIefiom —
CYLLLECTBEHHbIE OLWMOKKN nnn npobensl B
3HaAHWUAX cpa3sy Mo HECKONbKMM Temam,
He3HaHue (NyTaHuua) BaXXHbIX TEPMUHOB.

He npegycMoTpeHa

2 (HeygoBMNETBOPUTESBbHO)

HecnocobHocTb 0TBETUTL Ha Bonpoc 6e3
nomoLuy ak3ameHaTopa. HeaHaHuve
3HAYUTENbHOWM YacTu NPYHUMAMANBHO
Ba>XXHbIX 3M1IEMEHTOB AUCLIMMNIUHBI.
MHorouncneHHble rpybble owmndKu.

MonbiTka cn1cbiBaHUA, MCNOMb30BaHUA
Hepas3peLUeHHbIX TEXHUYECKUX YCTPOWCTB
W1 Nonb30BaHNs NOACKa3KoW APYroro
YyeroBeka (BHe 3aB1CMMOCTM OT
YCNELIHOCTU TaKOW MOMbITKM).

He npedycmoTpeHa

5.2 TunoBble KOHTPOJIbHbIE 3aA4aHUA UNN UHbIe MaTepuarbl, Heo6xoAMMbIEe ANA OLleHKU 3HAHUA, YMEHWUHN,
HaBbIKOB U (UNK) OnbiTa AEATENbLHOCTU
5.2.1 NepeyeHb KOHTPOSNbHbLIX BONPOCOB

Ne n/n | ®dopmMynnpoBKM BONPOCOB
Cemectp 1

1 OcHOBHble NOHATUA MHAOPMaLMOHHOM Ge3onacHoCTK.

2 MHdopmMaLmOHHbIE TEXHONOMMU 1 HEOBXOAMMOCTbL UHGOPMALIMOHHON Be3onacHOCTH

3 MHdopmaumoHHas 6e3onacHOCTb NpeanpYHUMATENbCKON AeATENbHOCTU.

4 Cwuctema 3awmnTbl MHpOPMAaLIMK U ee CTPYKTYpbI.

5 OpraHu3aLmnoHHO-NPaBoBON cTaTyc crnyx6bl 6e3onacHOCTy.

6 MeToabl 1 cpefcTBa 3awuTbl MHGPOPMaLUN.

7 @dparmeHTapHbIA 1 CUCTEMHBIV MOAXO0A K 3aluTe MHopMaLumm.

8 MpodeccroHanbHble TalHbl, UX BUAbl. OGBbEKTbI KOMMEPYECKON TalHbl HAa NPeAnpPUATUN.

9 lMepcoHanbHble JaHHbIE U UX 3alLmTa.

10 MHdopmaunoHHble yrpo3bl, X BUAbI U NPUYUHBI BO3HUKHOBEHUS.

11 HelictBna 1 cobbITUs, HapyLlaoLwme MHOopMaLMOHHY0 6e30MacHOCTb.

12 JInyHoCTHO-NpodheccroHanbHble XapakTepUCTUKN U OENCTBUSE COTPYAHMKOB, CNOCOBCTBYIOLLNX peanusaunm
NHPOPMaLMOHHBIX Yrpo3.

13 OcHoBHble yrposbi 6e3onacHoOCTU nHdopmMaumnm 1 MHMOPMaLMOHHOW MHpacTpykTypbl. MeToabl
NPOTUBOAENCTBUSA STUM Yrpo3am

14 OpraHunsaumoHHasi OCHOBa M OCHOBHbIE HaMNpaBrieHNs AeATeNbHOCTU CUCTEMbI 3aLLMTbl MHGOpMaLn

15 Knaccudumkaums nHgpopmaumm B 3aBUCMMOCTM OT KaTeropum 4oCTyna U nopsiaka ee npegocTaBneHus.

16 OcCHOBHbIE CTaaumM CO30aHUA CUCTEM 3aLUTbl MHADOPMAaLMN, OCHOBHbIE 3f1IEMEHTbI MPOEKTHbIX PeLUeHnN.

17 OcHOBHble MeTOoAbI 3aLUTbI MHpOPMaLMK

18 OcHoBHble TpeboBaHMsi N0 06ecneyYeHnto YPOBHEN 3aLLMLLEHHOCTY NEPCOHANBHbBIX AaHHbLIX NPy UX 0bpaboTke
B MH(POPMALIMOHHbIX CUCTEMAX.

19 AkTyanbHble yrpo3bl 6€30nacHOCTM KOHMAaeHUManbLHoN nidopmMaumn. Tunbl yrpos.

20 dakTophbl, BNUAKOLIME Ha MHUMAEHTbI MHOPMAaLMOHHON 6e30nacHOCTH, aHanM3 yCrnoB1Mn NX BO3HUKHOBEHUS
(yrpo3bl, ysA3BUMOCTH, yLLEPD, PUCK, KaHarbl YTEYKM).




Mopsagok hopMMpoBaHUA NepeydHs CBegeHUA, OTHECEHHBLIX K KOMMEPYECKon TarHe, YPOBHM KOMMEPYECKON

21
ueHHocTn. Obwme noaxoapl K KaTeropmnposaHuo 0OBbEKTOB. KaTeI’OpVIFl BaXXHOCTU

22 MpaBa 1 06s13aHHOCTM paboToaaTens u paboTHUKA MO COXPaHEHMI0 KOMMEPYECKON TalHbl

5.2.2 TunoBble TeCTOBble 3a4aHUSA

He NpeayCMOTPEHbI
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3aaHUA (3agaym, Kenchbl)

3apava 1:

1. Banyctutb Wireshark.

2. OpraHusoBaTb YaT Mexay ABYMsi KOMNbloTepamu ¢ MOMOLLLIO yTUNUT netcat/nc/ncat. Nepepatb

HECKOJbKO COOOLLEHMIA apyT OPYTY.

3. Hantu naketbl ¢ coobweHnamm B Wireshark.

3apava 2:

1. C nomoLublo nmap npockaHupoBatb MalimHy Metasploitable 2 unu 3 ¢ onpegeneHnem Bepcuii CEpBUCOB.

2. Hantun ya3sumblin cepBuc, onpeaennTb CNMCOK ero ya3BUMOCTen no 6asam.

3. NMogobpaTb IKCNMOWT 1 C NOMOLLBIO HEro MOMyYNTb AOCTYN K MaLUMHE.

TpeboBaHus K caaye: IKCNNOWTLI/CEepPBUCHI AOMKHbI OTNNYATLCA Y pa3HblX CTYAeHTOB. CTyAeHT AOMKeH 3HaThb 3a
YTO OTBEYaeT M Kak paboTaeT cepBuUC, a Takke NPUMEPHbIV MPUHLMM PaboTbl 3KCMNIonTa.

5.3 MeTtoaunyeckue maTepuansi, onpegensiowme npoueaypbl oOLeHUBaHUSA 3HaHUN, YMEeHWUW, BnageHuin (HaBbIKOB
1 (UnKN) NPaKTUYECKOro onbITa AeATENIbHOCTH)

5.3.1 YcnoBus gonycka oby4atrowierocsi K npoMexxyTo4HoM aTTectauum u nopsifok NMKBUAaLmMmM akageMmyeckomn
3a10MKEHHOCTH

lMpoBegeHne NPOMEXYTOYHON aTTecTaLmn pernameHTMpoBaHO foKanbHbIM HOpMaTMBHbIM aktom CMGIMYMNTA
«lMonoxeHune o0 NpoBeAEHMM TEKYLLIErO KOHTPOSIS YCNEBAEMOCTM M NPOMEXYTOYHON aTTecTaLmm oby4daroLwmxcsa»

5.3.2 ®opma npoBeaeHUs NPOMEXYTOYHOM aTTecTauum No gucumnnmHe

YcTHas + MucbmeHHas KomMnbloTeEpHOE TECTMPOBaHNE NHas

5.3.3 Oco6eHHOCTH nposeneHuns npome)KyTquoﬁ aTrTecTauuu no gucunninunHe

Ha sk3ameHe obydarowmincsa TSHeT BuneT ¢ ABYMSi TEOPETUYECKUMMU BOMPOCAMU U OAHWUM NPAKTUKO -
OpPUEHTUPOBAaHHLIM 3a4aHMeM BpeMs NoaroToBku - 40 MuHyT. OTBeT - He Gonee 10 MUHYT.

6. YYHEBHO-METOAQUYECKOE N N(H®OPMALUOHHOE OBECNEYEHUE OUCLUUMIIUHDI
6.1 YyebHas nutepaTtypa

ABTOp | 3arnasue | M3patenbcTBO | oo nspaHua | Ccbinka

6.1.1 OcHoBHas yuyebHasa nutepatypa

®omuH, . B. WHdopmaumnoHHas http://www.iprbooksh

©e3onacHoCTb K 3awuTa op.ru/77317.htmi
MHOopMaLK:
cneumannsmpoBaHHble Capatos: By3soBckoe
aTTecToBaHHbIE 06pa3OBaHy|e
nporpaMMHble 1 NPOrpamMmmMHO
-annapaTtHble cpeacTea

2018

PeBHuBbIX, A. B. MHdopmaumnoHHas https://www.iprbooks
6e3onacHocTb B Mocksa: An INu Ap Meauna 2021 hop.ru/108227.html
opraHusaumax

6.1.2 lononHuTenbHas y4yebHas nutepartypa

Kynukos, C. C. MHdopmaumoHHas BopoHex: BopoHexckuii https://www.iprbooks
6e30nacHOCTL JlokarbHbIX rocyaapCTBeHHbIN 2021 hop.ru/118614.html
KOMMbKOTEPHbIX CETEN TexHUn4ecknm

yHuBepcuteT, O5C ACB

bapaHosa E K., MHdopmaumoHHas https://ibooks.ru/read

Bbabaw A.B. 6e3onacHOCTbL U 3awuTa ing.php?
NHopMaLun - Mockea: UL| PVIO@ 2019 shgorpt:g&productid:S

61272

6.2 MNMepe4yeHb npocheccuoHanbHbIX 6a3 AaHHbIX U UH(POPMALMOHHO-CNPAaBOYHbIX CUCTEM

OnekTpoHHas 6a3a gaHHbIX «Scopusy (http://www.scopus.com);
Hay4Hasa anekTpoHHas 6ubnuoteka elibrary (http://elibrary.ru).




6.3 Nepe4veHb NULEH3UOHHOIO U CBOGOAHO pacnpoCcTpPaHAeMOoro NpPorpaMmMHoOro o6ecneyeHus
MicrosoftOfficeProfessional
Microsoft Windows
Python

6.4 OnucaHme maTepmuanbHO-TEXHMYECKOMN 6a3bl, HeO6X0AMMOM ANA OCYLIEeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsimHe

AyauTopus OcHalleHne

MynbTumeguiitHoe o60pyaoBaHMe, KOMMNbIOTEPHAsS TEXHUKA C BO3MOXKHOCTbLIO MOAKMOYEHMS K
KomnbloTepHbilii knacc | ceTn «/HTepHeT» 1 obecneyeHnemM AOCTyNa B AMEKTPOHHYI0 MHEOPMALMOHHO-
obpa3zoBaTesnbHyto cpeay

MynbTumeamniiHoe obopyaoBaHue, cneunanmanpoBaHHas mebernb, Jocka
JlekunoHHas

ayanTopus
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