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1 BBEAEHUE K PABOYEW MPOrPAMME AUCLMNNUHbBI
1.1 Uenb gucuunnuubl: ChopmmupoBatb KoMneTeHUMn oby4varouwlerocss 06 OCHOBHbBIX MPUHUMNAX OpraHuM3auum
OonepaLMOHHbLIX CUCTEM. U KOMIMbIOTEPHBIX CETEN
1.2 3apgauv AMcUMNUHbI:

OenageHune O6y‘-IaPOLIJ,MM TeopeTn4yeCckmnx ceeaeHusa 006 apxXnTekType, beHKLI,VIﬂX, npoueccax U CUCTEeMHbIX cny>|<6ax
onepaunoOHHbIX CUCTEM;

M3yyeHne koHUeNnuumn pacnpenenéHHon obpaboTku;

YMeHue onpegeneHus MeponpusTuin no obecnevyeHnio WHGOpPMaUMOHHOW 6Ge3onacHOCTWM, AWArHOCTUKU W
BOCCTaHOBMEHUS OnepaLmMoHHOM CUCTEMbI MOCTE OTKA30B;

BbipaboTka HaBbIKOB MO ynpaBneHU0 YHKUMOHUMPOBAHMEM OMEPALMOHHONM CUCTEMOW [Anis  opraHusauum
3(P(PEKTUBHBIX BbIYUCIIUTENBHbLIX MPOLECCOB B MHGOPMALMOHHBLIX CUCTEMAx pPasnMYHOro HasHadeHusi, obecneyeHus
MHpopMaLMOHHOM 6e30MacHOCTH, 3awuThl OT CO0EB M OTKA30B, aAMUHUCTPUPOBAHMWS BbIYUCIIUTENbHBIX CUCTEM.

1.3 TpeboBaHus Kk NnpeaBapuTENbLHOMN NOAroTOBKe 00yyYaroLeroca:

I'Ipe,D,BapMTeanaﬂ noAroToBkKa npeanonaraeT co3gaHne OCHOBbI ANA (bOpMVIpOBaHMﬂ KoMneTeHuun, YKa3aHHbIX B .
2, npu n3yveHnn gucumnninH:

OucumnnuHa 6asvpyeTcs Ha KOMMNeTeHUUAX, CPOPMUPOBaHHbIX Ha NpeabidyLLeM YpoBHe 0GpasoBaHms.

2 KOMMNETEHUMN OBYYAIOLLUEIOCA, POPMUPYEMbBIE B PE3YJNIbTATE OCBOEHUA AUCLUNINUHDbI

OlNK-2: Cnoco6eH noHuMaTb NPUHLUUNbI Pa60Tbl COBPeMeHHbIX NH(pOPMaLMOHHbIX TEXHOJIOTMW U NPOrpaMMHbIX
cpeAacTB, B TOM YMCIle OTe4eCTBEHHOro NPOoM3BOACTBA, U UCNONb30BaTb UX NPU pelleHun 3agay npodeccuoHanLHomn
heATenbHOCTH;

3HaTb: TeOpeTVI‘-IeCKVIe OCHOBbI NOCTPOEHUA N beHKLI,VIOHVIpOBaHVIﬂ onepaunoOHHbIX CUCTEM, X HA3Ha4YeHne n q3yHKLI,VIVI.

YmeTb: Vicnonb3oBatb pa3nunyHblie onepauynoHHble CUCTEMbI N CO34aTb KOMaHOHbIE QDaVIJ'IbI C ncnosnb3oBaHMEM ynpaBnALNX

KOHCTPYKLIMIA; BblIGMpaTb U OLIEHMBATb apXUTEKTYPY BbIYMCMMTENbHBLIX CUCTEM, CETed U CUCTEM TEeNeKOMMYHMUKaLMA U UX
noAcuUcTem.

BnageTb: HaBbikamn aHanmsa 1 oueHKn adpdekTUBHOCTM yHKUMOHUpoBaHUa OC 1 ee KOMMNOHEHTOB; HaBblkaMn PaboTbl B
COBPEMEHHOW NPOrpaMMHO-TEXHUYECKON Cpeie B PasfnyHbIX OnepaLMoHHbIX CUCTEeMaX 1 CeTAX.

OlK-4: CnocobeH yyacTBOBaTb B pa3paboTke cTaHAAPTOB, HOPM M NpPaBuUIl, a TakKe TEXHUYECKON AOKYMEHTauum,
CBsiI3aHHOM C Npod)ecCUOHaNbHOWN [EeATEeNbHOCTbLIO;

3HaTtb: TexHunyeckue XapakTepucTukn, KOHCTPYKTUBHbIE OCODEHHOCTH, Ha3HadyeHue wu ycnoBua  3KcnnyatTauum
BbIYNCIINTENBHON TEXHUKN.

YmMeTb: [Nonb3oBaTbca cneumansHbIMU NPOrpaMMHbIMU CpeaCcTBaMU ANs peLleHns npodeccuoHarnbHbIX 3agau.
BnapeTb: HaBbikamun paboTbl C TEXHUYECKOW JOKYMEHTaLMEN.

OlNK-5: Cnoco6eH MHCTanNupoBaTh NporpamMmmMHoe U annapaTHoe obecneveHue AN MHPOPMaLMOHHbIX U
aBTOMaTU3UPOBAHHBLIX CUCTEM;

3HaTtb: CTPYKTYpy U apXUTEKTYPY COBPEMEHHbIX OMepaLMoHHbIX CUCTEM; TEOPETUYECKME OCHOBbI HACTPOWMKN U ONTUMU3aLUn
paboTtbl OC.

YmMmeTb: [lonb3oBatbes MHCTPYMEHTanbHbIMKU CcpeacTtBamMun OC, craButb M pewatb 3agayvyn agMUHUCTPUPOBAHUA "
KOHCbVII'ypVIpOBaHVIFl onepaynoHHbIX CUCTEM.

BnapeTtb: HaBblkamu MHCTanNnsuumM nporpaMmHOro M annapaTHoro obecneyeHus C NPUMMEHEHMEM MeTOAOB 3alUuTbl
MHopmaLmu.

3 PE3YJIbTATbI OBYYEHUA NO AUCUUNNUHE

O |KoHTakTHas
< [pabota
o
5 WHHOBaL,
HanmeHoBaHue 1 cogepxaHune pasgenos, oz CP OpMbI
TEM U Y4EOBHbIX 3aHATUI 2 3| ek Mp. (4achbl) .
8 o 3aHATUI
o (vackl) | (4achbl)
"l
Pasgen 1. OcHoBHble KOHLeNLUun 6a3oBoro
nporpammHoro obecneyeHuns (bIMO)
Tema 1. OnpegeneHune, Ha3HayYeHue,
knaccudukaunsa brNO. Onpegenenue, 05 4 un
Ha3Ha4YeHne N OYHKLMK onepaumoHHON ’
cuctembl. Isontouun OC, 3BM u IMK.
Tema 2. Knaccudpmkauyms OC. CoBpeMeHHble 1
OC, OCHOBHbIE XapakTEPUCTUKM,
0COBEHHOCTU NPUMEHEHMS, annapaTHas 0,5 4 nun
nnatcgpopma. TengeHuun passutuna OC. OC
nocriegHero NoKoneHus.
Pasgen 2. OcHOBHble KOHLLENLWX
coBpemeHHbIx OC.




Tema 3. Apxutektypa onepawmoHHbIX
cnctem. OcHoBHbIe kKoMMNoHeHTLI OC: aapo,
BCnoMoraTternbHble Mmoaynu. MHorocnoriHas
cTpykTypa sagpa OC ApxmTeKkTypHble
ocobeHHocTn OC. BupTyanbHble MaLLVHBI.

Tema 4. YnpasneHue npoueccamu. lNoHatne
npouecca. bnok ynpaeneHusi npoueccamu.
CoctosiHue npoueccos. [naHnposaHne
NpoLeccoB, anropuTMbl MAaHUPOBAHKS
npoLeccos.

0,5

nn

Tema 5. lNMpouecchl n NOTOKN. KOHTEKCT U
Jeckpuntop npotecca. [pouecckl, NOTOKU K
HUTN. OCHOBHbIE MOHSITUS U XapaKTEPUCTUKM.

0,5

nn

Tema 6. lNoHaTHe (hannoBon cUCTEMBI.
HasHaueHune, normyeckas opraHnsayus.
Ctpykrypa ®C. Jlornyeckas opraHusaLms
OC. bydepHbi nyn.. Apxutektypbl ®C.

0,5

nn

Tema 7. lNoHaTHe hanna.
OnpepneneHne, OCHOBHbIE CTPYKTYPbI
dannos.

OcHoBHble Tunbl harnos. Jlornyeckas u
dm3anyeckas opraHmsaumsa gannos.

0,5

nn

WUtoro B cemecTpe (Ha kypce ansa 3A0)

nn

KoHcyrbTaumm 1 npoMexyToyHas atTectaumst
- HeT

32

Pasgen 3. CeTu 1 TenekoMmyHuKaLum

Tema 8. NocTpoeHne TONoMnornmn nokansHON
BbluMCnUTENBHOM ceTu. MNpakTnyeckoe
npumeHeHue npotokonos mogenu OSI, SSH
coeavHeHune, npumeHeHne SSH (bandit).

Tema 9. MNMpnmeHeHme komang OC Windows
Ans paboTbl C KOMMBIOTEPHOW CETHIO.
Komange! ipconfig, ping n getmac, traceroute,
nslookup, netsh/ip: nony4eHne cnpaBo4HON
WHpopmaLnn.

40

nn

40

nn

Tema 10. lNMpoBepka coegMHEHUI B CETSHX.
Onpepnenenue IP- agpeca komnbloTepa no
€ro JOMeHHOMY afpecy 1 knacca
nony4deHHoro IP-agpeca. Onpegenenne IP-
agpeca Beb-cepBepa No ero JOMEHHOMY
appecy. OnpegeneHne Ha3BaHWsi CETEBOTO
agantepa n ero MAC- agpeca. Pabota ¢
harinoBbIM CEPBEPOM M CETEBBLIMW Nankamu
Ha HeM. Mepexog Ha FTP-cepsep, nony4eHne
MHdopMaLMM O CTPYKTYpe Nanox,
KonunposaHue annos ¢ FTP-cepsepa.
Bbirpy3ka/sarpyska B 06rayHble XpaHunuia
1 Ha NoKarbHbIA HOCUTESNb Kaknx-nnbo
NPOEKTOB WX PEMNO3UTOPUEB C MOMOLLIbIO
git/curl, VPN, P2P connection, OpenVpn,

Tema 11. lNpakTnyeckoe npuMeHeHue
npoTtokorno, DH (https), 3awmTa oT ceTeBbIX
yrpo3 (dunbTpsl), (addblock), ids/ips,
obnayHblie B[], xocTuHr FireBase, PFS
(Perfect forward secrecy).

40

nn

WUtoro B cemecTpe (Ha kypce ansa 3A0)

43

nn

KoHcynbTaumm n npoMexyTodHas atTectauus
(Ok3ameH)

163

2,5

6,5

Bcero koHTakTHas pabéora n CP no
AUcuUMNInHe

14,5

201,5

4 KYPCOBOE NPOEKTUPOBAHUE




KypcoBoe npoekTnpoBaHue y4ebHbIM NnaHoM He NpeaycMOoTpeHo
5. ®OH[ OLIEHOYHbIX CPEACTB ANA NPOBEAEHUA MPOMEXYTOYHOW ATTECTALIUMU

5.1 OnucaHune nokasarenemn, KputTepueB U CUCTEMbI OLleHUBaHUA pe3ynbTaToB OGy‘-IeHMﬂ

5.1.1 NMokasaTtenu oueHMBaHUSA

Kon HanmeHoBaHue oueHOYHOro
MokasaTenu oLueHnBaHWs pe3ynbTaToB 00y4YeHus
KoMneTeHuun cpencTea
Bonpockl ycTHOro
O6ocHoBbIBaeT (PyHKLMOHANbHOE Ha3HavYeHne onepaLnoHHbIX CUCTEM cOBECE0BaHMS
Ons pelweHns npodeccnoHanbHbIX 3a4ay 1 COBMECTUMOCTb C '
NpVKNaaHbIM NporpamMmmHbiM obecrnevyeHnem.
OrlK-2 PaspabaTbiBaeT kKOMaHAHbIN hann ans paboTel ¢ dannamu.
MpakTnko-opMeHTUpOBaHHbIE
. o 3apaHu4.
MpoBoAUT cpaBHUTENbLHLIN aHann3 Bo3moxHocTen OC ang pelueHus
3aad 13 npodeccroHanbHom 06nacTu; packpbiBaeT anropuTtm
[OelicTBUMA B 3aBMCMMOCTW OT cpeabl paboTbl. MpaKTMKo-0pHEHTUPOBAHHbIE
3afaHu4.
dopMynupyeT OCHOBHbIE XapaKTEPUCTUKN U PYHKLUMOHAamNbHbIE Bonpockl ycTHOro
KOHCTPYKTUBHbIE OCOBEHHOCTM BbIYUCIIUTENBHOW TEXHUKN. cobecenoBaHus.
ONK-4 PackpbiBaeT pyHKLMOHaNbHbIE BO3MOXHOCTN COBPEMEHHOIO [MpaKTUKO-OpUEeHTUPOBaHHbIE
nporpaMMHoOro obecneyeHus Ansa peLueHns npodeccnoHanbHbIX 3agad. 3agaHus.
[eMoHCTpUpyeT OCHOBHbIE NOAX0Abl K paboTe C TEXHUYECKOW [MpaKTUKO-OpUEeHTUPOBaHHbIE
OOKYMeHTaLunen. 3agaHus.
dopmynupyeT HasHa4yeHMe 1 ocHoBHble byHkumn OC, paet Bonpocbi ycTHoro
knaccudukaumo coBpeMeHHbix OC 1 0bnactu nx NpUMeEHeHNs; cobecenoBaHms.
dopmynmpyeT NpUHUMNbLI POPMUPOBaHNSA apXUTEKTYPbI Pas3fmyHbIX
onepaumoHHbIX CUCTEM; NePeYncnsieT OCHOBHbIE MEXaHN3MbI
ynpaBneHunsi pecypcamv BblYUCAUTENBHOW CUCTEMBI.
OlIK-5 MpakTnko-opueHTUpoBaHHbIE

BobinonHset HacTponky OC, yumTbiBas 0cobeHHOCTM paboThbl B
KOHKpPETHOW onepaunoHHOM cucTeMe; co3faeT KoMaHaHble dpannbl ¢
MCNONb30BaHMEM YNPaBSAOLLMX KOHCTPYKLNNA.

MpumensieT meToabl npocTtenwen 3awnTsl MK npn paboTte B JIBC n

3adaHun4.

MpaKTUKo-OpUEHTUPOBaHHbIE
3agaHus.

BC.

5.1.2 Cucrema 1 KpUTepmm oLeHNBaHUA

LWkana oueHnBaHuns

Kputepum oueHnBaHns chopMMPOBAHHOCTU KOMMNETEHLIMN

YcTHoe cobecenoBaHune

MucbmeHHasn paboTa

5 (oTnn4yHO)

MonHbIN, ncyepnbiBaOLWNN OTBET, ABHO
JEMOHCTPUPYIOLLMIA rNy0oKoe NOHMMaHue
npeameTa 1 LUMPOKYH0 3pyAnLMIO B
oLeHuBaemMon obnactu. Kputnyeckun,
OpUrMHanbHbIM NOAX0A K MaTepuany.
YuutbiBatoTcs 6annbl, HaKoMNMeHHbIE B
TeyeHue cemecTpa.

cemMecTpa.

KauyecTBO McCnonHeHns BCeX aN1ieMeHTOB
3aJaHns MONIHOCTbI0 COOTBETCTBYET BCEM
TpeboBaHUAM.

YuuTbiBatoTCA 6annbl, HAKOMNMNEHHbIE B TEYEHNEe

4 (xopoLwuo)

OTBET NOMHbINA, OCHOBAHHbIN Ha
npopaboTke Bcex 00a3aTenbHbIX
WCTOYHUKOB MHGopMaumn. MNMoaxoa K
MaTtepuany OTBETCTBEHHbIN, HO
CTaHOapTHbIN. YuutbiBatoTcs
HaKOMNEHHbIE B TEYEHNE CEMECTpa.

banmbl, | cemectpa.

MHﬂMBM,D,yaJ'IbHOG 3afaHne BbINOJIHEHO B
0OCTaTOYHOM 06beMe, HO orpaHmn4mBaeTca
TOJIbKO OCHOBHbIMU NMOOXO04aMU.

YuunTbiBatoTCA 6ansbl, HAKOMNMEHHbIE B TEYEHME

3 (yooBneTBOpUTENbLHO)

OTBeT BOCNPOU3BOAUT B OCHOBHOM TOSbKO
NeKUMOoHHbIe MaTepuansl, 6e3
camocTosiTenbHon paboThl ¢
pekoMeHA0BaHHOW NuTepaTypomn.
[eMoHCTpupyeT NOHNMMaHue npeameTa B
uerom, 6e3 yrnybneHus B getanu.
MpucyTCTBYIOT CyLLEeCTBEHHbIE OLIMOKM Un
npo6enbl B 3HaHWSX MO HEKOTOPbIM TEMaM.
YuuTbiBatoTCa 6annbl, HAKOMNNEHHbIE B
TeyeHue cemecTpa.

cemecTpa.

3agaHuve BbINOMHEHO NOSIHOCTBIO, HO B pa60Te
€CTb OTAellbHble CyUleCTBEHHbIe owmnbku, Nnbo
Ka4yeCTBO npeactaBlieHnA pa6OTbI HU3Koe,
nn6o pa60Ta npeacTtaBlieHa ¢ ono3gaHunem.
YuntbiBatoTCst 6ansbl, HAKOMNMEHHbIE B TEYEHME




HecnocobHocTb 0TBETUTL Ha BoMpoc 6e3 OTcyTCTBME OAHOMO MU HECKOMBKUX
nomoLum sk3ameHatopa. HesHaHue ob6s3aTenbHbIX ANeMeHToB 3agaHus, Nnbo
3HaYMTENbHOM YacTu MPUHUUNNANIbLHO MHOroumcreHHble rpybbie owmnbkm B paboTe,

2 (HeyLOBMETBOPUTENBHO) | BaXKHbIX 3NIEMEHTOB ANCLIMMIIMHBI. nnbéo rpyboe HapyLleHne npasun ohopMreHns
MHorouncneHHble rpybble owmnoKu. W1 CPOKOB NpeacTaBneHns paboTol.
He yuutbiBatoTcst 6annbl, HaKONMEHHbIE B He yuutbiBatoTcst 6annbl, HaKONMEHHbIE B
TeyeHue ceMecTpa. TeyeHne ceMecTpa.

5.2 TunoBble KOHTPOJIbHbIE 3ajaHUSA UMK UHbIE MaTepuarnbl, HeOOXoAUMbIe ANA OL,eHKU 3HaHUW, YMEHUH,
HaBbIKOB U (UNK) oNbiTa AEATENLHOCTU
5.2.1 MNepeyeHb KOHTPOSbHbIX BONPOCOB

Ne n/n | ®dopmMynnpoBKM BONPOCOB
Kypc 2

1 Onpepenexve, Ha3HayeHwue, knaccudmkaums bro.

2 Onpegenexne OC, Ha3HayeHNe, OCHOBHble yHKumm OC.

3 Apxutektypa NK. Ssontouus MMK.

4 ApxuTtektypa lNMK. 3sontouns OC.

5 ApxuTtektypa lNK. Baanmocasb apxutektypsbl MK ¢ OC.

6 Onpepenexne, HasHavyeHme BIOS.

7 Onpepenenne OC, HasHadeHne, Knaccudukauusa OC. MNogaepkka MHOro3agadHocTu.

8 Onpepenexne OC, HasHayveHne. Knaccudmkaumsa KoMnbloTePHbLIX CUCTEM MO OCOOEHHOCTAM annapaTHbIX
nnatdgopm.

9 Onpegenexne OC, Ha3sHayeHne. Knaccudmkauna OC. BetpoeHHble OC. Oc CEHCOpPHbIX Y3r0B.

10 Onpepenenne OC, HasHadeHue. Knaccudukauyus OC. Hocumbie OC, OC cmapT-kapT. basosbie dyHkumnn OC
KapThbl.

1 Onpegenexne OC, Ha3HayeHne. TeHaeHummn passutusa OC.

12 Onpegenexne OC, Ha3HayeHe, OCHOBHble pyHKumm OC.

13 Onpepenexnune, HasHaveHne, knaccudukaumsa brno

14 Apxutektypa OC. NoHAaTre sagpa. OcHoBHbIe byHKLMKM 94pa, kernel mode 1 user mode.

15 Apxutektypa OC. BcnomoratensHble mogynu OC, kernel mode u user mode.

16 Apxutektypa OC. NoHAaTne agpa. MHorocnomnHasa ctpyktypa OC.

17 Apxutektypa OC. OcHoBHble koMNOoHeHTbl OC. MoHonuTHble cuctembl. OnepaumoHHas cuctema MS-DOS.

18 Apxutektypa OC. OcHOBHble KOMMOHEHTHLI. MoHATUE aapa. Moaene KNMeHT-cepBep U MUKPOSAEPHbIA NOAXOA.
[oCTOUHCTBa apXMTEKTypbl MUKPOSIAPO.

19 Apxutektypa OC. OCHOBHblE KOMMOHEHTLI. BupTyanbHble MmawwnHbl. OCHOBHbIE NPUHLMMBLI BUPTYanu3auum.

20 Apxutektypa OC. OCHOBHblE KOMMNOHEHTHI. BupTyanbHble MawmnHbl. HaHosgpo, runepBu3op — OCHOBHbIE
NOHATUA. TuNbl TMNEPBU30POB.

21 MoHaTtune agpa. ®yHkuum sapa. MNoHaTue npouecca.

22 MoHaTtune agpa. PyHkuum sapa. BYTI.

23 MoHaTtne agpa. ®PyHkunm sapa. Bektop npepbiBaHms.

24 MoHaTMe npouecca. CocTosiHMe NpPOLIECCOB.

25 MoHsaTue npouecca. ANropuTMbl NAaHUPOBaHUSA NPOLIECCOB. ANTOPUTMbI, OCHOBaHHbIE HA KBAHTOBaHWMW.

26 MoHsaTue npouecca. ANropuTMbl NAIaHUPOBaHUSA NPOLIECCOB. ANTOPUTMbI, OCHOBaHHbIE HA KBAHTOBaHWMW.

27 MoHsaTue npouecca. ANropuTMbl NAaHUPOBaHMSA NPOLIECCOB. ANrOPUTMbI, OCHOBaHHbIE Ha NpUopuTeTax.

8 MoHATne npouecca. ANropuTmbl NIIaHUPOBAHUSA NPOLECCOB. BbITECHAIOWME N HEBLITECHAOLLNE anropuTMbI
nnaHMpoBaHus.

29 Mopenb npouecca. KoHTeKCT 1 AeckpunTop npoLecca.

30 MoHaTne notoka. OQHONOTOYHOCTb M MHOTOMOTOYHOCTb., OCHOBHbIE OnpeaeneHus.

31 MoHATne notoka. MHOronoTo4yHOCTb. OCHOBHbIE NPENMYLLECTBA MCMOSb30BaHNS NOTOKOB.

32 MoHATne notoka. MHOronoToYHOCTbL. HUTK (BOMOKHA).

33 MoHsaTue davinosor cuctembl. CTpykTypa hannoson cuctemsl: TUMbI pa3genos gucka, Tabnuua onucaHus
pasgenoB gucka, knactep, MBR, Tabnuvua onucaHusa pa3genoB Ancka — OCHOBHbIE NMOHATUS.

34 MoHaTne dannoson cuctemMbl. BydepHbin nys.

35 MoHsaTue darinosor cuctemol. Apxutektypbl PC. OC FAT.

36 MonaTtue dannoson cuctembl. Apxutektypbl @C.OC Windows 9X. [pariBepbl.

37 MoHaTue daninosor cuctembl. Apxutektypbl ®C. dannosasa cuctema NTFS.

38 MonsaTue davinosor cuctembl. Apxutektypbl OC. dannosas cuctema C UFS, oCcHOBHble 0COBEHHOCTM.

39 MonaTtue darvina. OcHoBHble CTPYKTYpbl dharnos. Katanoru, Buabl kaTanoros.




40 MoHaTne darina. OcHoBHbIE TUNbI halnoB.

41 MoHaTme darna. Jlornyeckasi opraHmsaumsi gannos. [locnegoBaTenbHble U MHAEKCUPOBAHHbIE dhalnbl.

42 MoHaTne cdanna. dunsmnyeckas opraHnsaums annos. MNpenmyLiectTsa n HegOCTaTKM KaXKaoro BMaa.

43 ApxuTeKkTypa BblYNCNUTENBHbIX CeTEN, OCHOBHbIE onpegeneHus. MNepcoHanbHble cetn PAN 1 WPAN.

44 ApXuUTEKTypa BblYNCNUTENBHBIX CeTel, OCHOBHble onpegeneHus. JlokansHele cetn LAN n WLAN.

45 ApX1TEKTYpa BbIYNCIIUTENBHLIX CETEN, OCHOBHbIE onpeaeneHus. Nopoackme cetn MAN n WMAN.
ApxuTeKkTypa BblYNCNUTENBHbIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TeXHOMOru,

46 -
BbluMCIIUTENbHON ceTu. FnobanbHble cetn WAN 1 WWAN.
ApXUTEKTYpa BbIYNCNIUTENBHbIX CETEN, OCHOBHbIE onpeaeneHus: ceteBon OC, ceTeBON TEXHOMOMM,

47 BbluMcnuTensHon cetu. Knaccudumkaumsa ceten no cnocoby pacnpegeneHus pecypcos. LieHTpanu3oBaHHble
ceTu.

48 ApxuTeKkTypa BblYNCNUTENBHbIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TEXHOMOru,
BbluMCcnuTEenbHon cetn. Knaccmdukaums ceten no cnocoby pacnpegenenns pecypcoB. OgHopaHroBas cetb.

49 ApXUTEKTYpa BbIYNCNIUTENBHbIX CETEN, OCHOBHbIE onpeaeneHus: ceteBon OC, ceTeBON TEXHOMOIMM,
BbluMcnuTenbHom cetn. Knaccmdumkaumsa ceten no cnocoby pacnpegenenns pecypcos. mbpuaHas ceTb.

50 ApXUTEKTYpa BbIYNCINIUTENBHbIX CETEN, OCHOBHbIE onpeaeneHus: ceteBon OC, ceTeBON TEXHOMOMM,
BbluMCNUTENBLHOM ceTu. Knaccmndukaums ceten no MoaensiMm Bbl4UCAEHNN

51 ApxuTeKkTypa BblYNCNUTENBHbIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TEXHOMOrmum,
BbluncnutenbHon cetn. Knaccmndukaumsa ceten no tononormn. Tononorus OBLLAA LLNHA.

52 ApXUTEKTYpa BbIYNCNIUTENBHbIX CETEN, OCHOBHbIE onpeaeneHus: ceteBon OC, ceTeBON TEXHOMOMM,
BbluncnutenbHon cetn. Knaccmndukaumsa ceten no tononormn. Tononorus 3BE3OA.

53 ApXUTEKTYpa BbIYNCIUTENBHbIX CETEN, OCHOBHbIE onpeaeneHus: ceteBon OC, ceTeBON TEXHOMOIMM,
BbluncnutensHon cetu. Knaccudpumkaumsa ceten no tononorun. Tononorua KOJIbLIO.

54 Apxutektypa ceten. BeluncnuteneHasa mogens OSIl. OcHOBHble onpegeneHnsi, HasHavyeHne, OCHOBHbIE
NPOTOKOSbI, €ANHULEI 06MeHa UHOPMaLMEN.

55 ApxuTekTypa ceten. BoluncnutensHasa mogens OSl. ®dusmdeckuin yposeHb. [poBoaHble n 6ecnpoBoHble
cpedbl nepejayn AaHHbIX.

56 ApxuTekTypa ceten. BoluncnutensHasa mogens OSl. dusmnyeckuin yposeHb. MeToapsl gocTyna k cpege
nepegayn gaHHbIX. [leTepMnHMpoBaHHbIe METOAbI 4OCTYNa.

57 ApxutekTtypa ceTen. BolumcnutensHasa mogens OSI. dusmyeckunn ypoBeHb. MeToabl gocTtyna K cpene
nepegayv gaHHbIX. HegetepmuHmpoBaHHble MeToabl focTtyna. Metoabl goctyna Ethernet n Gigablt Ethernet.

58 ApxuTekTypa ceten. BoluncnutensHasa mogens OSI. dusmnyeckuin yposeHb. MeToasl 4ocTyna k cpege
nepegayv gaHHbIX, Buabl, onpegenexus. Metog goctyna ARCnet.

59 ApxuTekTypa ceten. BoluncnutensHasa mogens OSI. dusmnyeckuin yposeHb. MeToapsl 4ocTyna k cpege
nepefadn gaHHbIX, BUAbI, onpegeneHus. Metoabl goctyna Token-Ring n FDDI.

60 ApxutekTtypa ceTen. BoiumcnurtensHasa mogens OSI. KaHanbHbIN ypoBeHb. YHKLMM KaHANbHOMO YPOBHS.
AnnapaTHble 1 annapaTHO-NporpamMmMHbIX CpeacTBa (ceTeBas KapTa, NMOBTOPUTENM, KOHLLEHTPaTopbl).

61 ApxuTekTtypa ceten. BoluncnutensHasa mogens OS|. KaHanbHbIN ypoBeHb. PYHKLUMM KaHaNbHOro YPOBHS.
AnnapaTHble 1 annapaTHO-NPorpamMmmMHbIX cpeacTsa (KOMMyTaTopbl, MapLUPYTU3aToOpbl, CETEBOW MOCT).

62 Apxutektypa ceten. BoluncnutensHasa mogens OSI. CeTeBol ypoBeHb, Ha3HavYeHWe, NPOTOKOSbHAsA eanHmLa
OaHHbIX.

63 ApxutekTtypa ceTen. BoluncnmtensHas mogens OSI. TpaHCNOPTHbIN, CEaHCOBLIN, NPEACTAaBUTENLCKUN U
NPVKIagHoON ypOBHMW: Ha3HayYeHne, OyHKUUN.

64 CraHgapTbl 1 cTekn npoTtokonos. Ctek npotokonos TCP/IP, oCHOBHbIE YPOBHM, (PYHKLMM YPOBHEN

65 CeteBoe IMO. Undposon IP-agpec. IP-agpec n MAC-agpec — popma B3anmogencTeus, popma
npeacTaBreHns.

66 CeTteBoe 0. DNS-cuctema, cnyxba gomeHHbIx UMEH. DNS agpec, cnocob hopmmnpoBaHus, npumepsi.

67 O6nayHble cepBuchl 1 BbluncrneHus. Moaenu o6nayHbiX BbIMUCIEHWUIA.

68 Cnocobbl 1 cpeacTea 3awuThl MHopMaumm B ceTax. Knaccndukaums ceteBbix aTak.

5.2.2 TunoBble TeCTOBbIEe 3a4aHus

He npepycmoTpeHo
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3aA4aHNA (3aAayuu, KEUChbl)

1. BbiBecTn umeHa, pasmep, gaty cos3ganus n atpnbytsl dannos katanora Windows nosagaHHOMY yCIOBUIO
oTtbopa.
2. OnpepenuTtb IP-agpeca koMnbloTepa No ero JOMEHHOMY agpecy M Knaccy nonydeHHoro |IP-agpeca.

5.3 MeToau4yeckue matepuarnbl, onpegensilowme npoueaypbl OLeHUBaHUA 3HaHUN, YMEHUN, BNageHMn (HaBbIKOB
1 (MNK) NPaKTU4YeCKOro onbIiTa JeATeNIbHOCTH)

5.3.1 YcnoBusa gonycka oby4arowerocs kK npoMeXxyTo4HOM aTTecTauum U NopsaaokK NIMKBMAALIMW akaAaeMU4ecKomn
3a40/MKEeHHOCTHU

lMpoBeaeHve NPOMEXYTOYHOM aTTecTauMmn pernameHTMpOBaHO NoKanbHbIM HOPMaTUBHbLIM aktom CI6IMYIMTA
«[lMonoxeHne 0 NpoBeAeHNM TEKYLLEro KOHTPOMNS YCNeBaeMOCTU 1 NPOMEXYTOYHOW aTTecTauumn oby4datoLLmxcsa»




5.3.2 ®opma npoBeaeHUsi NPOMEXYTOYHOM aTTecTauMm nNo AucumnsiMHe

YcTHas +

NncbmeHHas

KOMﬂbPOTepHOG TecTnpoBaHue

5.3.3 Ocob6eHHOCTM NpOBeAEHUs NPOMEXYTOYHOW aTTecTauum No ANCLUUNIINHe

BpeMﬂ Ha NoAroToBKY K YCTHOMY cobecepnoBaHuio coctaenseT 30 MUHYT;

BbinonHeHue kenc-3agaHus OCyLeCTBIAEeTCA Ha KoMNnbloTepe 3a 60 MUHYT.

NHas +

6. YYHEBHO-METOAMYECKOE U UH®OPMALIMOHHOE OBECNEYEHUE OUCLUUNIUHBI
6.1 YyebHasa nutepartypa

ABTOp

3arnasve

MN3paTenbcTBO

| [og nspaHus |

Ccblinka

6.1.1 OcHoBHas y4yebHas nutepaTtypa

Kypsuun, I'. B. OnepaunoHHas cuctema Mocksa: VIHTepHeT- http://www.iprbooksh
UNIX YHuBepcuTeT op.ru/97557.html
MHopMaunoHHbIX 2020
TexHonorun (MHTYUT),
An NMn Ap Meguna
Hasapos, C. B., CoBpeMeHHble Mocksa, Capartos: http://www.iprbooksh
LLvpokos, A. U. ornepaumoHHble CUCTEMbI NHTepHeT-YHuBEpCUTET op.ru/89474.html
MHopMaunoHHbIX 2020
TexHonorun (MHTYUT),
An NMn Ap Meguna
Casenbes, A. O. Pewenunsa Microsoft ans Mockea, CapaTos: https://www.iprbooks
BupTyanusauuu UT- UHTepHeT-YHuBEpCUTET hop.ru/89472.html
UHPPACTPYKTYpbI WHopMaunoHHbIX 2020
npeanpusaTui TexHonorun (MHTYWUT),
Awn MNun Ap Meana
BuHokypos, U. B. CeTn 1 TenekoMmyHuKaumm Mockea: Avi Mt Ap Meaua 2022 E’:)tis,ﬂ/]//\qv;/vsvgé%rt;ﬁ%l?s
ApTiowieHko, B. B., KomMnbloTepHble ceTu 1 Hosocubupck: http://www.iprbooksh
HukynuH, A. B. TenekoMMyHuKaumm Hosocubupckuin op.ru/99345.html
rocyaapCTBEeHHbIN 2020
TEXHUYECKNIA
yHUBEpcUTET
6.1.2 [lononHuTenbHas y4yebHas nutepaTypa
Monos, A. A., OnepaunoHHble cUCTEMBI KpacHosipck: Cubupckui http://www.iprbooksh
LLlaTanoa, M. C., Focy,D,apCTBeHHbIIZ op.ru/107209.htm|
Mactok, M. A., YHUBEPCUTET HayKu 1 2020
JOoppep, I". A. TEXHOMNOINI VMEHN
akagemuka M. @.
PelweTHeBa
CyxaHoB M. b. OnepaunoHHbIe CUCTEMBI, http://publish.sutd.ru/
CeTU N TENEeKOMMYHMKaLUn Cho.: CrierynTtg 2015 tp_ext_inf_publish.ph
p?id=2774

6.2 NepeyveHb NnpocdheccuoHanbHbIX 6a3 AaHHbIX U MH(OPMaLMOHHO-CNPaBOYHbIX CUCTEM

MudopmaumoHHas cuctema «EgnHoe okHo goctyna k obpasoBaTtenbHbiM pecypcam. Pasgen. MHdopmatuka un
MHOPMaLUMOHHbIE TEXHONOrMNY [AnekTpoHHbI pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6
OneKkTpoHHO-6MbnuoTeyHas cuctema IPRbooks [3nekTpoHHbIn pecypc]. URL: http://www.iprbookshop.ru/

6.3 NepeyveHb NULEH3MOHHOIo N CBO60AHO pacnpPoOCTPaHAEMOro NporpaMmMHoOro oéecnevyeHus
Microsoft Windows 10 Pro
OfficeStd 2016 RUS OLP NL Acdmc
Oracle VM VirtualBox

6.4 OnucaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HEO6X0AMMOM ANA OCYLIEeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsivHe

AyauTtopusi

OcHalleHune

KomMnbloTepHbI kKnacc

MynbTumeauitHoe ob6opyaoBaHue, KOMMNbIOTEPHAA TEXHMKE C BO3MOXHOCTbLIO MOAKMIOYEHUS K
cetn «MHTepHeT» 1 oBecneyeHrem AOCTynNa B 3MEKTPOHHYIO MHAOPMALMOHHO-

06paaoBaTen bHYIO Cpeany

JNlekynoHHas
ayautopus

My]’leVIMe,D.VIIZHOG o6opy,qosaH|/|e, cneunanmsanpoBaHHada mebenb, gocka
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