MuHMCTEPCTBO Hayku 1 BbicLlero obpasoaHusa Poccuiickon ®enepaunm
denepanbHoe rocyaapcTBeHHoe GrogxeTHoe obpasoBaTenbHoe yupexaeHue
BbiCLLEro obpasoBaHus
«CaHkT-lNeTepbyprckmii rocyqapCTBEHHbIN YHUBEPCUTET MPOMBILLIIEHHBLIX TEXHONOMMI U AM3anHay
(cnerynta)

YTBEPXOAIO

MepBbIN NPOPEKTOp, MPOPEKTOP
no YP

,@ A.E. PyauH

Pa6o4yasa nporpamma guUCLUUNNUHBI

51.0.07 | OnepaunoHHbIEe CUCTEMBI, CETU U TENEKOMMYHMKaLnn

Y4ebHbIl nnaH: 2025-2026 09.03.03 MUTA ML OO Ne1-1-8.plx

Kadbenpa: | 33 | LindpoBbix n agauTUBHBLIX TEXHONOIIA

HanpaBneHue noaroToBku:
(cneunanbHOCTD)

09.03.03 lMNpuknagHasa nHdopmaTrka

Mpodmnb noaroToBKuM: MpuvknagHas nHopmaTuka B An3anHe
(cneunanusaums)

YpoBeHb oGpasoBaHus:  Gakanaepuat

dopma 06y4eHus: OYHas!

MnaH yye6HOro npouecca

KoHTakTHasa pabota j

Cemectp ofvuamixea Cawm. KoHTporb, Tpyooé dopma )

MKOCTb, NPOMEXYTOYHOM

(kype Ansa 3A0) | 1ovium 325:1&' pa6oTa yac. AT eoram
! = = - 2 2 0 Ok3ameH

P 32 32 125 27 6
Utoro ML 32 32 125 27 6
P 32 32 125 27 6

CaHkT-lNeTepbypr
2025



Pabo4as nporpamma gncumnnuHbl COCTaBneHa B COOTBETCTBUM € dpeeparnbHbIM rocyaapCcTBEHHbIM 06pa3oBaTenbHbIM
CTaHAapToM Bbicllero obpasoBaHusa no HanpasneHuto nogrotoskn 09.03.03 MNpuknagHas nHopmaTuka,
YTBEPXKAEHHBIM Npukaszom MuHobpHaykm Poccum ot 19.09.2017 r. Ne 922

CocrtaButensb (1):

[oueHT JlebepneBa CBeTnaHa
BukTopoBHa

Crapwwui npenogaeaTenb 3BepeB Bnagncnas
Butansesuy

Ot kadbeapbl cocTaBuTens: CouwHnkoB AHTOH

3aBepyowmn kageapon LMpoBbIX 1 aganTUBHBIX Bnagumuposuy

TexXHoONornm

Ot BbINycKatoLlen kadeapbi: CoLUHMKOB AHTOH

3aBepyowmn kagenpom Bnagumuposuy

MeToaunyeckunn otaen:




1 BBEOEHME K PABOYEW NPOrPAMME OUCLUMNIIUHbI

1.1 Uenb gaucuunnuubl: CdhopmmpoBaTb KOMNeTeHuMn obydaroulerocs o6 OCHOBHbIX MPUHLMMNAX OpraHusauum
OonepaLMOHHbLIX CUCTEM. U KOMIMbIOTEPHBIX CETEN

1.2 3apgauv AMcUMNUHbI:

OenageHne oby4valonm TeopeTnyecknx ceefeHns o6 apxutektype, yHKUUSIX, MpoLeccax U CUCTEMHLIX Cnyxbax
onepaunoHHbIX CUCTEM;

M3yyeHne koHUeNnuumn pacnpenenéHHon obpaboTku;

YMeHue onpegeneHuss meponpusatuid no  obecneyeHuto unHdopMauuoHHoK 6He3onacHoCcTW, AMarHOCTUKM W
BOCCTaHOBJIEHNSA ONepaLOHHON CUCTEMBI NMOCIE OTKA30B;

Bblpabotka HaBblkOB MO ynpaBneHWio (YHKUMOHMPOBAHMEM OMEepauMoOHHON CUCTEMOW ANns  OpraHusaummn
3(PPEKTUBHDBIX BbIYUCIIUTENBHBIX MPOLIECCOB B WHMOPMAUMOHHBLIX CUCTEMAX PasfMYHOro HasHayveHusl, obecneveHus
MHpopMaLMOHHOM 6e30MacHOCTH, 3awuThl OT CO0EB M OTKA30B, aAMUHUCTPUPOBAHMWS BbIYUCIIUTENbHBIX CUCTEM.

1.3 TpeboBaHus Kk NnpeaBapuTENbLHOMN NOAroTOBKe 00yyYaroLeroca:
MpepBapuTenbHasi NOAroTOBKa NpegnonaraeT co3gaHne OCHOBbI Anst GOpMMPOBaHMA KOMMNETEHUMIA, YKa3aHHbIX B M.
2, NpY N3y4eHUN OUCLIUNIIUH:

OucumnnuHa 6asvpyeTcs Ha KOMMNeTeHUUAX, CPOPMUPOBaHHbIX Ha NpeabidyLLeM YpoBHe 0GpasoBaHms.

2 KOMMNETEHUMN OBYYAIOLLUEIrOCA, POPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA AUCLUNIUHDbI

OlNK-2: Cnoco6eH noHuMaTb NPUHLUUNbI Pa60Tbl COBPeMeHHbIX NH(OPMaLMOHHbIX TEXHOJIOTMW U NPOrpaMMHbIX
cpeAacTB, B TOM YMCIle OTe4eCTBEHHOro NPOoM3BOACTBA, U UCNONb30BaTb UX NPU pelleHun 3agay npodeccuoHanLHomn
heATenbHOCTH;

3HaTb: TeOpeTVI‘-IeCKVIe OCHOBbI NOCTPOEHUA N beHKLI,VIOHVIpOBaHVIﬂ onepaunoOHHbIX CUCTEM, X HA3Ha4YeHne n q3yHKLI,VIVI.

YMeTb: Vicnonb3oBaTb pasnuyHble onepauyoHHbIe CUCTEMbI U CO3A4aTb KOMaHaHble daiinbl ¢ UCNONb3oBaHMEM YNPaBMALLNX
KOHCTPYKLIMIA; BbIBMpaTb U OLEHWBATbL apXUTEKTYPY BbIYUCIUTENbHBLIX CUCTEM, CETel M CUCTEM TerneKOMMYHUKaLUin 1 unx
noAcuUcTem.

BnageTb: HaBbikamu aHanusa n oueHKU adeKTMBHOCTU yHKLMOHMpPoBaHus OC 1 ee KOMMOHEHTOB; HaBblkaMu paboThl B
COBPEMEHHOW NPOrpaMMHO-TEXHUYECKON Cpeie B PasfnyHbIX OnepaLMoHHbIX CUCTEeMaX 1 CeTAX.

OlNK-4: CnocobeH yyacTBOBaThb B pa3paboTke cTaHAAPTOB, HOPM U NpaBuIl, a TaKXKe TEXHUMYECKOM AOKYMeHTaLum,
CBsiI3aHHOM C Npod)ecCNOHaNbHOWN [EeATEeNbHOCTbLIO;

3HaTtb: TexHuyeckue XapakTepucTtukn, KOHCTPYKTUBHbIE 0COBEHHOCTWN, HasHadeHue wu ycnoBua  3Kkcnnyartauumn
BbIYNCIINTENBHON TEXHUKN.

YmMeTb: [Nonb3oBaTbca cneumansHbIMU NPOrpaMMHbIMU CpeaCcTBaMU ANs peLleHns npodeccuoHarnbHbIX 3agau.
BnapeTb: HaBbikamun paboTbl C TEXHUYECKOW JOKYMEHTaLMEN.

OlK-5: Cnoco6eH MHcTannMpoBaTh NporpaMmMHoOe U annapaTtHoe obecneyeHue Anst UHPOPMaLMOHHBIX U
aBTOMaTU3NPOBAHHLIX CUCTEM;

3HaTtb: CTPYyKTYpy 1 apXUTEKTYPY COBPEMEHHbLIX ONMEPAaLMOHHbIX CUCTEM; TEOPETUYECKNE OCHOBbLI HAaCTPOWKM U ONTUMU3aLnn
paboTtbl OC.

YmMmeTb: [lonb3oBatbes MHCTpYMEHTalnbHbIMKA CpeacTBamMun OC, craButb " pewaTtb 3agavdn agMUHUCTPUPOBAHUA WU
KOHCbVII'ypVIpOBaHVIFl onepaynoHHbIX CUCTEM.

BnapeTtb: HaBblkamMu wMHCTannauMM MpoOrpaMMHOrO W anmnapaTtHoOro obecrneyeHuss C MNpUMEHEHMEM MeTOAOB 3alluThbl
MHopmaLmu.

3 PE3YJIbTATbI OBYYEHUA NO AUCUUNNUHE
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Pasgen 1. OcHoBHble KOHLeNLUun 6a3oBoro
nporpammHoro obecneyveHus (brNO)

Tema 1. Tema 1. Onpegenexve, Ha3Ha4YeHue,
knaccudukaunsa brNO. Onpegenenue,
HasHa4yeHue 1 PYHKLUN onepaLMoHHOM
cuctembl. Isontouun OC, 3BM u IMK. 1
MpakTnyeckue 3aHatusa: Apxutektypa NK
(ABI/API). NMogcuctembl win32, posix, WSL.
MepcoHanmsauuna OC ¢ nomoLbto
rpacmyeckoro nonbL30BaTENbLCKOro
uUHTepdenca

Nsonauma gedektos 3arpy3km OC




Tema 2. Tema 2. Knaccudgukaums OC.
CoBpemeHHble OC, OCHOBHble
XapaKTePUCTUKN, OCOBEHHOCTU NPUMEHEHMUS,
annapaTHas nnatdgopma. TeHaeHumm
pa3suTtusa OC. OC nocnegHero NoKoneHusl.
MpakTuyeckune 3aHATUNA: YnpaBneHve
Toukamum otkaTa OC, co3gaHune pasgena
BOCCTaHOBIIEHUS, CO3[aHNS 3arpy304HOro
obpasa Ha CbeMHOM HocuTEne.

PasgeneHne anckoBbix ycTporcTs discpart.

Pasgen 2. OcHoBHbIE KOHLENLUUK
coBpemeHHbIx OC.

12

nn

Tema 3. Apxutektypa onepawmoHHbIX
cnctem. OcHoBHbIe kKoMMNoHeHTLI OC: aapo,
BCnoMoraTternbHble moaynu. MHorocnoriHas
cTpykTypa sagpa OC ApxmTeKkTypHble
ocobeHHocTn OC. BupTyarnbHble MallUHbI.
lMpakTnyeckme 3aHATUS: TexHonornm
BupTyanusaunm BM, koHTenHepbl DOCKER.
PecypcHas mogenb, cneuunduka
KoHTenHepoB n BM (sgpa OC). Cpeacteo
MoHuTopuHra (btop, top).

Tema 4. YnpasneHue npoueccamu. MNoHsaTre
npotiecca. brnok ynpaBneHus npoLeccamu.
CocTtosiHme npoueccos. NnaHnpoBaHmne
npoLLeccoB, anropuTMbl NiaHUPOBaHMUS
npoLIeCCoB.

MpakTtnyeckme 3aHaTms: KomaHaneTs!,
yrnpaBneHne KOMMbITEPOM C NOMOLLbIO
TepMmuHana. iHTepnpetaTtop KOMaH4HOM
ctpokn OC Windows: cosgaHne KoMmaHaHbIX
gannos. PaboTta ¢ komaHaamm A5ist KOHTPOrs
CUCTEMHBbIX PECYPCOB.

12

nn

Tema 5. lNMpoueccohl 1 NOTOKN.

KoHTekcT 1 geckpmnTop npotecca.
Mpoueccobl, NOTOKM N HUTU. OCHOBHbIE
MOHSITUS N XapaKTEPUCTUKM.

MpakTnyeckme 3aHATUSA: YCTaHOBKa rOCTEBOM
onepaumoHHoN cuctembl U3 1ISO-obpasa ¢
NOMOLLIbIO NPOrpamMmbl, OCHOBHbLIE
npenmMyLlectsa n HegocTaTku BM,
knaccudukaumna Hactpoek BM (hyper-v,
Bios/UEFI, WSL).

12

nn

12

nn

Tema 6. lNoHaTHe (hannoBon cUCTEMBI.
HasHa4deHue, noruyeckas opraHusaLms.
Crtpykrypa ®C. Jlornyeckas opraHmsaums
OC. BydepHbin nyn.. Apxutektypbl ®C.
MpakTnyeckue 3aHatua: KomaHgneTsl,
yrnpaBneHne KOMMbITEPOM C NOMOLLbIO
TepmuHana. dannoeasa cuctema OC UNIX.
OC Linux. Cpegctso moHuTopuHra (btop,

top).

Tema 7. lNoHaTne channa.

OnpegeneHue, OCHOBHbIE CTPYKTYPbI
dannos.

OcHoBHble Tunbl harnos. Jlornveckas u
dmanyeckas opraHmsaumsa annos.
MpakTnyeckme 3aHaTus: KomaHaneTs!,
yrnpaBneHne KOMMbITEPOM C NOMOLLbIO
TepMmuHana. dannosas cuctema . OC Linux.
CpegacTtBo MmoHuTOpUHra (btop, top).

12

nn

Pasgen 3. CeTu 1 TenekoMmyHuKauum

10

nn




Tema 8. Apxutektypa Bbl4UCIIUTENBHbIX
ceTtein. OCHOBHas TEPMUHOSIOTUS.
Knaccudmkaumsi KOMNbOTEPHbLIX CETEN.
Tononorus cetn. Knaccudpumkauna ceten no
TOMonoruu.

MpakTnyeckme 3aHaTMs: [NocTpoeHne
TOMNOMOrMKN NoKanbHOW BbIMUCINTENBHON
ceTu. lNpakTnyeckoe nNnpuMeHeHue
npoTtokonioB mogenu OSI, SSH coeanHeHue,
npumeHeHve SSH (bandit).

Tema 9. Apxutektypa ceTen.
BbluncnurensHas mogens OSI.
MpakTnyeckme 3aHaTUS: MNpuMeHeHne
komaHg OC Windows ansa paboTsl ¢ 4 2 10 nn
KomMmnbloTepHom ceTblo.  Komangpl ipconfig,
ping n getmac, traceroute, nslookup, netsh/ip:
nosfiy4yeHve cnpaBovYHOM MHOpMaLMN.

Tema 10. CtaHgapTbl M CTEKM NPOTOKOMOB
ApxutekTtypa cteka npotokonos Microsoft
TCP/IP. Undposon IP-agpec. [IoMEHHbIN
(cumBonbHbIN) agpec. Cnyxb6a JOMEHHbIX
nmMéH (DNS). ®opmat coobLueHni n
nepapxmna DNS. ObnayHble cepBuChI,
BblYMCIEHUA 1 TexHonorun. Mogenu
06nayHbIX BbIYUCTIEHUN.

MpakTunyeckme 3aHaTUs: [poBepka
coeanHeHun B ceTtax. OnpenenexHue IP-
agpeca KomnbloTepa no ero JOMeHHOMY
aZpecy u knacca nony4yeHHoro IP-agpeca. 2 4 12 Un
Onpepenenune IP-agpeca Beb-cepBepa no
ero joMeHHoMmy agpecy. OnpegeneHue
Ha3BaHus ceTeBoro agantepa n ero MAC-
agpeca. Paborta ¢ channosbiM cepBepoM 1
ceTeBbIMU Nankamu Ha HeM. lNepexog Ha FTP
-cepBep, nonyyeHune nHgopmMaLmm o
CTPYKTYype nanok, KonmpoBaHne ansnos c
FTP-cepBepa.

Bbirpyska/aarpy3ka B obnayHble XpaHunuia
N Ha nokKarbHbIA HOCUTESNb Kaknx-nnbo
NPOEKTOB WX PEMNO3UTOPUEB C MOMOLLIIO
git/curl, VPN, P2P connection, OpenVpn,

Tema 11. Be3onacHOCTb B KOMMbIOTEPHbIX
ceTax. Cnocobbl 1 cpeacTea 3almThbl
uHcpopmauum B cetax. LLncposaHue.
AnroputMbl LUNPOBaHNA. DNeKTPOHHas
umdpoBas NoANUCH.

MpakTnyeckme 3aHaTUs: NpakTuyeckoe
npumeHeHne npotokonos, DH (https), 3awuTa
OT ceTeBbIX yrpo3 (dhunbTpsl), (addblock),
ids/ips, obnayHble B, xoctuHr FireBase,
PFS (Perfect forward secrecy).

Utoro B cemecTpe (Ha kypce ansa 3A0) 32 32 125

KoHcynbTaumm 1 npoMexyToyHasi aTTectaums

(Ok3ameH) 2,5 24,5

Bcero koHTakTHas paborta n CP no

OUCLMMIHE 66,5 149,5

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTnpoBaHue y4ebHbIM NnaHoM He NpeaycMoTpeHo

5. ®OH[} OLIEHOYHbIX CPEACTB AN NPOBEAEHUA NPOMEXYTOYHOWU ATTECTALIMKU

5.1 OnucaHue nokasarenen, KpUTEPMEB U CUCTEMbI OLLeHUBaHUSA pe3yibTaToB 0by4yeHus
5.1.1 NMokasaTtenu oueHMBaHUSA




Koa

lMokasaTenu oueHnBaHUA pe3ynbTaToB O6y‘-IeHVIF|

HanmeHoBaHWe oueHOYHOro

KOMMeTeHuun cpencTea
Bonpockl ycTHOro
O6ocHOBbIBAET (hYHKUMOHANBHOE Ha3HAYeHNE OnepauUMOHHBLIX CUCTEM cOBECE0BAHMS
Ans pewerns npodeccnoHarnbHbIX 3a4a4 U COBMECTMMOCTL C '
NpYKagHbIM NporpaMmMHbIM obecnevyeHnem.
OrlK-2 PaspabatbiBaeT KomaHaHbIN hann ans paboTel ¢ hannamu.
MpakTnko-opMeHTUpOBaHHbIE
. . 3apaHu4.
MpoBoANUT cpaBHUTENBHbLIV aHanua Bo3MoxxHocTen OC ans pelleHns
3apadv 13 npodeccnoHanbHOM 00nacTu; packpbiBaeT anropuTm MDAKTUKO-ODMEHTUDOBAHHEIE
OeNCTBUIA B 3aBMCMMOCTU OT Cpeabl paboThl. P P P
3afaHu4.
dopmMynmMpyeT OCHOBHbIE XapaKTEPUCTUKM U PYHKLMOHATbHbIE Bonpockl ycTHOro
KOHCTPYKTUBHbIE OCOOEHHOCTN BbIYUCTTUTENBHON TEXHUKMN. cobecepoBaHus.
OnNK-4 PackpbiBaeT yHKUMOHaNbHbIE BO3MOXHOCTM COBPEMEHHOIO MpakTnko-opMeHTUpPOBaHHbIE
nporpaMmmMmHoro obecneyeHnst 4nsi pelweHns npodeccrmoHanbHbIX 3agay. 3apaHus.
[leMOHCTpMpyeT OCHOBHbIE NOAXOAbI K paboTe C TEXHUYECKOW MpakTnko-opMeHTUpPOBaHHbIE
OOKyMeHTaLumen. 3agaHus.
dopmynumpyeT HasHavyeHne n ocHoBHble yHkumn OC, naet Bonpochkl ycTHOro
knaccudmkaumio coBpemeHHbIx OC 1 0bnactu ux NnpuMeHeHus; cobecefoBaHus.
dopmynmpyeT NpUHLMMNbLI POPMUPOBAHMS apXUTEKTYPbI Pa3fyHbIX
onepaumoHHbIX CUCTEM; NEPEYNCTIAET OCHOBHbIE MEXAHN3MbI
ynpaBneHnsi pecypcamm BbIYUCIUTENbHOW CUCTEMBI.
OrK-5 [MpaKkTKo-OpNEHTUPOBAHHLIE

BobinonHset HacTponky OC, yuutbiBass 0cob6eHHOCTU paboThl B
KOHKpPETHOW onepaLmoHHON CUcTeMe; co3faeT KoMaHaHble dhansbl ¢
NCMonb30BaHNEM YNPaBASOLWMX KOHCTPYKLMA.

MpumeHsieT meToabl NpocTeniweit 3awuTtsl MK npu paboTe B IBC 1 MBC.

3adaHn4.

MpaKTUKo-OpUEHTUPOBaHHbIE
3agaHus.

5.1.2 Cuctema u KpuTepum oLeHUBaHUSA

LWkana oueHnBaHus

KpI/ITepI/II/I oueHnBaHuA CCbOpMI/lpOBaHHOCTI/I KoMneTeHuunmn

YcTHoe cobecenoBaHune

MucbmeHHasn paboTa

5 (oTnun4HO)

MonHbIN, ncYepnbiBalOLUN OTBET, SBHO
OEeMOHCTpUpYoLLMIA rnybokoe noHMMaHue
npegMeTa 1 LUMPOKYHO 3pYANLNIO B
oueHuBaeMon obnactu. Kputnyeckui,
OpuUrMHanbeHbIM NOAXOA K MaTepuany.

TpeboBaHMUsAM.

cemecTpa.

KayecTBO UCMNOMHEHWsI BCEX 3MEMEHTOB
3aaHnd NOJIHOCTbKO COOTBETCTBYET BCEM

YuuTbiBatoTCA 6ansbl, HAKOMNMEHHbIE B TEYEHME




YuuTbiBatoTCA 6ansbl, HAKOMNMEHHbIE B
TeYyeHune cemecTpa.

4 (xopoLwuo)

OTBET NOMHbINA, OCHOBAHHbIN Ha
npopaboTke Bcex 00a3aTenbHbIX
WUCTOYHUKOB MHGopMaumn. MNMoaxoa K
mMaTepuany OTBETCTBEHHbIW, HO
CTaHOapTHbIN. YuutbiBatoTcs
HaKOMJMEHHbIE B TEYEHNE CEMECTpa.

6annbl,

MHﬂMBM,D,yaJ'IbHOG 3afaHne BbINOJIHEHO B
0OCTaTO4HOM 06beMe, HO orpaHmn4vmBaeTca
TOJIbKO OCHOBHbIMU NMOOXO04aMU.

YuuTbiBatoTCA 6ansbl, HAKOMNMEHHbIE B TEYEHME
cemecTpa.

3 (yooBneTBOpUTENbHO)

OTBeT BOCNPOU3BOAUT B OCHOBHOM TOSbKO
NeKUMOHHbIe MaTepuansl, 6e3
camocTosiTensbHon paboTbl C
pekoMeHA0BaHHOW NuTepaTypoun.
JdemoHCTpupyeT noHnmaHve npegmeTa B
uerom, 6e3 yrnybneHus B getanu.
MpucyTCTBYIOT CyLLeCTBEHHbIE OLIMOKM Un
npo6enbl B 3HaHWSX MO HEKOTOPbIM TEMaM.
YuutbiBaloTca 6annbl, HAKOMNEHHbIE B
TeyeHWe ceMecTpa

3agaHve BbINOMHEHO NOSIHOCTbLIO, HO B pa60Te
€CTb OTAellbHble CyUleCTBEHHbIe owmnbku, Nnbo
Ka4yeCTBO npeactaBlieHnA pa6OTbI HU3Koe,
nmnéo pa60Ta npeacTtaBrieHa ¢ ono3gaHnem.
YuunTbiBatoTCA 6annbl, HAKOMNMEHHbIE B TEYEHME
cemecTpa.

2 (HeynoBnNEeTBOPUTENBHO)

HecnocobHocTb 0TBETUTL Ha Bonpoc 6e3
nomoLy ak3ameHaTopa. HeaHaHue
3HAYUTENbHOWN YacTu NPYHUUAMANBHO
BaXXHbIX 31IEMEHTOB AUCLIMMNIUHBI.
MHorouncneHHble rpybble owmndKu.

He yuutbiBatoTcst 6annbl, HaKONMEHHbIE B
TeyeHue cemecTpa.

OTcyTCTBME OAHOMO UMW HECKOSbKMX
0653aTenbHbIX ANIEMEHTOB 3aAaHus, Nnbo
MHOroumcreHHble rpybbie owmnbkm B paboTe,
nnbéo rpyboe HapyLleHne npasun ohopMIeHns
UNn CPoKOB NpeacTaBneHns paboThbl.

He yuutbiBatoTcst 6annbl, HaKONMEHHbIE B
TeyeHue cemecTpa.

5.2 TunoBble KOHTPOJIbHbIE 3alaHUSA UMK UHbIE MaTepuarnbl, HeOOXoAUMbIe ANA OL,eHKU 3HaHUW, YMEHUH,
HaBbIKOB U (UNK) onbiTa AEATENbLHOCTU
5.2.1 MNepeyeHb KOHTPOSbHbIX BONPOCOB

Ne n/n | PopMynnpoBKM BONpOCOB
Cemectp 1

1 Cnocobbl 1 cpeacTea 3awmuThl MHopMaumm B ceTax. Knaccndukaums ceteBbix aTak.

2 O6nayHble cepBuCbl 1 BbluncneHus. Mogenu o6nayHbIX BbIMUCIIEHUNA.

3 CeTteBoe 0. DNS-cuctema, cnyxba gomeHHbIx UMEH. DNS agpec, cnocob hopmmnpoBaHus, npumepsi.

4 CeteBoe IMO. Undposon IP-agpec. IP-agpec n MAC-agpec — popma B3anmoaencTens, popma
npeacTaBneHns.

5 CrangapTtbl 1 cTekun npotokonoB. Ctek npoTtokonos TCP/IP, 0CHOBHbIE YPOBHM, (DYHKLMM YPOBHEN

6 ApxutekTtypa ceten. BeluncnuteneHasa mogens OSI. TpaHCNOPTHBIW, CeaHCOBbIV, NPeACcTaBUTENbCKUI U
NPVKIagHON ypOBHMW: Ha3HayYeHne, yHKUNN.

7 ApxuTekTtypa ceTen. BolumcnutensHasa mogenb OSI. CeTeBow ypoBEHb, Ha3Ha4YeHUe, NPOTOKOSbHAs eanHMLa
OaHHbIX.

8 ApxuTekTtypa ceten. BoluncnutensHasa mogens OSl. KaHanbHbIN ypoBeHb. PYHKLUMM KaHaNbHOro yPOBHS.
AnnapaTHble 1 annapaTHO-NPorpamMmmMHbIX cpeacTBa (KOMMyTaTopbl, MapLUPYTU3aTOpbl, CETEBOW MOCT).

9 ApxutekTtypa cetei. BeluncnutensHasa mogens OSI. KaHanbHbIN ypoBeHb. PYHKLMM KAaHANBHOMO YPOBHS.
AnnapaTHble 1 annapaTHO-NporpamMmMHbIX CpeacTBa (ceTeBasi KapTa, NOBTOPUTENM, KOHLLEHTPATOPhI).

10 ApxutekTtypa ceTen. BolumcnutensHasa mogens OSI. dusmyeckuin ypoBeHb. MeToabl gocTtyna K cpefne
nepegayv gaHHbIX, BUuabl, onpegenexus. Metogbl goctyna Token-Ring n FDDI.

11 ApxuTekTtypa ceten. BoluncnutensHasa mogens OSI. dusmnyeckuin yposeHb. MeToasl 4ocTyna k cpeae
nepegauv gaHHbIX, Buabl, onpegenexus. Metog goctyna ARCnet.

12 ApxutekTtypa ceten. BeluncnutensHasa mogens OSI. dusmyecknii yposeHb. MeToabl gocTyna K cpeae
nepegayn gaHHbIXx. HegetepmmHmpoBaHHble MeTogbl foctyna. Metogbl goctyna Ethernet n Gigablt Ethernet.

13 ApxuTekTtypa ceTen. BolumcnutensHasa mogens OSI. dusmyeckunn ypoBeHb. MeToabl gocTtyna K cpene
nepegayv gaHHbiX. [leTepMnHMpoBaHHble MeTOAbl 4OCTyna.

14 ApxuTekTypa ceten. BoluncnutensHasa mogens OSl. dusmdeckuin yposeHb. [poBoaHble n 6ecnpoBoHble
cpeabl Nnepefayn AaHHbIX.

15 Apxutektypa ceten. BeluncnuteneHasa mogens OSIl. OcHOBHble onpegeneHnsi, HasHavyeHne, OCHOBHbIE
NPOTOKONbI, e4MHULBI 0OMeHa MHpopmaLumen.

16 ApxuTeKkTypa BblYNCNUTENBHBIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TeXHOMOru,
BbluucnutenbHon cetn. Knaccmndukaumsa ceten no tononormn. Tononorus KOJIbLO.

17 ApXUTEKTYpa BbIYNCNIUTENBHbIX CETEN, OCHOBHbIE onpeaeneHus: ceteBon OC, ceTeBON TEXHOMOMM,
BbluMcnuTensHon cetu. Knaccudukaumsa ceten no tononoruun. Tononorusa 3BE3OA.

18 ApxuTeKkTypa BblYNCNUTENBHbIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TeXHOMOru,

BbluMcnuTensHon cetu. Knaccudpumkaumsa ceten no tononoruun. Tononormua OBLLAA LUNHA.




ApXVITeKTypa BblYUCNNTENBHbIX CETEN, OCHOBHbIE onpepneneHuna: ceteBoun OC, ceTeBOM TEXHOMNOMNN,

19 BblUMCNuTEenbHom cetn. Knaccmdukaumsa ceten no Mogensm Bbl4UCIIEHUNA

20 ApxutekTtypa BbIUYNCTINTENbHbIX ceten, OCHOBHbIE Onpe/eneHNs: ceteBon OC, ceTeBOIN TEXHOMNOMMHU,
BbluMcnuTensHon cetu. Knaccudumkaumsa ceten no cnocoby pacnpegeneHus pecypcos. [mbpuaHas cetb.

21 ApxutekTtypa BbIYMCTIUTENbHbIX ceten, OCHOBHbIE OnpeaeneHus: ceteBoun OC, ceTeBOM TEXHONOMUN,
BbluMcnuTeneHon cetn. Knaccmdukaums ceten no cnocoby pacnpegenenns pecypcoB. OgHopaHroBas ceTb.
ApXVTEKTYpa BbIYUCNNTENBHbIX CETEN, OCHOBHbIE onpeaeneHus: ceteBo OC, ceTeBON TEXHOMNOMMuU,

22 BbluMcnuTensHon cetu. Knaccudumkaumsa ceten no cnocoby pacnpegeneHus pecypcos. LieHTpanu3oBaHHble
ceTu.

23 ApxutekTtypa BbIYMCTIUTENbHbIX ceTen, OCHOBHble onpegeneHus: ceteson OC, ceTeBOM TEXHOMNOMUN,
BbluMCIUTENbHON ceTu. FnobanbHbie cetn WAN 1 WWAN.

24 ApxuTeKkTypa BblUNCNUTENBHBIX CeTeN, OCHOBHble onpegeneHus. Nopoackue cetn MAN n WMAN.

25 ApxuTekTypa BblYNCNUTENBHbIX CeTEWN, OCHOBHbIe onpegeneHus. JlokanbHble cetn LAN n WLAN.

26 ApxuTeKkTypa BblYNCNNTENBHBIX CETEWN, OCHOBHbIE onpegeneHus. MNepcoHanbHble cetn PAN 1 WPAN.

27 MoHaTtne cdanna. dunsmnyeckas opraHmnsaums annos. MNpenmyLiectTsa n HegOCTaTKM KaXKaoro BMaa.

28 MoHaTme darna. Jlornyeckasi opraHmsaumsi gannos. [locnegoBaTenbHble U MHAEKCUPOBAHHbIE dhalnbl.

29 MoHaTne darina. OcHoBHbIE TUNbI halinos.

30 MoHaTtne cdanna. OcHoBHbIE CTPYKTYpbI hannos. Katanorn, Buabl kKatanoros.

31 MoHaTtne cdannoson cuctemol. Apxutektypbl PC. darinosasa cuctema PC UFS, ocHOBHble 0COGEHHOCTN.

32 MoHaTtne cdannoson cuctembl. Apxutektypbl PC. darinosasa cuctema NTFS.

33 MoHaTtne cdannoson cuctemol. Apxutektypbl PC.OC Windows 9X. [painsepsbl.

34 MoHaTtne cdannoson cuctembl. Apxutektypbl PC. OC FAT.

35 MoHaTne cdannosor cuctembl. BydepHbin nyn.

36 MoHsaTue davinosor cuctembl. CTpyKkTypa hannoson cuctTemsl: TUMbI pa3genos gucka, Tabnuua onucaHus
pasgenos gucka, knactep, MBR, Tabnuua onucaHusa pa3genoB Ancka — OCHOBHbIE NOHATUS.

37 MoHsaTue notoka. MHOronoToYHOCTb. HUTK (BONOKHA).

38 MoHaTue notoka. MHoronotTo4yHocTb. OCHOBHbIE NPEVMYLLECTBA NCMOMb30BaHUS NOTOKOB.

39 MoHsaTue notoka. O4HONOTOYHOCTb Y MHOFONOTOYHOCTb., OCHOBHbIE ONpeaeneHuns.

40 Mopenb npouecca. KoHTeKCT 1 AeckpunTop npoLecca.

41 MoHsaTue npouecca. ANropmMTMbl NNaHMPOBaHMSA NPOLLECCOB. BblTeCHsAOLWME 1 HEBLITECHSAOLLME anropuTMbl
nnaHMpoBaHus.

42 MoHsaTue npouecca. ANropuTMbl NAaHUPOBaHMSA NPOLIECCOB. ANTOPUTMbI, OCHOBaHHbIE HA NpUopuTeTax.

43 MoHsaTue npouecca. ANropuTMbl NAaHUPOBaHUSA NPOLIECCOB. ANTOPUTMbI, OCHOBaHHbIE HA KBAHTOBaHWMW.

44 MoHsaTue npouecca. ANropuTMbl NAaHUPOBaHUSA NPOLIECCOB. ANTOPUTMbI, OCHOBaHHbIE HA KBAHTOBaHWM.

45 MoHaTne npouecca. CocTosiHMe NPOLIECCOB.

46 MoHaTtne agpa. ®PyHkunm sapa. Bektop npepbiBaHms.

47 MoHaTtne agpa. PyHkuum sapa. BYTI.

48 MoHaTtune agpa. ®yHkuum sapa. MNoHaTue npouecca.

49 Apxutektypa OC. OCHOBHblE KOMMOHEHTLI. BupTyanbHble MalunHbl. HaHosapo, rmnepBn3op — OCHOBHbIE
NOHATUA. TuNbl TMNEPBU30POB.

50 Apxutektypa OC. OcHOBHblE KOMMOHEHTLI. BupTyanbHble MalmnHbl. OCHOBHbIE NPUHLMMBLI BUPTYanu3auum.

51 Apxutektypa OC. OcHOBHble KOMMNOHEHTHLI. MoHATNE aapa. Moaenb KNMeHT-cepBepP U MUKPOSAEPHbLIA NOAXOLA.
[oCTOUHCTBa apXMTEKTypbl MUKPOSIAPO.

52 Apxutektypa OC. OcHoBHble koMNOHeHTbl OC. MoHonuTHble cuctembl. OnepaumoHHas cuctema MS-DOS.

53 Apxutektypa OC. NoHsTne agpa. MHorocnowvHasa ctpyktypa OC.

54 Apxutektypa OC. BcnomoratenbHele mogynu OC, kernel mode u user mode.

55 Apxutektypa OC. NoHsaTue agpa. OcHoBHble yHKUUK aapa, kernel mode n user mode.

56 Onpepenexve, HasHa4yeHue, knaccudmkaums brNoO

57 Onpegenexne OC, Ha3HayeHne, OCHOBHble dyHKumm OC.

58 Onpepenenne OC, HasHadeHune. TeHaeHuun passutms OC.

59 Onpepenexve OC, HasHauyeHue. Knaccudmkauma OC. Hocumble OC, OC cmapT-kapT. basosble dyHkumn OC
KapTbl.

60 Onpepenexune OC, HasHauyeHue. Knaccudukauma OC. BetpoeHHble OC. Oc CEHCOPHbIX Y3M0B.

61 Onpegenexne OC, Ha3HayeHMe. Knaccudumkaumsa KOMNbOTEPHBIX CUCTEM MO 0COBEHHOCTAM annapaTHbIX
nnargopm.

62 Onpegenexne OC, Ha3HayeHne, Knaccudpmkaumna OC. Mogaepkka MHOro3agavyHocTy.

63 Onpepenexne, HasHayeHne BIOS.

64 Apxutektypa NK. Baaumocsasb apxutektypbl 1K ¢ OC.




65 ApxuTtektypa lNMK. 3sontouns OC.

66 ApxuTtektypa NK. 3sontoums MMK.

67 Onpepenexne OC, Ha3zHayveHWe, ocHOBHble dyHKummn OC.

68 Onpepenexve, Ha3HayeHue, knaccudmkaums bro.

5.2.2 TunoBbIe TeCcTOBbIe 3a4aHnsA

He npepycmoTpeHo
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3aAaHu1A (3a4ayu, KEUChbl)

1. BbiBecTn umeHa, pasmep, gaty cos3ganus n atpnbytsl dannos katanora Windows nosagaHHOMY yCrOBUIO
oTtbopa.
2. OnpepgenuTtb IP-agpeca komnbloTepa NoO ero 4JOMEeHHOMY agpecy 1 Knaccy nonyyveHHoro |IP-agpeca.

5.3 MeToaunyeckue maTepuansl, onpegensowme npoueaypbl oLeHUBaHUA 3HaHUN, YMEeHUIN, BnageHui (HaBbIKOB
¥ (WnKN) NpPaKTUYeCKOro onbiTa AeATEeNIbHOCTH)

5.3.1 YcnoBus ponycka oby4arowierocs K npoMexyTo4HoM aTTecTaumm U NopsiaoK NMKBMAALMA aKkaAeMM4ecKomn
3a[0MmKEeHHOCTH

MpoBeaeHve NPOMEXYTOYHOWM aTTECTaLUMM pernameHTUpoBaHO NokanbHbIM HOPMaTUBHbLIM aktom CIM6rynTa
«lMonoxeHne 0 NPOBEAEHNN TEKYLLETO KOHTPOMS YCNEBAEMOCTU 1 NPOMEXYTOYHOM aTTecTauum oby4datoLLmMXcs»

5.3.2 ®opma npoBeaeHUsi NPOMEXYTOYHOM aTTecTaluMm No gucumnIiMHe

YcTHas + lMucbMeHHas KomnbloTepHoe TecTupoBaHue WHaga +

5.3.3 OcobeHHOCTH NpoBeAeHUA NPOMEXYTOYHOW aTTecTauum No ANCLUUNIINHe

Bpemsi Ha NoaroToBKy K yCcTHOMY cobecenoBaHuio coctaBnaeT 30 MUHYT;
BbinonHeHue keic-3agaHns OCyLLIECTBNAETCA Ha KoMNbloTepe 3a 60 MUHYT.

6. YYHEBHO-METOAUYECKOE N N(H®OPMALUOHHOE OBECNEYEHUE OUCLUUNIIUHDI
6.1 YyebHasa nutepartypa

ABTOp 3arnasue | MN3paTenbcTBO | [og nspaHus | Ccblinka

6.1.1 OcHoBHas yyebOHas nutepartypa

Kypsuun, I. B. OnepaunoHHas cuctema Mocksa: VHTepHeT- http://www.iprbooksh
UNIX YHuBepcuteT op.ru/97557.html
MHdopmaumoHHbIX 2020
TexHonorum (MHTYUT),
An NMn Ap Meguna
Hasapos, C. B., CoBpeMEHHbIE Mocksa, CapaTos: http://www.iprbooksh
Lnpokos, A. U. ornepaumoHHbIe CUCTEMBI NHTepHeT-YHuBepcuTeT op.ru/89474.html
MHdopmaumoHHbIX 2020
TexHonorun (MHTYUT),
An NMn Ap Meguna
CaBenbes, A. O. PeweHna Microsoft ona Mocksa, CapaTos: https://www.iprbooks
BupTyanusauuu UT- NHTepHeT-YHuBepcnTeT hop.ru/89472.html
UHPPACTPYKTYpbI MHdopmaunoHHbIX 2020
npeanpusTMi TexHonorun (MHTYUT),
An Nun Ap Megna
BuHokypos, U. B. CeTn 1 TenekoMmyHuKaumm Mocksa: Aii v Ap Meaua 2022 Eggsré//\qv;/vsvgé%r%ct)%ll(s
ApTiowweHko, B. B., KoMnbloTepHble ceTu u Hosocnbumpck: http://www.iprbooksh
HukynuH, A. B. TenekoMMyHuKaumm Hosocubupckuin op.ru/99345.htmi
rocy4apCTBEHHbIN 2020
TEXHUYECKUN
yHVUBEpcuTeT

6.1.2 lononHuTenbLHaA y4yebHas nutepaTypa




Monos, A. A., OnepaunoHHbIe CUCTEMBI KpacHosipck: Cubupckui http://www.iprbooksh
Waranos, I. C., rocynapCTBeHHbM opru/107209htm|
Mactok, M. A., YHUBEPCUTET HayKu 1 2020
Hoppep, I'. A. TEXHOOrW UMEHM
akagemuka M. ©.
PeweTHeBa

CyxaHos M. B. OnepauunoHHble CUCTEMBI, http://publish.sutd.ru/

ceTu 1 TeNeKoOMMYHMKauun crne.: crierynrtn 2015 tp_ext_inf_publish.ph

p?id=2774

6.2 NepeyveHb NpocdheccruoHanbHbIX 6a3 AaHHbIX U MH(OPMaLMOHHO-CNPaBOYHbIX CUCTEM

MudopmaumoHHas cuctema «EgnHoe okHo goctyna k obpasoBaTtenbHbiM pecypcam. Pasgen. MHdopmaTtuka un
MHOPMaLMOHHbIE TEXHONOrMNY [AnekTpoHHbI pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6
OneKkTpoHHo-6MbnuoTeyHasa cuctema IPRbooks [3nekTpoHHbIn pecypc]. URL: http://www.iprbookshop.ru/

6.3 NepeyveHb NULEH3MOHHOIo N CBO60AHO pacnpPoOCTPaHAEMOro NporpaMmMHoOro oéecnevyeHus
Microsoft Windows 10 Pro
OfficeStd 2016 RUS OLP NL Acdmc
Oracle VM VirtualBox

6.4 OnucaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HeO6X0AMMOM ANA OCYLIEeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsivHe

AyauTtopusi

OcHalleHune

KomnbloTepHbIn Knacc

MyrnbTuMeauiiHoe 06opyaoBaHNe, KOMMLIOTEPHAsA TEXHUKA C BO3MOXXHOCTBIO MOAKIIOYEHNS K
cet «MHTepHeT» 1 obecneyeHnem JOCTYNa B SMEKTPOHHYIO MHGOPMAaLMOHHO-
obpasoBaTenbHyto cpeay

JNekynoHHas
ayguTopus

MynbTumeauiiHoe o6opyaoBaHue, cneumanusnpoaHHas mebernb, Aocka
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