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1 BBEOEHME K PABOYEW NPOrPAMME OUCLUMNIIUHBI

1.1 Uenb paucuunnuubl: CdopmupoBaTb KoMneTeHUMn obydaiowerocs B o06nactu COBPEMEHHbIX MeTOOOB
aAMVHUCTPUPOBAHUA Y UHCTPYMEHTOB CONPOBOXAEHUA NHAPACTPYKTYPbI UHOKOMMYHUKALMOHHBLIX CUCTEM U CETEN.

1.2 3apgaum gMCUUNNUHbBIL:

- CchopmumpoBaTh NpefcTaBneHne o uensx, 3agadax U 0Co6eHHOCTAX npouecca agMUHUCTPUPOBaHNS U NOSOEPXKKN
COBpPEMEHHbIX U Byaywinx MHPOKOMMYHUKALMOHHBLIX CUCTEM, (DYHKLMOHMPYIOWMX B KavyecTBE TEeXHOMOrM4yeckom OCHOBbI
LMpOBON IKOHOMUYECKOW MOAENMW.

- [losHakoMWUTb C OCHOBHbIMWM MNPOrpaMMHbIMKM  MraTopmamu, npefHasHaYeHHbIMM ANA  NoAAdepXaHus
WMHPPacCTPyKTypbl KOMMNNEKCOB MHPOPMAaLIMOHHBIX CUCTEM U CETEN NPOMBILLIIEHHOIO Ha3Ha4YeHUs.

- OBnagetb COBPEMEHHbIMW  WHCTPYMEHTAMW  LIEHTPanu30BaHHOIO  agMUHUCTPUPOBAHUA UM MeTogamu
B6ecnepeboHOrO CONPOBOXAEHNS KOMMIEKCOB MHMOPMALMOHHBLIX CUCTEM W CeTel, NpefHasHaYeHHbIX AN pelleHus
NpVKNaaHbIX 3agay pasnuyHon CTENEHN CROXHOCTMY.

- BoipaboTaTtb HaBblkM NPOEKTUPOBAHWSA, aHann3a yCTOMYMBOCTU, OLEHKU KBaNMMeTpuUu 1 NnaHMpoBaHMS npouecca
KOMMEKTUBHOMO MCMONb30BaHWS KOMMNNEKCOB MHAPOPMALMOHHbBIX CUCTEM U CETEN, MPUMEHEHNS NPOMbILLNEHHbIX OTPacneBbIX
CTaHAapToB AN obecnevyeHnss UHXMHUPUHIOBOrO N BU3Hec-npoLecca B CNOXHbIX MHPOPMALIMOHHBLIX CUCTEMAX.

1.3 TpeboBaHuA K NpeaBapuTeNbLHON NOAroToBKe OOy4aloLerocs:
MpenBapuTenbHasi NOArOTOBKa NpegnonaraeT co3gaHne OCHOBbLI Anst GOpMMPOBaHMSA KOMMNETEHLMIA, YKa3aHHbLIX B M.
2, MpU U3y4EeHUN OUCLUMIIVH:

OnepaunoHHbIe CUCTEMBI, CETU U TENEKOMMYHUKaL N
Teopusi CUCTEM U CUCTEMHbBIN aHanNM3
AnroputMm3aumsa n nporpaMmMmmpoBaHue
MHdopMaumnoHHbIE CUCTEMBI U TEXHOSOMNN
MporpammHas nHxeHepus

Beb-TexHonorum

MHdopmaumoHHas 6e30nacHOCTb

Paspabotka NT-npoekTa

2 KOMMNETEHLUWU OBYYAIOLWEIOCA, ®OPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OUCLUUNNUHDbI

OMNK-5: Cnoco6eH nHctannupoBaTb NporpaMMHoOe U annapaTHoe o6ecne4vyeHue Ans UHGPOPMALUOHHbLIX U
AdBTOMaTU3NPOBAHHbLIX CUCTEM;

3HaTtb: [MpUHUMNBI NOCTPOEHUS apXUTEKTYpP MHM(OPMALMOHHBIX CUCTEM U ceTel, cnocobbl KOMMMEKCUPOBaHUS KOMMOHEHT
WH(POPMaLIMOHHBIX CUCTEM U CETEN.

YmeTb: anIMeHHTb TeopeTunyeckne 1 npakTtndyeckne 3HaHuda npu Bbl60pe APXUTEKTYP U KOMMNJIEKCUPOBaAHUN COBPEMEHHbIX
VIH(*)OpMaLWIOHHbIX CUCTEM, KOMIIEKCOB U CETEN npu CUCTEMHOM aMWUHUCTPUPOBAHUN.

BnapeTb: HaBblkamu nHcTannaumm, KOH(bVIprVIpOBaHVIFl n agMUHNCTPUPOBaAHNA I/IH(bOpMaLI,I/IOHHbIX KOMMSIEKCOB U ceTeN.




3 PE3YJIbTATblI OBYYEHUA MO AUCLUMITNHE

HavmeHoBaHue v cogepxaHve pasgenos,
TEM U y4EOHBIX 3aHATUIA

CewmecTtp
(kypc gns 3A0)

KoHTakTHas

paboTta

Jlek.
(4acbl)

Mp.
(4achbl)

CP
(4achbl)

MHHoBAaL.

dopMbl
3aHATUN

Pasgen 1. BBegeHune B cTek NpoOTOKOMNOB
VMHGOPMALIMOHHBIX CUCTEM

Tema 1. BeegeHue B ctek TCP/IP
(MHTepHeT). O6G30p pasBMTUSA, MPOLLECCHI
cTtaHgapTusauun. Mogenb B3anmogencTeumst
OTKpbITbIX cucTtem ISO/OSI. YpoBHM cTeka
TCP/IP n mogenun 1ISO/OSI. Bsanmopgencteue
ceTeBbIX MHPOPMALMOHHbBIX CUCTEM.
MHkancynsums B cteke. Mogenb
B3aMMOEeNCTBUA "KNneHT-cepBep”, Kraccbl
peanusauun cepepa. KaHanbHbI YpOBEHb
cteka TCP/IP, Ha3Ha4yeHune, 3aga4n,
nHkancynsauusa IEEE 802 n Ethernet,
nHTepdenc obpatHom neTnmn, NPOTOKOMbI
onpegeneHnsa annapaTtHoOro agpeca,
npoTokon obpaTHoOro npeobpasoBaHns
afpecos.

MNpakTuyeckne 3aHATUS: BBEAEHWE B
BUPTYanbHYyO cpegy noCTpoeHus
BbIUMCIINTENBHBIX MHAOPMALMOHHbBIX CETEMN,
KOHMrypmpoBaHue ceTeBbIX HTepencos

Tema 2. MNMpoTtokon Internet v4, dopmat
devitarpammbl n obpaboTka 3aronoska,
npuHUMNbI agpecauumn IPv4, npumep
nnaHnpoBaHnsa NHAPOPMaLIMOHHbBIX ceTen
IPv4, nporpaMMHble yTUnuUTbI 4AN paboTsl €
IP, npnHumMnbl mapwpyTtusauum IPv4,
dparmeHTauus IP, npotokon Internet v6,
BaXkHble OTNu4Yns v6 ot v4, dopmaTt
JevitarpaMmmbl n obpaboTka 3aronoska,
agpecHas HoTauus, Tunbl agpecos IPV6,
nnaHnpoBaHue NHPOPMAaLIMOHHbIX CeTeN
IPv6, ynpaBneHue gentarpammamu Internet n
npotokon ICMP, Tunbl coobLieHnin ICMP,
nporpaMmmHsle ytunutel ICMP, anroputmsl n
NPOTOKOIbI TPAHCMOPTHOIO YPOBHS Internet,
NPOTOKOS Nepeaayun nonb3oBaTenbCKMX
gentarpaMmm, TPaHCMOPTHbLIN MPOTOKON
yrnpasneHus nepefaven AaHHbIX

MNpakTnyeckne 3aHATUS: obbeanHeHne
VMH(OPMAaLMOHHBIX Y30B, CTPYKTypuU3auus
MHMOPMALIMOHHBIX BbIYUCIINTENBHBLIX CETEN,
obbeavHeHne noAceTen Ha OCHoBe
MapLUPyTN3aTOPOB, MPUMEHEHUE
cTaTMyecKkon MapLipyTusauum B
NHMOPMALIMOHHBIX BEIYUCIINTENBHBIX CETSIX,
ceTeBble NpPorpaMMHbIe YTUIUThI ping,
traceroute (tracert), route, netstat, ss.

Pasgen 2. lHdhopmaumnoHHbIe criyxobl,
NPOTOKOSbI N YTUNUTLI NPUKNAAHOrO YPOBHS

14

nn

14

nn




Tema 3. Cnyx6bl 1 NPOTOKOSbI NPUKIAAHOro
ypoBHs cteka TCP/IP, cniyx6a cuctembl
OOMEHHbIX UMEH, cryxba TOYHOro BpeMeHH
ceTu Internet, cnyx6a aBToMaTN4ECKOro
KOHGUrypmpoBaHus y3noB, cnyxba gocryna kK
CETU BCEMMPHOW NayTuHbI, CIy>k0Obl 0OMeHa
3NEKTPOHHBIMU COOBLLEHUSIMU, CNYXKObI
00paboTkm coobLLeHnI, CnyXobl
SMNEeKTPOHHOW NOYThLI, apXUTeKTypa
3NEKTPOHHOW MoYThI Internet,
nonb3oBaTenbCKUA NOYTOBLIN areHT (MUA),
peanusaunn MUA, apxuTekTypa web-mail,
TPaHCMOPTHBIN NOYTOBBLIN areHT (MTA),
nposepkn MTA, moancumkaumna 3aronoska,
NonbITKK OTNPaBKX, agpecaumns reKTPOHHON
noyThbl B Internet, mapLupyTusaums
3NEKTPOHHOW MOYTbI, dOpMaThl MOYTOBOro
AlMKa, hopmat 3NEKTPOHHOrO CoobLLEeHNS

lMpakTuyeckue 3aHATUA: ceTeBble
nporpaMmmHble yTunutbl nslookup, dig,
cnyx0bl yganeHHoro goctyna telnet u ssh,
nporpamMmmbl nepegayn gannos, annosbie
cepBepbl, MOYTOBLIE areHTbI.

Tema 4. CnyxebHble (YyTUNUTbI) Nporpammbl
ONS AWarHOCTMKM U aHanu3sa paboTbl
NMH(OPMALIMOHHbBIX CUCTEM B
BbIYMUCIUTENbHbIX CETSX, YTUNUTLI aHanmsa
CeTeBOro MHopmaLMoHHOro Tpadmka
tcpdump, Wireshark. CeteBble ckaHepbl.
BesonacHocTb 1 WngpoBaHne goctyna K
yAaneHHbIMU MHpOpMaLMOHHBIMK
cMCTEMaMM B CETU.

MpakTuyeckme 3aHATUS: CETEBbIE CKaHEpHI,
yTunuTa tcpdump, CUHTaKCUC CROXHbBIX
npaBuIl, ONUMK, NIOTUYECKME BbIPAXEHUS 1
NPUMUTUBBI.

12

nn

UTtoro B cemecTpe (Ha kypce ansa 3A0)

12

nn

KoHcynbTaumm n npoMexyTodHas attectauus
(3auer)

52

Pasgen 3. AamuHuctpmpoBaHme UNIX—
nogo6HbIX MHHPOPMALMOHHBIX CUCTEM B
CETEBOM OKPYXEHUU U VIHTEpHET

Tema 5. BeegeHue B apxutektypy OC,
0CcoBEeHHOCTU peanu3aumm s4pa, CUCTEMHbIX
onbnnoTtek. ABTOMaTM3aums npolecca
MaccoBOW MHCTannsaumun. BepcrnoHHas
MUrpauus n noaaepkka CUCTEMHOrO
obHoBneHus. Npouecc aBapunHoro
BOCCT@HOBMEHUS CUCTEMBI.

rlpaKTI/ILIeCKI/Ie 3aHATUA. UHCTanNNAUna
ornepaLMoHHOM CUCTEMbI, aKTyanmsauus 1
o6HOBMEeHNe, aBapunHoOe BOCCTAHOBIEHNE
CUCTEMBI.

Tewma 6. lNopaepkka annapaTtHOro
obecneyveHus. KoHdurypaumnsa anckoson
pasMeTku 1 hannoBble CUCTEMbI.

MpakTnyeckue 3aHsaTuNA: pabota ¢ AUCKOBOMN
pa3mMeTkon, dbopmaTupoBaHue annoBbiX
CUCTEM, NTOTMYECcKme Toma.
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Tema 7. Peanusaunsa ceteBoro creka u
npotokonos VHTepHeT. Peannsaums
CTaHOapTHbIX ceTeBbIX yTUNUT. KoHConbHbIE
WHCTPYMEHTbLI 1 NoAAepXKKa
WHTEpNpeTUpyeMbix S3bIKOB
nporpaMMupoBaHnsa B KOMaHOHbIX 1 2 12 nn
obonoukax. Ponesas nonb3oBatenbckas
Mo4enb.

I'IpaKqueCKme 3aHATUA: CTaHOapPTHbIe
ceTeBble YTUITUTDbI OI'IepaLl,VIOHHOVI CUCTEMBbI.

Pasgen 4. KoHduryprnpoBaHue,
CONpOBOXAEHME 1 NogaepxKka
MH(pOpMaLIMOHHBIX cucTeM Ha B6ase cepsepa
UNIX-nogo6Hon OC

Tema 8. CeTeBoe KOHGUrypupoBaHme,
ceTeBble halnoBble CUCTEMbI, UHTErPaLUS B
NPOEKT NoKanbHOW LOMEHHOW CUCTEMBI,
MUrpauus KOHTposnnepa JoOMeHa.

lMpakTuyeckune 3aHATUA: peanusauus
KOHTponsnepa gomeHa Ha 6ase cepsepa
SAMBA B ceTeBOM OKpPYXeHUM JJOMEHa.

Tema 9. HCcTannaumnsa n KoOHuUrypmpoBaHue
cepBepa 6a3 gaHHbIX. PaboTta ¢ SQL-
KOHCOMblO, CO34aHMe U MaHunynaumsa 6asamu
OaHHbIX. Pennukauus v 3awmrta gaHHbIX. 1 12

[MpakTuyeckune 3aHATUA: MHCTaANNAUMA U
KOHGUMrypmpoBaHue cepeepa 6a3 gaHHbIX.

Tema 10. MHcTannauus n
KOHUrypmpoBaHune Be6-OKpYyXeHUS.
KoHdurypaums seb-cepsepa. Mogaepxkka
S13bIKOB MPOrpaMMNPOBaHNSA U Cpeabl
ucnonHenus Be6-cueHapmeB. OnTummsaums un
akcenepauusi KoHUrypaumm Beb-oKpy>KeHNs.
CpepncTBa 3awmThl Beb-cepBepa.

MpaKkTuyeckne 3aHATUSA: UHCTaNNAUUA U
KOHUrypupoBaHne BeG-0KpYKeHUsI.

Tema 11. CepBep BEO-NPUNOKEHNIA.
OnuncaHne apxmMTeKTypbl, TUMOBbIX
peanusaunin. OcobeHHoCTH
KOH(UIrypMpoBaHus cpefbl UCNONHEHNST Ans
S13bIKOB NMporpammupoBaHus. besonacHocTb K 2 16
3alnTa gaHHbIX.

MpaKkTuyeckne 3aHATUS: MPOEKTUPOBaHME
cepBepa UHGOPMaLMOHHON CUCTEMBI.

Wtoro B cemecTpe (Ha kypce ang 3A0) 4 12 88

KOHcyﬂbTaLI,VII/I N NPOMEXYTO4YHaA atrectauma

(3auer) 0.25

Bcero koHTakTHas pa6oTta n CP no

AUCUUNInHe 32,5 140

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTpoBaHue y4ebHbIM MnaHoM He NpedycMOTPeHo

5. ®OH[ OLIEHOYHbIX CPEACTB AN NPOBEAEHUA NPOMEXYTOYHOW ATTECTALMU



5.1 OnucaHue nokasaTerneu, KpuTepmeB U CUCTEMbl OLleHUBaHUSA pe3ysibTaTOB 00y4YyeHUsA
5.1.1 NMokasaTtenu oueHUBaHUA

Kopn HanmeHoBaHWe oLeHOYHOro
lMokasaTenu oueHnBaHUA pesynbTaToB 0by4eHus
KOMMAeTeHUUN cpeacTea
dopmMynmnpyeT OCHOBHbIE NMPUHLMMbI MOCTPOEHNST apXUTEKTYPbI
NMHOPMAaLMOHHBIX CUCTEM U1 CeTeW, ykadbiBaeT cnocobbl MHTerpaLmm
KOMMOHEHTOB UH(POPMAaLMOHHBIX CUCTEM U MPUHLUMBI KOHBEPreHUMN Bonpockl gns ycTtHoro
onK-5 BblYNCNNTENBHbBIX CETEN. 5 cobecenoBaHus.

MpumeHsieT TeopeTnyeckne 3HaHNSa Ans Bbibopa NporpaMmMHON MpakTnko-opmMeHTUpoBaHHbIE
nnatopmbl  MHPOPMALNOHHON CUCTEMbI NPUKNAQHOIO Ha3HAYEHUS. 3afaHus.
BbInonHsaeT ycTaHOBKY ¥ KOHUIyprpoBaHME NPOrpaMMHbIX KOMMITEKCOB
CUCTEM 1 CeTEN NPUKNaOHOro Ha3HaAYeHs.

5.1.2 Cuctema n KpuTEpPUN OLleHUBaAHUSA

LLIkana oueHnBaHus

Kputepumn oueHnBaHna chopMMpoOBaAHHOCTU KOMMNETEHLIMI

YcTHOe cobecenoBaHue

MNucbmeHHasn paboTa

3ayTeHo

MonHbIN, nc4epnbiBaOLWNA OTBET,
AEMOHCTpUpYoLLMI rnybokoe noHMMaHue
npegmMeTa u 3HaHWSA B OLeHMBaeMoWn
obnactu. Kputnyeckun, opurmHanbHbIN
NoaxoA K matepuarny, OCHOBaHHbIV Ha

KoHTposnbHasi paboTa BbINOSIHEHA B NMOMHOM
obbeme, B COOTBETCTBUU C 3aJaHUEM
WHOMBUAYaNbHOrO BapuaHTa.

npopaboTke Bcex 0b0s3aTernbHbIX
WUCTOYHMKOB MHOpMaLK.

OTBeT HENOJHbIN, HEMOHUMAHUN CYLLIHOCTM
W 3agad npegmeTa, CyLeCTBEHHbIe OWnOKM
unu npobenbl B 3HaHWSAX cpa3sy no
HECKONMbKUM TEMaM, He3HaHWE OCHOBHbIX
TepMuHOB. HepoctaTtouHas rnyéuHa u
OCO3HaHHOCTb OTBeTa. HeaHaHue KoHTponbHas paboTa BbiNonHeHa ¢
3HaYMTENbHOM YacTW NPUHLMMNANEHO CYLLECTBEHHbIMU UMK rpyGbIMU OLLIMBKaMu
Ba>KHbIX 31IEMEHTOB ANCLMMIUHBI.
MHorouncneHHsle rpybbie owmnoKu.
HecnocobHocTb chopmynupoBaTh 1
BOCMNPOM3BECTN XOTs Obl OTAEMNbHbIE
KOHLeNUMN ANCUMNIUHBI.

He 3auTteHo

5.2 TUnoBble KOHTPOIbHbIE 3afaHNUA MU UHbIE MaTepuarnbl, Heo6xoAnMbIe ANsi OLleHKU 3HaHWUW, YMEHUH,
HaBbIKOB U (MNK) onbiTa AEATENbHOCTU
5.2.1 MNepeyeHb KOHTPOSIbHbLIX BONPOCOB

Ne n/n | dopMynnpoBKM BONPOCOB
Kypc 4

1 BeegeHnue B ctek TCP/IP (MHTepHeT). O630p pa3suTus, npouecchl cTaHgapTusauun. Mogenbs B3aMmoaencTaus
OTKpbITbIX cucTeM ISO/OSI. YposHu cteka TCP/IP n mogenun ISO/OSI.

> BsanmogenicTBme ceTeBbiX MHOPMALMOHHbIX cucTeM. VMIHkancynsums B cteke. Mogenb B3aMmogencTaus
"KnueHT-cepBep"”, KNaccobl peanusauum cepsepa.
KaHnanbHbI ypoBeHb cTeka TCP/IP, HasHaveHue, 3agaun, nHkancynauusa IEEE 802 n Ethernet, nHtepdenic

3 obpaTHoW NneTnu, NPOTOKOSbI ONpeAeneHns annapaTHoro agpeca, NPoTOKoN 0bpaTHOro npeobpasoBaHust
agpecos.

4 MpoTokon Internet v4, dopmat gevitarpammbl 1 06paboTka 3aronoBka, NpUHUMNLI agpecaunmn IPv4, npumep
nnaHMpoBaHUA NHPOPMALNOHHBIX ceTen IPv4.

5 MpuHumnnel mapwpyTunsaumun IPv4, dparmeHTtauus [P, npoTtokon Internet v6, BaxkHble OTAMYNS V6 OT V4,
dopmart gentarpammbl 1 06paboTKa 3aronoBka, agpecHasi HoTauums, TUMbl agpecos IPV6.

6 YnpaeneHue gentarpammamu Internet n npotokon ICMP, Tunbl coobweHnii ICMP, nporpamMmmHble YTUANTDI
ICMP.

7 ARNropuTtMbl 1 NPOTOKOIbI TPAHCMOPTHOTO YPOBHSA Internet, NpoTokon nepefayn nonb3oBaTenbCKUX
AenTarpamm, TPaHCMNOPTHBIN NPOTOKON yNpaBneHus nepegayen JaHHbIX.

8 Cnyx6bl 1 NPOTOKOMbI NPUKNagHoro ypoBHs cteka TCP/IP, cnyx6a cucTeMbl AOMEHHBIX UMEH, criy>ba
TOYHOro BpeMeHu ceTu Internet.

9 Cnyx6a aBTOMaTMYECKOro KOHUrypupoBaHus y3nos, cnyxba gocTyna K ceTu BCEMUPHON NayTUHbI, CNyobl
obMeHa aneKTPOHHbLIMU COOBLLEHNAMMU.

10 Cnyx0bl 3NEKTPOHHOW NOYTbI, apXMTEKTYpa SMEeKTPOHHOM MoyThl Internet, Nnonb3oBaTeNbCKUIA NMOYTOBbLINA areHT
(MUA), peanusauum MUA, apxutekTypa web-mail, TpaHCnopTHbIV NOYTOBbIN areHT (MTA).




Cnyx0bl 3NEKTPOHHON NOYTbl, MOAMMUKaLWS 3arofoBKa, MOMbITKA OTNPaBKKU, agpecaumst 31eKTPOHHOM NMoYTbI
11 B Internet, MapLpyT13aLms 31eKTPOHHON MOYThI, POpMaThbl MOYTOBOrO SALMKa, opMaT NIEKTPOHHOIO
COOOLLIEeHNS.

CnyxebHble (YTUNWUTbI) NporpamMmmMbl AN AUArHOCTUKM U aHanuaa paboTbl MHPOPMAaLMOHHBIX CUCTEM B
BbLIYMCIIUTENBHBIX CETAX.

12

YTunuTel aHanuaa ceteBoro nHgopmaumnoHHoro Tpaduka tcpdump, Wireshark. CeTteBble ckaHepbl.

13
BesonacHocTb 1 WndpoBaHne AoCcTyna K yaaneHHbIMU MHOPMaLMOHHBIMU CUCTEMaMU B CETW.

Kypc 5

14 Apxutektypa OC cemenctea UNIX, ocobeHHOCTH peanu3auumn 9apa, CUCTEMHbIX 61bnmnoTek.

ABTOMaTU3aUMA npouecca MacCOBOWN UHCTaNNALMK. BepCVIOHHaFl Murpauma n nogaepixka CUCTeMHoro

15 N
obHoBMNeHMS. I'Ipouecc aBapuUMHOro BOCCTaHOBIIEHNA CUCTEMbI.

Moppepxka annapatHoro obecneveHns B OC cemerictea UNIX. KoHdumrypaums OuckoBon pasMeTkm u

16 J
annoBble CMCTEMBI.

17 Peanunsaums ceteBoro cteka u npotokonos NHTepHeT. Peannsaumsa ctaHgapTHLIX CETEBbIX YTUMUT.

KoHCOmbHbIE UHCTPYMEHTbI U NoAAepXKa MHTEPNPeTUPYEMbIX S3bIKOB NPOrpaMMUPOBAHMUST B KOMaHAHbIX

18
obonoykax. Ponesas nonb3osartensckas Moaensb.

19 CeteBoe koHurypmposaHme OC cemenctea UNIX. CeTeBble paninoBble CUCTEMBI.

UHcTtannsaumsa n koHgurypmpoBaHue cepsepa 6a3 gaHHbeix B OC cemenctaa UNIX.. Pabota ¢ SQL-KoHconb1o,

20
co3gaHve n MaHunynauus 6asamu gaHHbIx. Pennvkaumsa v 3awmTa gaHHbIX.

21 WHcTannsuusa n koHurypupoBaHue Beb-okpyxeHus. KoHdurypaumsa Beb-cepepa. Noagaepxka A3blKOB
nporpaMMMpoBaHus 1 cpeabl ncrnonHeHus Beb-cueHapmer B OC cemelictBa UNIX.

22 OnTummnsaunsa n akcenepaums KoHdurypauumn seb-okpyxeHms. Cpeactsa 3awwmtbl Beb-cepeepa B OC
cemencrtea UNIX..

23 CepBep Beb-npunoxeHunn. OnucaHme apxmTekTypbl, TUNOBbIX peanu3aunin. OcobeHHOCTU KOHPUIYpUpoOBaHUA

cpefbl UCMOMHEHNS AN A3bIKOB NporpammupoBaHus B OC cemeiictea UNIX.

24 BesonacHocTb 1 3awmTa aaHHbIx B OC cemenctea UNIX.

5.2.2 TunoBbIe TecToBble 3aAaHus
He npegycmoTpeHsl.
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3aJaHNA (3agayu, Kerchbl)

- BeinonHute nHctannsaumio rocteBont OC Ha XOCT BUPTYarsibHbIX MalMH B 3a4aHHOW KOHUrypaumu.
- BbINONHUTL aBapuitHoe BOCCTAHOBINEHMNE CUCTEMbI C BOCCTAHOBIIEHMEM PE3EPBHbLIX KOMUIA NOMb30BaTENbCKUX

OaHHbIX.
- BbinonHutb nHcTannsuuio cepsepa b SQL (MySQL, MariaDB v T.4.) B 3agaHHOM KOHUrypauuu.
- BeinonHutb koHGUrypmpoBaHue Beb-cepBepa (Apache) B 3agaHHoOl KOHMrypaumm.
- PaspaboTtatb npoekT MHhopmaLOHHON cucTeMbl Bktovatowen cepeep B[, Beb-crnyx0Oy n koHTponnep
JomeHa.

- ABTOMaT3upoBaTh 3a/JjaHHyto (MO BapuaHTy) agMUHUCTPATMBHYIO 3a4a4vy C NMOMOLLbI BCTPOEHHOIO B
o6ono4ky OC sA3bika NporpammM1MpoBaHus.

5.3 MeToauyeckue maTepuansl, onpegensiowme npoueaypbl OLeHMBaHUA 3HaHUW, YMeHUN, BnagaeHun (HaBbIKOB
M (MUNM) NpPaKTUYEeCKOro onbiTa AeATEeNbHOCTH)

5.3.1 YcnoBus gonycka o6y4arowlerocs K NpoMexXyTo4yHOM aTrecTaLmMm M NopAaaokK NMMKBUAaLUN akageMnyeckomn
3a40/MKEeHHOCTU

MpoBeaeHVe NPOMEXYTOYHOM aTTeCTaLMN PErNaMEHTUPOBAHO JIOKaNbHBIM HOpMaTUBHbLIM akTom CIM6rynTn
«[lMonoxeHne 0 NPOBEAEHNM TEKYLLETO KOHTPOSIS YCNEBAEMOCTU 1 MPOMEXYTOYHOM aTTecTaumm oby4varoLwmxca»

5.3.2 ®opma npoBefeHUs NPOMEXYTOUYHOM aTTecTauuu No AUCLUNAuHe

YcTHas + MucbmeHHas KomnbloTepHoe TecTupoBaHue UHas +

5.3.3 Oco6eHHOCTU NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum nNo gUcuuniuHe

B TeueHne cemecTpa BbINOMHATCA KOHTPOSbHbIE PabOoThI.

Bpems Ha nogrotoBky oTBeTa coctaBnseT 30 MUHYT.

Bpems Ha BbINOMHEHVE NPakTU4EeCcKoro 3afaHnsi ¢ NpUMEHEHNEM BbIYUCNINTENBHOW TEXHMKK cocTaBnseT 20
MWHYT.

Mpu npoBegeHMM 3a4eTa He paspeLlaeTcs NoMb30BaTbCs y4eOHbIMM MaTepuanamm.

3ayeT NpoBOAUTCH B KOMMbIOTEPHOM Kracce.

6. YHEBHO-METOOU4YECKOE N MH®OPMALIMOHHOE OBECIMEYEHVE OUCUUIMITAHBI
6.1 YyebHasa nutepaTtypa

ABTOp 3arnasue | MN3paTenbcTBO | loa uspaHua | Ccblinka




6.1.1 OcHoBHas yyebOHas nutepartypa

Bpaxyk, A. .

CeTteBble cpeacTtBa Linux

Mocksa: IHTepHeT-

http://www.iprbooksh

YHuBepcuteT 0p.ru/102062.html
MHdopmaunoHHbIX 2021
TexHonormn (MHTYWUT),
An Nun Ap Meauna
loHyapyk, C. B. AamuHncTpmposarme OC Mocksa: VIHTepHeT- https://www.iprbooks
Linux YHuBepcuteT hop.ru/133916.html
MHopmaLnoHHbIX 2024
TexHonormni (MHTYWUT),
An INn Ap Megua
AHgpusHos, A. M. KomnbloTepHble cetn n TiomeHb: THOMEHCKUN https://lwww.iprbooks
ceTeBble TEXHONOrnn UHOYCTPUAnbHbIN 2023 hop.ru/133643.html
yHVBepcuTeT
CemeHos, tO. A. MpoTokonbl 1 anropuTMbl Mocksa: VIHTepHeT- https://www.iprbooks
MapLupyTmM3auumn B VIHTepHeT YHuBepcuteT hop.ru/120488.html
MHopmaLnoHHbIX 2022
TexHonorun (MHTYWUT),
An INn Ap Meguna
Bpbinéea, A. A. MporpammHble cpeacTBa . https://www.iprbooks
CO30aHNS UHTEPHET- Mukck: Pecnybnukatckuii hop.ru/134169.html
MPUAOXKEHMUI MHCTUTYT 2022
npogecCcnoHanbHOro
obpasosaHusa (PUMNO)
Hebaes U. A. MHTEepHET—KOMMEPLMSA U . http://publish.sutd.ru/
AMNEeKTPOHHbIN Br3Hec Ca%(;-glrevﬁpfypr. 2021 tp_ext_inf_publish.ph
A p?id=2021123
Bpaxyk, A. U. CeTteBble cpeactBa Linux Mockea: VHTepHeT- https://www.iprbooks
YHuBepcutet hop.ru/102062.html
MHdopmaumnoHHbIX 2021
Texnonorun (MHTYUT),
An MNun Ap Meauna
6.1.2 lononHuTenbHasa y4ebHasa nutepaTtypa
Wwmakos, B. 3., OtKpbiThle cucTembl U Linux- | Cankr-TMeTepbypr: CaHkT- http://www.iprbooksh
Xnyposa, M. B. TexXHonornm MeTep6yprckuii op.ru/83320.html
NONNTEXHUYECKNIA 2018
yHuBepcuTeT NeTpa
Benukoro
KosraH, H. M. KomnbloTepHble ceTn . http://www.iprbooksh
MuHck: PecnybnvkaHckuii 0p.ru/93384.htmi
WHCTUTYT 2019
npoeccnoHarnbLHoro
obpasosaHus (PAMO)
lN'yHbKO, A. B. CuctemHoe Hosocubunpck: http://www.iprbooksh
nporpaMmMmMpoBaHue B cpeae Hosocnbupckuin op.ru/98735.html
Linux rocyapCTBEHHbIN 2020
TEXHUYECKUN
yHMBEPCUTET
Enucees, A. U., OcHoBbI http://www.iprbooksh
Akosnes, A. B., aaMUHUCTPUPOBAHUS U Tambos: TambOoBCcKuit op.ru/115729.htmi
HepsbuH, A. C. CUCTEMHOro rocyaapCTBeHHbIN 2020
nporpaMMMpoBaHus B TEXHUYECKUI
onepaunoHHON cucteme yHuBepcuteT, 96C ACB
Linux. B 2 yactax. Y. |
Ceprees, M. 1O., KomnbloTepHble ceTn BopoHex: BopoHexckuin http://www.iprbooksh
Cepreesa, T. U, rocyaapCTBeHHbIN 2019 op.ru/93261.html

OneiHukoBa, C. A.

TEXHUYECKNN
yHuBepcuteT, 96C ACB

6.2 NepeyveHb NpocdheccuoHanbHbIX 6a3 AaHHbIX U UH(POPMaALUMOHHO-CMPABOYHbIX CUCTEM




OnekTpoHHO-6nbnunoteyHasa cuctema IPRbooks [nekTpoHHbin pecypc]. URL: http://www.iprbookshop.ru/

OnekTpoHHO-6mbnuoTedHasa cuctema "tOpant” [OnekTpoHHbIN pecypc]. URL: https://urait.ru/

OnekTpoHHasa 6ubnuoteka yyebHbix nsganun CMN6ryrTh [OnektpoHHbi pecypc]. URL: http://publish.sutd.ru/

MHdopmaumoHHo-obpa3oBaTenbHas cpefa 3aoqHon goopMbl 06yyeHus CIOMYMNTL [OnekTpoHHIR pecypc].
URL: http://fedu.sutd.ru/moodle

MHdopmaunoHHas cuctema «EguHoe okHO gocTyna k obpasoBaTenbHbIM pecypcam» [ONeKTPOHHbIN pecypc].
URL: http://window.edu.ru/

MHdopmaumoHHas cuctema oH-naH 4OKYMeHTauUmMmn no A3blKy nporpammmnpoBaHus Python [OnekTpoHHbIN
pecypc]. URL: https://docs.python.org/3/

MHdopmaumoHHas cuctema-peno3vTopun nporpaMmmHoro obecnevenunsi Python (PyPl) [OnekTpoHHbI pecypcl.
URL: https://pypi.org/

MHdopmaumnoHHas cnpaBodHas cucteMa «QNeKTPOHHBIN LEHTP cnpaBku u obydeHusa Microsoft Windows
[OnekTpoHHbIN pecypc]. URL: https://support.microsoft.com/en-us/hub/4338813/windows-help?os=windows-10

MHdopmaumnoHHo-cnpasoyvHas cuctema «Pykosoacteo nonb3osaTtend Debian GNU/Linux» [QnekTpoHHbIN
pecypc]. URL: https://www.debian.org/doc/user-manuals

WHdopmaumoHHo-cnpaBoyHas cucreMa «CnpaBoyHuk agMuHuctpaTopa Debian GNU/Linux» [QneKTpoHHbIN
pecypc]. URL: https://www.debian.org/doc/user-manuals#debian-handbook

6.3 NepeyveHb NULEH3NOHHOIO U CBOGOAHO pacnpoCTPaHAEeMOro nNporpamMmmHoro obecne4vyeHus
DosBox
NetOp School 6
Apache 2
Apache Tomcat
MariaDB
Notepad++
PHP
phpMyAdmin
Python
Docker
GNU/Linux
Oracle VM VirtualBox
Wireshark
WordPress

6.4 OnucaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HEOO6XoAMMOW AN ocyLlecTBIeHMA o6pa3oBaTeNibHOro
npouecca no AucumunnuHe

Ayautopus OcHalueHne

MynbTuMeauiiHoe obopyaoBaHue, crneumanusnposaHHas Mebenb, Aocka
JNlekynoHHas Y A PYA H P A
ayauTopus

MynbTumeguiitHoe o6opyaoBaHne, KOMNbIOTEPHAS! TEXHUKA C BO3MOXHOCTLIO MOAKIOYEHUS K
KomnbloTepHbiii knacc | ceTn «/HTepHeT» 1 obecneyeHnem 4OCTyNa B 3MEKTPOHHYIO MHEOPMaLIMOHHO-
obpasoBaTenbHyto cpeay
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