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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLMMNIIUHBI

1.1 Uenb pgucumnnuuHbl: CchopmmpoBaTb KoMMeTeHUun obydatoulerocs o6 OCHOBHbIX MpUHUMMAAX OpraHu3auum
OonepaLMOHHbLIX CUCTEM. U KOMIMbIOTEPHBIX CETEN

1.2 3apgauv AMcUMNUHbI:

OenapgeHne oby4valoLnm TEOPETUHECKNX CBeOEeHUss 00 apxuTekType, pyHKLMAX, NpoLeccax U CUCTEMHbIX criyxbax
onepaunoHHbIX CUCTEM;

M3yyeHne koHUeNnuumn pacnpenenéHHon obpaboTku;

YMeHne onpegeneHna Meponpuatui no obecnedeHnto MHGOPMaUMOHHOM ©e30MacHOCTM, OWAarHOCTUKUM W
BOCCTaHOBJIEHNSA ONepaLOHHON CUCTEMBI NMOCIE OTKA30B;

BblpaboTka HaBbIKOB MO ynpaBrieHutio (PYHKLUUMOHWPOBAHMEM OMNEPAUMOHHOW CUCTEMOW [Afis  OopraHusaumm
3(PPEKTUBHBIX BbLIYUCIIUTENBHBIX MPOLECCOB B MHAOPMALMOHHbLIX CUCTEMAaxX pPas3fIMYHOrO HasHaveHus, obecneyeHus
MHpopMaLMOHHOM 6e30MacHOCTH, 3awuThl OT CO0EB M OTKA30B, aAMUHUCTPUPOBAHMWS BbIYUCIIUTENbHBIX CUCTEM.

1.3 TpeboBaHus Kk NnpeaBapuTENbLHOMN NOAroTOBKe 00yyYaroLeroca:

I'Ipe,D,BapMTeanaﬂ noAroToBkKa npeanonaraeT co3gaHne OCHOBbI ANA (bOpMVIpOBaHMﬂ KoMneTeHuun, YKa3aHHbIX B .
2, npu n3yveHnn gucumnninH:

OucumnnuHa 6asvpyeTcs Ha KOMMNeTeHUUAX, CPOPMUPOBaHHbIX Ha NpeabidyLLeM YpoBHe 0GpasoBaHms.

2 KOMMNETEHUWUN OBYYAIOLWWEIOCA, ®OPMUPYEMbBIE B PE3YJNIbTATE OCBOEHUA OUCLUMNNHDbI

OrMK-2: Cnoco6eH NOHMMaTb NPUHLUMNLI PpaboThbl COBPEeMEHHbIX MUHOPMALMOHHLIX TEXHONOrMI U NPOrpaMMHbIX
CcpeAcTB, B TOM YMClie OTe4eCTBEHHOro NPOU3BOACTBA, U MCNONbL30BaTh UX NPU pelueHnn 3aaay NpodeccuoHanbLHoM
DesATeNbLHOCTY;

3HaTb: TeOpeTI/I‘-IeCKI/Ie OCHOBbI NOCTPOEHNA U (byHKLI,I/IOHVIpOBaHMﬂ onepaunoHHbIX CUCTEM, X HAa3Ha4YeHne n beHKLI,I/II/I.

YmMeTb: Micnonb3oBatb pa3nunyHble onepaunoHHble CUCTEMbI N CO3aaTb KOMaHOHbIe d3a|7|nb| C ncnonb3oBaHMeM ynpasnALWnX
KOHCprKuMﬂ; BbI6VIpaTb N oueHuBaTb apXUTEKTYPY BbIYUCIUTENbHbIX CUCTEM, ceTer U CUCTEM TeJ'IeKOMMyHVIKaLI,VIVI n nx
noAcCUCTEM.

BnapeTtb: HaBblkamu aHanusa u oueHkn acpdekTnBHoCcTN yHKUMOHUpoBaHus OC 1 ee KOMMOHEHTOB; HaBblkaMu paboThbl B
COBPEMEHHOI NPOrpamMmMHO-TEXHUYECKOW CPeAEe B PA3NNYHBLIX ONepaLMOHHbIX CUCTEMAX U CETSX.

OlK-4: CnocobeH yyacTBOBaTh B pa3paboTke cTaHAAPTOB, HOPM M NPaBUJIl, a TaKXKe TEXHMYECKOMN AOKYMEHTauuu,
CBfi3aHHOM ¢ Npod)eccuoHanbHON AeATENbHOCTbIO;

3HaTtb: TexHu4yeckue XapaKTepucTukn, KOHCTPYKTUBHbIE OCODOEHHOCTK, HasHayeHue wu ycnosua  akcnnyartaunmn
BbIYMCNUTENBHON TEXHUKW.

YmeTb: MNonb3oBaTtbes cneumanbHbIMU NPOrpaMMHbIMK CpeacTBaMm ANst pelleHnsi NpodeccMoHanbHbIX 3aaad.
BnapeTb: HaBblkamy paboTbl C TEXHUYECKON OKYMEHTaUMEN.

OMK-5: Cnoco6eH MHcTannMpoBaTh NporpaMMHoOe U annapaTtHoe o6ecneyeHue Ans UHPOPMaLMOHHbIX U
aBTOMAaTU3UPOBaHHbIX CUCTEM;
3HaTb: CTPYKTYpy U apXUTEKTYPY COBPEMEHHbIX OnepaLMOHHbIX CUCTEM; TEOPETUYECKME OCHOBBLI HACTPOMKM U ONTUMU3ALIMK
pabotbl OC.

Ymetb: [lonb3oBaTbcA MHCTPYMEHTalnbHbIMM CpeacTtBamMun OC, ctaButb M pewaTtb 3adayvn agMUHUCTPUPOBAHUA U
KOHCbVII'ypVIpOBaHVIFl onepaynoHHbIX CUCTEM.

Bnapetb: HaBblkamu WHCTannauumM nNporpaMMHOrO M annapaTHoro obecnevyeHusi C MPMMEHEHMEM METOAOB 3alUuTbl
MHdopMaLnn.

3 PE3YJIbTATbI OBYYEHUA NO AUCUUNNUHE

O | KoHTtakTHas
< 6
o paboTa
5@ MHHoBaL, dopma
HanmeHoBaHuWe 1 cogepxaHue pasgenos, ol CP hOPMbI TeKylLlero
TEM U Y4eOBHbIX 3aHATUI 5 (l:)[ Nex. Mp. (4achbt) BAHSITUR KOHTPONSA
O 2 | (vacwl) | (wacer)
4

Pasgen 1. OcHoBHble KOHLENLUUK 6a30BOro
nporpammHoro obecrneveHus (brNO)

Tema 1. Tema 1. Onpegenexve, Ha3Ha4YeHue,
knaccudukaumsa broO. Onpenenexwe,
HasHadeHne N yHKLMM onepaLnoHHON
cuctembl. Isontouun OC, 3BM u lMK. 1
MpakTunyeckme 3aHaTusa: Apxutektypa MK
(ABI/API). Noacuctemsbl win32, posix, WSL.
MepcoHanusaumsa OC ¢ nomoLLbo
rpadonyeckoro nosib3oBaTesIbCKoro
WHTepgenca

Usonauma gedektos 3arpyskm OC




Tema 2. Tema 2. Knaccudgukaums OC.
CoBpemeHHble OC, OCHOBHble
XapaKTePUCTUKN, OCOBEHHOCTU NPUMEHEHMUS,
annapaTHas nnatdgopma. TeHaeHumm
pa3suTtusa OC. OC nocnegHero NoKoneHusl.
MpakTuyeckune 3aHATUNA: YnpaBneHve
Toukamum otkaTa OC, co3gaHune pasgena
BOCCTaHOBIIEHUS, CO3[aHNS 3arpy304HOro
obpasa Ha CbeMHOM HocuTEne.

PasgeneHne anckoBbix ycTporcTs discpart.

Pasgen 2. OcHoBHbIE KOHLENLUUK
coBpemeHHbIx OC.

12

nn

Tema 3. Apxutektypa onepawmoHHbIX
cnctem. OcHoBHbIe kKoMMNoHeHTLI OC: aapo,
BCnoMoraTternbHble moaynu. MHorocnoriHas
cTpykTypa sagpa OC ApxmTeKkTypHble
ocobeHHocTn OC. BupTyarnbHble MallUHbI.
lMpakTnyeckme 3aHATUS: TexHonornm
BupTyanusaunm BM, koHTenHepbl DOCKER.
PecypcHas mogenb, cneuunduka
KoHTenHepoB n BM (sgpa OC). Cpeacteo
MoHuTopuHra (btop, top).

Tema 4. YnpasneHue npoueccamu. MNoHsaTre
npotiecca. brnok ynpaBneHus npoLeccamu.
CocTtosiHme npoueccos. NnaHnpoBaHmne
npoLLeccoB, anropuTMbl NiaHUPOBaHMUS
npoLIeCCoB.

MpakTtnyeckme 3aHaTms: KomaHaneTs!,
yrnpaBneHne KOMMbITEPOM C NOMOLLbIO
TepMmuHana. iHTepnpetaTtop KOMaH4HOM
ctpokn OC Windows: cosgaHne KoMmaHaHbIX
gannos. PaboTta ¢ komaHaamm A5ist KOHTPOrs
CUCTEMHBbIX PECYPCOB.

12

nn

Tema 5. lNMpoueccohl 1 NOTOKN.

KoHTekcT 1 geckpmnTop npotecca.
Mpoueccobl, NOTOKM N HUTU. OCHOBHbIE
MOHSITUS N XapaKTEPUCTUKM.

MpakTnyeckme 3aHATUSA: YCTaHOBKa rOCTEBOM
onepaumoHHoN cuctembl U3 1ISO-obpasa ¢
NOMOLLIbIO NPOrpamMmbl, OCHOBHbLIE
npenmMyLlectsa n HegocTaTku BM,
knaccudukaumna Hactpoek BM (hyper-v,
Bios/UEFI, WSL).

12

nn

12

nn

Tema 6. lNoHaTHe (hannoBon cUCTEMBI.
HasHa4deHue, noruyeckas opraHusaLms.
Crtpykrypa ®C. Jlornyeckas opraHmsaums
OC. BydepHbin nyn.. Apxutektypbl ®C.
MpakTnyeckue 3aHatua: KomaHgneTsl,
yrnpaBneHne KOMMbITEPOM C NOMOLLbIO
TepmuHana. dannoeasa cuctema OC UNIX.
OC Linux. Cpegctso moHuTopuHra (btop,

top).

Tema 7. lNoHaTne channa.

OnpegeneHue, OCHOBHbIE CTPYKTYPbI
dannos.

OcHoBHble Tunbl harnos. Jlornveckas u
dmanyeckas opraHmsaumsa annos.
MpakTnyeckme 3aHaTus: KomaHaneTs!,
yrnpaBneHne KOMMbITEPOM C NOMOLLbIO
TepMmuHana. dannosas cuctema . OC Linux.
CpegacTtBo MmoHuTOpUHra (btop, top).

12

nn

Pasgen 3. CeTu 1 TenekoMmyHuKaLum

10

nn




Tema 8. Apxutektypa Bbl4UCIIUTENBHbIX
ceTtein. OCHOBHas TEPMUHOSIOTUS.
Knaccudmkaumsi KOMNbOTEPHbLIX CETEN.
Tononorus cetn. Knaccudpumkauna ceten no
TOMonoruu.

MpakTnyeckme 3aHaTMs: [NocTpoeHne
TOMNOMOrMKN NoKanbHOW BbIMUCINTENBHON
ceTu. lNpakTnyeckoe nNnpuMeHeHue
npoTtokonioB mogenu OSI, SSH coeanHeHue,
npumeHeHve SSH (bandit).

Tema 9. Apxutektypa ceTen.
BbluncnurensHas mogens OSI.
MpakTnyeckme 3aHaTUS: MNpuMeHeHne
komaHg OC Windows ansa paboTsl ¢ 4 2 10 nn
KomMmnbloTepHom ceTblo.  Komangpl ipconfig,
ping n getmac, traceroute, nslookup, netsh/ip:
nosfiy4yeHve cnpaBovYHOM MHOpMaLMN.

Tema 10. CTaHgapTbl U CTEKM NPOTOKOOB
ApxutekTtypa cteka npotokonos Microsoft
TCP/IP. Undposon IP-agpec. [IoMEHHbIN
(cumBonbHbIN) agpec. Cnyxb6a JOMEHHbIX
nmMéH (DNS). ®opmat coobLueHni n
nepapxmna DNS. ObnayHble cepBuChI,
BblYMCIEHUA 1 TexHonorun. Mogenu
06nayHbIX BbIYUCTIEHUN.

MpakTunyeckme 3aHaTUs: [poBepka
coeanHeHun B ceTtax. OnpenenexHue IP-
agpeca KomnbloTepa no ero JOMeHHOMY
aZpecy u knacca nony4yeHHoro IP-agpeca. 2 4 12 Un
Onpepenenune IP-agpeca Beb-cepBepa no
ero joMeHHoMmy agpecy. OnpegeneHue
Ha3BaHus ceTeBoro agantepa n ero MAC-
agpeca. Paborta ¢ channosbiM cepBepoM 1
ceTeBbIMU Nankamu Ha HeM. lNepexog Ha FTP
-cepBep, nonyyeHune nHgopmMaLmm o
CTPYKTYype nanok, KonmpoBaHne ansnos c
FTP-cepBepa.

Bbirpyska/aarpy3ka B obnayHble XpaHunuia
N Ha nokKarbHbIA HOCUTESNb Kaknx-nnbo
NPOEKTOB WX PEMNO3UTOPUEB C MOMOLLIIO
git/curl, VPN, P2P connection, OpenVpn,

Tema 11. Be3onacHOCTb B KOMMbIOTEPHbIX
ceTax. Cnocobbl 1 cpeacTsa 3aLlmThbI
UHdopMauum B ceTax. LndposaHue.
AnropuTMbl LUINPPOBaHNA. DNEKTPOHHAs
umdpoBas NoANUChH. 2 4 1 un
MpakTuyeckune 3aHsaTuA: MNpakTnyeckoe
npumeHeHne npotokonos, DH (https), 3awuTa
OT ceTeBbIX yrpo3 (bunbTpsl), (addblock),
ids/ips, obnayHblie B[], xocTuHr FireBase,
PFS (Perfect forward secrecy).

WUtoro B cemecTpe (Ha kypce ansa 3A0) 32 32 125
KoHcynbTaumm n npoMexyTodHas atTectauus 25 245
(Ok3ameH)

Bcero koHTakTHas pab6orta n CP no

OUCUMNNuHe 66,5 149,5

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTnpoBaHue y4ebHbIM NnaHoM He NpeaycMoTpeHo

5. ®OH[} OLIEHOYHbIX CPEACTB AN NPOBEAEHUA NPOMEXYTOYHOWU ATTECTALIMKU

5.1 OnucaHune nokasarenen, KpUTEPMEB U CUCTEMbI OLLeHUBaHUA pe3yNibTaToB 0b6y4yeHus
5.1.1 NMokasaTtenu oueHMBaHUSA




Koa

MokasaTenu oueHnBaHuA pe3ynbTaTtoB 06yquV|$|

HavnmeHoBaHWe oLeHOYHOro

KoMneTeHuum cpeacrea
Bonpocsl ycTHoro
O6ocHoBbIBaeT PYHKLUMOHANBHOE Ha3Ha4YeHNe onepaumoHHbIX CUCTEM coBecenoBaHNs
Onsa pelleHns npodeccnoHarnbHbIX 3a4a4 1 COBMECTUMOCTL C '
NpVKNaaHbIM NporpamMmmHbiM obecrneveHnem.
Orl1K-2 PaspabaTbiBaeT kKOMaHAHbIN hann ans paboTel ¢ dannamu.
MpaKkTUKo-OpneHTUpOBaHHbIE
o o 3agaHus.
MpoBoAUT cpaBHUTENbLHLIN aHann3 Bo3amoxHocTen OC ans pelueHus
3aad 13 npodeccroHanbHom 06nacTu; packpbiBaeT anropuTtm MDAKTHKO-ODMEH TUDOBAHHEIE
OEeNCTBUIA B 3aBUCMMOCTM OT cpebl paboThbl. P P P
3aJaHus.
dopmynunpyeT OCHOBHbIE XapaKTEPUCTUKM U (PYHKLMOHAmMbHbIE Bonpocbl ycTHOro
KOHCTPYKTUBHbIE OCOBEHHOCTM BbIYUCIUTENBHOW TEXHUKN. cobecenoBaHus.
OMK-4 PackpbiBaeT dyyHKUMOHaIbHbIE BO3MOXHOCTWN COBPEMEHHOIO [MpakTnKko-opMeHTUpoBaHHbIe
nNporpaMMHoOro obecneyeHus Ansa peLleHns npodeccnoHanbHbIX 3agad. 3agaHus.
[eMoHCTpUpyeT OCHOBHbIE NOAXO0Abl K paboTe C TEXHUYECKON [MpaKkTUKO-OpUEHTUPOBAHHbIE
[OKYMeHTaLuuen. 3agaHus.
dopmynupyeT HaszHayeHne 1 ocHoBHble chyHkuun OC, pnaet Bonpock! ycTHoro
knaccudukaumio coBpemeHHbix OC 1 obrnacTv ux npuMeHeHus; cobeceposaHus.
hopMynupyeT NpUHLUMILI POPMUPOBAHUSA apXUTEKTYPbI PasnnyHbIX
onepaumOoHHbIX CUCTEM; NEePEeYNCNseT OCHOBHbIE MEXaHN3MbI
ynpaBneHunsi pecypcamv BblYUCAUTENBHOW CUCTEMBI.
Or1K-5 MpakTUKoO-OpNEHTUPOBAHHbIE

BobinonHset HacTponky OC, yumTbiBas 0cobeHHOCTM paboThbl B
KOHKpPETHOW onepaunoHHOM cucTemMe; co3faeT KoMaHaHble dpannbl ¢
MCNONb30BaHMEM YNPaBSAOLLMX KOHCTPYKLNNA.

MpumeHsaeT meToabl npocTenwen 3awuTsl MK npu padote B JIBC n MBC.

3afaHun4.

npaKTMKO-OpI/IeHTI/I poBaHHbIEe
3afaHud.

5.1.2 Cucrema 1 KpUTepmm oLeHNBaHUA

Lkana oueHuBaHus

Kputepun oueHMBaHUA CHOPMMUPOBAHHOCTI KOMMETEHLMI

YcTHoe cobecenoBaHue

MucbmeHHas paboTa

5 (oTnn4yHO)

MonHbIN, ncyepnbiBaOLWUN OTBET, ABHO
OEMOHCTPUpPYOLLMIA rNyOoKoe NOHMMaHne
npeaMeTa 1 LUMPOKYH 3pYANLIMIO B
oLeHuBaemMon obnactu. Kputnueckun,
OpUrMHarnbHbIV NOAXOA K MaTepwuarny.

KayecTBO ncnonHeHus Bcex arnemMeHToB
3aJaHuns NONHOCTLIO COOTBETCTBYET BCEM
TpeboBaHUAM.

YuuTbiBatoTCA 6annbl, HAKOMNMNEHHbIE B TEYEHNEe
cemecTpa.

YuuTbiBatoTCA 6ansbl, HAKOMNMEHHbIE B
TeYyeHune cemecTpa.

4 (xopoLwuo)

OTBeT NOJHbIA, OCHOBAaHHbLIN Ha
npopaboTke Bcex 00s3aTenbHbIX
NCTOYHUKOB MHdopmMaumn. MNMogxoa k
mMaTepuany OTBETCTBEHHbIW, HO
CTaHOapTHbIN.

YuutbiBatoTcs 6annbl, HaKoMNMeHHbIE B
TeyeHwe ceMecTba

MhaveuayansHoe 3afaHue BbiNoSIHEHO B
[10CTaTOMHOM 06beMe, HO OrpaHUYMBaETCs
TOMBKO OCHOBHBLIMU MOAX0OaMM.

YuutbiBatoTca 6anibl, HAKOMMNEHHLIE B TeYeHne
cemecTpa.

3 (yooBneTBOpUTENbHO)

OTBeT BOCNpOM3BOAUT B OCHOBHOM TOSbKO
NeKUMoHHble maTepuansl, 6e3
camocTosTensbHon paboTbl ¢
pekoMeHA0BaHHOW NuTepaTypomn.
[eMoHCTpupyeT NOHNMMaHue npeameTa B
uenom, 6e3 yrnybneHus B getanu.
[MpuCyTCTBYIOT CyLLECTBEHHbIE OLUMOKU Unn
npo6enbl B 3HaHWSX MO HEKOTOPbIM TEMaM.
YuutbiBaloTca 6annbl, HAKOMNEHHbIE B
TeyeHune cemecTpa.

3agaHve BbINOSIHEHO MOSTHOCTBIO, HO B pa60Te
€CTb OTAeJ1IbHble CyLleCTBEHHblIe owmnbku, nmbo
Ka4yeCcTBO npeacrtaBrieHnsa pa6OTbI HU3Koe,
nnéo pa60Ta npeacrtasrieHa ¢ ono3gaHueMm.
YuntbiBatoTcst 6annbl, HAKOMNMEHHbIE B TEYEHWE
cemecTpa.

2 (HeynoBRNEeTBOPUTENBHO)

HecnocobHocTb 0TBETUTL Ha Bonpoc 6e3
nomoLy ak3ameHaTopa. HeaHaHuve
3HaUMTENbHOW YacTu NPUHLMNMANBEHO
BaXXHbIX 31IEMEHTOB AUCLIMMNIUHBI.
MHorouncneHHble rpybble owmnoKu.

He yuutbiBatloTca 6annbl, HakonneHHbIE B
TeYyeHne cemecTpa.

OTCcyTCTBME OOHOIO MIM HECKOSBKUX
o6si3aTernbHbIX 3NEMEHTOB 3ajaHus, 6o
MHOro4McreHHble rpy6Ghle olWnGkM B paboTe,
nnbo rpyboe HapyLleHve NpaBun ohopMIeHUs
W CPOKOB NpefcTaBneHnst paboTol.

He yunTbiBatoTCA Gansbl, HakomneHHbIe B
TeyeHue cemecTpa.




5.2 TunoBble KOHTPONbHbIE 3a4aHUSA UITN UHble MaTepuanbl, Heo6XoAuMbIe ANs OLEeHKU 3HAaHUMN, YMEHUN,
HaBbIKOB U (UNN) ONbITa AEATENIbHOCTU
5.2.1 NepeyeHb KOHTPONbHbIX BONPOCOB

Ne n/n | dopmynnpoBKU BONPOCOB
Cemectp 1

1 Cnocobbl 1 cpeacTBa 3awmTbl MHpopmauum B ceTax. Knaccudmkaumsa ceTeBbix aTak.

2 ObnayHble cepBUCHI U BbluMCTEHNs. Moaenn o6nayHbiX BbIYUCIIEHWA.

3 CeteBoe N10. DNS-cuctema, cnyx6a gomeHHbIx UMEH. DNS agpec, cnocob popmmnpoBaHus, npumepsi.

4 Ceteoe MN0O. Lndposon IP-agpec. IP-agpec u MAC-agpec — popma B3ammogencrens, oopma
NnpeacTaBneHns.

5 CrangapTbl 1 cTekun npotokonoB. Ctek npoTtokonoB TCP/IP, 0CHOBHbIE YPOBHM, (DYHKLMM YPOBHEN

6 ApxuTekTypa ceten. BoluncnutensHaa mogens OSI. TpaHCNOPTHbLIN, CeaHCOBbLIV, NPeACTaBUTENbCKUN U
NPVKIagHON ypOBHMW: Ha3HayYeHne, yHKUNN.

7 ApxuTekTtypa ceTen. BolumcnutensHasa mogenb OSI. CeTeBow ypoBEHb, Ha3Ha4YeHUe, NPOTOKOSbHAs eanHMLa
OaHHbIX.

8 ApxuTekTtypa ceten. BoluncnutensHasa mogens OSl. KaHanbHbIN ypoBeHb. PYHKLUMN KaHaNbHOro YPOBHS.
AnnapaTHble 1 annapaTHO-NPorpamMmmMHbIX cpeacTsa (KOMMyTaTopbl, MapLUPYTU3aTOpbl, CETEBOW MOCT).

9 ApxuTekTtypa ceten. BoluncnutensHasa mogens OSl. KaHanbHbIN ypoBeHb. PYHKLUMN KaHaNbHOro yPOBHS.
AnnapaTHble 1 annapaTHO-NporpamMmMHbIX CpeacTBa (ceTeBas KapTa, NOBTOPUTENM, KOHLLEHTPATOPhI).

10 ApxuTekTtypa ceTen. BolumcnutensHasa mogens OSI. dusmyeckunt ypoBeHb. MeToabl gocTtyna K cpene
nepegayv gaHHbIX, BUAbl, onpegenexus. Metogbl goctyna Token-Ring n FDDI.

11 ApxuTekTypa ceten. BoluncnutensHasa mogens OSI. dusmnyeckuin yposeHb. MeToapsl gocTyna k cpege
nepegayv gaHHbIX, Buabl, onpegenexus. Metog goctyna ARCnet.

12 ApxuTekTypa ceten. BoluncnutensHasa mogens OSI. dusmnyeckuin yposeHb. MeToasl 4ocTyna k cpege
nepegayn gaHHbIX. HegetepmmHmpoBaHHble MeTogbl foctyna. Metogbl goctyna Ethernet n Gigablt Ethernet.

13 ApxuTekTtypa ceTen. BolumcnutensHasa mogens OSI. dusmyeckunn ypoBeHb. MeToabl gocTtyna K cpene
nepegayv gaHHbIX. [leTepMnHMpoBaHHble MeTOAbI 4OCTyna.

14 ApxuTekTypa ceten. BoluncnutensHasa mogens OSl. ®dusmdeckuin yposeHb. [poBoaHble n 6ecnpoBoHble
cpedbl nepejayn AaHHbIX.

15 ApxuTekTtypa cetei. BoluncnutensHasa mogens OSI. OCHOBHble onpeaeneHnsi, Ha3HayeHue, OCHOBHbIE
NPOTOKONbI, e4MHULBI 0OMeHa MHpopmaLumen.

16 ApxuTeKkTypa BblYNCNUTENBHBIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TEXHOMOrmu,
BbluucnutenbHon cetn. Knaccmndukaumsa ceten no tononormn. Tononorus KOJIbLO.

17 ApXUTEKTYpa BbIYUCNNTENBHBIX CETEN, OCHOBHbIE onpeaeneHus: ceteso OC, ceTeBON TEXHOMNOMMuU,
BbluncnutenbHon cetu. Knaccmndukaumsa ceten no tononormn. Tononorus 3BE3JA.

18 ApXUTEKTYpa BbIYUCNNTENBHBIX CETEN, OCHOBHbIE onpeaeneHus: ceteBo OC, ceTeBON TEXHOMNOMMuU,
BbluMcnuTensHon cetu. Knaccudpukaumsa ceten no tononormuun. Tononorma OBLLAA LUNHA.

19 ApxuTeKkTypa BblYNCNUTENBHBIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TeXHOMOru,
BblUMCNUTENbHON ceTn. Knaccmudukaumsa ceten no Mogensm BblYUCIIEHUA

20 ApXUTEKTYpa BbIYUCNNTENBHBIX CETEN, OCHOBHbIE onpeaeneHus: ceteBo OC, ceTeBON TEXHOMNOMMuU,
BblUMCIIUTENbLHON ceTu. Knaccudmkaumsa ceten no cnocoby pacnpeneneHus pecypcos. mbpuaHas cetb.

21 ApXUTEKTYpa BbIYUCNNTENBHBIX CETEN, OCHOBHbIE onpeaeneHus: ceteso OC, ceTeBON TEXHOMNOMMU,
BbluMCnUTEnbHON ceTu. Knaccudumkaumsa ceten no cnocoby pacnpegenexHums pecypcos. OgHopaHrosasi ceTb.
ApxuTeKkTypa BblYNCNUTENBHBIX CETEWN, OCHOBHbIE onpedeneHus: ceteBon OC, ceTeBon TeXHOMOru,

22 BbluMcnuTenbHon cetn. Knaccmndukaums ceten no cnocoby pacnpeneneHns pecypcoB. LieHTpanm3oBaHHble
ceTu.
ApXUTEKTYpa BbIYUCNNTENBHBIX CETEN, OCHOBHbIE onpeaeneHus: ceteso OC, ceTeBON TEXHOMNOMMuU,

23 N
BbluncnuTensHom cetn. mobanbHele cetn WAN 1 WWAN.

24 ApxuTeKkTypa BblYNCNUTENBHBIX CeTeN, OCHOBHble onpegeneHus. Nopoackue cetn MAN n WMAN.

25 ApxuTekTypa BblYNCNUTENBHbBIX CeTEWN, OCHOBHbIe onpegeneHus. JlokanbHble cetn LAN n WLAN.

26 ApX1TEKTYpa BbIYNCIIUTENBHLIX CETEN, OCHOBHbIE onpeaeneHus. MNMepcoHanbHble cetn PAN 1 WPAN.

27 MonsaTtue davina. dusmyeckas opraHnsauns dannos. MNMpenmyLlecTsa N HegOCTaTKU KaXaoro BMaa.

28 MoHaTne danna. Jlornyeckas opraHmsauus dannos. NocnegosaTernbHble U MHOEKCUPOBaHHbIE ddannbl.

29 MoHaTne darina. OcHoBHbIE TUNbI halnos.

30 MoHaTtne cdanna. OcHoBHbIE CTPYKTYPbI pannos. Katanorn, Buabl Katanoros.

31 MonsaTue dannosor cuctembl. Apxutektypbl OC. dannosas cuctema C UFS, ocHOBHble 0COBEHHOCTU.

32 MoHsaTue daninoBon cuctembl. Apxutektypbl OC. dannosasa cuctema NTFS.

33 MonsaTtue davnoson cuctembl. Apxutektypbl @C.OC Windows 9X. [pariBepbl.

34 MoHaTtne cdannoson cuctembl. Apxutektypbl PC. OC FAT.




35 MoHaTne cannoson cuctembl. BydepHbin nys.

36 MoHsaTue davinosor cuctemol. CTpyKkTypa hannoson cuctTemsl: TUMbI pa3genos gucka, Tabnuua onucaHus
pasgenos aucka, knactep, MBR, Tabnvua onucaHusa pasgenos Ancka — OCHOBHbIE NOHATUS.

37 MoHaTue notoka. MHOronoToYHOCTb. HUTK (BONOKHA).

38 MoHaTne notoka. MHOronoTo4YHOCTb. OCHOBHbIE npenmMyuiecTtsa UCNoOJ1b30BaHMUA NMNOTOKOB.

39 MoHaTne notoka. OAHONOTOYHOCTb M MHOMOMOTOYHOCTb., OCHOBHbIE onpenenexHus.

40 Mopenb npouecca. KoHTeKCT 1 AeckpunTop npoLecca.

41 MoHatne npotwecca. AJ'IFOpI/ITMbI nnaHnpoBaHNA NpPoLecCcoB. BblTecHsilOLME M HEBBITECHAKOLLNE anropuTMmbl
nnaHnpoBsaHu4.

42 MoHatne npowecca. AJ'IFOpI/ITMbI nnaHnpoBaHNA NpPoLLecCcoB. AJ'IFOpVITMbI, OCHOBaHHble Ha npunopuTteTax.

43 MoHatne npotwecca. AJ'IFOpI/ITMbI nnaHnpoBaHNA NpPoLLeCcCoB. AJ'IFOpVITMbI, OCHOBaHHble Ha KBaHTOBaHUW.

44 MoHatne npowecca. AJ'IFOpI/ITMbI nnaHnpoBaHNA NpPoLLecCoB. AJ'IFOpVITMbI, OCHOBaHHble Ha KBaHTOBaHUW.

45 MoHaTne npouecca. CocTosiHMe NPOLIECCOB.

46 MoHaTtne agpa. ®PyHkunm sapa. Bektop npepbiBaHms.

47 MoHaTtne sgpa. PyHkuum sapa. BYTI.

48 MoHaTtune agpa. ®yHkuum sapa. MNoHaTue npouecca.

Apxutektypa OC. OCHOBHblE KOMMNOHEHTHI. BupTyanbHble MawmnHbl. HaHosgpo, runepBu3op — OCHOBHbIE

49
noHATUSA. Tubl rMNEepBU30POB.

50 Apxutektypa OC. OCHOBHbIE KOMMOHEHTLI. BupTyarnbHble MalumHbl. OCHOBHbIE NPUHLWMbLI BUPTYanusauum.

Apxutektypa OC. OCHOBHbIE KOMMNOHEHTLI. [oHsATHe sapa. Mogenb KneHT-cepBep Y MUKPOSIAEPHbIN NOOXOA.

51 [OCTOMHCTBa apXMTEKTYPbl MUKPOSIAPO.

52 Apxutektypa OC. OcHoBHble koMNOHeHTbI OC. MoHonuTHble cuctembl. OnepaumoHHas cuctema MS-DOS.

53 Apxutektypa OC. NoHsTne agpa. MHorocnowvHasa ctpyktypa OC.

54 Apxutektypa OC. BcnomoratenbHele mogynu OC, kernel mode u user mode.

55 Apxutektypa OC. NoHsTue agpa. OcHoBHble yHKUUK aapa, kernel mode n user mode.

56 Onpepenexve, HasHa4yeHue, knaccudmkaumsa 6o

57 Onpegenexne OC, Ha3HayeHne, OCHOBHble yHKumm OC.

58 Onpepenenne OC, HasHadeHune. TeHaeHunn passutms OC.

Onpepenexve OC, HasHauyeHue. Knaccudmkauma OC. Hocumble OC, OC cmapT-kapT. basosble dyHkumn OC
KapTbl.

59

60 Onpepenexne OC, HasHauyeHue. Knaccudukauma OC. BetpoeHHble OC. Oc CEHCOPHbIX Y3M0B.

Onpep,eneHVle OC, Ha3Ha4yeHue. Knaccmdavmau,vm KOMMNbKTEPHbIX CUCTEM MO 0CODOEHHOCTAM annapaTtHbIX

61 nnargopm.

62 Onpepenexne OC, Ha3HayeHne, Knaccudpmkaumna OC. Mogaepkka MHOro3agavyHocTy.

63 Onpepenexne, HasHayeHne BIOS.

64 Apxutektypa NK. Baaumocsasb apxutektypbl 1K ¢ OC.

65 Apxutektypa NK. 3sontouusa OC.

66 ApxuTtektypa NMK. 3sontoums MMK.

67 Onpegenexne OC, Ha3HayeHne, OCHOBHble yHKumm OC.

68 Onpepenexnne, Ha3HavyeHne, knaccudmkaumsa broO.

5.2.2 TunoBbIe TeCTOBbIe 3a4aHusA

He npegycmoTpeHo
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3agaHUA (3afgaym, Kenchbl)

1. BbiBECTM UMeHa, pa3mep, AaTy co3gaHusa u atpubyTbl dannos katanora Windows nosagaHHoMy yCrioBuio
oTbopa.
2. Onpepgenutb IP-agpeca komnbloTepa No ero JOMEHHOMY afipecy M Knaccy nonyyeHHoro |IP-agpeca.

5.3 MeToauyeckue Matepuansi, onpegensilolimne npouenypbl oLleHUBaHUA 3HaHUW, YMEHWUW, BrnafeHui (HaBbIKOB
¥ (WNKN) NpPaKTUYeCKOro onbiTa AeATEeNIbHOCTH)

5.3.1 YcnoBusa ponycka oby4arowierocs K npoMexxyTo4HoM aTTecTaumm U NopsiaoK NMKBMAALMA aKkaAeM1M4ecKomn
3a0MKEeHHOCTH

MpoBeaeHve NPOMEXYTOYHOW aTTeCTaLUMmM pernameHTUpoBaHO NokanbHbIM HOPMaTUBHbLIM aktom CIM6ryYnTa
«[lMonoxeHne o NpoBeAeHNM TEKYLLLEro KOHTPOSIS yCNeBaeMoCTH U NPOMEXYTOYHON aTTecTtaumm obyyaroLwmxcsa»
5.3.2 ®opma npoBeaeHUs1 NPOMEXYTOYHOM aTTecTauMm No AucUmnIiMHe

YcTHas + MucbmeHHas KomMnbloTepHOE TECTMPOBaHNE NHas +

5.3.3 Ocob6eHHOCTH NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum nNo ANCUUNIINHe



Bpems Ha noaroToBky k ycTHOMY cobecefoBaHuto cocTasnseT 30 MUHYT,;

BbinonHeHune kenc-3agaHus OCyLLEeCTBIIAETCA Ha KOMNbOTEPE 3a 60 MUHYT.

6. YYHEBHO-METOANYECKOE N UH®OPMALMOHHOE OBECNEYEHWE OUCLUUNITUHDbI
6.1 YyebHasa nutepartypa

ABTOp

3arnaesve

MN3paTenbcTBO

| [oa nspaHus |

Ccblinka

6.1.1 OcHoBHas yyebOHas nutepartypa

Kypsuun, I'. B. OnepaunoHHas cuctema Mocksa: ViHTepHeT- http://www.iprbooksh
UNIX YHuBepcuteT op.ru/97557.html
MHdopmaunoHHbIX 2020
TexHonornn (MHTYUT),
An NMn Ap Meguna
Hasapos, C. B., CoBpeMEHHbIE Mocksa, CapaTos: http://www.iprbooksh
Lnpokos, A. U. ornepaumoHHbIe CUCTEMBI NHTepHeT-YHuBepcuteT 0p.ru/89474.html
MHdopmaumoHHbIX 2020
TexHonorun (MHTYUT),
An NMn Ap Meguna
CaBernbes, A. O. PeweHnunsa Microsoft ansa Mocksa, CapaTos: https://www.iprbooks
BupTyanmsauuu UT- NHTepHeT-YHuBepcnTeT hop.ru/89472.html
UHPPACTPYKTYpbI WHdopmaunoHHbIX 2020
npeanpusTMi TexHonorun (MHTYWUT),
An Nn Ap Megmna
BuHokypos, U. B. CeTn 1 TenekoMmyHuKaumm Mocksa: Aii v Ap Meaua 2022 Eggsﬂljll\qv;/vsvéé%rt:ﬁ;l?s
ApTiowweHko, B. B., KoMnbloTepHble ceTu u Hosocnbupck: http://www.iprbooksh
HukynuH, A. B. TenekoMMyHuKaumm Hosocubupckuin op.ru/99345.html
rocyapCTBEHHbIN 2020
TEXHUYECKUN
yHVMBEpcuTeT
6.1.2 lononHuTenbHasa y4ebHasa nutepartypa
Monos, A. A., OnepaunoHHble CUCTEMBI KpacHosipck: Cnbupckuit http://www.iprbooksh
LLlaTanoa, M. C., Focy,D,apCTBeHHbIIZ op.ru/1 07209.html
Mactiok, M. A., YHUBEPCUTET HaYKU U 2020
JOoppep, I". A. TEXHOMOTNiA UMEHU
akagemuka M. .
PeweTtHeBa
CyxaHoB M. B. OnepaunoHHbIE CUCTEMBI, http://publish.sutd.ru/
CeTU N TeNnekoMMyHMKaunm Chno.: crieryntq 2015 tp_ext_inf_publish.ph
p?id=2774

6.2 NepeyveHb NpocdheccruoHanbHbIX 6a3 AaHHbIX U MH(POPMaLMOHHO-CNPaBOYHbIX CUCTEM

MHdopmaunoHHas cuctema «EgmHoe okHo gocTtyna k obpasoBaTenbHbIiM pecypcam. Pasgen. MHdopmaTuka n
WMHGOPMAaLMOHHbIE TEXHOMOMMMy [AnekTpoHHbIN pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6
OnekTpoHHO-6mbnuoTedHas cuctema IPRbooks [OnektpoHHbin pecypc]. URL: http://www.iprbookshop.ru/

6.3 MNepe4veHb NULEH3UOHHOIO U CBOGOAHO pacnpoCcTpPaHAeMOoro NpPorpaMmMHoOro o6ecneyeHus
Microsoft Windows 10 Pro
OfficeStd 2016 RUS OLP NL Acdmc
Oracle VM VirtualBox

6.4 OnucaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HeO6X0AMMOM ANA OCYLIEeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsimHe

AyauTtopusi

OcHalleHune

KomnbloTepHbIn Knacc

My]’leVIMe,D,VIIZHOG o6opy,qosaH|/|e, KOMMbOTEPHaAA TeEXHUKA C BOSMOXXHOCTbIO NOAKIIOYEeHUA K
ceTun «MHTepHeT» n obecneyeHnem AOCTyna B 3JIEKTPOHHYIO I/lH(bOpMaLI,I/IOHHO-

06paaoBaTen bHYIO Cpeany

JNekynoHHas

ayagntopus

MynbTumeauiiHoe obopyaoBaHue, cneunanuapoBaHHas mebenb, Aocka
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