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1 BBEOEHUE K PABOYEN NMPOrPAMME AUCLUMNIIUHBI

1.1 Uenb aucuunnuHbl: CchopmmpoBaTb KOMMETEHLUMM OOy4vatoLlerocs B 06GnacT COBPEMEHHbIX HamnpaBlieHWUi
pas3BUTUS CETEBLIX TEXHOMOTUIA.

1.2 3apayum AUCUUNIUNHbBI:

» PaccMoTpeTb TeOpEeTUHECKNE OCHOBLI COBPEMEHHbIX CETEBbLIX TEXHOMNOMMN.

* [NMoka3aTb 0COBEHHOCTU MHPOPMALMOHHBLIX PECYPCOB CETEMN.

» PaccmoTpeTb 0COBGEHHOCTU BbIOOpPa KOHKPETHOM CETEBON TEXHOIOTUMN.

» [MokasaTb 0COBEHHOCTM BbIGOpa, KOMMMEKCUPOBaAHWS M 3KCMfyaTauuy MporpammHo-annapaTHbiX cpeacTB B
C03aBaeMbIX CETEBbIX CTPYKTYpaXx.

1.3 Tpe6oBaHuA K NnpeaBapUTENIbLHON NOATOTOBKE 06y4alolerocs:

MpeaBapuTensbHas NOAroToBKa NpeanonaraeT co3aaHne OCHOBbI A POPMUPOBAHNSA KOMNETEHLUMIA, YKasaHHbIX B M.
2, NPV U3YYEHUN OUCLUNIIVH:

CeTu 1 cucTembl KOMMYHUKaLMI
Web-TexHonornm B MegnanHaycTpum
Web-nporpammupoBaHune
MHdopmaumnoHHbIe NpoLecchl U CUCTEMBI
MHdopmaumnoHHbIe TEXHOMOMK

2 KOMMNETEHUMU OBYYAIOLLEIroCA, dOPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OUCLIUMIINHDI

MK-1: CnocobeH ocyLlecTBNATL NPOEeKTUpPOBaHUe MHhopMaLMOHHbIX pecypcoB B cchepe MeananHaycTpum

3HaTb: 0COBEHHOCTM CETEBbLIX TEXHOMOMMI U MPOTOKOIbI MapLUPyTU3aLmm
YMeTb: cnnaHMpoBaTh OCHOBHYHO NMPOBOAHYI0 MHAPACTPYKTYPY ANs nepeaaym ceTeBoro Tpadmka
BnapeTb: HaBbIkaMu NOCTPOEHMS U COMPOBOXAEHMS UHEOKOMMYHUKALMOHHBIX CUCTEM U CETEN

3 PE3YNIbTATbI OBYYEHUA NO AUCUUNNUHE

O |KoHTakTHas
o < |paboTa
5@ WHHOBaL, dopma
HaumeHoBaHue u cogepxaHue pasienos, 8 = CP
9 g c dopMbl TeKyLLero
TEM U YYEOHbIX 3aHATUI s d ek, Mp. (vacel) BAHSTVIA KOHTPONS
[&]
O g | (vackl) | (4acs)
x

Pasgen 1. NpuHUMNbI CETEBBLIX NPUITOXEHUN

Tema 1. ApxutekTypa ceTeBbIX NPUNOKEHNN.
KnueHT-cepBepHas apxuTekTypa.
OpHopaHroBas (P2P) apxuTtekTypa.
BaaumopgencTteume npoueccoB. KNnueHTckum u
cepBepHbIn npouecchl. MHTepdenc mexay
NpPOLLECCOM U KOMMbIOTEPHOWN CETHIO.
Appecaunsa npoueccoB. TpaHCNOpPTHbIE 2 4 8
CNy>x0Obl, JOCTYMHbIE MPUMOXEHMUAM.
HapexHas nepefaya gaHHbIx. [MponyckHas
cnocobHocTb. Bpemsa goctasku.
BesonacHocTb. [lpakTudeckoe 3aHATHE: 8 0
3HaKOMCTBO C NporpamMmmMon-aHann3aTopom

naketoB Wireshark.

Tema 2. TpaHCNOPTHbIE CYyXObI,
npegocTaBnsemble VIHTEpPHETOM.
TpeboBaHMs K TPAHCMOPTHLIM Cry>x6am.
Cnyx0bl npotokona TCP. Criyx6bl
npoTokona UDP. besonacHocTb NpoTokona
TCP. Cnyx06bl, He NpegocTaBnsiemMble
TpaHCcnopTHbIMK NpoTokonamun HTepHeTa.
MpoTOKONbI NPUKNAAHOrO YPOBHS.
Mpaktnyeckoe 3aHsTue: MNMpotokonel TCP un
UDP.




Pasgen 2. BcemupHasa naytmHa n HTTP

Tema 3. NpoTtokon HTTP. HenocTosiHHbIE 1
NOCTOsIHHbIE coeanHeHus. Popmat HTTP-
cooOLeHus. Bzanmogenctsme nonb3oBaTens
n cepBepa: cookie-cpannbl. NpakTuyeckoe
3aHsTume: Npotokon HTTP.

Tema 4. TexHonorusa Be6-kaLLIMpOBaHUS.
Mpokcu-cepeep. Npumep KaLWMPOBaHUS:
paclunMpeHue kaHana gocTtyna. YcraHoBKa
nokaneHoro npokcu. Metog GET ¢
ycnosuem. lNpakTtuyeckoe 3aHsTUE:
TexHonornsa Be6-K3LMpPOBaHUS.

Pasgen 3. lNpoTokonbl nepefayn AaHHbIX U
9MEeKTPOHHasi noYyTa

nn

Tema 5. lNepenayva harinos no npoTokony
FTP. Ynpaenstouwiee coegmHeHne n
coeauHeHune gaHHbIx. KomaHabl n oTBEThI
npotokona FTP. NpakTuyeckoe 3aHATHE:
Mepepaya dannos no npotokony FTP.

Tema 6. AnekTpoHHasi novta B VIHTepHeTe.
[Nonb3oBaTENLCKUI areHT, NoYTOBLIE
cepBepbl U NPOCTON NPOTOKON Nepeaayn
noutsl (Simple Mail Transfer Protocol,
SMTP). MNpoTtokon SMTP. CpaBHeHune
npotokonos SMTP n HTTP. ®opmaThl
no4ToBoro coobuenus. NMpoTokonbl gocTyna
K aneKkTpoHHou noyTte. NpoTtokon POP3.
MpoTtokon IMAP. 3nekTpoHHasi noyta Yepes
BeO-uHTepdelic. [NpakTnyeckoe 3aHATUE:
OnekTpoHHas noyTa B MHTepHeTe.

Pasgen 4. DNS — cnyx6a katanoros
WHTepHeTa

nn

Tema 7. Cnyx06bl, npegocraensiembie DNS.
HasHayeHne NceBOOHMMOB XOCTaM.
HasHayeHue NceBOOHUMOB MOYTOBOMY
cepBepy. PacnpegeneHue Harpysku.
MpuHumnbl padoTtbl DNS. PacnpeaeneHHas
nepapxmyeckasn 6asa gaHHbix DNS. Knaccbl
DNS-cepBepoB. KopHeBble DNS-cepBepbl.
DNS-cepBepbl BEpXHETO YPOBHS.
AsToputeTHble DNS-cepBepbl. DNS-
KalmpoBaHue. [pakTuyeckoe 3aHATHE:
Cnyx6a DNS. Yactb 1.

Tema 8. 3anucu n coobieHns DNS. DNS
coobuieHuns: DNS-3anpoc n DNS-oTBer.
[obaBneHne 3anncen B 6a3y aaHHbIX DNS.
Atakun Ha DNS. lNpaktunyeckoe 3aHATHE:
Cnyx6a DNS. yacTb 2.

Utoro B cemecTpe (Ha kypce ansa 3A0)

10

nn

KoHcynbTauumn n npoMexyTovHasa atrectaums
(Ok3ameH)

18

36

63

2,5

24,5

Bcero koHTakTHas pa6ota u CP no
AucuunnuvHe

56,5

87,5

4 KYPCOBOE NMPOEKTUPOBAHUE
KypcoBoe npoekTupoBaHme y4eGHbIM MaHOM He NPeAyCMOTPEHO




5. ®OH} OLIEHO4YHbIX CPEACTB AN NPOBEAEHUSA MPOMEXYTOYHOW ATTECTALUU

5.1 OnucaHune nokasartenemn, KpUTepmeB U CUCTEMbI OLLeHUBAHUSA pe3yNbTaToB 00y4eHusA
5.1.1 NMokasaTtenu oLueHUBaHUA

Kon HanmeHoBaHMe oueHO4YHOro
MokasaTenu oueHnBaHUA pesynbTaToB 0bydeHus
KOMMeTeHumn cpencrea
XapaktepusyeT apXUTEKTYpY CETEBbLIX NPUIOXEHUIA.
Bonpockl Ans yctHoro
AK-1 PaboTtaeT ¢ nporpaMmmoii-aHannM3aTopoM NakeToB. cobecenoBaHus.
MpakTko-opneHTNpoBaHHLIE
BbINONHAET MOHWUTOPWHT U YNpaBrieHe NPOM3BOANTENBHOCTbI CETEBLIX 3apaHva
NPUITOXEHWIA.

5.1.2 Cnucrema 1 Kputepmm oLeHNBaHUA

LLikana oueHmBaHu4a

Kputepumn oueHnBaHna chopMMpOBaAHHOCTU KOMNETEHLIMI

YcTHOe cobecenoBaHue

NncbmeHHas pabota

5 (oTnnyHO)

MonHbIN, ncyepnbiBaOLUN OTBET, SBHO
OEMOHCTPUPYOLWLMUIA rny6oKoe NoHUMaHne
npeameTa v LWMPOKYH apyanumio B
oueHnBaemMoun obnactu, ymeHme
MCnonb30oBaTbh TEOPETUYECKME 3HAHUS OIS
peLLeHNs NpaKkTUYecKknx 3aaau.
YuuTbiBaoTCa 6annbl, HAKOMNMEeHHbIE B
TeyeHne cemecTpa.

4 (xopoLuo)

OTBET NOIHbIV 1 NPaBUIbHBIN,
OCHOBaHHbI Ha nNpopaboTke Bcex
oba3aTenbHbIX UCTOYHUKOB MHGOPMaLUN.
Moaxoa k maTepuany OTBETCTBEHHbIN, HO
OOMNyLLEHbI B OTBETAX HECYLLLECTBEHHbIE
oLnBKKM, KOTOPbIE YCTPAHAKTCS TOMLKO B
pe3ynbTaTe cobecenoBaHus
YuntbiBaloTcsl 6annbl, HAKONIEHHbIE B
TeyeHue cemecTpa.

3 (yooBneTBOpUTENbHO)

OTBET BOCNPOM3BOAUT B OCHOBHOM TOJIbKO
NEKLMOHHble MaTepwuansbl, 6e3
caMocCTosiTENbHOM paboThl €
pekoMeHA0BaHHOW NUTepaTypoi.
[leMoHCTpupyeT NOHMMaHWe npeamMeTa B

LLernoM Npu HeMorHbIX, cnabo
apryMeHTUPOBaHHbIX OTBETAX.
MpucyTCTBYIOT HETOYHOCTU B OTBETAX,
npo6enbl B 3HaHWSIX MO HEKOTOPLIM TEMaM,
CYLLECTBEHHbIE OLIMOKM, KOTOpble MOTyT
6bITb HaMAeHbl ¥ YaCTUYHO YCTPaHEeHb! B
pesynbTaTe cobecenoBaHUs. YUMTbIBAOTCS
6annbl, HaKoNMeHHbIE B TEYEHUE
cemecTpa.

2 (HeypoBnETBOPUTENBHO)

HecnocobHocTb 0TBETUTL Ha Bomnpoc 6e3
NoOMOLLM 3Kk3ameHaTopa. HesHaHve
3HAYUTENBHOW YacTU NPUHLMNKUATIBHO
BaXHbIX 3J1TEMEHTOB ANCUUNIUHDbI.
MHorouncneHHble cyuleCcTBeHHble OLLMOKN.
He Yy4nTbIBaAlOTCA 6aJ'IJ'IbI, HaKonmneHHble B
TeyeHve cemecTpa.

5.2 TunoBble KOHTPONbHbIE 3a4aHUA UNKN UHbIE MaTepuanbl, Heo6xoAuMble ANl OLLleHKU 3HaHUW, YMEHUN,
HaBbIKOB U (MNX) onbiTa AEATENbHOCTU
5.2.1 MNepeyeHb KOHTPOSIbHbLIX BONPOCOB

Ne n/n | DopMynnpoBKM BONpOCOB
Cemectp 8
1 KnneHT-cepBepHas apxutekTypa.
2 OpHopaHrosas (P2P) apxutektypa.
3 KnneHTcKkniA 1 cepBepHbIn NpoLecchbl
4 UHTepderc mexagy npoLeccoM U KOMMbIOTEPHON CETHIO.
5 Apnpecauns npoLeccos.




TpaHCI'IOpTHbIe CJ'Iy)K6bI, AOCTYMNHbIE NPUINOXXEHUAM.

TpaHcnopTHbIe crnyx6bl, NpegocTaBnseMbie IHTEpHETOM.

Cnyx6bl npotokona TCP.

Cnyx6bl npotokona UDP.

10 Mpotokon HTTP. HenoCToAHHbIE 1 MOCTOAHHbBIE COEOUHEHUS.

11 TexHonorus Be6-kawmpoBaHus. MNpokcu-cepsep.

12 Mepepnayva dannos no npotokony FTP.

aﬂeKTpOHHaﬂ no4Tta B MHTepHeTe. Monb3oBaTeNbCKMIA areHT, NoYToBbIE cepBepbl N I'IpOCTOVI NPOTOKON
nepeaaqu no4Thbl.

MpoTokonbl goctyna k anektpoHHoun noyTte. MNMpotokon POP3. MpoTtokon IMAP. QnekTpoHHasi noyta 4yepes Beb-

14 NHTepdeic.

15 Cnyx6bl, npegoctaBnsemble DNS.

16 PacnpegeneHHas nepapxmyeckas 6asa gaHHbix DNS. Knaccbl DNS-cepBepos.

17 3anucu n coobuleHns DNS.

18 Atakn Ha DNS.

5.2.2 TunoBble TecTOBble 3aAaHNA

He npegycmoTpeHo.
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3afaHNA (3afayum, Kenchbl)

3apava 1.

McxogHble AaHHbIE:

* MpoTokon IPX siBNAeTCs NPOTOKOIOM MO YMOSIYaHUIO B yCTaHaBMBaeMon onepaumoHHon cucteme: Het

* MNopgaepxka nporpammMHbiM obecneveHnem npoTtokona IPX: Het

* HeobxoamMMoCTb NoaaepXkkvu MapLupyTusaumm B cetu: la

» HeobGxoammocTb noaaepkm cepBepoB UK KNneHToB, paboTatowwmx nog ynpasneHmeM Novell NetWare:
Het

* [MpoTtokon TCP/IP sBnAeTcs NPOTOKOSIOM MO YMOSTYaHMIO B yCTaHaBMMBaeMOW onepaumoHHON cucteme:
Oa

* HeobxoammocTb BbixoAda ceTeBbiM koMnbtoTepam B UHTepHeT: [a

* HeobxoammocTb NogaepkkM CepBepoB UMK KNMEHTOB, paboTatoLmx nog ynpasneHMemM nporpaMmmHoOro
obecneyveHuns oT pasHbix npoussoguTenen: fa

* MpoTokon AppleTalk sBnAeTcss NPOTOKONOM MO YMOSYaHUIO B yCTaHaBIMBAEMOW OnepaumoHHON
cucteme: Het

» HeobxoammocTb nogaepxku npotokona AppleTalk: Het

* Nopaepkka ycTaHaBnMBaeMbIM NporpaMMHbIM obecneyveHreM npotokona AppleTalk: Het

3apgayva: BeibpaTb NpoTOKONbI MAAaHMPYEMON CETH.

3apava 2.

McxoaHble gaHHble:

* MoTpebHOCTL B CBSA3U C SMEKTPOHHLIMM JOCKaMU 06 bABNEHNIA UM C MHPOPMALMOHHbIMK criykbamun: [a

* HeobxoamMMocTb uHAMBMAYansHOro nogknoyeHus Kk Internet: Het

» HeobxoamMMocTb B nepMogmyeckoMm obmeHe darinamm ¢ nonb3oBaTeNsiM1, HaxoA4AWMMUCS B PasHbIX
mecTax: [a

* Hannuune nonb3oBarternein, KOTOPbIM Nepuognyeckm Heobxoaum AOCTYN K CeTU U3 JOMa UMK BO BpeMs
KomaHauposku: [la

* Heo6xoamMMocCTb B yBENNYEHUM ONUHBI CETeBOro kabens, 4Tobbl NOAKNIOYUTL HOBBIX NOMb30BaTenew,
HaxoasLwmxcs ganeko ot cepsepa: [la

* Mpu yBeNn4eHUn onnHbl CETEBOTO kabens HanMyMe NpeBbILLEHNS ero0 CYMMapHOW ONUHbLI Hag,
OrpaHUYeHNsIMK, YCTaHOBIEHHBIMU Afst AAHHOMO Tuna kabens: [a

* HeobxoamMMocTb B nepefave CMrHanoB no pasnunyHbIiM TUNam HOCUTENEN, KOTOPbIE YXXe UCMONb3YTCS B
cetn (Hanpumep, 4TOObI MOOKMIOYNTL CErMEHT Ha TOHKOM KoakcuanbHOM kabene k cetu Ethernet 100BaseT) : la

* HeobxoammocTb B cBs3un AByx (unu 6onee) cermeHToB ceTu: [la

* Heob6xoammocTb B CBA3U OBYX CETEN C pasnunyHbIMn apxutektypamum (T.e. Ethernet ¢ Token Ring): Het

* [Mpon3sBoaAMTENBLHOCTL CETU MEHbLLE Xernaemon: [la

» CeTb 0b6CnyxmMBaeT HECKONbKO OTAENOB, COTPYAHUKN KOTOPbIX 00bIYMHO 0OMEHNBAIOTCS AAHHBIMU TOSNBKO
BHYTpU cBoero otgena: Het

* MoTpebHoCcTb B 06beanHEHNN Heckonbkux cermeHToB JIBC B ogHy ceThb: [a

* HeobxoamMMocTb B M30NsLMn nnu ounbTpauum Tpaduka mexagy HeckonbkuMmm cermeHTamu: la

* MNpon3BoAMTENbHOCTL CETU U LIEHHOCTb AaHHbIX ABMNSATCA HACTONBLKO onpeaensaowmmm dakropamu,
4YTOGbI NOAAEPKUBATb HECKONBbKO M3ObITOYHLIX MapLUPYTOB Mexay cermeHTamu: [la

» Ecnn mapLupyToB HECKONbKO, NakeTbl MapLUPYTU3NPYIOTCA MO anroputMy Bblbopa "onTumansHoro nytu'":
[a

* MoTpebHOCTL B CBA3N MeXAy pasnuMyHbiMu cuctemamm (Hanpmumep, Heo6xoaMMOCTb NONb30BaTENAM
CEeTEBOro nporpamMmmHoro obecneyeHms Microsoft umeTb gocTyn k cepsepam Novell, a knneHTam cet upmbl Novell
poctyn Kk cdbannam Ha UNIX-komnbioTepe): HeT

3apava: BbibpaTb KOMMOHEHTHI pacLUMPEHUS NNaHUPYyEeMOW CETU.




5.3 MeToaunyeckue maTepuansl, onpegensiowme npoueaypbl oOLeHUMBaHUSA 3HaHUW, YyMeHUI, BlaaeHui (HaBbIKOB
1 (MNK) NPaKTU4EeCKOro onbiTa AeATEeNIbHOCTH)
5.3.1 YcnoBusa gonycka o6y4arowerocs K NpoMexXyTo4yHoOM atrecTauum 1 nopsaok NMIMKBUAaLUM akageMmnyeckomn

3a40J1XKEeHHOCTU

lMpoBeaeHve NPoOMEXYTOYHON aTTecTaummn pernameHTUpOBaHO NokanbHbIM HOpMaTuBHLIM aktom CI6IYITaA
«[lMonoxeHue 0 NpoBeAEHNM TEKYLLETO KOHTPOS YCNEBAEMOCTU 1 NPOMEXYTOYHOM aTTecTaumnm oby4atoLmxcay»

5.3.2 ®opma npoBeaeHUsi NPOMEXYTOYHOM aTTecTauum No gUucumninHe

YcTHas +

5.3.3 OcobeHHOCTH NpOoBeAeHUs MPOMEXYTOYHOM aTTecTaumm nNo gUcUUniiMHe

lNucbmeHHas

KOMI'IblOTepHOB TecTnpoBaHune

MHas

I'IpM npoBeaeHnn akaameHa BpemMd, oTBoAMMOE Ha NoAroToBKY K OTBETY, COCTaBIIAET He bonee 40 muH. [nga

BbINOJTHEHUA NPaKTUYECKOro 3agaHua o6yqawmemy npenoctaBndeTcA Heobxogumas cnpaBo4Has

VIHC*)OpMaLJ,VIﬂ.COOGUJ,eHVIe pe3ynbTaTtoB o6yqa+0Lu,e|vlyC$| npon3BoanTCA HenocpenCTBeHHO nocrie yYCTHOro oTeeTa.

6. YYEBHO-METOANYECKOE U UH®OPMALMOHHOE OBECNEYEHWE OUCLUUNIUHDbI
6.1 YyebHasa nutepartypa

ABTOp 3arnasue M3paTtenbcTBO | oa nspaHna | Ccbinka
6.1.1 OcHoBHas y4yeOHasa nutepartypa
BepnvH, A. H. BbicokockopocCTHbIE ceTn Mocksa, CapaTos: http://www.iprbooksh
CBA3N MHTepHeT-YHuBepcuteT 0p.ru/89433.html
MHdopmaLnoHHbIX 2020
TexHonormn (MHTYWUT),
A MNun Ap Meauna
BepnuH, A. H. ABOHEHTCKMe ceTn goctyna Mockea: MHTepHeT- http://www.iprbooksh
1 TEXHOMOMNK YHuBepcuTeT 0p.ru/101985.htmi
BbICOKOCKOPOCTHbIX CETEN NHdOpPMaLMOHHBIX 2021
TexHonorun (MHTYUT),
Awn MNun Ap Meamna
Mpony6Hukos, A. B. CeTu nepegayn gaHHbIx. B 2 Owmck: MiagatenscTBo http://www.iprbooksh
yactax. 4.1 OMCKOro 2020 op.ru/108149.html
rocyaapCTBEHHOro
yHMBepcuTeTa
BepnuH, A. H. TenekoMMyHUKaLMOHHbIE Mocksa, CapaTos: http://www.iprbooksh
CeTn 1 yCTpoiicTBa WHTepHeT-YHuBepcuteT 0p.ru/89477.html
MHdopmaumnoHHbIX 2020
TexHonorun (MHTYWUT),
Awn MNun Ap Meauna
6.1.2 lononHuTenbHasa y4ebHasa nutepartypa
ApTiowweHko, B. B., KoMnbloTepHbIE CETU 1 Hosocnbupck: http://www.iprbooksh
HukynuH, A. B. TenekoMMyHMKaumm Hosocunbupckui 0p.ru/99345.htmi
rocyaapCTBEHHbIN 2020
TEXHUYECKUN
yHUBEpCUTET
EpmuHa M. A., Hebaes | OnepaLoHHbIE CUCTEMBI, Cankr-leTen6vor http://publish.sutd.ru/
n. A ceTn 1 TenekoMMyHm1Kaumm CI'I6FYI'IE)I',D,yp ) 2020 tp_ext_inf_publish.ph
p?id=202077
KnawaHos, @. K. BbluncnurtenbHble cucTeMbl . http://www.iprbooksh
M ceTun, obnayHble MOCKB%BNCI;MECI;EMFCM 2020 op.ru/101788.htmi
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6.3 Nepe4veHb NNLEH3NOHHOIO U CBOGOAHO pacnpoCcTpaHAeMOoro NporpaMmMHOro oéecneyeHus
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6.4 OnncaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HeO6XoAMMON ANA ocyLlecTBNeHUA o6pa3oBaTenbHOro
npouecca no gucumnniunHe
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