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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMNIIUHBI

1.1 Uenb aucumnnuHbl: ChopmupoBatb KOMMeTeHUMM oby4aroweroca B ob6rnacTu COBPEMEHHLIX HamnpaBieHUN
pas3BMTUSA KOMMbIOTEPHbIX CETEN U TeNEeKOMMYHMKaLNA

1.2 3apgauv AMcUMNUHbI:

* PaccMoTpeTb TEOPETUHECKNE OCHOBbLI apPXUTEKTYPHOM U CUCTEMOTEXHUYECKOM OpraHn3aunm BelYUCIIMTENBHbIX CETEN

* [okasaTb 0COBEHHOCTN KOHUTYPUPOBaHNS NOKaNbHbIX CETEN

* PaccmMoTpeTb TEXHOMOrMM NOCTPOEHMWS Y CONPOBOXAEHUSA MHPOKOMMYHMKALMOHHBIX CUCTEM U CEeTEN

» [NokaszaTb OCOOEHHOCTU BbIOOpPa, KOMMMEKCUMPOBAHUS WM 3KCMiyaTauum nporpaMMHo-annapaTHbIX CPeAcTB B
CO3daBaeMbIX CeTeBbIX CTPYKTypax

* PaccmoTpeTb TeopeTMyeckne OCHOBbI MOCTPOEHUSI CETEBLIX MPOTOKOMOB

1.3 Tpe6oBaHus K NpeaBapUTeNbLHON NOArOTOBKE O6yy4aloLlerocs:
MpeaBaputenbHasi NOAroTOBKa NpeanonaraeT co3faHne OCHOBbI AN POPMUPOBaHMS KOMNETEeHUMI, yKa3aHHbIX B . 2,
NPV U3YYeHUN OUCLMMIIVH:

Basbl gaHHbIX
MHopmaumoHHbIE TEXHOMOMMN
Web-nporpammupoBaHue

2 KOMMNETEHUWUN OBYYAIOLWWEIOCA, ®OPMUPYEMbBIE B PE3YJNIbTATE OCBOEHUA OUCLUMNNHDbI

OINK-5: Cnoco6eH nHcTannmpoBaTb NporpaMMHOe U annapatHoe o6ecneyeHue AN UHOOPMAaLMOHHbIX U
aBTOMaTU3MPOBAHHbIX CUCTEM;

3HaTb: PyHKUMUN 1 0GA3AHHOCTM NPUHATMS YNpaBieHYeckmx pelleHnin agMmMHMcTpaTopa CeTi B Bonpocax NpedoTBpaLleHns 1
HelTpanusauum yrpos yHKLUMOHUPOBAHNA UHOPMALIMOHHBIX CUCTEM

YMeTb: yMeTb UCMOMb30BaTh A3bIKM 1 CUCTEMbI MPOrPaMMUPOBAHNUS C LENbI0 aBTOMaTM3aLmMM MHPOPMALMOHHBIX MPOLIECCOB Mo
c6opy MHGopMaLmK, HeobxoanMon Ana 06paboTKM U NPUHATASA YNPaBeHYEeCKUX peLLeHui

BnapeTtb: HaBblkamu npumMeHeHnda MmetTogos agMNMHUCTPUPOBAHUA VIHQDOpMaLWIOHHbIX ceTten.

OlK-7: CnocobeH ocywecTBNATL BbIGOp NNatopmM U MHCTPYMEHTarIbHbIX NporpaMMHoO-annapaTHbIX CpeacTB Ans
peanusauum MHGpOpPMaLNOHHbIX CUCTEM;

3HaTb: TEOPETUYECKNE OCHOBBLI apXUTEKTYPHON U CUCTEMOTEXHUYECKOW OpraHv3auuy BbIYUCIUTENBHBIX CETEN, NOCTPOEHNS
CETEBbIX MPOTOKONOB; KraccuduKaLmio, apXUTEKTYPY M CTaHZapTbl MH(OPMAaLMOHHO-BLIYUCIIUTENBHBIX CETEW; 3TanoHHYH
Mogeslb B3aUMOCBSA3M OTKPbITBIX CUCTEM; MPUHLMMBI OPraHn3aLmMmn 1 agMUHUCTPUPOBaHUS MOKanbHbIX U KOPNIOPaTUBHBIX CETEN;
(pyHKUMOHaSIbHbIE YCTPONCTBA BLIYUCIIUTENbHBIX CETEl

YMeTb: BbIGUpaTb, KOMMMEKCMPOBATb U IKCMNyaTMpOBaTb MporpaMMHO—anmnapaTHble CpefcTBa B CO3[aBaeMbIX CETEBbIX
CTPYKTypax

BnapeTtb: HaBblkaMu Mo onpegeneHno cntyauuu, npu KOTOpOIZ Heobxoaumo pacwmnpuTb NokKanbHY CeTb, X MO onpeaeneHunto
KOMMOHEHTOB ANA paCLlUnpeHns KOHerTHOl;I ceTun




3 PE3YJIbTATbI OBYYEHUA NO ANCUUNNUHE

HaumeHoBaHWe n cogepxaHue pa3genos,
TEM U Y4eOBHbIX 3aHATUI

Cemectp
(kypc gnsa 3A0)

KoHTakTHas

paboTa

Jlek.
(vacel)

Mp.
(vaceol)

CP
(vacnl)

MHHoBAaL,

dopmbl
3aHATUN

dopma
TekyLlero
KOHTpOnS

Pasgen 1. OcHOBbI MHGOPMALMOHHO-
BbIYNCIIUTESbHBIX CeTeun

Tema 1. Knaccudumkaumsa nHpopmaLumnoHHo-
BblYMCIUTENbHBIX ceTen. CeTu
OfHOpaHroBble K "knueHT/cepeep”. Tunbl
cepBepoB: hannosble cepBepbl, CepBEPbI
neyartu, cepBepbl NPUINOXEHUI, CepBepbI
coobueHun, cepBepbl 6a3 gaHHbIX. CeTeBas
TOMnonorus: WnHHas, 38e3goobpasHas,
KonbLieBas, “3Be3ga-lWmHa”, “3Be3aa-konbLo”,
ayenctad (cotoBasi). CeTeBbleapXUTeKTypbl:
Ethernet, TokenRing, AppleTalk, ARCnet.
MpakTuyeckoe 3aHsaTHE: BBeaeHve B
KOMMbIOTEPHBIE CETU.

Tema 2. KaHanbl nepefayun gaHHbIX U
ceTeBble KOMMOHEHThI. AHaNoroBble KaHarbl
nepegaym gaHHbix. Lindposblie kaHanbl
nepegayv gaHHbix. PasgeneHune kaHanos no
BpEMEHU 1 YyacToTe. XapakTepucTukm
NPOBOAHbLIX NMNHUIA CBA3N. KoakcnarnbHbIn
kabenb. Kabenb Tnna «Butasa napay.
OnTOBONOKOHHEBIN Kabenb. [naTbl ceTeBoro
afjanTepa: npuHUun paboTbl, napameTpbl
HacTpowiku. [pakTuyeckoe 3aHATNE: CeTeBble
KOMMOHEHTBI.

Tema 3. becnpoBoaHble nokanbHble
BbluMcnuTENbHbIE ceTU. CNyTHUKOBbIE
kaHanbl. becnpoBoHbIe NoKanbHbIE
BbIYMCNUTENbHbLIE CETU: NH(PaKpacHoe
n3ny4yeHue, nasep, paguonepenaya B y3kom
avanasoHe (ogHo4YacToTHada nepegaya),
pagvonepeaaya B pacCessHHOM CrekTpe.
Mob6unbHble ceTu: NakeTHoe
paguocoefuHeHne, COTOBbIE CUCTEMbI CBA3W,
MUKPOBOSHOBLIE cUCTEMBI. TexHonorum Wi-
Fi, Bluetooth, WiIMAX, ZigBee. lNpakTtnyeckoe
3aHAaTMe: becnposoaHbie J1IBC.

Pasgen 2. CeteBble Mogenu 1 cnocobbl
[0CTyna K cpefe nepegadv gaHHbIX

Tema 4. OtanoHHas Mogernb B3anMoCBs3n
OTKpbITbIX cucteMm. Mogenb OSI. Mogenb
IEEE Project 802. Nepenaya aaHHbIX Mo
CceTu: OYHKUUN NaKeToB; CTPYKTYpa NakeTa;
dopmmnpoBaHune, agpecaumns u paccolika
NMakeToB; NCMONb30BaHMNE NAKETOB Npw
neyaTtn. GyHKUUN ypOBHEN MOaeNn
OSI.CeTe3aBucumMble 1 CETEHE3ABUCUMbIE
ypoBHu. Mogens TCP/IP. Mogenu
nocTaBLUMKOB. [1pakTuyeckoe 3aHATHE:
TeopeTnyeckas Mogenb CeTu.

12

12

12

nn
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Tema 5. NMpoTokonbl U MeToAbl AOCTYNA.
[MpOTOKONbI B MHOrOYPOBHEBOW apXUTEKType:
CTEKM NPOTOKONOB, Npuesaska. CTaHOapTHbIE
cTeku. MpuknagHble, TpaHCNOPTHbIE U
ceTeBble NpoTokonbl. CTaHaapThI
NpPOTOKOOB. [1pOTOKOMbI yNpaBneHus.
MHOXeCTBEHHBbIN JOCTYN C KOHTPOMNEM
HecyLen n obHapy>XeHnem KOH(IMKTOB.
MHOXeCTBEHHBbIN JOCTYN C KOHTPOMNEM
HecyLlen 1 npegoTBpaLleHMeM KOHMINKTOB.
MapkepHble meToabl goctyna. [loctyn no
npuopwuTeTy 3anpoca. Npaktuyeckoe
3aHaTMe: [poToKoMbl U MeToAbI AOCTYNa.

Tema 6. MeToanka NpoeKkTMpoBaHMUS
nokanbHon ceTu opraHusaumm. icxogHsle
OaHHble, BbIOOp pa3mepa 1 CTPYKTYpbl CETH,
BbIGOp 06opyaoBaHuS, BbIGOp ceTeBbIX
nporpaMmmHbIX cpeacTs. Beibop ¢ yyeTom
CTOUMOCTW, NPOEKTUPOBaAHME KabenbHoM
CUCTEMBbI, ONTUMU3ALUS U NMOUCK
HeucrnpaBHOCTeN B paboTatoLen ceTu.
MpakTnyeckoe 3aHaTMe: CeTeBble
apXMTEKTYPbI.

15

13,75
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Paspgen 3. MeToabl nepefayn AaHHbIX
BMH(POPMAaLMOHHbIX CETSIX

Tema 7. MeToabl nepegaym ANCKPETHbIX
OaHHbIX Ha (bM3nyeckoM ypoBHe. AHanorosas
MOAYNSUNA: METOAbI aHanoroBowm
MOAYNAUNN, CNEKTP MOAYIIMPOBAHHOIO
curHana.Metoabl ULMPPOBOro KOANPOBAHUSA:
noTeHumManbHbl kog 6e3 BO3BpaLLeH s K
Hynt0, MeToa BUNonsipHOro KOANPOBaHUS C
anbTepHaTUBHOM MHBEPCUEN,
NoTeHUNanbHbIN Ko C UHBEPCUEN NpPK
eanHuue.MeTtoabl LMGPOBOro KOANPOBAHNUSA:
OMNonNApHbIA MMNYNbCHBIN Ko,
MaH4YeCcTepCKUin Kog, NoTeHUManbHbIN Kog
2B1Q. Nlornyeckoe kognpoBaHue:
n36bITOYHbIE KOOI, CKPAIMOMpOBaHHMeE.
[wvckpeTHas moaynaumsa aHanoroBbIX
curHanos. lNpakTnyeckoe 3aHaTme: Metoapl
nepenayn OMCKPETHbIX AaHHbIX Ha
(PM3NYECKOM YPOBHE.

Tema 8. MeToabl nepefaym AaHHbIX
KaHanbHOro ypoBHsi. CUHXPOHHbIE
CYMBObHO-OPUEHTUPOBAHHbIE U BUT-
OpUEHTUPOBaHHbIE NpoToKonbl. MNMepegava c
yCTaHOBMEeHMEM coeanHeHus n 6es
yCTaHOBMeHUs coegmHeHns. MeToabl
obHapyxeHus oWmnbOoK: KOHTPOrb MO
napuTeTy, BepTUKalbHbIN U rOPU3OHTaNbHbIN
KOHTPOSIb MO NapuTeTy, LUKNNYECKU
N36bITOYHBINA KOHTPONb. MeToabl KOppeKL MM
ownboK: MeToA C NPOCTOSIMU, METO.
«CKONMb3ALLEro okHay. NpakTnyeckoe
3aHaTHne: MeToabl Nepefayn aHHbIX
KaHanbHOro YpOBHSI.

10

10




Tema 9. MeToabl nepefaym AaHHbIX CETEBOrO
ypoBHsi. MeTogpbl kommyTauun. KommyTtauus
KaHanoB Ha OCHOBE YaCTOTHOro
MynbTUNnekcnpoBaHus.KommyTaums kaHanos
Ha OCHOBe pasaeneHusi
BpemMeHn.KoMmmyTaums nakeToB: NPUHLIMNGI,
PeXMMbI, MPOMYCKHasA CNOCOBHOCTb ceTer ¢
KOMMyTaumen naketos. KommyTtaums
cooOLeHun. Jlornyeckasa CTpyKTypusaumsi
CETU C MOMOLLLI MOCTOB ¥ KOMMYTaTOPOB.
MpuHUUNbl MapwpyTmnsaunun. NMpoTokonsl
MapLupyTusauun. OyHKUUM MapLipyTmM3aTopa.
Apnpecauus B IP-ceTax. Tunbl agpecoB cTeka
TCP/IP (nokanbHble, ceTeBble, LOMEHHbIE),
¢opmbl 3anucn IP-agpeca, knacchel IP-
agpecoB.Ocobble IP-agpeca, ucnonb3oBaHune
macok npw IP-agpecauum, aBTomaTmsaums
npouecca HasHadeHus IP-agpecos.
OtobpaxeHue IP-agpecoB Ha nokanbHble
appeca. OpraHusaumns 4JOMEHOB M JOMEHHbIX
nmeH. MpakTnyeckoe 3aHaTne: Metoapl
nepegayn gaHHbIX CETEBOrO YPOBHS.

WNtoro B cemecTpe (Ha kypce ansa 3A0)

10

nn

KoHcynbTauum 1 npoMexyTodHas attectaums
(3auerT)

111,75

Paspgen 4. BHyTpeHHee yCcTponCcTBO
UHTepHeTa

Tema 10. UHTEpHET-CTAHOAPTHI,
WH(ppacCTpyKTypa, NPorpamMmmMHbIn MHTEpdENnc
Ona NpUnoXeHun, npoTtokosnbl. [locTyn B
MHTepHeT 4epes3 DSL (digital subscriber line).
KabenbHble ceTn goctyna. [loctyn B
UHTepHeT no texHonorum FTTH (Fiber To The
Home). KopnopaTuBHbie 1 fOMaLLHUE ceTn
poctyna: Ethernet u Wi-Fi. Cetu
6ecnpoBogHoro goctyna: 3G, 4G n LTE.
MpakTnyeckoe 3aHsaTne: KommyTtaumna
KaHanoB U KOMMYyTaLMs NakeToB. 3agepKKu,
noTepw, NPonyckHasi CNOCOBHOCTb B CETH.

Tema 11. CeTeBas cTpykTypa NHTepHeTa:
ceTu JocTyna, permoHanbHble NpoBanaepsl,
npoBanaepbl NEPBOro YPOBHS, TOUKN
NPUCYTCTBUSA, MHOFTOMHTEPMENCHBIN PEXUM,
NUPUHT, TOYKM obmeHa Tpadmkom (IXP), cetu
npoBangepoB KOHTeHTa. [NpakTnyeckoe
3aHaATHe: CeTeBas CTPyKTypa.

Tema 12. Tunbl ceTeBbIX aTak: BUPYCHI,
YepBU, NPOrpaMMbI-LUMMOHbI, CETU-BOTHETHI,
oTkas B obcnyxumsaHum (DoS-aTaku),
pacnpegeneHHble DoS-ataku, cHudpuHr
(aHanus) nakeTos, |IP-cnycuHr (nogmeHa
agpeca). MNMpaktuyeckoe 3aHATMe: CeTeBble
aTaku (Bornpockl 6e30nacHOCTH).

Paspen 5. TeopeTuyeckme un npakTuyeckmne
acneKTbl CETEBLIX NMPUNOXEHWUIA

nn

Tema 13. ApxuTekTypa ceTeBbIX
MPUIOXEHWIA: KNMEHT-CepBEpHas,
ogHopaHrosas (P2P). Bsaumopeiicteume
NPOLECCOB: KNUEHTCKUI U CePBEPHbIN
npoueccol, UHTepdenc mexay NpoLeccoM n
KOMMbIOTEPHOW CETLIO (COKETLI), agpecaumnsi
npoueccos. [pakTnyeckoe 3aHATHE:
ApXUTEKTYpa CeTeBbIX MPUMOKEHUN.




Tema 14. TpaHCNOpPTHLIE CNYXObI,
Tpebyembie NPUMOXEHMIO: HadeXHas
nepegava gaHHbIX, MPOMnycKHas
CMOCOOHOCTL, BpEMsI AOCTaBKM,
6e3onacHocTb. TpaHCnopTHbIE CryX06bl
WHTepHeTa: cnyxbbl npoTtokona TCP, cnyxobl
npotokona UDP. besonacHocTb NpoTokona
TCP: kpuntorpadgudeckmii npotokon SSL
(Secure Sockets Layer). Pasnuune mexay
CETEBBLIMU MPUNOXKEHUAMN 1 NPOTOKONaMu
NpWKNagHoro ypoBHsi. MpakTuyeckoe
3aHsTUeE: Micnonb3oBaHne aHannsaTopa
naketoB Wireshark ans nsyyeHnst OCHOBHbIX
acnekToB npotokonoe TCP, UDP u IP.

Tema 15. lNporpammmnpoBaHne COKETOB C
ncnonb3oBaHnem npotokona UDP.
lMporpamMmmmnpoBaHme COKETOB C
ncnonb3oBaHneM npotokona TCP.
MpakTnyeckoe 3aHsaTme: lNporpammmnpoBaHme
COKETOB.

Paspgen 6. lNMpoTtokonbl 1 cnyxbbl MHTepHeTa

15
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Tema 16. O630p npotokona HTTP. HTTP-
COeOUHEHUS: HEMOCTOSHHbIE, MOCTOSIHHbIE.
CoobueHune-3anpoc npotokona HTTP.
CoobuieHne-oteT npotokona HTTP.
B3avmMopencTBme nonb3oBaTens u cepeepa:
cookie-channbl. TexHonorus Beb-
K3LLMPOBaHWSA: NPOKCU-CEPBEP, MPUMEP
KawmupoBaHus. HTTP-npoTtokon: metog GET ¢
ycnosueMm. lNepegaya daninos no NpoToKony
FTP. MNMpotokon SMTP. CpaBHeHune
npotokonos SMTP u HTTP. ®opmarthl
noyToBOro coobuieHus. MpoTokonbl gocTyna
K anekTpoHHou noyte: POP3, IMAP.
OneKTpoHHas noyta Yyepes Beb-uHTepdenc.
MpakTnyeckoe 3aHsaTue: Micnonb3oBaHue
aHanusaTopa naketoB Wireshark ons
N3y4YeHNst OCHOBHbIX aCneKToB NPOTOKOMNa
HTTP (B3anmopgencteue nocpeacrsom GET-
3anpocoB 1 OTBETOB cepBepa, hopmaThbl
HTTP-coobweHnunin, nepegaya 60nbLumnx
tannos HTML, ¢aiinos co BCTPOEHHbLIMMA
o6bekTamu, BOMPOChl ayTEHTUUKALUN U
6esonacHocTn B HTTP).

Tema 17. MNMpuHUMNBbI paboTbl CUCTEMBI
OoMmeHHbIX nmeH (DNS): cnyx6bl, cTpykTypa.
DNS: pacnpeneneHHas nepapxmyeckas 6asa
OaHHbIX: KOPHEBbIE CepBepbl, CEpBEPbI
BEPXHEro YPOBHS, aBTopUTETHLIE DNS-
cepBepbl. JlokaneHbIn cepep DNS.

Mpumep TpaHcnsumMm nMeHn B agpec. DNS-
KawmpoBaHue. 3anucu n coobuieHna DNS.
Job6asnexHne DNS-3anncen. Atakm Ha DNS.
MpakTuyeckoe 3aHaTHE: Vicnonb3oBaHmne
aHanusaTopa naketoB Wireshark aons
N3yYeHns KNMeHTCKom Yactum cryxobl DNS.

14
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Tema 18. MNpuHUUNBEI OAHOPAHIOBOro
¢annoobmeHa. OgHOPaHroBbIN NPOTOKOIO
ans dannosoro obmena BitTorrent.

PacnpegeneHHble xew-tabnuupl, 1 1 12 nn
LMPKYyNapHble pacnpeneneHHble xeL-
Tabnuubl, OTTOK NUPOB. [pakTuyeckoe
3aHsaTue: [NupuHrosble ceTu.
Utoro B cemecTpe (Ha kypce ansa 3A0) 17 10 83
KoHcynbTaumm n npoMexyTovHas atTectaums 25 245
(Ok3ameH)
Bcero koHTakTHas paborta n CP no
AVCLMMNMHE 68,75 219,25

4 KYPCOBOE NPOEKTUPOBAHUE

Kypcoaoe npoeKTnpoBaHne y‘-le6HbIM nnaHom He npeayCcMoOTpeHo

5. ®OHA OLIEHOYHBLIX CPEACTB ANA NPOBEAEHUSA NPOMEXYTOYHOW ATTECTALIUK
5.1 OnucaHue nokasaresnien, KpUTEpPMEB N CUCTEMbI OLLEHUBaHNA Pe3ynibTaToB 00yYeHus

5.1.1 NokasaTenu oueHUBaHUA

Kog HanmeHoBaHWe oueHOYHOro
MokasaTenu oueHUBaHNSA pe3ynbTaToB 0byYeHus
KOMNeTeHuun cpeactea
Bonpocbl anst ycTHoro
XapakTtepuayeT 0cobeHHOCTU paboTbl MHPOPMALIMOHHO- P Ans y
. cobecenoBaHus.
BbIYNCIINTENBbHbIX CETEN.
Or1K-5 MpakTuko-
AHanunsmpyeT paboTy ceTeBbIX NPOTOKOSOB.
OPWEHTUPUPOBAHHOE
MpoeKkTnpyeT nokanbHy CETb OpraHM3aunn.
3aaHue.
Bonpocbl gnsa ycTHoro
cobecenoBaHus.
OnwncbiBaeT MeToabl Nepefayn gaHHbIX B UHOOPMALMOHHbBIX CETAX. MoaKT KO-
OrlK-7 AHanuaupyeTt meToabl Nepegayn aHHbIX CETEBOTO YPOBHSI. P
OPUEHTMPUPOBAHHOE
MporpaMmmMupyeT CoKeTbI.
3agaHue.
Kypcoas pabora.

5.1.2 Cuctema n KpuTEpUN OLleHMBaHUSA

KpuTepun oueHnBaHUA COPMUPOBAHHOCTY KOMMNETEHLMI

Llkana oueHnsaHus
YcTHoe cobeceoBaHue

MucbmeHHas paboTa

MonHbIN, ncYepnbiBalOLUN OTBET, SBHO
OEMOHCTPUpYoLWMIA rnybokoe NoOHNMaHue
npegMeTa 1 LUMPOKYH 3pYANLNIO B
oueHvBaeMon obnacTtu, ymeHue
MCnonb3oBaTh TEOPETUYECKME 3HAHUA ONs
peLleHns npakTu4ecknx 3agau.
YuutbiBatoTcs 6annbl, HaKoMNMneHHble B
TeyeHue cemecTpa.

5 (oTnun4HO)

OTBET NOMHbIV U NPaBUIbHBIN,
OCHOBaHHbIN Ha NpopaboTke Bcex
06sa3aTenbHbIX UICTOYHUKOB MHOpMaLU.
Moaxon k maTepuany OoTBETCTBEHHbIN, HO
4 (xopoLwuo) JonyLlleHbl B OTBETax HECYLLLECTBEHHbIE
OLINGKK, KOTOPbIE YCTPaHAKTCS TOMbKO B
pesynbTaTte cobecenoBaHus
YuuTbiBatoTcsa 6annbl, HAKONJIEHHbIE B
TeYeHne cemecTpa.




3 (ynoBneTBOpUTENBLHO)

OTBeET BOCNPON3BOAMT B OCHOBHOM TOSBbKO
NEKUMOHHbIE MaTepuarnsl, 6e3
CaMOCTOSITENBbHOM paboThl €
pekoMeHAOBaHHOM NMTepaTypomn.
[leMOHCTpUpyeT NoOHMMaHWe npegmMeTa B
LLesTIoM Npu HENOSHbIX, criabo
apryMeHTUpOBaHHbIX OTBETaXx.
MpUCyTCTBYIOT HETOYHOCTM B OTBETAX,
npo6enbl B 3HAHMSIX MO HEKOTOPLIM TEMAM,
CYLLECTBEHHbIE OLIMOKN, KOTOPbIE MOTyT
ObITb HANAEHbI Y YAaCTUYHO YCTPaHEHbI B
pes3ynbTaTe cobecefoBaHus
YuntbiBatoTcsl 6annbl, HAKONEHHbIE B
TeyeHue cemecTpa.

2 (HeynoBRNEeTBOPUTENBHO)

HecnocobHocTb OTBETUTL Ha BOMNpocC 6e3
NOMOLLIN 3K3aMeHaTopa. HesHaHne
3Ha4YMTENbHOM YacTn npuHUnnmanbHoO
BaXHbIX 3J1EMEHTOB ONCUUNTINHDI.

MHoro4ncneHHsle cyuleCTBeHHbIe oLnBKM.
He y4nTbIBalOTCA 6annbl, HAKONMEHHbIE B
Te4YeHne cemecTpa.

3auTeHo OCHOBHble MeTOAbl N UHCTPYMEHTbI Npn

O6yuvatownca Teepao 3HaeT
nporpaMMHbIAi MaTepuarn, rpaMoTHO U Mo
CYLLECTBY MU3naraeT ero, He Aornyckaet
CYLLECTBEHHbIX HETOYHOCTEN B OTBETE HA
BOMNPOChI, CNOCOBGEH NpaBUbHO NPUMEHUTL

pelieHnn npakTn4eckunx 3anad, snageet
HeobXoOUMbIMU HaBbIKaMM U npnemamm mnx
BbINOJTHEHUA.

YuntbiBatoTcs 6annbl, HAKONSEHHbIE B
Te4YeHne cemecTpa.

He 3auTteHo HapyLweHnd B nocnenoBaTtesibHOCTU

Obyyalowmincsa He MOXET U3NOXNTb
3HAYMTENBHON YacTh NPOrPaMMHOro
MaTepuana, 4ONyCKaeT CyLeCTBEHHbIE
owmnbkK, JonyckaeT HETOYHOCTM B
opMynMpoBKax 1 AokaszaTenbCcTBax,

N3IOXEeHUA NporpaMmMmHOro Mmartepmunana;
HeyBEepEeHHO, C donbwmmMmn 3aTpyaAHEHUAMU
BbINONMHAET NpakTuyeckne 3agaHua.

He Y4nTbIBaOTCA 6annbl, HAKOMNIIEHHbIE B
TeYyeHne cemecTpa.

5.2 TunoBble KOHTPOJIbHbIE 3aA4aHUA UNN UHbIe MaTepuarbl, HeO6XoAUMbIe ANSl OLleHKU 3HAHUNA, YMEHUH,
HaBbIKOB U (MNN) ONbiTa AeATeNbHOCTU
5.2.1 NepevyeHb KOHTPONbHbLIX BONPOCOB

Ne n/n |

dopMynUMPOBKM BOMPOCOB
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CeTun ogHopaHroBble 1 "knneHT/cepsep”.

Tunbl cepBepoB: hainoBble cepBepbl, CepBepbl NeYaTn, cepBepbl MPUMNOXEHWUIA, CepBepbl COOBLLIEHW,
cepsepbl 6a3 AaHHbIX.

EeCI'IpOBOﬂHbIe JTOKanbHbI€ BbIHUCITUTENIbHbIE CEeTU! VIHd)paKpaCHoe n3ny4yeHue, nasep, pagumonepenada B
Y3KOM unana3oHe (O,D,HO‘-IaCTOTHaFl nepe,uaqa), paguonepenada B pacCedaHHOM CneKkTpe.

Mopenb OSI.

I'Iepe,qaqa AaHHbIX NO CceTu: (DYHKLI,VIVI NakeToB, CTPYKTypa nakeTa; CbOpMI/lpOBaHI/Ie, agpecauuna 1 paccblika
nakeToB; NCMOJ1Ib30BaHME NakeToB Npu neyarTu.

npOTOKOJ'IbI B MHOF0ypOBHeBOIZ ApPXUTEKType: CTEeKMN NPOTOKOJ10B, NpUBA3Ka.

AHanoroBas mMoAaynauna: metToabl aHanorosoun mMoAynauun, CNekTp MoaynmpoBaHHOro curHana.

0 [N|jo| o || ©®

MeToab! LI,I/I(prBOFO KoOonpoBaHuA: noTeHumanbHbIN kog 6e3 BO3BpalLleHua K Hynko, meTto 6I/Il'|0ﬂﬂpHOl'O
KoganpoBaHuA C aJ'IbTepHaTVIBHOIZ I/IHBepCI/IeIZ, noTeHuunarnbHbIA KOA C I/IHBepCI/IeIZ npun egnHuue.




MeToabl LcpoBOro KoanpoBaHus: GUNONSPHbIA UMMYbCHBIR KOA, MaHYECTEPCKMI Kog, NoTeHUManbHbIii Kog

9 |2B10.
10 Jlornyeckoe kogmpoBaHue: N3bbITOUHbIE KOAbI, CKPAIMOMpoBaHue.
11 KommyTaums kaHanoB Ha OCHOBE YaCTOTHOIO MyIbTUMNNEKCUPOBaHMS.
12 CWHXPOHHbIE CUMBOSIBHO-OPUEHTUPOBAHHbIE N BUT-OPUEHTUPOBAHHbBIE NPOTOKOSbI.
13 MeTtogabl o6Hapy>KeHm;|vou.|m60|<: KOHTPOb MO NapuTeTy, BEepTUKarbHbIN Y TOPU3OHTANbHbIV KOHTPOMb MO
NapuTeTy, LMKINYECKNUIA N3OLITOYHBIN KOHTPOSb.
14 MeToab! KOppeKuun OLWMBOK: METOA C NPOCTOAMU, METOA «CKOMNb3SALLEr0 OKHay.
15 KomMyTaums kKaHanoB Ha OCHOBE YaCTOTHOrO MyfbTUMNNIEKCUPOBAHUS.
16 KomMyTaumsa kaHanoB Ha OCHOBE pa3feneHns BpeMeHu.
17 KommyTaums nakeToB: NPUHLMNbI, PEXMMbI, MPOMYCKHAasi CNOCOBHOCTL CceTel ¢ KOMMyTaunel NakeToB.
18 Jlornyeckasi CTpykTypu3aums CETU C NOMOLLIbIO MOCTOB M KOMMYTaTOPOB.
19 MpuHumMnel mapwpyTnsaumun. MpoTokonsl MapwpyTmnsaumm. PyHKuUmM mapLipytusartopa.
20 Apnpecauus B IP-ceTsix.
21 MeToguka NpoeKkTUpOBaHMUS FIOKaNbHON CETU OpraHmM3aumn.
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22 lMporpammMmupoBaHne COKeTOB C UCMonb3oBaHueM npotokona TCP.
23 MporpammMmupoBaHue COKETOB C UCMNoSb3oBaHueM npotokona UDP.
24 MpuHUMNbI ogHOpaHroBoro dannoobmeHa.
25 MpuHUKMNbl paboTbl cMcTeMbl AOMeEHHbIX UMeH (DNS).
26 MpoTokonkl gocTyna K anekTpoHHon noyte: POP3, IMAP.
27 Mpotokon SMTP.
28 Mepenayva dannos no npotokony FTP.
29 O630p npoTtokona HTTP.
30 Cnyx6bl npotokona UDP.
31 Cnyx6bl npoTokona TCP.
32 TpaHcnopTHbIe CNyx0bl, TPEOYEMbIE NPUIOXKEHUIO.
33 ApXUTEKTYpa CETEBbIX NMPUITOXKEHWUIA.
34 Tunbl ceTeBbIX aTak.
35 CeTteBas cTpykTypa MHTepHeTa.
36 Cetu 6ecnpoBogHoro gocryna.
37 KopnopaTusHble 1 foMallHWe ceTn 4ocTyna.
38 KabenbHble cetn goctyna. [loctyn B IHTepHeT no TexHonorum FTTH (Fiber To The Home).
39 Hoctyn B NHTepHeT yepes DSL (digital subscriber line).
40 MHTepHeT-cTanHgapThl, HPpacTpyKTypa, NporpaMMHbIR MHTepdEnc Ansa nNpuUoXXeHnn, NpoToKOsbI.

5.2.2 TunoBble TeCcTOBbIe 3aAaHUA

He npeaycMoTpeHbI.




5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3a4aHunA (3aAayu, KeUChbl)

1. HesaBucumas ctpaxosasi KOMMaHWs, B COCTaB KOTOPOW BXOAMT NPE3NAEHT, yNpaBnsaoLWwmi, agM1MHUCTpaTop 1
5 areHTOB, pewmna ycTaHoBUTb ceTb. KomnaHus 3aHumaeT nonoBuHy HebonbLuoro 3aanus. MNocnegHue 4 roga o6bem
ee paboTbl ObiN cTabUnNbHBIM, HO B NOCNeAHee BpeMsi HabnogaeTcs HEKOTOPBIV POCT KNMEHTYPbI. YToObI cnpaBuTbCS
C BO3pacTaloLLel Harpy3kon, peLleHo YBENNUUTL LUTAT eLlle Ha ABYX areHToB. Y KaXaoro COTpyAHMKa CBON KOMMbIOTEP.
Y106kl Nony4YnTb HeobxoamMMyo MHpopmaumio, NpuxoanTcs obpallaTbCs K Konneram ¢ yCTHowm npocb6ow unm
KONupoBaTb AaHHblE C MOMOLLLIO hnaLl-Hakonutens. Bce areHTbl 3aHMMaloTCs Aenamm ToNbKo CBOWX KIMEHTOB, U 3Ta
UHGOpPMaLMsa CTporo KoHduaeHUnanbHa. JlasepHbli NpUHTEP BOCbMUNETHEN AaBHOCTM HAXOAMTCHA Y aAMUHUCTpaTopa
oduca. Kaxxabih areHT uMeeT COGCTBEHHbIN CTPYWMHbIA NpuHTEP. OQHOBPEMEHHO C YCTAHOBKOW CETU PELLEHO
npuoGpecTy BbICOKOCKOPOCTHOW Na3epHbI NpuHTEpP. Kakon Tun ceTtn uenecoobpasHo NCnornb3oBaTth B 3TOM KOMMaHUM?
Kakas Tononornsa 6onblue nogxoguT Anst 3TON cuTyaunn?

2. Hebonbluas KOMNaHus, COCTosiLLas M3 Tpex OTAENOB, HEAaBHO YCTaHOBWITA BO BCEX TpeX oTaenax
OOHOpaHroBble ceTu. YeTbipe cOTpyaHMKa NepBoro otaena paboTalT Hag OgHVM NPOEKTOM. Y KaXaoro nus HMx
onpegeneHHbIN Kpyr 3agad, NO3TOMY KaXKabli FOTOBUT JOKYMEHTaLMIO Anst CBOen YacTu npoekta. OgHako BCe OHU
OTKPbINM JOCTYMN K CBOMM XECTKUM AUCKaM W ApYrMM y4acTHUKam npoekta.C pasBuTUEM NPOeKTa BCEM COTPYAHMKaM
NPUXOAMTCS TOTOBUTL BCE GOMbLUEe JOKYMEHTOB, M BCKOPE BO3HWKAET BOMPOC: KOMY KakoM AOKYMEHT NPUHaOMIeXUT 1 KTO
nocrneaHUin BHOCU U3MEHEHNS B KaxXablil U3 AOKYMeHTOB? Kpome Toro, COTPYAHVKN ApYrMX OTAENO0B, MHTEPECYoLmMecs
3TUM MPOEKTOM, XOTAT NOCMOTPETL roToBblE MaTepuarnsl.HazoBuTe 0AHY NPUYKHY, U3-3a KOTOPOW TPYAHO OTBETUTL Ha
BOMPOC: KOMY KakoW JOKYMEHT NpuUHaanexvuT?HasoBute AencTBUe, KOTOpoe 06ecneyvmnT LeHTPanu3oBaHHbIA KOHTPOMb
3a JOCTYNOM K 3TUM AOKyMeHTaM.Onuwnte ogHoO usameHeHune B paboyeri cpee nonb3oBaTenen, K KOTOpoMy npuseaeT
Balle AencTBue.

3. CeTtb TOnonorum "wmHa" (Ha 6a3e TOHKOro KoakcnanbHoro kabens) ¢ 20 nonb3oBaTeNs MU KCNyaTUpyeTCs
npumepHo rod. HameyeHo Ao6aBuTb K CETU TPU HOBbLIX KOMMbIOTEPa-KNMeHTa. 3a BbIXOAHbIE MOCTABLUMK NOAKMOYNI
HOBbIE KOMMNbIOTEPHI, U, KOr4a B NOHeAEeNbHWK YTPOM COTPYAHUKM NPULLNK Ha paboTy, oKasanock, YTO HUKTO HE MOXET
CBS3aTbCA ¢ cepBepoM. lNepeuncnure hakTopbl, KOTOpble MOTYT ObITb NPUYMHON HEPAaBOTOCNOCOBHOCTH CeTH.

4. Ha HoBbI HOYTOYK yCTaHOBUNN CETEBYIO KapTy M NOAKMIOYMAN K ceTu. HoyTOyk He MoxeT BuaeTb hannoBbli
cepsep un npusog DVD-RW nepectan pabotatb. B yem Hanbonee BeposiTHas npuymHa npobrnemMbl: HECOOTBETCTBUNE
NPOTOKONOB, HEMCNPaBHbIN kabenb, HECOOTBETCTBME 3anpoCOB Ha NpepbiBaHWE UMK e ceTeBble aganTepbl He
paboTaloT Ha HoyTOyke?

5. Bbl oTBevaeTe 3a ceTb ObICTPO pa3BMBaloLLENCH KOMNaHuK, Haxoaawerics B Mockse. OgHaxabl HaYanbHUK
BbI3bIBaeT Bac 1 roBopuT: "Mbl peLumnu oTKpbITb elle ogHo oTaeneHue B CaHkT-leTepbypre 1 xotenu 6bl 3HaTb, YTO Bhl
AymaeTe 0 COeiMHEHUN HaLLIen floKanbHOW CeTU C NepCcoHanbHbIMU KOMMbIOTEPaMM 3TOro otaeneHns. B otaeneHum
CaHkT-leTepbypra OyoyT MHCTanNnMMpPoBaHbl ABa OAHOPaHrOBbIX KOMMbIOTEPA, C KOTOPLIMU HY>XHO ByaeT neprmoanyeckm
oCyLLecTBATb NpsAMoe coeanHeHne". Kakas us texHonorun 'BC morna 66l obecneuntsb pelueHne aton npobnembi?
Kakue TexHonorum HyxHo ByaeT BbibpaTh, ecnu TpebyeTtcs 6e3owmbovHas pabota coegmHeHna?

5.3 MeToaunyeckue maTepuanbl, onpegensiowme npoueaypbl oLeHUBaHUA 3HaHUN, YMeHUI, BnageHui (HaBbIKOB
¥ (WnKN) NpPaKTUYeCKOro onbiTa AeATEeNIbHOCTH)

5.3.1 YcnoBusa ponycka oby4arowierocs K npoMexyTo4HoM aTTecTaumm U NopsiaoK NMKBMAALMA aKkaAeMM4ecKomn
3a0MKEeHHOCTH

MpoBeaeHve NPOMEXYTOYHOW aTTeCTaUMM pernameHTUpoBaHO NokanbHbIM HOPMaTUBHbLIM aktom CIM6rynTa
«lMonoxeHne 0 NPOBEAEHNN TEKYLLETO KOHTPOMS YCNEBAEMOCTU 1 NPOMEXYTOYHOM aTTecTauum oby4datoLLmMXcs»

5.3.2 ®opma npoBeaeHUs1 NPOMEXYTOYHOM aTTecTauMm nNo gucumniivHe

YcTHas + NMncbmeHHas KomMnbloTepHOE TECTUPOBaHUE ET]

5.3.3 OcobeHHOCTH NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum No ANCLUUNIINHe

|_|pl/l npoBeaeHnn ak3amMmeHa BpemMd, oTBoaMMoe Ha NoAroToBKy K OTBETY, COCTaBNAEeT He 6onee 40 MUH. Ons
BbINOJTHEHNA NPAKTU4YEeCKOoro 3agaHua o6yqarou.|,emy npegocrtaendeTca Heobxogumas crnpaBo4Has I/IH(*)OpMaLI,I/IFl.
CoobLyeHune pe3ynbTaTtoB o6yqarou.|.emyc;1 npon3sBoanTCcA HenocpenCcTBeHHO nocrie yYCTHOro oTteeTa.

6. YYHEBHO-METOOAMYECKOE N UH®OPMALIMOHHOE OBECNEYEHUE OUCLUUNINUHDI
6.1 YuebHan nutepartypa

ABTOp | 3arnasue | N3paTenscteo | lop nsgaHua | Ccbinka
6.1.1 OcHoBHas yuyebOHas nutepartypa
Bnacos, 0. B., AOMVHUCTPUpPOBaHME ceTen Mocksa: VIHTepHeT- http://www.iprbooksh
Puukoea, T. U. Ha nnatgopme MS Windows YHuBepcutet op.ru/97536.html
Server MHdopmaumoHHbIX 2020

TexHonoru (MHTYWUT),
An NMn Ap Megua

CewmeHos, 0. A. AnropuTtmbl Mocksa: VIHTepHeT- http://www.iprbooksh
TeNeKkoMMYHMKaLNOHHbIX YHuBepcuTeT op.ru/94844 .htmi
ceten. Yactb 1. AJ'IFOpVITMbI MH(bOpMaLI,I/IOHHbIX 2020
N NMPOTOKOSbl KaHasoB U TexHonorun (MHTyMT),

ceten nepenayn oaHHbIX An Mn Ap Mepguna




ApTiowieHko, B. B., KoMnbloTEpPHbIE CETU 1 Hosocubmpck: http://www.iprbooksh
HukynuH, A. B. TenekomMmyHuKaumm Hosocubunpckuii op.ru/99345.htmi
rocyapCTBeHHbIN 2020
TEXHUYECKNIA
yHUBEpCcUTET
Pakutuh, P. 1O., KoMnbloTepHbIE ceTU BapHayn: AnTanickuii https://www.iprbooks
MockaneHko, E. B. rocyaapCTBEHHbI 2019 hop.ru/102731.html
negarorm4eckmn
yHUBEpCcUTET
KosraH, H. M. KomnbloTepHble ceTn . https://www.iprbooks
MwuHck: PecnybnukaHckun hop.ru/93384.html
WUHCTUTYT
2019
npodeccnoHanbLHOro
obpasoBaHus (PUMO)
6.1.2 [lononHuTenbHaa yuyebHas nutepaTypa
Ceprees, M. 1O., KoMnbloTepHbIE cEeTU BopoHex: BopoHexckuit https://www.iprbooks
CepreeBa, T. V|., rocygapCTBeHHbM 2019 hop.ru/93261 .html
OneliHukoBa, C. A. TEXHUYECKNIA
yHuBepcuteT, O5C ACB
KoctuH, [. B. MpakTKym No BbIMOSHEHWIO ] . http://www.iprbooksh
nabopaTopHbIXx paboT no Mocksa: MOCKOBVCKMM op.ru/61546.html
avecunnnuHe Cuctemsl TEXHNHecKMn 2016
0BHapy>XeHUs BTOPXKEHWI B YHMBEPCUTET CBA3N 1
NHopMaTUKK

KOMMNbKOTEPHbIE CETU

6.2 NepeyveHb NpodeccnoHanbHbIX 6a3 AaHHbIX U NH(OPMALMOHHO-CNPABOYHbIX CUCTEM
MopTtan PocctangapTa no ctaHgaptusaumnmn [OnektpoHHbin pecypc]. URL: http://standard.gost.ru/wps/portal/

6.3 MNepeyeHb NULIEH3NOHHOIO U CBOGOAHO pPacnpoCTPaHsAeMOoro nporpaMmMHoro o6ecrneyeHus

MicrosoftOfficeProfessional
Microsoft Windows

6.4 OnucaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HEO6X0AMMOM ANA OCYLUEeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsivHe

AyanTtopus OcHalueHne

MynbTmeaninHoe obopynoBaHue, cneuuannanposaHHas mebenb, 1ocka
NekynoHHas Y A PyA 4 P A
ayguTopus

KomnbloTepHbIn Knacc

MyJ'IbTVIMeD,VIVIHOG O60py,ElOBaHVIe, KOMMbKTEPHaA TEXHNKA C BOSMOXXHOCTbLIO MOAKIMIOYEHUA K
ceTn «MHTepHeT» n obecneyeHnem [O0CTyna B 3JIEKTPOHHYIO VIH(bOpMaU,VIOHHO-

obpasoBaTenbHyo cpeay

JNlekynoHHas
ayauTopus

MynbTumeauiiHoe o6opyaoBaHue, cneumanusnpoeaHHas mebernb, Aocka

KomnbloTepHbIn Knacc

MynbTumeguiiHoe o60pyaoBaHMe, KOMMNbIOTEPHAS TEXHUKA C BO3MOXKHOCTbLIO MOAKMIOYEHUS K
cetn «IHTepHeT» 1 obecrneyeHnem gOCTyna B 3/1EKTPOHHYIO MHOPMaLMOHHO-

o6pasoBaTen bHYI Cpeay
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