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Pabouas nporpamma gUCLMNITMHBI COCTaBMeHa B COOTBETCTBMM C oeeparibHbIM rocy4apcTBEHHbIM 06pa3oBaTenbHbIM
CTaH4apToM BbicLlero obpasoBaHus no HanpaeneHuto nogrotosku 09.03.02 MHdopmaunoHHbIE CUCTEMbBI Y TEXHONOTUN,
YTBEPXKAEHHBIM Npukasom MuHobpHaykm Poccum ot 19.09.2017 r. Ne 926

CocrtaButensb (1):

KaHaMaaT TeXHUYeCKnx Hayk, [JoueHT Benaa T.WN.
Ot kadbeapbl cocTaBuTens: Oposnosa EneHa
3aBeayownii kadeapon NHPHPOPMALMOHHbIX U HuvkonaesHa

ynpaBnAanLWwnx CUCTEM

Ot BbInyckatoLlen kadeapbi: Oposnosa EneHa
3asegyowmn kagegpom HukonaeBHa

MeToaunyeckuin otaen:




1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMNIIUHBI

1.1 Uenb ancumnnuubl: ChopmmnpoBaTth KoMneTeHUMn oby4atollerocs B o6nacti nHgopmaumnoHHon 6esonacHocTu.

1.2 3agayun AUCLUNIUHBI:

PackpbITb OCHOBHbIE NOJOXEHUSI FOCY4apCTBEHHOWN NONUTUKM B obnactn obecneveHus

nHopMaLmoHHol 6e3onacHocTn Poccunckon ®epepaum, OCHOBHbIX MOHATMIA B 06nacTu 3alumThbl

NMHopMaLKN 1 METOOONOMMYECKUX MPUHLMUMOB CO34aHMA CUCTEM 3aLLUTbI MHOpMaLUK;

PackpbITb BUAbI 3aLmLiaemoi HpopmMaumm, yrpos nHdopmaunoHHo 6esonacHocTy,

CYLLHOCTM U pa3HOBMAHOCTEN MHGOPMALIMOHHOIO OPYXWUs, METOA0B U CPEACTB BeAEHUS MHOPMALMOHHBIX BOWH;

MokaszaTb MeToabl U cpeacTBa obecnevyeHmst MHPOPMAaLMOHHON 6Ge30MacHOCTM KOMMBbIOTEPHbBIX CUCTEM, MEXAHU3MOB
3aWnTbl  MHopMaumn, dopManbHbix Mogenen 6e30MacHOCTU, KPUTEPUEB OLEHKM 3aliULLIEHHOCTM U obecnedeHus
©e30nacHOCTN aBTOMaTU3NPOBAHHbIX CUCTEM;

HayuuTb nogbopy 1 aHanuay nokasaTtenemn KayecTBa n KpUTEPUEB OLIEHKU

cmucteM 6e30nacHOCTH, OTAENbHbIX METOLOB M CPEACTB 3aLLMTbl MH(pOPMaLMK, NCNONb30BaHUN COBPEMEHHOW Hay4HO-
TEXHUYECKOW NUTEpaTypor ANs peLleHus 3agay no Bonpocam 3almTbl HpopmMaLumu;

Hayuntb aHanuay nHdopMaumoHHOM MHAPaCTPYKTYpbl rocygapcTBa

TOYKM 3peHunst nHdopmaLnoHHo 6e3onacHocTK, NoaGopy HOPMATUBHBIX U METOAMYECKUX MaTepuanoB Mo Bornpocam
3awuTbl MHOpMaLun.

1.3 Tpe6oBaHus K NpeaBapUTeNbLHON NOArOTOBKE O6yyvaloLlerocs:
MpeaBaputenbHasi NOAroTOBKa NpeanonaraeT co3aaHne OCHOBbI AMNs POPMUPOBaHMS KOMNETEHUMI, yKa3aHHbIX B . 2,
NPV U3YYEHUN OUCLMMIVH:

Matematuka

Basbl gaHHbIX

lMpaBoBeneHune

MHdopmaumnoHHbIe TEXHOMOMMK

dusmka

OCHOBbI CUCTEMHOTO aHanM3a

TexHonornm n Metoabl NPOrpaMMMpoBaHns

MHdopmaumoHHbIe NpoLecChl U CUCTEMBI

BesonacHOCTb u3HegesaTensHOCTH

Web-nporpammupoBaHue

MeToab! U cpefcTBa NPOEKTUPOBaHMSA MHADOPMALMOHHbBIX CUCTEM U TEXHOMOTUIA
ARNropuTMbl 1 CTPYKTYPbI AaHHbIX

MporpaMmMupoBaHne MOBUIBHBIX MPUINOXKEHWIA

UX-gunsaiH v 103abunmt nitepdgencos

CuncTeMbl UCKYCCTBEHHOIO MHTENNEKTa

YuebHas npakTuka (TexHonormyeckas (MPOeKkTHO-TEXHOMorM4eckasi) NnpakTunka)

2 KOMMNETEHUNUN OBYYAIOWEIOCA, ®OPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OUCLUMINHDbI

MNMK-4: Cnoco6eH ocyLwecTBNATbL MHTErpaLuuvio NporpaMMHbIX MOAYJIEN U KOMMOHEHT U BepuduKaLmio BbINMyCKOB
nporpaMmMHOro npogykra B ccpepe AnM3anHa

3HaTb: TEeOPUI0 CEKPEeTHbIX CUCTEeM, CTaHOapTbl VIHCbOpMaLI,VIOHHOVI 6e3onacHocTu.

YMeTb: UCNONb30BaTb METOAbI 3aLLMUThI I/IH(bOpMaLI,I/IVI ana opraHn3aunmn I/IH(bOpMaLI,I/IOHHOVI 6e3onacHocTu.

BnageTb: HaBblkaMW WCMOMb30BaHNA Ga30BbIX METOAOB 3alUWTbl, BKMIOYAOWMMU METOAb! LUMMPOBAHUA W SMEKTPOHHYIO
LMdpOBYIO NOANMUCH.




3 PE3YJIbTATbI OBYYEHUA NO ANCUUNNUHE

HaumeHoBaHve u cogepxaHue pa3genos,
TEM U Y4eOBHbIX 3aHATUI

Cemectp
(kypc gnsa 3A0)

KoHTakTHas

paboTa

Jlek.
(vacel)

Mp.
(vacel)

CP
(vacenl)

MHHOoBAaL.

¢opmMbl
3aHATUN

dopma
TeKyLlero
KOHTpoOns

Pasgen 1. HdopmaumoHHasa 6e3onacHOCTb
B CUCTEME HaLMoHanbHoM 6Ge3onacHocTun
Poccuiickon ®epepauyum

Tema 1. lNoHATWE HauMOHanbHON
6esonacHocTu. Bugbl 6e3onacHocTu 1 cepbl
XNU3HEeOeAaTeNnbHOCTU NMUYHOCTU, obLecTBa 1
rocyaapcta. HaunoHanbeHble nHTepechbl PO
W cTpaTernyeckme HauMoHanbHble
npvopwuTteTol. Llenn n cmbicn
rocygapcTBeHHOM cnyobl. Ponb
crneuunanucTa no sawute MHPOPMaLNOHHON
BesonacHocTu B obecneyeHun
HauMoHanbHoW 6e3onacHOCTU rocyaapcTBa.
OCHOBHbIE COCTaBNSAOLNE HALNOHAMbHbIX
uHTepecoB Poccuickon denepaunm B
UHpopmaLmoHHom cdepe.
MHdpopmaumnoHHasi 6e3onacHoCTb
Poccuiickon ®epepauunun. HTepechl
NIMYHOCTU B MHAhOPMaLIMOHHON cdoepe.
NHTepecnbl obwecTtBa B MIHGOOPMALMOHHOMN
chepe. MIHTepeckl rocygapcTea B
WHpopmaLmoHHom cdepe. Buabl yrpos
WHpopMaLMOHHONM 6Ge3onacHOCTU
Poccuiickon ®epepauuun. ICTouHUKM yrpos
WHpopMaLMOHHONM Be3onacHOCTU
Poccuiickon ®epepauuun. BHewHne
WCTOYHWKMN Yrpo3. BHyTPEHHNE NCTOYHUKM
yrpo3. HanpasneHus obecneyeHus
MHpOopMaLMOHHONM Be3onacHOCTU
rocygapctsa. [Mpobnembl permoHanbHom
WHpOopMaLMOHHON 6e30MacHOCTH.

Tema 2. IcTOYHMKN NOHATMIA B 06nacTu
UHpopmaLmoHHom 6e3onacHocTU. OCHOBHbIE
NOHATUS NHCPOPMALIMOHHON 6Ee30MacHOCTH:
[OKYMeHTUpoBaHHas nHdopmMaums,
©e3onacHocTb MHGopMaLmu,
KOH(pNOEeHUManNbHOCTb, LEeNOCTHOCTb,
[OCTYMHOCTb MHOpMaLMK, 3almTa
MHdOpPMaLnK, cucTemMa 3aLUmThbl
nHpopmaumn. ObLiemeTogonornyeckme
NPUHLMIMBLI TEOPUU MHEOPMALIMOHHOM
©esonacHocTu. MNMoHATUE U CYLHOCTb
3awmiaemon nHdopmauuu. MNMpaea u
06s3aHHOCTM 0bnagaTensa nHgopmaumu.
Buabl 3awmiaemon nHdopmaumm:
rocyaapCTBeHHas TalnHa, crnyxebHas TalHa,
npodeccuoHanbHasa TanHa, Kommep4veckas
TanHa, NepcoHarbHble AaHHble. [lepeyeHb
cBeJeHUn KoHuaeHUManLHOro xapakrepa.
lMoHATME NHTEeNNeKTyanbHOM COGCTBEHHOCTH
M 0COOEHHOCTU ee 3aLLUThI.

MpakTtnyeckoe 3aHsaTue 1: MNoHsATME 1 BUAbI
3awumiiaemor nHcopmauuu. MNMoHaTtue m
BUAb! Yrpo3 NH(OopMaLMOHHOWN
BesonacHocTu.
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Pasgen 2. IHdpopmaunoHHasa BoiHa, MeToabl
N cpeacTBa ee BeeHus

Tema 3. lNoHATME yrpo3bl UHOPMaLIMOHHON
6e3onacHocTu. ®akTop, BO3AENCTBYIOLLMIA Ha
3aluaemyro uHgpopmaumo. Tunbl
aectabunumanpyowmux akTopos.
Knaccundukauma n sugpl yrpos
MHopMaLMoHHON 6e30nacHOCTH.
BHYTpeHHME 1 BHELLIHUE NCTOYHMKN YIPo3
MHopMaLMOHHON 6e30nacHOCTU. YTpo3bl
yTeYKM MHOPMaLIMM U Yrposbl
HeCaHKLMOHUPOBaHHOro goctyna. OCHOBHbIe
3MNeMeHTbI kaHarna peanvsauum yrposbi
6e3onacHocTn nHopmaumm. CyobeKkThbl
nHpopmaumoHHoro npotmesobopcTea. Lienu
NMHEOPMALIMOHHOIo NPOTUBOGOPCTBA.
CocTaBHble YacTu 1 MeToabl
NMHEOPMALIMOHHOIo NPOTUBOGOPCTBA.
UHdopmaLMoHHOE opyxue, ero
knaccudukaums 1 BO3MOXHOCTH.

Tema 4. MeTobl HapyLLEHWS
KOHUAEHUNANLHOCTN, LLeNOCTHOCTU U
[OCTYNHOCTM MHopmaumu. MNMpuyunHel, BUAHI,
KaHanbl yTEYKN N UCKaXKeHMs MHdopMaLmm.
OcHoBHble HanpaBneHuns obecneyeHnst
WUHpopMaLnoHHON Be3onacHoCTH

00BEKTOB MHpOpMaLIMOHHOM cdepbl
rocygapcTtsa B YCIOBUSX MHPOPMaLIMOHHOWN
BOVHbI. KoMnbloTepHas cucteMa kak o0bekT
WH(POPMAaLIMOHHON BOVHbI.

Paspen 3. O6ecneyennsa nHGPopMaLMOHHOM
©€e30MacHOCTN KOMMbITEPHbLIX CUCTEM

Tema 5. KomnbloTepHas cuctema Kkak o0bekT
nHopmaumoHHon 6esonacHocTn. ObLwasi
XapakTepucTtuka cnocoboB u cpeacTs
3awmTbl MHGopmaumu. Npasosas,
TeXHU4Yeckas, kKpuntorpaduyeckas,
msmyeckas sawmrta nHpopmaymm.
OpraHu13aunoHHO-NPaBoBbIE, TEXHNYECKNE U
Kpuntorpaduyeckue metoasl obecneyeHms
MHpopMaLMoHHON Be3onacHOCTH.
lMporpammHoannapaTHble CpeacTea
obecneyeHnss MHHhOPMaLNOHHOM
6e3onacHocTu.

MpakTnyeckoe 3aHsaTHe 2: MexaHM3Mbl
3aluTbl MHOPMaLUK B
aBTOMaTU3MpPOBAHHbBIX CUCTEMAaX

Tema 6. CopepxaHue cepBucoB
6e3onacHOCTV NPOrpaMMHO-TEXHNUYECKOTO
ypoBH4. aeHTudukaums un
ayTeHTUdMKaUUS, ynpaBrneHne 4OCTyNnom u
aBTOpU3aumsl, MPOTOKONUPOBAHME U ayauT.
Kpuntorpadus

ansi cepencoB 6e30nacHOCTU: WndpoBaHme U
KOHTPOIb LLeNoCTHOCTU. QKpaHUpoBaHMe.
AHanu3a 3awmweHHoctn. ObecneveHune
OOCTYMHOCTU. TYHHENMPOBaHWE.
YnpaBneHve.

MpakTuyeckoe 3aHsaTMe 3: OcobeHHOCTH
OVNCKPELMOHHOM U MaHOaTHON Mogenu
6e3onacHocTn

10 nn
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Tema 7. HasHayeHune cbopmarnbHbIX Mogenemn
6e3onacHocTy. MNonuTtuka 6esonacHoCTw.
MoHuTop 6e3onacHocTu obpalleHun.
OvckpeunoHHast 1 maHgaTHas Mogenu
6e3onacHocTn. PopmarnbHble MOAenu
ynpaeneHusa goctynomMm. Mogenb XappucoHa-
Py330-YnemaHna. Mogens Benna-flallagynsi.
dopmaneHble Mogenu uenoctHoctn. Mogenb
Knapka-BuncoHa. Mogenb buba.
CoBmecTHOE 1UCnonb3oBaHne Mogernen
6esonacHocTuo Ponesoe ynpasneHue
OOCTYMOM.

MpakTuyeckoe 3aHsaTHE 4: PopmarnbHble
mMozenu 6e30nacHOCTM aBTOMaTU3MPOBAHHbIX
cucTem

Tema 8. MeToabl U KpUTEPUU OLEHKM
3aLUULLIEHHOCTM KOMMNBIOTEPHBIX CUCTEM.
Mogenu, cTpaternm n cuctembl obecneyeHns
nHpopmaumnoHHon 6esonacHocTu. Kputepum
W KIaccbl 3alULLIEHHOCTM CpeacTB
BbIYMCIIUTENBHOW TEXHUKM 1
aBTOMaTU3MPOBAHHBLIX MH(POPMALIMOHHbIX
cucteM. Kputepum 6e3onacHoctun
KOMMNbOTEPHbIX cucTem «OpaHxeBas KHUray.
O6wwme kputepun 6esonacHoCcTH
MHOPMaLMOHHBIX TEXHOMOMUNA.
PykoBogasiime nokyMeHTbl focTexkoMmmccum
(PCTIK) Poccun. CtaHgapTbl o
yrnpasneHnio MHpOpMaLIMOHHON
6e3onacHocTbio ISO/IEC 27000.

MpakTnyeckoe 3aHsaTne 5: PykoBogsuime
pokyMmeHTbl PCTIK Poccun
(FocTtexkommccmm)

nn

Tema 9. 3awuta nHdopmaumm,
obpabaTbiBaeMol B aBTOMaTMU3MPOBaHHbIX
cUcTeMax oT TEXHUYECKMX pa3Benok.
Knaccundumkaumsa n BO3MOXHOCTH
TEeXHUYECKNX pa3efok. KomnbloTepHas
pa3Befka. TexHUYeckne KaHarbl yTeuKku
MHbopMaumm npu akcnnyaTaumm
aBTOMaTU3NPOBAHHbLIX CUCTEM.
OneKkTpoMarHMTHoe BO34encTBueE U 3pdeKThbI
€ero Bo3aencteud. 3awura
aBTOMAaTMU3MpPOBAHHBLIX CUCTEM U CPeACTB
BbIYMCNUTENBHOW TEXHUKM OT BHELLHEro
3NEKTPOMAarHMTHOro

BO3OENCTBUA.

MpakTnyeckoe 3aHaTMe 6: 3awmTa
nHcpopmaumm, obpabaTtbiBaemon B
aBTOMaTU3MPOBAHHbLIX CUCTEMAX OT
TEXHUYECKNX pa3Beaok

nn

UTtoro B cemecTpe (Ha kypce ansa 3A0)

nn

KoHcynbTaumm n npomexyTodHas aTtectauus
(Ok3ameH)

18

36

63

2,5

24,5

Bcero koHTakTHas pabota u CP no
AVCLUMUNNnHe

56,5

87,5

4 KYPCOBOE NPOEKTUPOBAHUE

Kypcoaoe npoeKkTnpoBaHne y‘-le6HbIM nnaHom He npeayCcMoOTpeHo




5. ®OH OLIEHOYHbIX CPEACTB ANA NPOBEAEHUA MPOMEXYTOYHOMN ATTECTALIUMU

5.1 OnucaHue nokasarenemn, KputepuneB U CUCTeMbl OLleHUBaHUA pe3ynbTaToB 06yquml

5.1.1 NMokasaTtenu oueHMBaHUA

Kon HanmeHoBaHue oueHOYHOro
lMokasaTenu oueHnBaHUA pe3ynbTaToB 0bydeHus
KoMMneTeHumn cpencrtea
1. dopMynupyeT OCHOBHbIE BUAbI YIPO3 MHPOPMaLMOHHOWM
6e30nacHOCTH, Ha3biBaeT OCHOBHbIE KaHarbl YTEYKM MHpopMaLLMm
Bonpockl anga yctHoro

2. NpoBOAUT OLIEHKY TEKYLLMX 3a4ay C TOYKN 3pEHUS 3aLLUTbI cobecenoBaHs
MHopMaLmK, Ucnonb3yeT MaTemMaTUYECKUn annapar Ans KogupoBaHUs :

MK-4 MHOpMALN Bonpockl Ans TectTupoBaHus.

P MpakTnko-opMeHTUpPOBaHHbIE

3. BbigBnsieT KaHanbl yTe4kn MHOopMaLUumn Kak B MOMELLEHWM, TaK U B sanaHms
MHOPMaLMOHHON cucTeme, paspabaTbiBaeT PeXUM CEKPETHOCTM Ha )
obbekTe

5.1.2 Cucrema 1 KpUTepmm oLeHNBaHUA

Kputepun oueHMBaHUA CHOPMMUPOBAHHOCTI KOMMETEHLMI

LLikana oueHnBaHns
YcTHoe cobecenoBaHme

MncbmeHHas paboTa

MonHbIN, ncyepnbiBalOLWUN OTBET, ABHO
OEMOHCTPUPYHOLWMIA rNy6okoe NOHMMaHne
npegMeTa 1 LUMPOKYH 3pyauLnio B
oLeHnBaeMon obnacTtu, ymeHve
MCnonb3oBaTb TeoOpeTUYecKkue 3HaHusA ons
peLUeHns NMpakTU4ecKnx 3agau.
YunTbiBatoTcs 6annbl, HAaKOMNMEHHbIE B
TeYeHne cemecTpa.

5 (oTnun4HO)

OTBET NOSHbIN U NPaBUIbHbIN,
OCHOBaHHbI Ha NpopaboTke Bcex
obs3aTernbHbIX UCTOYHUKOB MHopMaL M.
Moaxon k MaTepuany oTBETCTBEHHbIN, HO
4 (xopoLwuo) [ONyLEHbl B OTBETAX HECYLLIECTBEHHLIE
OLUMOKM, KOTOPbIE YCTPaHSOTCSA TONbKO B
pe3ynbTaTe cobecenoBaHms
YuutbiBatoTcs 6annbl, HaKoMNMeHHbIE B
TeyeHne ceMecTpa.

OTBeT BOCNPOMN3BOAUT B OCHOBHOM TOJSIbKO
NEKUMOHHbIE MaTepuansbl, 6e3
camMoCTOATENbHON paboThbl C
peKoMeHA40BaHHON NuTepaTypon.
[leMoHCTpMpyeT NoHnmaHne npegmeTa B
LiefloM Npu HenorsHbix, cnabo
apryMeHTUPOBaHHbIX OTBETax.
MpncyTCTBYIOT HETOYHOCTM B OTBETAX,
npo6enkl B 3HAHUSAX MO HEKOTOPLIM TEMaM,
CYLLECTBEHHbIE OLUMOKN, KOTOPbIE MOTYT
ObITb HaAEHbI M YAaCTUYHO YCTPaHEHbI B
pesynbTaTe cobecegoBaHns. YUnTbIBAOTCS
6annbl, HAKOMNMNEHHbIE B TEYEHNE
cemecTpa.

3 (yooBneTBoOpUTENbLHO)

HecnocobHocTb 0TBETUTL Ha Bonpoc 6e3
nomoLy ak3ameHaTopa. HeaHaHue
3HAYUTENbHON YacTu NPYHUUNMANBHO

2 (Hey[oBMNEeTBOPUTENbHO) | BaXKHbIX 3NIEMEHTOB ANCLMMINHBI.
MHorouncneHHble CyLeCTBEHHbIE OLLUNBKM.
He yuutbiBatoTcst 6annbl, HaKONMEeHHbIE B
TeyeHue cemecTpa.




5.2 TunoBble KOHTPOJIbHbIE 3aAaHUSA U UHble MaTepuarnbl, HeO6GXxoAMMble AN OLeHKU 3HAHUW, YMEHUMN,
HaBbIKOB U (UNN) oNbiTa AEATENIbLHOCTU
5.2.1 NepeyeHb KOHTPONbHbIX BONPOCOB

Ne n/n | ®dopmMynMpoBKM BONPOCOB
Cemectp 8

1 OcHoBHble nonoxeHuns KoHuenuun HaumoHanbHol 6e3onacHocty Poccuiickoin degepaumn n JOKTPUHLI
nHdopmaLmoHHon 6esonacHocTu Poccunckon ®egepaumm.

2 MoHsiTMe, NnpeaMeT nHopMaLUMOHHOM 6e30NacHOCTU N ee MECTO B cUcTeMe obecneyeHms HauMoHanbHoM
Be3onacHocTu.

3 OnpepeneHne NOHATUA «rocygapcTBeHHasn TanHay. [NepedeHb CBeAEHWI, COCTaBNALMNX rOCy4apCTBEHHYHO
TavHy.

4 MpaBoBble MEXaHN3Mbl OTHECEHWSI CBEAEHUI K rOCYAapCTBEHHOM TalHe, paccekpeynBaHnsa CBeAEHUN N nxX
HOCUTENEN.

5 3alwmTa rocygapctBeHHOM TaviHbl. CyobekTbl 3alMTbl FOCYAapCTBEHHONM TalHbl, X PYHKUMM B AAaHHOW cdepe.
KoHTponb 1 Haa3op 3a obecneyeHnem 3aLmTbl roCy4apCTBEHHON TalHbI.

6 OcobeHHOCTM NPaBOBOW 3aLLNTLI CBEAEHUIA, COCTABMAOLLNX FOCY4aPCTBEHHYIO TalHy.

7 OCHOBHble 00BHEKTbI MHCTUTYTa KOMMEPYECKON TalHbI.

8 Cy6bekTbl HGHOPMALNOHHBLIX NPABOOTHOLLEHWUI, BO3HMKAIOLLMX MO NOBOAY KOMMEPYECKOM TalHbI.

9 MpaBoBON PEXMM KOMMEPYECKON TalHbI.

10 3awmTa npaB Ha kKoMMep4Yeckyto TarHy. OTBETCTBEHHOCTb 3a HapyLLEeHUs nNpu paboTe ¢ KoMMep4YeCcKomn
TanHOWN.

11 MHCTUTYTbI NpodheccroHarnbHbIX TallH U UX 3Ha4YeHne Ans obecneyeHms 3almTbl Npae 1 cBoboa YenoBeka u
rpaxgaHvHa, KOMMEepPYECKUX MHTEPECOB OPraHM3auUnii N YUpEXaeHUN.

12 OCHOBHbIE KaTeropmm CBEAEHUN, 3alLMLLIaeMbIX B peXMMe NpodeCcCMOoHanbHOM TalHbI.

13 OCHOBHbIE KaTeropmm CBeAEHUN, 3alLMLLIaeMbIX B peXMMe NpodeCccMoHanbHOM TalHbI.

14 Cuctema NpaBoBOro perynnmpoBaHus OTAeNbHbIX MHCTUTYTOB NPOECCMOHANbHbIX TaWH.

15 lMoHATMe 1 xapakTepmcTiKa NpaBoHapyLleHn B MHOpMaLMOHHOW cdepe.

16 KpumnHanuctnueckasa xapakTrepucTvka npectyniieHnin B cepe KOMMNbITEPHOM MHpopMaumm.

17 OTBETCTBEHHOCTb 3a NpaBoHapyLIEeHUs B cdhepe KOMMbIOTEPHOW MHGOPMaLNN.

18 OCHOBHble NOHATUSA U onpeaeneHns MHPopmMaLMOHHON 6e30MacHOCTM!.

19 OCHOBHbIe MpUYMHbI ya3BMMOCTK ceTu Internet.

20 AHanus yrpo3 6e3onacHoCTM KopnopaTuBHbLIX MHHOPMALMOHHBIX CUCTEM, 0DYCIOBMEHHbLIX OEACTBUSIMU
CcyOBLEKTOB.

21 AHanma yrpo3 6e3onacHocT1 KopnopaTuBHbIX MHGPOPMALMOHHBLIX CUCTEM, OOYCITOBNEHHbLIX TEXHUYECKUMMU
CpeACcTBaMM U CTUXMNHBIMW UCTOYHUKAMM.

22 dopmbl ceTeBbIX aTak Ha MHopMaLMIO.

23 HasHa4veHue cuctemsl 3aWwnTbl MIHOPMALUN.

24 Cnocobbl 3awmThbl nHdopmaumu. CpeacTea 3aWmTbl MHGOPMaLUN.

25 KomnnekcHbI noaxon K pelleHuto npobnembl 3awwmTbl HopMaLumu.

26 MpUHLMNBI NOCTPOEHUS cucTeMbl 6e3onacHocTu. Monutrka 6e3onacHoOCTy.

27 OCHOBHbIE MOHATUSA U onpeaeneHnst KpunTorpaduiecKkon 3amTbl UHOPMaLnN.

08 Mpouecc NoCTpoeHUst NoACUCTEMbI MHCOPMaLIMOHHON Be3onacHOCTN koprnopaTuBHon ceTu. Mogenb
afanTUBHOTO ynpaeneHus 6e30MacHOCTbI0 CETH.

29 CpencTtea aHanusa 3aluLLEeHHOCTM BCEX YPOBHEN KOpnopaTUBHON MHOPMaLMOHHOW CUCTEMBI.
Knaccudukaums cuctem obHapyxeHusa atak. Cuctembl obHapyXeHus atak Ha CeTEBOM U OnepaunoHHOM

30 ypOBHAX. KOMNOHEHTLI cucTemM obHapyeHust aTak. MeToabl aHanusa nHgopmauun. Metoapl pearmpoBaHus.

CraHgapTbl 6e3onacHocTu.




5.2.2 TunoBbIe TeCTOBbIe 3a4aHusA

1. OcHOBHbIE BMAbI 3aLLMLLAEMON MHpOPMALIMM MO COAEPXKAHMIO:

1) cekpeTHasi; 2) npusHakoBasi; 3) ceMaHTu4eckas; 4) HecekpeTHasi

2. NHdopmaumen, nognexailen sawuTe, SBnseTcs...

1) nHdbopmMaumsi 0 COCTOSAHUM ONepaLMOHHON cUCTEMBI; 2) cBefeHus 06 okpyxatowem Mmupe; 3) nHpopmaums,
npuHocswas Bbiroay; 4) nHpopmaumsa ob yupexgeHun npodeccnoHanbHoro obpasoBaHumst

3. MNokasatensamu 6e3onacHoOCT MHOPMaLMK ABNAOTCS:

1) BEpOATHOCTb NPEeAOTBPALLEHUS YIPO3bl; 2) BPEMS], B TEYEHME KOTOPOro obecneymBaeTcst onpeaeneHHbIn
ypoBeHb 6e3onacHocTy; 3) Bpemsl, HE0OXOAMMOE Ha B3NOM 3alUUTbl MHpopMaLumK; 4) BEPOSTHOCTb BO3HUKHOBEHUS
yrpo3bl HOPMAaLMOHHON B6e30nacHOCTH

4. PesynbTaToM peanusauun yrpo3 b MoxeT 6biThb ...

1) nameHeHme KoHUrypaumm nepugeprumnHbliX yCTPONCTB; 2) YHUUTOXEHNE YCTPOMUCTB BBOAA-BbIBOAA
uHdopMaLun; 3) HeCaHKLMOHMPOBaHHbIV AOCTYN K UHdopMaLuun; 4) BHeapeHve ae3nHdopmaumm B nepudepuinHbie
ycTponcTsa

5. AbcontoTHas 3awmTa MK oT ceTeBbIx atak BO3MOXHa Npu:

1) oTCyTCTBUM COEANHEHNS; 2) UCMOSIb30BAHUUN JIULIEH3MOHHOIO NMPOrpaMmMHoro obecneyeHus; 3) ycTaHOBKe
MEXCEeTEeBOro aKkpaHa; 4) NCNonb30BaHMN HOBENLLUMX aHTUBUPYCHbIX CPeACTB

6. B yenoBeko-kOMMNbIOTEPHLIX cMCTEMax Heobxoammo obecneumBaTb 3 OT Tpex

yrpos:

1) cny4yanHom noTepu UM U3MeEHeHUst; 2) NnpegHaMepPeHHOro UckaxeHust; 3) CaHKLVMOHMPOBAHHOIO NPOCMOTPa;
4) cboeB 0bopyaoBaHus; 5) pe3epBHOro KONMPOBaHUS

7. Yrposamu nHopMaumoHHON BOVHbI Ana PO asnsatoTes:

1) OpMEeHTUPOBaHHOCTb HAa OTEeYECTBEHHbIE TEXHUYECKNE CPEACTBA; 2) HECOBEPLUEHCTBO 3aKOHOA4ATENBHON
6a3bl; 3) 3HauMTENbHAA NPOTHKEHHOCTb TEPPUTOPUN; 4) OTKPLITOCTb rpaHunL,

8. bpaHamayap (Firewall) — aTo...

1) rpachmdeckuin pegakTtop; 2) iHTepHeT-6pay3ep; 3) no4ToBas nporpaMma; 4) MexceTeBOn aKpaH

9. MprHUMNManbHBIM OTINYMEM MEXCETEBBIX 3kpaHoB (M3) oT cnuctem obHapyXXeHus atak Unn BTOPXKEHWU
(COB) siBnsieTcs T0, YTO:

1) M3 6binn pa3paboTaHbl ANs aKTUBHOW MNKW NaccMBHOM 3awmTbl, a COB - ANs akTMBHOMO UMW NAcCUBHOMO
0o6HapyxeHus; 2) MO paboTaeT TonbKo Ha ceTeBoM ypoBHe, a COB eLwé n Ha uanyeckom;

3) M3 6binn pa3paboTaHbl ANs aKTUBHOIO UNW naccuBHOro obHapyxerusi, a COB - ons akTMBHOW Unn
naccuBHom 3awmThl; 4) M3 paboTaeT Tonbko Ha umanyeckom yposHe, a COB ellé n Ha ceTeBoM

10. NpepoTBpaTVTh NPOHUKHOBEHWE BPEOAOHOCHbLIX MPOrPaMm Ha MOAKIHOYEHHbIA K CETU KOMMbIOTEP NOMOraer...

1) pe3epBHOE KONMPOBAHME AaHHbIX; 2) SIEKTPOHHAA NOANUCH; 3) Hanu4uMe SNeKTPOHHOrOo Kntoya; 4)
@HTUBMPYCHbIA MOHUTOP

11. 3aWMTUTb NIMYHBIA 3MEKTPOHHbIN MOYTOBbLIV ALMK OT HECAHKLMOHNMPOBAHHOIO AOCTYMNa No3BosiseT ...

1) CKpbITME NUYHOIO Napons; 2) SNeKTPOHHAA NOANUCK; 3) OTKINIOYEHNE KOMNbIOTEPA; 4) BKIOYEHNE pexuma
COXpaHeHus nornHa

12. Hanbonee 3almLEHHbIMWN OT HECAHKLMOHMPOBAHHOIO AOCTYNa NIMHUSIMU CBSI3N Ha CErOAHS SIBNSOTCS:

1) ONTOBOMNOKOHHbIE; 2) anekTpudeckme; 3) MHdpakpacHble; 4) pagmo

5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3aaHuA (3agaym, Kenchbl)

1. CdhopmynupoBaTb OCHOBHbIE BUAbI YTPO3 MHCpOpMaLMOHHON 6e3onacHoCTH.
2. MpoBecTH OLEHKY 3a4aum C TOYKU 3pEHUS 3aLLnTbl MHbopMmaumK.

3. BbIsiBUTb kaHanbl yTe4YkM MHGOPMaLum B MOMELLIEHWN.

4. BblSiBUTb KaHanbl yTe4Ykn nHcopmaumm B UHpOpMaLMOHHON cucteme.

5.3 MeToauyeckue Matepuansi, onpegensilolimne npoueaypbl oLleHUBaHUA 3HaHUW, YMEeHWUW, BrnafeHui (HaBbIKOB
¥ (WnKN) NpPaKTUYeCKOro onbiTa AeATEeNIbHOCTH)

5.3.1 YcnoBusa gonycka oby4arowierocs K npoMexyTo4HoOM aTTecTaumm U NopsiaoK NMKBMAALMA aKkaAeMM4ecKomn
3a0MKEeHHOCTH

MpoBeaeHve NPOMEXYTOYHOW aTTeCTaLUMM pernameHTUpoBaHO NokanbHbIM HOPMaTUBHbLIM aktom CIM6rynTa
«lMonoxeHne 0 NPOBEAEHUN TEKYLLETO KOHTPOMS YCNEBAEMOCTU Y NMPOMEXYTOYHOM aTTecTauum 0bydatoLLmMXCs»

5.3.2 ®opma npoBeaeHUsi NPOMEXYTOYHOM aTTecTaumMm nNo AucumnsivHe

YcTHas + NMncbmeHHas KomMnbloTepHOE TECTUPOBaHUE NHas

5.3.3 Ocob6eHHOCTH NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum No ANCUUNIINHe

Mpwv npoBedeHUM 3a4eTa BPeEMS, OTBOAMMOE Ha NOArOTOBKY K OTBETY, cocTaBnseT He 6onee 40 MuH. Hukakoi
cnpaBoYyHol HbopmaLmmn obydatoweMy He npegoctaenseTtcsa. CooblieHne pesynbTaToB 0Gy4aloLemMycs NponsBoanTCs
HenocpeaCcTBEHHO Mocre YCTHOro oTeeTa.



6. YYHEBHO-METOANYECKOE N UH®OPMALIMOHHOE OBECNEYEHWE OUCLUUNITUHDbI
6.1 YyebHasa nutepartypa

AsTOp

3arnasue

M3patenbcTBO

| oo nspaHua |

Ccblinka

6.1.1 OcHoBHas yyebOHas nutepartypa

LLitepeH6epr C. W. 3awwmTa nHgpopmaumm B . http://publish.sutd.ru/
KOMMbIOTEPHbIX CUCTEMAX Carg(lzl-gregﬁprfiﬂypr. 2022 tp_ext_inf_publish.ph
p?id=2022163
PeBHuBbIX, A. B. NHdopmaumoHHas https://www.iprbooks
©e3onacHocTb B Mocksa: An INu Ap Meauna 2021 hop.ru/108227.html
opraHunsaumax
MopryHos, A. B. MHdopmaumnoHHas Hosocubmpck: https://www.iprbooks
©es3onacHocTb Hosocubunpckuii hop.ru/98708.html
rocyqapCTBEHHbIN 2019
TEXHUYECKNIA
yHUBEpCcUTET
6.1.2 lononHuTenbHasa y4ebHasa nutepartypa
Bopoekoea, I'. C. AHann3 KOHeYHbIX Nuneuk: Nuneukuii https://www.iprbooks
W3MEHEHWI B YNPaBMeHUN 1 rocyaapCTBEHHbI 2018 hop.ru/92843.html
3awmTa nHpopmaumm TEXHUYECKNI
yHuBepcuteT, O5C ACB
BaHuHa, M. ®. 3awmTa nHdopmauun n Mocksa: MOCKOBCKUIA https://www.iprbooks
KOHTPOIb AaHHbIX B _ TeXHUYecKumn 2018 hop.ru/92460.html
pokymeHTax Microsoft Office YHVUBEPCUTET CBSA3N U
MHOPMATUKN
Hukudpopos, C. H., 3awmTa nHdopmaumu. CankT-MeTepbypr: CaHkT- https://www.iprbooks
PomapaHos, M. M. Maponu, ckpbiTne, yaaneHune MeTepbyprekuii hop.ru/80747.html
AaHHbIX rocyaapCTBEHHbIN 2017
apXuUTEKTYpPHO-
CTPOUTENbBHbIN
yHuBepcuteT, O5C ACB
Hwukndopos, C. H. 3awwmTta nHhopmauymn. CaHkT-MeTepbypr: CaHkT- http://www.iprbooksh
3awmTa OT BHELLUHUX MeTepbyprckuii op.ru/74381.html
BTOPXXEeHUN rocyaapCTBEHHbIN 2017
apXUTEKTYPHO-
CTPOUTENbHbIN
yHuBepcuteT, O5C ACB
Hukudopos, C. H. 3awmTa nHdopmaumu. CankT-MeTepbypr: CaHkT- https://www.iprbooks
3alyLLEeHHbIe ceTu MeTepbyprekuii hop.ru/74382.html
rocyaapCTBEHHbIN 2017
apXuUTEKTYpPHO-
CTPOUTENbHbIN
yHuBepcuteT, O5C ACB
lopes, A. L., O6paboTka 1 3awmTa OMCK: OMCKas aKAZEMUS http://www.iprbooksh
Cumakos, A. A. WHopmaumm B .MB,EI, Poccvmn 2016 op.ru/72856.html
KOMMbIOTEPHBIX CUCTEMAX

6.2 NepeyveHb NpodeccnoHanbHbIX 6a3 AaHHbIX U NH(OPMALMOHHO-CNPABOYHbIX CUCTEM

®CTOK Poccnn  depepanbHas cnyx6a no TeXxHMYeCKoMy 1 3KCNOpTHOMY KOHTponto - https://fstec.ru/
Cuctema KoHcynbtaHT lMntoc - http://www.consultant.ru/

6.3 Nepe4veHb NULEH3MOHHOIO N CBO60AHO pacnpPoOCTPaHAEMOro NporpaMmMHoro oéecnevyeHus
MicrosoftOfficeProfessional
Microsoft Windows

DosBox
Python
Notepad++

Microsoft Visual C++ 2010 Express




6.4 OnncaHue maTepuanbHO-TeXHU4YECKOWN 6a3bl, Heo6XxoAUMOM AN ocyLecTBNeHusa obpa3oBaTesibHOro
npouecca no gucumnsivHe

Ayautopus OcHalueHne

MynbTumeguiiHoe obopyaoBaHue, creumnanuampoBaHHas Mebenb, focka
JlekumoHHas y A PyA 4 P A
ayautopusi

MynbTuMeauitHoe 06opyaoBaHme, KOMMbIOTEPHas TeXHUKA C BO3MOXXHOCTBHO MOAKITHOYEHMUS K
KomnbtoTepHblit knace | ceTn «HTepHeT» 1 o6ecrneyeHneM AocTyna B AMEKTPOHHYIO MHChOPMaLVIOHHO-
obpasoBaTenbHyo cpeay

CneumnanuavipoBaHHas mebenb, Aocka
YuebHas ayauTtopus
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