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Pabouas nporpamma gUCLMNITMHBI COCTaBMeHa B COOTBETCTBMM C oeeparibHbIM rocy4apcTBEHHbIM 06pa3oBaTenbHbIM
CTaH4apToM BhicLlero obpasoBaHus no Hanpaenenuto nogrotokn 09.03.01 MHdopmaTtmka n BblYMCNUTENBbHAA TEXHMKA,
YTBEPXKAEHHBIM Npukasom MuHobpHaykm Poccum ot 19.09.2017 r. Ne 929

CocrtaButensb (1):

KaHaMaaT TeXHUYeCKnx Hayk, [JoueHT Benaa T.WN.
Ot kadbeapbl cocTaBuTens: Oposnosa EneHa
3aBeayownii kadeapon NHPHPOPMALMOHHbIX U HuvkonaesHa

ynpaBnAanLWwnx CUCTEM

Ot BbInyckatoLlen kadeapbi: Oposnosa EneHa
3asegyowmn kagegpom HukonaeBHa

MeToaunyeckuin otaen:




1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMNIIUHBI

1.1 Uenb aucumnnuHbl: OpMMpPOBaHME KOMMETEHUMA obydatouieroca B obnactv npuHUMNoB obecrneyeHus
MHGOPMaLMOHHOM 6e30MacHOCTY rocyAapcTBa, NOAXOA0B K aHanu3y yrpo3 ero MHpopMaLMOHHON MHAPaACTPYKTYPbl ¥ OCBOEHUNE
OUCLMNIIMHAPHBLIX KOMMNETEHUMI ONa pelleHus 3agady 3awmTbl MHopMaumnm B WMHEMOPMAUMOHHBLIX cCUCTeMax, a Takxke
dopmMmpoBaHme pyHaaMmeHTanbHbIX 3HaHU B ob6nactu MHPopMaLMoHHON 6Ge30nacHoOCTU.

1.2 3apgauv AMcUUNNUHbI:

- W3YYEeHWEe OCHOBHbIX MOJIOXXEHUA [OCYAApPCTBEHHOMW MONMUTUMKM B ob6nactu obecnedyeHus MHGOPMaLMOHHON
©esonacHocTn Poccuiickon degepaumnmn, OCHOBHbIX MOHATUI B 06r1acTu 3aLuTbl MHGOpMaLUM U METOAOMOMMYECKUX NPUHLIMMOB
CO34aHus CUCTEM 3aLUTbl MHOPMaLUnu;

- N3yyYeHue B1OOB 3allmLiaemMon MHopmaumm, yrpo3 MHopMaLumMoHHON 6e30MacHOCTH, CYLLHOCTM U pa3HOBMAHOCTEN
WMHPOPMAaLMOHHOIO OpPYXXUS, METOA0B U CPEACTB BEAEHUSA MHAPOPMALIMOHHbIX BOWH;

- 3yyeHne MeToaoB U cpeacTte obecneyeHms MHpopMaLMOHHOM 6e30NacHOCTUN KOMMNBIOTEPHBLIX CUCTEM, MEXAHU3MOB
3aWnTbl  MHopMaumn, dopManbHbiXx Mogenen 6e30nacHOCTW, KPUTEPUMEB OLEHKM 3alMULEHHOCTM U obecnedeHus
©e30nacHOCTN aBTOMaTU3NPOBAHHbIX CUCTEM;

- NprMobpeTeHme ymeHun B noabope 1 aHanuae nokasaTenen kayecTBa U KpUTEPUEB OLIEHKM cucTtem BGe3onacHocTy,
OTAENbHbIX METOAOB M CPEACTB 3aLUTbl MHPOPMALMK, NCNOSTb30BaHMM COBPEMEHHOW HAY4YHO-TEXHMYECKON NUTEPATYPOn OIS
peLlleHns 3agad no Bonpocam 3alumTbl UHOpMaLWK;

- npuobpeTeHne HaBbLIKOB aHanusa WHGOOPMALNOHHOM MHAPACTPYKTYpbl rocygapcTBa C  TOYKM  3pEHMS
MHpopMaLMoHHOM Ge3onacHOCTH, No4dopa HOPMAaTUBHBLIX U METOOUYECKMX MAaTepMarnoB No Bonpocam 3alnTbl MHOpMaLmm.

1.3 Tpe6oBaHus K NpeaBapUTENbLHON NOArOTOBKE O6yy4aloLlerocs:
MpeaBaputenbHasi NOAroTOBKa NpeanonaraeT co3faaHne OCHOBbI AN POPMUPOBaHMS KOMNETEeHUMI, yKa3aHHbIX B . 2,
NpY U3YYEHNN OUCLMMIIVH;

IunckpeTHasa maTematumka

BbluncnutenbHas maTemaTuka

MaTemaTuka

Basbl gaHHbIX

MeToabl nporpaMmMmMpoBaHms

OKOHOMMKO-NPaBOBbLIE OCHOBLI PblHKa NporpaMmmMHoro obecneyeHus
lMNpaBoBeneHne

OnepaunoHHble CUCTEMBI

2 KOMMNETEHUWUN OBYYAIOLWWEIOoCA, ®OPMUPYEMbBIE B PE3YJNIbTATE OCBOEHUA OUCLUMINNHDbI

OlMK-3: CnocobeH pewatb cTaHAAPTHbIE 3a4a4u NpocgeccMoHanbHOM AeATeNbHOCTM Ha OCHOBE MHPOPMaLMOHHOMN U
6ubnuorpadmnyeckomn KynbTypbl C NPUMMeHeHneM MHOPMaLIMOHHO-KOMMYHUKALMOHHbIX TEXHOJIOTUM U C Y4eTOM
OCHOBHBbIX TpeboBaHN NH(hoOpMaLMOHHON 6e30MacHOCTH;

3HaTb: BuAbI yrpos MHCbOpMaLI,MOHHOﬂ ©e30nNacHOCTN; OCHOBHbIE UCTOYHWUKM yrpos MHCbOpMaLI,MOHHOﬂ ©esonacHoCTN N nNx
nocneacTeusa

YmMmeTb: NPUMEHATb MeTOAbl SKCMEepPTHOro oueHnBaHnA Ana 3agad 3allnTbl MHCbOpMaLI,I/IM; NPUMEHATb MaTeMaTu4eckme metToabl
Ana aHanmsa CUCTeMbl 3alUNThbI MHCbOpMaLI,MM

Bnapetb: BbisiBNeHns yrpos VIHCbOpMaLI,VIOHHOVI Be3onacHocTn 06bekTa; obecneyeHms pexunma n CEKpeTHOCTU Ha o0bekKTe;




3 PE3YJIbTATbI OBYYEHUA NO ANCUUNNUHE

HaumeHoBaHve u cogepxaHue pa3genos,
TEM U Y4eOBHbIX 3aHATUI

Cemectp
(kypc gnsa 3A0)

KoHTakTHas

paboTa

Jlek.
(vacel)

Mp.
(vacel)

CP
(vacenl)

MHHOoBAaL.

¢opmMbl
3aHATUN

dopma
TeKyLlero
KOHTpoOns

Pasgen 1. HdopmaumoHHasa 6e3onacHOCTb
B CUCTEME HaLMoHanbHoM 6Ge3onacHocTun
Poccuiickon ®epepauyum

Tema 1. lNoHATWE HauMOHanbHON
6esonacHocTu. Bugbl 6e3onacHocTu 1 cepbl
XNU3HEeOeAaTeNnbHOCTU NMUYHOCTU, obLecTBa 1
rocyaapcta. HaunoHanbeHble nHTepechbl PO
W cTpaTernyeckme HauMoHanbHble
npvopwuTteTol. Llenn n cmbicn
rocygapcTBeHHOM cnyobl. Ponb
crneuunanucTa no sawute MHPOPMaLNOHHON
BesonacHocTu B obecneyeHun
HauMoHanbHoW 6e3onacHOCTU rocyaapcTBa.
OCHOBHbIE COCTaBNSAOLNE HALNOHAMbHbIX
uHTepecoB Poccuickon denepaunm B
UHpopmaLmoHHom cdepe.
MHdpopmaumnoHHasi 6e3onacHoCTb
Poccuiickon ®epepauunun. HTepechl
NIMYHOCTU B MHAhOPMaLIMOHHON cdoepe.
NHTepecnbl obwecTtBa B MIHGOOPMALMOHHOMN
chepe. MIHTepeckl rocygapcTea B
WHpopmaLmoHHom cdepe. Buabl yrpos
WHpopMaLMOHHONM 6Ge3onacHOCTU
Poccuiickon ®epepauuun. ICTouHUKM yrpos
WHpopMaLMOHHONM Be3onacHOCTU
Poccuiickon ®epepauuun. BHewHne
WCTOYHWKMN Yrpo3. BHyTPEHHNE NCTOYHUKM
yrpo3. HanpasneHus obecneyeHus
MHpOopMaLMOHHONM Be3onacHOCTU
rocygapctsa. [Mpobnembl permoHanbHom
WHpOopMaLMOHHON 6e30MacHOCTH.

Tema 2. IcTOYHMKN NOHATMIA B 06nacTu
UHpopmaLmoHHom 6e3onacHocTU. OCHOBHbIE
NOHATUS NHCPOPMALIMOHHON 6Ee30MacHOCTH:
[OKYMeHTUpoBaHHas nHdopmMaums,
©e3onacHocTb MHGopMaLmu,
KOH(pNOEeHUManNbHOCTb, LEeNOCTHOCTb,
[OCTYMHOCTb MHOpMaLMK, 3almTa
MHdOpPMaLnK, cucTemMa 3aLUmThbl
nHpopmaumn. ObLiemeTogonornyeckme
NPUHLMIMBLI TEOPUU MHEOPMALIMOHHOM
©esonacHocTu. MNMoHATUE U CYLHOCTb
3awmiaemon nHdopmauuu. MNMpaea u
06s3aHHOCTM 0bnagaTensa nHgopmaumu.
Buabl 3awmiaemon nHdopmaumm:
rocyaapCTBeHHas TalnHa, crnyxebHas TalHa,
npodeccuoHanbHasa TanHa, Kommep4veckas
TanHa, NepcoHarbHble AaHHble. [lepeyeHb
cBeJeHUn KoHuaeHUManLHOro xapakrepa.
lMoHATME NHTEeNNeKTyanbHOM COGCTBEHHOCTH
M 0COOEHHOCTU ee 3aLLUThI.

MpakTtnyeckoe 3aHsaTue 1: MNoHsATME 1 BUAbI
3awumiiaemor nHcopmauuu. MNMoHaTtue m
BUAb! Yrpo3 NH(OopMaLMOHHOWN
BesonacHocTu.
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Pasgen 2. IHdpopmaunoHHasa BoiHa, MeToabl
N cpeacTBa ee BeeHus

Tema 3. lNoHATME yrpo3bl UHOPMaLIMOHHON
6e3onacHocTu. ®akTop, BO3AENCTBYIOLLMIA Ha
3aluaemyro uHgpopmaumo. Tunbl
aectabunumanpyowmux akTopos.
Knaccundukauma n sugpl yrpos
MHopMaLMoHHON 6e30nacHOCTH.
BHYTpeHHME 1 BHELLIHNE NCTOYHMKN YIPo3
MHopMaLMOHHON 6e30nacHOCTU. YTpo3bl
yTeYKM MHOPMaLIMM U Yrposbl
HeCaHKLMOHUPOBaHHOro goctyna. OCHOBHbIe
3MNeMeHTbI kaHarna peanvsauum yrposbi
6e3onacHocTn nHopmaumm. CyobeKkThbl
nHpopmaumoHHoro npotmesobopcTea. Lienu
NMHEOPMALIMOHHOIo NPOTUBOGOPCTBA.
CocTaBHble YacTu 1 MeToabl
NMHEOPMALIMOHHOIo NPOTUBOGOPCTBA.
UHdopmaLMoHHOE opyxue, ero
knaccudukaums 1 BO3MOXHOCTH.

Tema 4. MeTobl HapyLLEHWS
KOHUAEHUNANLHOCTN, LLeNOCTHOCTU U
[OCTYNHOCTM MHopmaumu. MNMpuyunHel, BUAHI,
KaHanbl yTEYKN N UCKaXKeHMs HdopMaLmm.
OcHoBHble HanpaBneHuns obecneyeHnst
WUHpopMaLnoHHON Be3onacHoCTH

00BEKTOB MHpOpMaLIMOHHOM cdepbl
rocygapcTtsa B YCIOBUSX MHPOPMaLIMOHHOWN
BOVHbI. KoMnbloTepHas cucteMa kak o0bekT
WH(POPMAaLIMOHHON BOVHbI.

Paspen 3. O6ecneyenns nHGPOpMaLMOHHOM
©€e30MacHOCTN KOMMbITEPHbLIX CUCTEM

Tema 5. KomnbloTepHas cuctema Kkak o0bekT
nHopmaumoHHon 6esonacHocTn. ObLwasi
XapakTepucTtuka cnocoboB u cpeacTs
3awmTbl MHGopmaumu. Npasosas,
TeXHU4Yeckas, kpuntorpaduyeckas,
umsmyeckas sawmrta nHpopmaumm.
OpraHu13aunoHHO-NPaBoBbIE, TEXHNYECKNE U
Kpuntorpaduyeckue metoasl obecneyeHms
MHpopMaLMoHHON Be3onacHOCTH.
lMporpammHoannapaTHble CpeacTea
obecneyeHnss MHHhOPMaLNOHHOM
6e3onacHocTu.

MpakTnyeckoe 3aHsaTHe 2: MexaHn3Mbl
3aluTbl MHOPMaLUK B
aBTOMaTU3MpPOBAHHbBIX CUCTEMAaX

Tema 6. CopepxaHue cepBucoB
6e3onacHOCTV NPOrpaMMHO-TEXHNUYECKOTO
ypoBH4. aeHTudukaums un
ayTeHTUdMKaUUS, ynpaBrneHne 4OCTyNnom u
aBTOpU3aumsl, MPOTOKONUPOBAHME U ayauT.
Kpuntorpadus

ansi cepencoB 6e30nacHOCTU: WndpoBaHmE U
KOHTPOIb LLeNoCTHOCTU. QKpaHUpoBaHMe.
AHanu3a 3awmweHHoctn. ObecneveHune
OOCTYMHOCTU. TYHHENMPOBaHWE.
YnpaBneHve.

MpakTuyeckoe 3aHsaTMe 3: OcobeHHOCTH
OVNCKPELMOHHOM U MaHOaTHON Mogenu
6e3onacHocTn

17 nn
10 nn
12,75 nn
4 nn




Tema 7. HasHayeHune cbopmarnbHbIX Mogenemn
6e3onacHocTy. MNonuTtuka 6esonacHoCTw.
MoHuTop 6e3onacHocTu obpalleHun.
OvckpeunoHHast 1 maHgaTHas Mogenu
6e3onacHocTn. PopmarnbHble MOAenu
ynpaeneHusa goctynomMm. Mogenb XappucoHa-
Py330-YnemaHna. Mogens Benna-flallagynsi.
dopmaneHble Mogenu uenoctHoctn. Mogenb
Knapka-BuncoHa. Mogenb buba.
CoBmecTHOE 1UCnonb3oBaHne Mogernen
6esonacHocTuo Ponesoe ynpasneHue
OOCTYMOM.

MpakTuyeckoe 3aHsaTHE 4: PopmarnbHble
mMozenu 6e30nacHOCTM aBTOMaTU3MPOBAHHbIX
cucTem

nn

Tema 8. MeToabl U KpUTEPUM OLEHKN
3aLUULLIEHHOCTM KOMMNBIOTEPHBIX CUCTEM.
Mogenu, cTpaternm n cuctembl obecneyeHns
nHpopmaumnoHHon 6esonacHocTu. Kputepum
W KIaccbl 3alULLIEHHOCTM CpeacTB
BbIYMCIIUTENBHOW TEXHUKM 1
aBTOMaTU3MPOBAHHbBIX MHPOPMALMOHHbBIX
cucteM. Kputepum 6e3onacHoctun
KOMMNbOTEPHbIX cucTem «OpaHxeBas KHUray.
O6wwme kputepun 6esonacHoCcTH
MHOPMaLMOHHBIX TEXHOMOMUNA.
PykoBogasiime nokyMeHTbl focTexkoMmmccum
(PCTIK) Poccun. CtaHgapTbl o
ynpaBneHnio NHPoOpMaLIMOHHON
6e3onacHocTbio ISO/IEC 27000.

MpakTnyeckoe 3aHsaTne 5: PykoBogsuime
pokyMmeHTbl PCTIK Poccun
(FocTtexkommccmm)

Tema 9. 3awuta nHdopmaumm,
obpabaTbiBaeMol B aBTOMaTMU3MPOBaHHbIX
cUcTeMax oT TEXHUYECKMX pa3Benok.
Knaccundumkaumsa n BO3MOXHOCTH
TEeXHUYECKNX pa3efok. KomnbloTepHas
pa3Befka. TeXHUYeckne KaHarbl yTeYKu
MHbopMaumm npu akcnnyaTaumm
aBTOMaTU3NPOBAHHbLIX CUCTEM.
OneKkTpoMarHMTHoe BO34encTBueE U 3pdeKThbI
€ero Bo3aencteud. 3awura
aBTOMaTU3NPOBAHHbBIX CUCTEM U CPEACTB
BbIYMCNUTENBHOW TEXHUKM OT BHELLHEro
3NEKTPOMAarHMTHOro

BO3OENCTBUA.

MpakTnyeckoe 3aHaTMe 6: 3awmTa
nHcpopmaumm, obpabaTtbiBaemon B
aBTOMaTU3MPOBAHHbLIX CUCTEMAX OT
TEXHUYECKNX pa3Beaok

nn

UTtoro B cemecTpe (Ha kypce ansa 3A0)

nn

KoHcynbTaumm n npomexyTodHas aTtectauus
(3auver)

18

36

89,75

0,25

Bcero koHTakTHas pabota u CP no
AVCLUMUNNnHe

54,25

89,75

4 KYPCOBOE NPOEKTUPOBAHUE

Kypcoaoe npoeKkTnpoBaHne y‘-le6HbIM nnaHom He npeayCcMoOTpeHo




5. ®OH[ OLIEHOYHbIX CPEACTB ANA NPOBEAEHUA MPOMEXYTOYHOMN ATTECTALIUMU

5.1 OnucaHue nokasarteneun, KpUTepmeB U CUCTEMbI OLLeHUBaAHUA pe3ynbTaToB 00y4eHusA
5.1.1 NMokasaTtenu oueHMBaHUA

Kon HanmeHoBaHue oLeHOYHOro
lMoka3aTtenu oueHnBaHUs pe3ynbTaToB 0byveHus
KOMMNeTeHUun cpeacTea
1. PopMynunpyeT OCHOBHbIE BUAbI YrPO3 MHPOPMaLMOHHOW
©e30MacHOCTN, Ha3bIBAaeT OCHOBHbIE KaHanbl yTeYKM MHopMaLmm Bonpochkl gns yctHoro
2. MpoBOOUT OLIEHKY TEKYLUMX 3afauy C TOYKN 3pEHUS 3aLUThI cobecenoBaHus
OMK-3 MHpopMaL MK, cnonb3yeT MaTeMaTUYECKMI annapart Ans KogMpoBaHus

MHopmMaLmm Bonpocbl Ans TectTupoBaHus
3. BbisiBRisieT kaHanbl yTe4Yku MHopMaLmm Kak B MOMELLEHUN, Tak U B
MHopMaLMOHHOM cucTeme, paspabaTbiBaeT peXXMM CEKPETHOCTM Ha MpakTnyeckoe 3agaHue
obbekTe

5.1.2 Cnucrema v KpUTepmm oLeHNBaHUA

LLikana oueHuBaHna

Kputepun oueHMBaHUA CHOPMMUPOBAHHOCTI KOMMETEHLMI

YcTHoe cobecenoBaHmne MNMucbmeHHasn paboTa

O6yvatowwuniicst TBepao 3HaeT
nporpaMMHbIN MaTepuar, rpaMoTHO 1 No
CYLLIeCTBY M3naraet ero, He gonyckaet
CYLLIECTBEHHbIX HETOYHOCTEN B OTBETE Ha
3a4yTeHo BOMPOChbI, CNOCOOEH MpaBUiIbHO MPUMEHUTL
OCHOBHbIE MEeTOAbl Y MHCTPYMEHTbI NpK
peLLeHnn NpakTUYecKknx 3agad, Bnageet
HeobxoaUMbIMKN HaBbIKaMK 1 NPUEMamMmn Nx
BbINOSTHEHUS.

He 3auTeHo dopMynMpoBKax U okasaTenbCcTBax,

O6yyaoLncs He MOXET U3NOXUTb
3HAYMTENBHOM YacTh NPOrPaMMHOro
MaTepuana, LONyCKaeT CyLeCTBEHHbIE
owmnbkK, onyckaeT HETOYHOCTM B

HapyLweHnda B nocnenoBaTtesibHOCTU
N3IOXEeHUA NporpaMmMmHOro Mmartepmnana;
HeyBEepEeHHO, C donbwmmMmn 3aTpyaAHEeHnaMun
BbINONTHAET NpakTuyeckne 3agaHua.

5.2 TunoBble KOHTPOJIbHbIE 3aAaHUSA UM UHble MaTepuarnbl, HeO6GXxoAMMble AN OLeHKU 3HAHUW, YMEHUMN,
HaBbIKOB U (UNK) ONbITa AEATENIbHOCTU
5.2.1 NepeyeHb KOHTPONbHbIX BONPOCOB

Ne n/n | ®dopmMynMpoBKM BONPOCOB

Cemectp 8

OcHoBHble nonoxeHnst KoHuenuum HaunoHansHon 6e3onacHocty Poccuiickon ®enepaumm n JOKTPUHLI
nHdopmMaLunoHHon 6esonacHocTu Poccuiickon ®egepaumu.

MoHaTwne, npeamMeT VIHq30pMaLI,VIOHH017I 6e30nacHOCTN 1 ee MECTO B cUCTEMe obecneyveHnst HaLMoHarnbHON

2
Oes3onacHocTu.

3 OnpepeneHne NOHATMA «rocyfapcTBeHHas TariHay. lNepevyeHb CBeAEeHUIN, COCTaBMSOLMNX rOCYAapCTBEHHYHO
TanHy.

4 lMpaBoBble MEXaHU3Mbl OTHECEHUS CBELAEHUI K FOCYAapCTBEHHON TalHe, pacCeKpeYnMBaHNsSt CBEAEHUIA U UX
HocuTenen.

5 3awuTa rocygapctBeHHON TalHbl. Cy6beKThbl 3alMTbl FOCYAapCTBEHHON TaliHbl, UX PYHKLUMK B AaHHOW cdepe.
KoHTponb 1 Haa3op 3a o6ecneyeHnem 3almTbl rocy4apCTBEHHON TalHbI.

6 Oco6eHHOCTV NPaBOBOW 3aLLWTLI CBEAEHUN, COCTABMSOLLMX FOCYAAPCTBEHHYIO TalHy.

7 OCHOBHbIE 0OBEKTBI MHCTUTYTA KOMMEPYECKOIN TalHbI.

8 CybbeKTbl MHPOPMALMOHHBLIX NMPaBOOTHOLUEHWUIA, BO3HUKAIOLLMX MO NMOBOAY KOMMEPYECKON TalHbI.

9 MpaBoBON PEXMM KOMMEPYECKOW TalHbI.

10 3awuTa npaB Ha KOMMep4Yeckyto TarHy. OTBETCTBEHHOCTb 3a HapyLLeHUs Npu paboTe ¢ KOMMEepPYEeCKON
TaHOMN.

1 MHCTUTYThI NpodeccmnoHanbHbIX TaH 1 UX 3HaveHue ansa obecneyeHns 3awwmTbl Npas 1 cBobog Yenoseka n

rpaxgaHnHa, KoMmmMmep4yecknx nHTepecon opraHM3au.m7| n yqpe>|<p,eHM|71.




12 OCHOBHbIE KaTeropum CBEAEHNN, 3alLMLLAEMbIX B pEXUME NpodeCCMOoHanbHON TalHbI.

13 OCHOBHbIE KaTeropum CBEAEHNN, 3alLMLLAEMbIX B pEXUME NpodeCcCMOoHanbHON TalHbI.

14 Cuctema npaBOBOro perynmnpoBaHnda oTAe 1IbHbIX MHCTUTYTOB I'IpOdDeCCVIOHaJ'IbeIX TanH.

15 lMoHATNe 1 xapakTepucTMKa NpaBoHapyLLeHnn B UHpopMaLmMOoHHOW cdepe.

16 KpuMuHanucTnyeckasa xapakrepucTrka npectynieHni B cdepe KoMnbloTePHON MHopMaLmu.

17 OTBETCTBEHHOCTb 3a NpaBoHapyLleHUs B chepe KOMMbIOTEPHON MHAOPMaLUN.

18 OCHOBHbIE NOHATMSA U onpeaeneHns nHdopmaLMoHHoN 6e3onacHOCTL.

19 OcHOBHbIe NpUYMHbI ya3BUMOCTU ceTu Internet.

AHanus yrpos 6e3onacHocTn KopnopaTuBHbIX VIHCbOpMaLI,VIOHHbIX cucrtem, O6y0ﬂOBﬂeHHbIX 0encTBmamMm

20
CyObEeKTOB.

AHanus yrpos 6e3onacHocTn KopnopaTuBHbIX VIHCbOpMaLI,VIOHHbIX cucrtem, O6y0ﬂOBﬂeHHbIX TEXHUYEeCKNMMUn

21 o
cpeacrteamMu U CTUXUMHBIMU UCTOYHUKaGMN.

22 dopmbl ceTeBbIX aTak Ha MHopMauuio.

23 HasHauyeHune cnctemsbl 3awmuTbl MHopMauun.

24 Cnocobbl 3awwmTbl nHdopmauun. Cpeactea 3alWwmTbl MHOpMaLUnn.

25 KomnnekcHbI noaxon K pelleHnto npobnembl 3aluTbl MHGOpMaLUmu.

26 MpuHUKMNBI NOCTPOEHMS cucTeMbl 6e3onacHocTu. MonuTtuka 6esonacHocTw.

27 OCHOBHbIE MOHATUSA U oNpeaeneHnst KpunTorpauyeckon 3aWwmTbl UHOPMaLN.

Mpouecc NocTpoeHMst NOACUCTEMbI MHZOPMaLIMOHHON Ge3onacHoCTU KoprnopaTueHoii ceTn. Mogenb

28
afanTMBHOIO ynpaBleHus 6e30nMacHOCTbIO CETU.

29 CpepncTBa aHanusa 3allULLIEHHOCTM BCEX YPOBHEN KOPNOPaTUBHOW MHAOPMAaLNOHHON CUCTEMBI.

Knaccudukaums cuctem obHapyxeHus atak. CucteMbl o6HapyXeHus atak Ha CeTEBOM U OnepaLoHHOM
30 ypOBHSAX. KOMNOHEHTLI cuctem obHapyxeHus atak. MeTtoabl aHanusa nHdopmaumn. MeTtoabl pearmpoBaHus.
CrtaHgapTbl 6e30onacHocTu.

5.2.2 TunoBble TeCcTOBble 3a4aHUSA

1. OCHOBHble BUAbI 3aLUULLI@EMON MHCPOPMALIMK NO COOEPXKAHMIO:

1) cekpeTHas; 2) Nnpu3HakoBas; 3) ceMaHTU4Yeckas; 4) HecekpeTHasi

2. NHdopmaumen, noanexawen sawuTe, ABngeTcs. ..

1) nHdbopmauus 0 COCTOSIHMM ONEPaLMOHHON CUCTEMbI; 2) cBeaeHus 06 okpy»xatoLuem mupe; 3) nHdopmauus,
npuHocsLas Beirody; 4) icpopmaums ob yupexaeHnm npogeccuoHanbHoro obpasoBaHuns

3. MNokasatensimm 6e3o0nacHOCT MHAOPMaLMK ABNAIOTCSA:

1) BEpOATHOCTb NpeAoTBpaLLEeHNs Yrpo3bl; 2) BpeMs, B Te4eHMe KOTOporo obecnevmBaeTcs onpeaeneHHbIn
ypoBeHb Be3onacHocTy; 3) Bpemsi, He06X0AMMOe Ha B3MOM 3awuTbl MHopMaummu; 4) BEpOATHOCTb BOSHUKHOBEHMS
yrpo3bl nHdopmaunoHHonm 6e3onacHoCTH

4. PesynbTaToM peanusauun yrpo3 Nb moxeT bbiTb ...

1) nameHeHme koHdUrypaumm nepndepuiiHbiX yCTPOMCTB; 2) YHUUYTOXEHME YCTPONCTB BBOAA-BbIBOAA
MHopMaLmm; 3) HECAHKLUMOHMPOBAHHbIN OOCTYN K MHopmauun; 4) BHeapeHne aesnHdopmalmm B nepudepuinHble
yCTpoWcTBa

5. AbcontoTHaga 3awmTa MK oT ceTeBbIX aTak BO3MOXHa Npu:

1) OTCyTCTBUM COEAMHEHUS; 2) NCMOSB30BaHUN NINLEH3MOHHOMO NPOrpamMmmMHOro obecrneveHus; 3) yctaHoBKe
MEXCETEBOI0 3KpaHa; 4) NCNosfb30BaHNN HOBENLLIMX aHTUBUPYCHbIX CPeACTB

6. B yenoBeko-KOMMbIOTEPHBIX cCUCTEMax Heobxoammo obecneunBaTb 3M OT Tpex

yrpos:

1) cnyyanHon NnoTepu NN U3MeEHEHsT; 2) NpegHaMePEHHOIO UCKaXXeHus; 3) CaHKLUMOHMPOBAHHOIO NPOCMOTPA;
4) cboeB 000pyaoOBaHNS; 5) pe3epBHOr0 KONMPOBaHUS

7. Yrpo3zamu nHdopMaLunoHHoW BoviHbl Ana PO sensiotca:

1) OPMEHTUPOBAHHOCTL HA OTEYECTBEHHbIE TEXHWYECKMNE CPELCTBA; 2) HECOBEPLUEHCTBO 3aKOHOA4ATENBHON
6a3bl; 3) 3HauUNTENbHAsA NPOTSAKEHHOCTb TEPPUTOPUK; 4) OTKPLITOCTb rPaHuL

8. Bpangmayap (Firewall) — aTo...

1) rpaduyeckunin pegaktop; 2) IHTepHeT-6pay3ep; 3) noytoBasi nporpaMmma; 4) MexxceTeBol aKkpaH

9. MpuHUMNManbHBIM OTNNYMEM MEXCEeTEBbIX 3kpaHoB (MJ) oT cuctem obHapyXeHUst aTak U BTOPXKEHWUIA
(COB) aBnsieTca T0, YTO:

1) M3 6binn paspaboTaHbl 4NS aKkTUBHOW UNWN naccMBHOM 3awwmTbl, a COB - Ana akTMBHOrO UM NacCUBHOMO
obHapyxeHusi; 2) MO paboTaeT TonbKo Ha ceTeBoM ypoBHe, a COB eLwé n Ha dusnyeckom;

3) M3 6binn paspaboTaHbl 4118 aKTUBHOIO UK naccuBHOro obHapyxeHusi, a COB - ons akTMBHOM nnm
naccmBHOM 3awwmThbl; 4) M3 paboTaeT Tonbko Ha umanveckom ypoBHe, a COB eLué 1 Ha ceTeBOM

10. MNpepoTBpaTUThL NPOHUKHOBEHME BPEAOHOCHBIX MPOrPaMmM Ha NOAKIIOYEHHbIV K CETU KOMMbIOTEP NMOMOraeT. ..

1) pe3epBHOE KOMMPOBaHWE AaHHbIX; 2) 3NEKTPOHHAA NOANUCH; 3) HanM4Yne 3NeKTPOHHOrO Knoya; 4)
@HTUBMPYCHbIA MOHUTOP

11. 3aWUTUTL NUYHBIA 3NEKTPOHHbLIA MOYTOBbIN ALWMK OT HECAHKLMOHUPOBAHHOIO AOCTYNa NO3BOSISET ...

1) cKpbITWE NNYHOTO Napons; 2) aNeKTPOHHAA NOANUCH; 3) OTKIOYEHNE KOMMNbIOTEPA; 4) BKIOYEHME peXxuma
COXpaHeHus nornHa

12. Hanbonee 3alniLEHHBIMN OT HECAHKLIMOHMPOBAHHOMO A4OCTYNa MMHMSAMU CBA3M HA CEroAHS ABNATCS:

1) ONTOBOSMOKOHHbIE; 2) anekTpudeckme; 3) HdpakpacHble; 4) pagno




5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3a4aHunA (3aAayu, KeUChbl)

1. CchopmynmpoBaTb OCHOBHbIE BUAbI YrPO3 MHpOPMALMOHHOM 6e30nacHoOCTuU.
2. [NpoBecTu ouUeHKy 3a4a4un C TOYKM 3peHns 3almTbl MHopMaLmu.

3. BbisBUTb kaHanbl yTe4YknM MHopMaLum B MOMELLEHNN.

4. BbISiBUTb KaHanbl yTe4kn nHdopmaumm B UHOpMaLMOHHON cucteme.

5.3 MeToanyeckue maTepuansl, onpegensiowme npoueaypbl OLeHUBaHUA 3HAaHUW, YMeHUI, BNageHun (HaBbIKOB
1 (MNK) NpPaKkTU4YEeCKOro onbiTa JeATeNIbHOCTH)
5.3.1 YcnoBusa gonycka oby4aroLerocs kK npoMeXxyTo4HoM aTTecTauum U NopsaaokK NIMKBMAALIMW akaAeMU4ecKomn

3aA0J1IXKEeHHOCTHU

lMpoBeaeHVe NPOMEXYTOYHOM aTTecTauMmn pernameHTMpOBaHO NoKanbHbIM HOPMaTUBHbLIM aktom CI6IYMTA
«[lMonoxeHne 0 NpoBeAeHNM TEKYLLEro KOHTPOMS YyCNeBaeMOCTU 1 NPOMEXYTOYHOW aTTecTauumn obydatoLLmxcsa»

5.3.2 ®opma npoBeaeHUsi NPOMEXYTOYHOM aTTecTaluMu nNo AucumnsiMHe

YcTHas

+

[NMncbmeHHas

KOMﬂbPOTepHOG TecTnpoBaHue

5.3.3 Ocob6eHHOCTM NpOBeAEHUs NPOMEXYTOYHOW aTTecTauum No ANCUUNIINHe

|_|pl/l npoBeaeHnn 3a4vyeTa Bpemd, oTBoaAMMOE Ha NoArotoBKy K OTBETY, COCTaBIIAET He 6onee 40 muH. Hukakon
cnpaBquon VIHCbOpMaLI,VIVI o6yqa+ou.|,emy He npegocTtaBideTca. CoobLeHne pe3ynbTaToB o6yqarou.lemyc;| nponssBoanTca
HenocpeacTBeHHO nocrie YCTHOro oTeeTa

6.1 YuebHasa nutepatypa

NHasa

6. YHEBHO-METOANYECKOE N U"H®OPMALIMOHHOE OBECIMNEYEHUE OUCLUUMNNHDbI

AsTOp

3arnasue

M3patenbcTBO

| [oa nspaHma |

Ccblinka

6.1.1 OcHoBHas yyebOHas nutepartypa

LLitepeH6epr C. W.

3awmTa nHopmauyum B

CaHkr-lNeTepbypr:

http://publish.sutd.ru/

KOMMbIOTEPHBIX CUCTEMAX 2022 tp_ext_inf_publish.ph
crerynta 0?id=2022163
CkpunHuk, [. A. OO6wue Bonpocsl Mocksa: VIHTepHeT- https://www.iprbooks
TEXHWYECKOM 3aLUmnThI YHuBepcuteT hop.ru/133955.html
WHbopMaLmm MHdopmaumMoHHbIX 2024
TexHonoru (MHTYWUT),
Awn MNun Ap Meana
Kupenbepr, A. T., 3awwmTa nHcdopmauum ot Kemeposo: Kysbacckuin https://www.iprbooks
KopoTuH, B. O. YTEYKM NO TEXHUYECKUM rocy0apCTBEHHbIN hop.ru/135100.html
KaHanam TEXHUYECKNIA 2023
yHuBepcuteT nmenn T.0.
FopbayeBa
6.1.2 [lononHuTenbHaa y4yebHas nutepaTtypa
BboposkoBa, I". C. AHann3 KOHeYHbIX TNMuneuk: Nuneuxmn https://www.iprbooks
N3MEeHeHMN B ynpaBneHnn n rocyaapCTBEHHbIN 2018 hop.ru/92843.html
3almrTa nHpopmaumm TEXHUYECKMI
yHuBepcuteT, O5C ACB
Hwukndopos, C. H. 3awmTa nHopmauyuu. CaHkT-MeTepbypr: CaHkT- https://www.iprbooks
3alumLLeHHbIe ceTn MeTepByprekuii hop.ru/74382.html
rocyapCTBEHHbIV 2017
APXUTEKTYPHO-
CTPOUTENbHbIN
yHuBepcuteT, O5C ACB
Hukudopos, C. H. 3awmTa nHdopmauumn. CankT-MeTepbypr: CaHkT- http://www.iprbooksh
3awmTa OT BHELUHNX MeTepbyprekuii op.ru/74381.html
BTOPXXEHWI rocyapCTBeHHbIN 2017
apXUTEKTYPHO-
CTPOUTENbHbIN
yHuBepcuteT, O5C ACB
Hwukndopos, C. H., 3awmTa nHopmauyuu. CaHkT-MeTepbypr: CaHkT- https://www.iprbooks
PomagaHos, M. M. Maponu, ckpbiTue, yoaneHue MeTepByprekuii hop.ru/80747.html
AaHHbIX rocyaapCTBEHHbIN 2017
apXUTEKTYPHO-

CTPOUTENbHbIN
yHuBepcuteT, I6C ACB




lopes, A. L.,
Cunmakos, A. A.

O6paboTka 1 3awwmTa
UHdopMaLmm B
KOMMNbIOTEPHbIX CUCTEMaXx

Omck: Omckas akagemus
MBL Poccun

2016

http://www.iprbooksh
op.ru/72856.html

6.2 NepeyeHb NnpocdeccrmoHanbHbIX 6a3 AaHHbIX U MH(OPMaLMOHHO-CNPaBOYHbIX CUCTEM

®CTOK Poccnn  depepanbHas cnyxx6a no TeXxHUMYeCKoMy 1 3KCNOpTHOMY KOHTponto - https://fstec.ru/
Cuctema KoHcynbtaHT lMntoc - http://www.consultant.ru/

6.3 MepeyeHb NULEH3MOHHOro MU CBOGOAHO pacnpoCcTpaHAeMOoro NporpaMMHOro obecneyeHus

MicrosoftOfficeProfessional
Microsoft Windows

DosBox
Python
Notepad++

Microsoft Visual C++ 2010 Express

6.4 OnncaHne maTepuanbHO-TeXHU4YeCKOWN 6a3bl, HeO6XoAUMOM AN ocyLecTBNeHusa obpa3oBaTesibHOro
npouecca no gucumnsivHe

AyauTtopus OcHalleHne

MynbTuMeauinHoe o6opyaoBaHue, cneuyanmsapoBaHHas mebenb, Aocka
JlekumoHHas y A PyA 4 P A
ayautopus

KomnbloTepHbIn Knacc

MyJ'IbTVIMe,D,VIIZHOG o6opy,qosaH|/|e, KOMMbOTEPHaAA TEXHUKA C BOSMOXXHOCTbIO NOAKITIOYEeHUA K
ceTun ((MHTepHeT» n obecneyeHnem AOCTYyna B 3JIEKTPOHHYIO I/IH(bOpMaLI,I/IOHHO-

06paaoBaTen bHYIO Cpeany

YyebHasa ayautopust

CneumnanuavipoBaHHas mebenb, Aocka
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