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1 BBEOEHME K PABOYEW NPOrPAMME OUCLMNIUHBI

1.1 Uenb aucumnnuHbl: CdhopMupoBaTb KOMNeTeHUMU obydalollerocs B 06MnacTu COBPEeMEHHbIX HanpaBreHWi
Pa3BUTHSA KOMMBIOTEPHBIX CETelN U TENEKOMMYHMUKaLIWiA

1.2 3agaum gMCUUNNUHbBI:
* PaccMoTpeTb TEOpPEeTUYECKME OCHOBbI APXUTEKTYPHOM UM CUCTEMOTEXHMYECKOW OpraHuM3aumu BblYUCIUTENbHbIX

ceTten
* Moka3aTb 0COBEHHOCTN KOHPUTYPUPOBAHUS NOKanbHbIX CETEN
» PaccMoTpeTb TEXHONOMMM NOCTPOEHMST U COMPOBOXAEHMST MH(POKOMMYHMKALIMOHHBLIX CUCTEM U CeTeNn
* [okasaTb 0OCOBEHHOCTM BbIOOPA, KOMMMEKCMPOBAHMS M 3KChnyaTauuMum nporpammHo-annapaTHbIX CPeAcTB B

co3aaBaeMbIX CETEBbIX CTPYKTypax
» PaccmoTpeTb TeopeTnyeckne OCHOBbI MOCTPOEHUS CETEBbLIX NPOTOKONOB

1.3 Tpe6oBaHuA K NpeaBapuTeNbLHOM NOAroTOBKe O6y4aloLerocs:

MpenBapuTenbHasi NOArOTOBKA NpegnonaraeT co3gaHne OCHOBbLI Anst GOpMMPOBaHMSA KOMMNETEHLMIA, YKa3aHHbLIX B M.
2, Npy U3y4YeHNN OUCLUMNIIUH:

Basbl gaHHbIX

MHopmaumoHHbIe TeEXHOMNOrMn

ONEeKTPOHMNKA N CXEMOTEXHMKA

OnepaunoHHbIe CUCTEMBI

ApndmMeTUYECKNE U NOrMYECKNEe OCHOBbI BbIMUCIIUTENBHOWM TEXHUKN

AnropuTMbl U CTPYKTYPbI AaHHbIX

MaTtematuka

2 KOMMNETEHLUN OBYYAIOLWEIoCs, ®OPMUPYEMbBIE B PE3YJNIbTATE OCBOEHUA OUCLIUMIINHBI

OlNK-3: Cnoco6GeH pelwaTtb cTaHAAPTHbIE 3aA4a4M Nnpod)eccUoHanbLHON AeATENbHOCTU HA OCHOBE UH(POPMAaLIMOHHOM N
6ubnuorpadcduyeckon KynbTypbl C NPUMeHeHMeM MH(POPMaLMOHHO-KOMMYHUKALIMOHHBbIX TEXHONOTUNA U C Y4eTOM
OCHOBHbIX TpeboBaHMN MHOPMaLMOHHOM 6e3onacHoOCTY;

3HaTtb: 6a30Bble TEXHONOMMK fNoKarnbHbIX CETEN, X 0COBEHHOCTU, METOALI AOCTYNa, cneundukaunm
YMeTb: cnnaHnpoBaTb OCHOBHYIO NPOBOAHYIO HPPaCTPYKTYpY ANS nepeaayn ceTeBoro Tpaduka.
BnapeTb: HacTpOKKN ceTeBbIX YCTPOWCTB C NOMOLLbIO rpaduydeckoro nHrepderica un CLI.

OlNK-5: Cnoco6eH nHctannupoBaTtb NporpaMMHoe M annapaTHoe obecne4yeHue Ans MUHGPOPMaLUOHHBLIX U
aBTOMaTU3UPOBAHHbIX CUCTEM;
3HaTb: 6a30Bble TEXHONOMMU fNoKarnbHbIX CETEN, UX OCOBEHHOCTUN, METOALI A0CTYNa, cneundukauun.
YMeTb: WUCMONb30BaTb COBPEMEHHbIE CUCTEMHblE MNPOrpaMMHbIE CPEACTBA: CeTeBble OMepauuvoHHble  CUCTEMBI,
obcnyxuBatoLne cepBUCHbLIE NPOrpamMmel.
BnapeTb: noucka u ycTpaHeHUs HEMONaAokK B CETU.

OlMK-7: CnocobeH yyacTBOBaTb B HAaCTPOMKe U Hanagke NporpaMMHo-annapaTHbIX KOMMJIeKCOoB;

3HaTb: COBPEMEHHbIE AOCTUXKEHUS BbIYUCIIUTENBHOM TEXHUKN (BbIMUCIIUTENBHBIE CUCTEMBI Y CETU TENEKOMMYHUKALNIA).
YMeTb: HAaCTPOUTbL OCHOBHbIE Cryx0Obl [P ¢ NoMoLLbio rpachuyeckoro uHtepdeica; onucaTtb CTPYKTYpy MIHTepHeTa 1 NpuHUMNbI
obMeHa JaHHbIMK Mexay y3namu B VIHTepHeTe.

BnapeTb: HacTpOKKN ceTeBLIX YCTPOWCTB C NOMOLLBIO rpaduydeckoro nHtepderica un CLI.




3 PE3YJIbTATbI OBYYEHUA NO AUCLUUMINHE

HaunmeHoBaHve u cogepxaHue pa3genos,
TEM U y4eObHbIX 3aHATUI

CemecTp
(kypc gns 3A0)

KoHTakTHas

paboTa

Nexk.
(vacebl)

Mp.
(vacebl)

CP
(vacebl)

MHHoBaL.

dopmbl
3aHATUN

dopma
TekyLlero
KOHTpOns

Pasgen 1. OcHOBbI MHGPOPMALMOHHO-
BbIYNCIIUTESNbHBIX CETEMN

Tema 1. Knaccudpumkaumsa nHpopmaumoHHo-
BblYMCNUTENBHLIX ceTen. CeTn
OofHopaHroBble K "knueHT/cepeep”. Tunbl
cepBepoB: hannoBble cepBepbl, cepBepbl
neyartu, cepBepbl NPUMNOXEHUIA, CepBEpPbI
coobuleHun, cepBepbl 6a3 gaHHbIX. CeTeBas
Tononorus: WnHHas, 38e3foobpasHas,
KonbLieBad, “3Be3ga-lwmHa”, “3se3aa-konbLo”,
aveuncrtas (cotoBas). CeTeBbleapXMTEKTYpbI:
Ethernet, TokenRing, AppleTalk, ARCnet.
MpakTnyeckoe 3aHsTHE: BBeaeHune B
KOMMbIOTEPHBIE CETU.

Tema 2. KaHanbl nepegaym gaHHbIX U
CeTEeBblE KOMMOHEHTbI. AHanoroBble KaHanbl
nepegayun gaHHbelx. Lincposble kaHanbl
nepegaym gaHHbix. Pasgenenne kaHanos no
BPEMEHN 1 YacToTe. XapaKkTepuCTUKn
NPOBOAHbLIX NTMHUN cBA3U. KoakcuanbHbIv
kabenb. Kabenb Tna «Butas napay.
OnTOBONOKOHHKIN kKabenb. [naTbl ceTeBoro
afjanTepa: npuHUuN paboTkl, NnapameTpbl
HacTponku. MpakTuyeckoe 3aHATME: CeTeBble
KOMMOHEHTBI.

Tema 3. becnpoBoAHbIE NOKanbHble
BblYMCIUTENbHbIE ceTU. CnyTHUKOBLIE
KaHanbl. becnpoBogHble NokanbHble
BbIUMCIINTESNBbHBIE CETU: MH(PpakpacHoe
nsny4yeHve, nasep, paguonepegaya B y3koM
OunanasoHe (ogHo4YacToTHada nepegada),
pagvonepefada B pacCesiHHOM CMeKTpe.
MobunbHbIe ceTh: NakeTHoe
pagnocoeguHeHne, COTOBbIE CUCTEMbI CBA3M,
MUWKPOBOJSTHOBLIE cUCTeMbI. TexHonorum Wi-
Fi, Bluetooth, WiMAX, ZigBee. lNpakTtunyeckoe
3aHsTue: becnposogHbie JIBC.

Pasgen 2. CeteBble Mogenu n cnocobsbl
[OCTyna K cpefe nepefayv gaHHbIX

Tema 4. JTanoHHas Moaernb B3anMOCBS3N
OTKpbITbIX cnucteM. Mogens OSI. Mogenb
IEEE Project 802. Nepepaya aaHHbIX No
ceTu: PyHKUMM NaKeToB; CTPYKTypa nakeTa;
dopmmnpoBaHue, agpecauuns u paccoisika
NakeToB; UCNOJIb30BaHNE NaAKETOB NMpu
neyaTtn. PyHKUUN ypOBHEN MOAENN
OSl.CeTesaBucuMble U ceTeHe3aBUCUMbIE
ypoBHu. Mogenb TCP/IP. Mogenwn
nocTtaBLUKOB. [MpakTnyeckoe 3aHATUE:
TeopeTnyeckas moaernb CeTu.

10

10

10

nn
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Tema 5. NMpoTokonsbl 1 MeToabl AOCTYNA.
MpoTOKONbI B MHOFOYPOBHEBOW apXUTEKTYpe:
CTEKN NPOTOKONOB, npuesaska. CTaHgapTHbIe
cteku. MNpuknagHble, TpaHCNOPTHbIE U
ceTeBble NpoTokonkel. CTaHaapThbl
NpOTOKONOB. [1pOTOKOMbI yNpaBneHus.
MHOXXeCTBEHHbI AOCTYM C KOHTPOSEM
HecyLLlen n obHapyXeHneM KOH(INKTOB.
MHOXXeCTBEHHbI AOCTYM C KOHTPONEM
HecyLLleln n NpegoTBpaLLeHNeEM KOHGITUKTOB.
MapkepHble meToabl focTyna. [locTyn no
npuopwuTeTy 3anpoca. NpakTuyeckoe
3aHdaTme: [poTokonbl n MeToabl AoCcTyna.

10

Tema 6. MeToanka npoekTMpoBaHusi
nokanbHow ceTn opraHmsaunn. icxogHole
OaHHble, BbIOOp pa3mMepa 1 CTPYKTYpbl CeTH,
BbIBbOp 060pyaoBaHNS, BbIGOP CeTEBbIX
nporpamMmHbix cpeacTs. Beibop ¢ yyeTom
CTOMMOCTW, NPOEKTUPOBaHNE kKabenbHoWm
CUCTEMbI, ONTUMMU3ALUNS U NMOUCK
HeucnpaBHOCTEN B paboTatoLen ceTu.
MpakTudeckoe 3aHsTUE: CeTeBble
apXUTEKTYPbI.

12,75

nn

Pasgen 3. MeTtoabl nepegayv gaHHbIX
BMH(OPMAaLMOHHBIX CETAX

Tema 7. MeTtoabl nepegayn QUCKPETHbIX
OaHHbIX Ha PU3MYEeCKoM ypoBHe. AHanorosas
MOOynAuMs: MeTodbl aHanoroson
MOOYnALMN, CNEKTP MOOYITMPOBAHHOIO
curHana.MeTogpl LMPOBOro KOAMPOBAHUS:
noTeHumnanbHbI Ko 6e3 Bo3BpaLleHns K
HYN0, MeToA BUNonApHOro KOAMPOBaHWS C
anbTepHaTMBHOW MHBEPCUEN,
noTeHumMarnbHbIA KoL C UHBEpCUen npu
eanHvue.MeTtoabl LMdPOBOro KOANPOBAHUS:
BMNONAPHbBIN UMMYMNBCHBIV KOA,
MaH4YeCTepPCKUI koA, NoTeHUMarnbHbIN Kog
2B1Q. Jlornyeckoe kogmpoBaHue:
n30bITOYHbIE KOAbI, CKPAIMONMpoBaHue.
OunckpeTHasa moaynsaumns aHanoroBbIxX
curHanos. lNpaktuyeckoe 3aHsATHe: MeToabl
nepegayvm QUCKPETHbIX AaHHbIX Ha
dU3nNYECKOM YpPOBHE.

10

Tema 8. MeToapbl nepegayn gaHHbIX
KaHanbHOro ypoBHsi. CUHXPOHHbIE
CMMBOJIbHO-OPUEHTUPOBaHHbIE U BUT-
OpVEHTUPOBaHHbIE NPOTOKONbI. MNepeaaya ¢
yCTaHOBMIEHNeM coeanHeHns n 6es
yCTaHOBMNEeHWs coegnHeHns. Metoapl
OBHapyXeHUst OLIMBOK: KOHTPOSIb MO
napuTeTy, BepTUKanbHbIA N FOPU3OHTANbHbIN
KOHTPOMb MO NapuTeTy, UMKIINYECKNA
N30bITOYHBIN KOHTPOMb. MeToab! KoppeKUumu
OLWMBOK: MeTo C MPOCTOSAMU, METOA
«ckonb3sero okHay. [NpakTuyeckoe
3aHsTHe: MeToabl nepegayn gaHHbIX
KaHanbHOro YpOBHSI.

10




Tema 9. MeToabl Nnepegayn gaHHbIX CETEBOrO
ypoBHs. MeTtoabl kKommyTaumm. KommyTtaums
KaHanoB Ha OCHOBE 4YaCTOTHOIO
MynbTUNnekcnpoBaHms.KommyTtaums kaHanos
Ha OCHOBE pasgesieHmns
BpemMeHn.KoMmyTaumsi NakeToB: NPUHLMIbI,
pPeXuMbl, MPONYCKHas CNOCOBHOCTbL CeTeln ¢
KOMMYyTaumen naketoB. KommyTtauus
coobueHun. Jlornyeckas CTpyKTypusaums
CeTn C NOMOLLIbIO MOCTOB M KOMMYTaTOpPOB.
MpyHUKUNbl MapwpyTmnsaumnn. NMpoTokonbl
MapLpyTusauumn. yHKLUNUKM MapLipyTmnsartopa.
Appecauus B IP-ceTax. Tunbl agpecoB cTeka
TCP/IP (nokanbHble, ceTeBble, AOMEHHbIE),
dopwmebl 3anucu IP-agpeca, knacchl 1P-
agpecoB.Ocobble IP-agpeca, ucnonb3oBaHue
mMacok npwu IP-agpecaumn, aBTomaTmsauus
npotecca HasHadeHus |IP-agpecos.
OtobpaxeHue IP-agpecoB Ha nokanbHble
agpeca. OpraHusauus 4JOMEHOB U LOMEHHbIX
umeH. NMpaktnyeckoe 3aHaTre: MeTtoabl
nepefayun gaHHbIX CETEBOro YPOBHS.

Utoro B cemecTtpe (Ha kypce ans 3A0)

10

mn

KoHcynbTauum 1 npoMexyToyHas atrectaums
(3auer)

34

92,75

Pasgen 4. BHyTpeHHee yCTponCcTBO
NuTepHeTa

Tema 10. UHTepHET-CTaHAAPTHI,
WH(pacTpyKTypa, NPorpamMmmMHbIN MHTEpdENnC
ONS NPUNOXeHUn, npoTokonkl. JocTyn B
MHTepHeT yepes DSL (digital subscriber line).
KabenbHble ceTn goctyna. [Joctyn B
WuTepHeT no texHonornn FTTH (Fiber To The
Home). KopnopaTtueHble 1 fomMallHue ceTu
poctyna: Ethernet u Wi-Fi. Cetun
BecnposogHoro goctyna: 3G, 4G n LTE.
MpakTuyeckoe 3aHsaTHE: KommyTaums
KaHaroB MU KOMMYyTaLMs NakeToB. 3agepKKu,
noTepw, NPonyckHasi CnoCobHOCTb B CETH.

Tema 11. CeTeBag cTpykTypa NHTepHeTa:
CEeTU JOCTyna, permoHanbHble NpoBanaepsl,
npoBanaepbl NEPBOro YPOBHS, TOUKM
NPUCYTCTBUS, MHOFOUHTEPMENCHBIN PEXNM,
NUPWHT, TOYKM o6MeHa Tpadmkom (IXP), cetn
npoBanaepoB KOHTeHTa. MpakTnyeckoe
3aHAaTMe: CeTeBas CTpyKTypa.

Tema 12. Tunbl ceTeBbIX aTak: BUPYCHI,
YepBW, NPOrPaMMbI-LUMMUOHbI, CETU-BOTHETI,
oTka3 B obcnyxumBaHum (DoS-aTakn),
pacnpege-neHHble DoS-aTaku, cHUUHT
(ananus) naketos, |IP-cnyduHr (nogmeHa
agpeca). MNpaktnyeckoe 3aHaTme: CeTeBble
aTtaku (Bonpockl 6e3onacHoCcTy).

Pasgen 5. TeopeTnyeckue n npakTnyeckme
acneKkTbl ceTeBbIX I'IpI/IJ'IO)KeHI/Il7I

mn

Tema 13. ApxuTekTypa ceTeBbIX
NPUNOXEHWIA: KNNEHT-CepBEpPHas,
ogHopaHrosas (P2P). BsammogencTaue
NPOLECCOB: KIMEHTCKUA U CEPBEPHBIN
npouecchl, UHTepdenc Mexay npoLeccomM n
KOMMbIOTEPHOW CEThIO (COKeThI), aapecauunst
npoueccos. [pakTnyeckoe 3aHaTHE:
ApXuUTEKTYpa ceTeBbIX NPUMOXEHUN.




Tema 14. TpaHcnopTHble cnyxo6bl,
TpebyemMble NPUIOXEHUIO: HaaexXHas
nepegava gaHHbIX, MPONycKHas
CNocoBHOCTb, BpEMSA OOCTaBKM,
BesonacHocTb. TpaHCNOPTHbIE CIYXObI
WHTepHeTa: cnyx6bl npotokona TCP, cnyx6bl
npotokona UDP. Be3onacHocTb npoTokona
TCP: kpunTorpadguyeckmin npotokon SSL
(Secure Sockets Layer). Pasnuune mexagy
CETEBbLIMU MPUSTOXKEHNAMW N NPOTOKONaMuU
NPUKNagHoro ypoBHS. [pakTuyeckoe
3aHsTUe: Vicnonb3oBaHne aHanm3aTopa
naketoB Wireshark ansa nayyeHnsa oCHOBHbIX
acnekTos npotokonos TCP, UDP un IP.

Tema 15. lNporpaMmmmnpoBaHne COKETOB C
ncnose3oBaHuem npotokona UDP.
MporpammMmmnpoBaHne COKeTOB C
ucnosb3oBaHnem nportokona TCP.
MpakTnyeckoe 3aHsTHE: [NporpammmpoBaHme
COKETOB.

Pasgen 6. NpoTtokonkl u cnyx6bl MHTEpHeTa

Tema 16. O630p npotokona HTTP. HTTP-
COeINHEHMSA: HEMOCTOSAHHbIE, NOCTOSAHHbIE.
CoobweHune-3anpoc npotokona HTTP.
CoobuieHune-oteeT npotokona HTTP.
B3aumopgencTeme nonb3oBaTens u cepeepa:
cookie-thannbl. TexHonorusi Beb-
KALLMPOBaHMS: MPOKCU-CEpBEP, NpUMep
KawmposaHusa. HTTP-npoTokon: metog GET ¢
ycnosuem. lNepegaya annos no npotokony
FTP. MNMpotokon SMTP. CpaBHeHue
npoTtokosioB SMTP 1 HTTP. ®opmarthbl
no4ToBOro coobueHus. NpoTokonbl gocTyna
K anekTpoHHon noyte: POP3, IMAP.
OneKkTpoHHasa noyTa yepes Beb-nHTepdelic.
MpakTnyeckoe 3aHaTue: MicnonbsosaHue
aHanuaaTtopa naketoB Wireshark gns
N3y4eHUs1 OCHOBHbIX aCnekToB NpoTokona
HTTP (B3aumogencTsue nocpeactsom GET-
3anpocoB 1 OTBETOB cepBepa, hopmMaThl
HTTP-coobwennn, nepegada 6onbLumnx
dannos HTML, ¢aiinoB co BCTPOEHHbIMU
06bekTamu, BONpoCchl ayTeHTUUKALMM U
©6esonacHocTn B HTTP).

Tema 17. MpuHUMNBI paboTbl CUCTEMbI
OOMEHHbIX MeH (DNS): cnyx0bl, CTpyKTypa.
DNS: pacnpegeneHHas nepapxmyeckas 6asa
[OaHHbIX: KOPHEBbIE CepBepbl, CepBeEpPbI
BEpPXHEro ypoBHS, aBToputeTHble DNS-
cepBepbl. JlokanbHbIh cepep DNS.

Mpumep TpaHcnaumMn umeHun B agpec. DNS-
KalmpoBaHune. 3anucu u coodbuieHns DNS.
[Nob6asneHne DNS-3anuncen. Atakm Ha DNS.
MpakTnyeckoe 3aHsTue: Vicnons3oBaHue
aHanuaaTtopa naketoB Wireshark gns
U3YYEHUS KIMMEHTCKOW YacTu cnyxobl DNS.

Tema 18. NMpuHUMNBLI OAHOPAHIOBOro
GannoobmeHa. OfHOPaHIOBbIN NPOTOKON
ans daninosoro obmeHa BitTorrent.
PacnpegeneHHbie xew-tabnuubl,
LMPKYNSpHblE pacnpeaeneHHble xeL-
Tabnuubl, OTTOK NUPOB. [pakTnyeckoe
3aHaTue: [NMpuHroBble CeTu.

Utoro B cemecTpe (Ha kypce ans 3A0)

2 4 5

2 4 5 mn

2 4 12

1 2 15

1 2 12 mn
16 25 69




KoHcynbTaumm 1 NnpoMexyTovHas attectauus
2,5 24,5
(Ok3ameH)
Bcero koHTakTHas paborta n CP no 101,75 186,25
AucuMninHe

4 KYPCOBOE NPOEKTUPOBAHUE

Kypcoaoe npoeKkTnpoBaHne y‘-IeGHbIM naHoM He npeagycMoTpeHOo

5. ®OH} OLIEHO4YHbIX CPEACTB AN MPOBEAEHUSA MPOMEXYTOYHOW ATTECTALMU

5.1 OnucaHune nokasaTtesnien, KpUTEPMEB U CUCTEMbI OLleHUBAHUSI pe3ynbTaToB 00y4eHus
5.1.1 NMokasaTtenu oueHUBaHUA

Kon HanmeHoBaHWe oueHOYHOro
MNMokasaTenu oueHnBaHWs pesynbTaToB 0ByyYeHuns
KOoMMneTeHuun cpeacTea
OnucbiBaeT TEXHONOMMU MOCTPOEHNSI U COMPOBOXAEHMUS
WH(POKOMMYHMKALMOHHBIX CUCTEM U CETEN. Bonpockl Ans ycTHoro
OnK-5 lMnaHmpyeT OCHOBHYIO NPOBOAHYIO MHAPPACTPYKTYPY ANdA nepegayv cobecenoBaHus.
ceTeBoro Tpadwuka. [MpaKTuKo-opueHTUpOBaHHbIE
HacTtpavBaeT ceTeBble yCTPONCTBA C MOMOLLbIO rpachruyeckoro 3agaHus.
nHTepdgewnca n CLI.
MNanaraet 6a3oBble TEXHOMOMM NoKarnbHbIX CETEN, NX 0COBEHHOCTH, Bonpocbl Ans ycTHoro
MeToAbl AocTyna, cneundukauum. cobecefoBaHus.
OlK-7 BbinonHaeT aHanus cyLlecTByoWen fokarnbHOW CeTU B opraHmsaumm u MpakTnko-
npegnaraeT NPoeKT ee MoAepHM3aunn. OPUEHTUPUPOBaHHbIE
BbInonHAeT NoMCcK 1 yCcTpaHeHWe Henonagaok B CETU. 3apaHus.
OnucbiBaeT CTPYKT MHTepHeTa 1 NpuHUMnbl 06MeHa AaHHbIMK
PYKTYRY P PUHL A Bonpocbl Ans ycTHoro
Mexay ysnamu B VIHTepHeTe.
. cobecenoBaHus.
OMK-3 Pa3pabaTbiBaeT NPOEKT foKanbHOM CETU opraHm3aunn. PasmellaeT MpaKTiKo-
KoMnbloTepHoe o6opyaoBaHWe, HacTpaMBaeT CeTb KOMMbIOTEPOB.
OPUEHTUPUPOBaHHbIE
HacTtpanBaeT ocHOBHbIe cnyx0bl I[P ¢ nomoLbto rpaduyeckoro sanaHns

nHTepdeca.

5.1.2 Cucrtema 1 KpuTepum oueHUBaHuA

LLikana oueHnBaHUSA

KpuTepun oLeHMBaHUA COPMMPOBAHHOCTY KOMNETEHLIMIA

YcTHOe cobecenoBaHue

MucemeHHas paboTa

5 (oTnn4HO)

MonHbIR, ncyepnbiBaoLLMIA OTBET, ABHO
OEMOHCTPUPYIOLWUIA rny6oKkoe NoHUMaHne
npeameTa v LWMPOKYH 3pyanumio B
oLieHnBaemow obnacTtu, ymeHue
MCrnonb30oBaTb TEOPeTUYECKMNe 3HaHUS Ans
peLleHnst NpakTUYecKMx 3agau.
YuuTbiBaoTCca 6annbl, HaKoMNMeHHbIe B
TeyeHne cemecTpa.

4 (xopoLuo) AonyLieHbl B 0TBeTax HeCyLeCTBEHHble

OTBET NOMHbIN Y NPABUIBHbIN,
OCHOBaHHbIN Ha NpopaboTke BCex
0653aTeNbHbIX UCTOYHMKOB MHGOPMaLUK.
Moaxon kK MaTepuany OTBETCTBEHHbIN, HO

0LIJI/I6KI/I, KOTOpbl€ YCTPaHAKTCA TOJIbKO B
pe3ynbTate cobeceqoBaHus
YunTbiBaoTCA 6aJ'IJ'IbI, HaKonmneHHble B
TeyeHue cemecTpa.

3 (yooBneTBOpUTENbHO)

OTBeT BOCNPOM3BOAUT B OCHOBHOM TOSbKO
NEKLUMOHHble MaTepwuansbl, 6e3
camocTosiTeNnbHOM paboThl €
pekoMeHA0BaHHOW NUTepaTypon.
[eMoHCTprpyeT NoHMMaHne npeameTa B
Lenom npu HenmosHbIX, cnabo
aprymMeHTUPOBaHHbIX OTBETAaX.
MpucyTCTBYIOT HETOYHOCTU B OTBETAX,
npo6enbl B 3HAHMAX MO HEKOTOPLIM TEMaM,
CyLLeCTBEHHble OLMOKM, KOTOpble MOryT
ObITb HaNAEHbI M YaCTUYHO YCTPaHEeHbI B
pesynbTaTe cobecenoBaHus




YuuTbiBatoTCA 6ansbl, HAKOMNMEHHbIE B
TeYyeHune cemecTpa.

2 (HeyaoBneTBOpUTENbHO) | BaXHbIX 3NEMEHTOB ANCLIMMINHDI.

HecnocobHOCTb OTBETUTL Ha BOMNpocC 6e3
NOMOLLIN 3K3aMeHaTopa. HesHaHwne
3HaUYUTENbHOWN YacTn npunHunnmnanbHO

MHoroumcneHHole CcyulieCTBeHHble owmnbku.
He Yy4nTbiBalOTCA ©annbl, HaKOMNJeHHbIE B
Te4YeHune cemecTpa.

3auTeHo OCHOBHbIE METObI Y UHCTPYMEHThI NpY

OOyuvarowwmiicsa Teepao 3HaeT
NporpaMMHbIiA MaTepuar, rpamMoTHO U Mo
CYLLECTBY U3naraet ero, He Jonyckaet
CyLeCTBEHHbIX HETOYHOCTEN B OTBETE Ha
BOMPOChI, CNOCOGEH NPaBUINbHO NPUMEHUTb

pelwleHnn npakTn4ecknx 3aagad, srnageet
HeobxoanMbIMW HaBblkamu K npnemMamm nx
BbINOJIHEHUA.

YuntbiBatoTcs 6ansbl, HAKOMNMEHHbIE B
TeYyeHune cemecTpa.

He 3auteHo HapyLlleHna B nocnenoBaTesibHOCTU

ObyuatoLwmics He MOXeT N3MNOXUTb
3HAYUTENBHON YacT NPOrPaMmMHOro
maTtepuana, 4OoMnyCcKaeT CyLeCTBEHHbIe
owwmnbkn, fonyckaeT HETOYHOCTU B
dopmynupoBkax 1 foka3aTenbCTBaXx,

N3oXeHns1 NporpaMMHOro MaTepuana;
HeyBepeHHO, ¢ 6onbLUMMK 3aTPYAHEHUSMM
BbIMOSHSIET NPAKTUYECKME 3a4aHusl.

He yunTtbiBatoTCst 6annbl, HaKoNEeHHbIE B
TeyeHue cemecTpa.

5.2 TunoBble KOHTPOIbHbIE 3afaHUsl UM UHble MaTepuarnbl, Heo6xoAUMbIe ANsi OLleHKU 3HaHWUW, YMEeHUH,
HaBbIKOB U (UNK) ONbiTa AeATeNIbHOCTU
5.2.1 MNepeyeHb KOHTPOSIbHbLIX BONPOCOB

Ne n/n | DopMynNnpoBKM BONPOCOB
Cemectp 6

1 CeTun ogHopaHroBble 1 "knneHT/cepsep”.

2 Tunbl cepBepoB: hannoBbie CEPBEPDI, CEPBEPLI NeYaTn, CepBepbl NPUMNOXEHUI, CepBEPbLI COOOLLEHUNA,
cepBepbl 6a3 AaHHbIX.

3 BecnpoBogHble nokanbHble BbIYMCANTENbHBIE CETU: MHGPaKpacHoe n3nydeHue, nasep, pagvonepegaya B
y3KOM Aranas3oHe (0gHoYacToTHas nepegada), pagvonepenada B pacCesiHHOM CNeEKTPeE.

4 Mopenb OSI.

5 Mepenadva gaHHbIX NO ceTU: PYHKLMM NAKeTOB; CTPYKTYpa NakeTa; hopMmpoBaHme, agpecaumns n paccbiika
nakeToB; UCMONb30BaHME NAKeTOB MpKU neyaTu.

6 MpoToKOMbI B MHOFOYPOBHEBOW apXUTEKTYpe: CTEKM NPOTOKOSIOB, NPUBS3Ka.

7 AHanoroeasi MOAynNAUMs: METOAbl aHaNoroBo MOAYNALMN, CNEKTP MOAYNTMPOBAHHOIO CUrHana.

8 MeTogbl UMPOBOro KOANPOBAHUSA: NOTEHLMANbHbLIN Ko 6e3 BO3BpaLLEHMS K HYMN0, MeToa GunonspHoro
KOAMPOBaHWS C anbTepHAaTUBHOW MHBEPCUEN, MOTEHUMANbHbIN KOL, C MHBEPCUEN NPU eanHULIE.

9 MeToabl UMPOBOro KOANPOBaHUS: BUNONAPHBLIA UMMNYLCHLIA KOO, MAHYECTEPCKUIA KOA, NOTEHLMANbHBIN KOA
2B1Q.

10 Jlornyeckoe kogupoBaHue: N3bbITOYHbIE KOOI, CKPAMOMPOBaHUE.

11 KommyTaums kaHanoB Ha OCHOBE YaCTOTHOIO MyJbTUMIEKCUPOBAHUS.

12 CWHXPOHHbIE CUMBOSBHO-OPUEHTUPOBAHHLIE N BUT-OPUEHTUPOBAHHbLIE NPOTOKOSbI.

13 MeTofbl 06HapyXeHUs OLLIMOOK: KOHTPOIb NO NapuUTeTy, BEPTUKaNbHbLIA U TOPU3OHTArNbHbIA KOHTPOIb NO
napuTeTy, UMKINYECKNA N3ObITOYHbIA KOHTPOSb.

14 MeToabl koppekunn ownbok: MeTo C NPOCTOSIMU, METOL, KCKOSNb3SLLEr0 OKHa».

15 KomMyTaumsa kaHanoB Ha OCHOBE YaCTOTHOrO MyfbTUMNIEKCUPOBAaHWSI.

16 KomMyTaumsa kaHanoB Ha OCHOBE pa3ferneHns BpemMeHu.




17 KOMMyTaLI,VIH NakeToB: NPUHLUUNDbI, PEeXNMbI, NPOMNMYyCKHaA CMocoBHOCTL CceTel ¢ KOMMYTal_LMeVI NaKkeToB.

18 Jlornyeckas CTPYKTypu3sauua cetm ¢ nOoMOoLLbo MOCTOB U KOMMYTaTOpPOB.

19 MpuHUMNBI MapwpyTM3aummn. MpoTokonsl MapwpyTuaaumm. GyHKUMM MapLupyTusaTopa.

20 Apnpecauus B IP-ceTsx.

21 MeToauvka NpoeKkTpoBaHWS FTIOKanbHOW CeTN OpraHn3aumm.

Cewmectp 7

22 MHTepHeT-cTaHaapThl, MHpacTpyKTypa, NMPorpaMmmMHbI MHTepdenc Ansg NpUNoXeHnin, NPOTOKOSbI.

23 Ooctyn B MHTepHeT yepes DSL (digital subscriber line).

24 KabenbHble cetn goctyna. floctyn B iHTepHeT no TexHonormm FTTH (Fiber To The Home).

25 KOpI'IOpaTVIBHbIe n gomMmalluHune cetun gocrtyna.

26 CeTtun BbecnpoBoaHoro gocryna.

27 CeteBad cTpykTypa MHTepHeTa.

28 Twvnbl ceTeBbIX aTak.

29 ApPXUTEKTYpPa CETEBbIX NPUINOXKEHW.

30 TpaHcnopTHbIE CNy0bl, TpebyeMble MPUAOXKEHWIO.

31 Cnyx6bl npotokona TCP.

32 Cnyx6bl npotokona UDP.

33 O630p npotokona HTTP.

34 Mepepayva cannos no npotokony FTP.

35 MpoTtokon SMTP.

36 MpoToKonbl 4OocTyna K 3anekTpoHHon noyte: POP3, IMAP.

37 MpuHUKMNbl paboTbl cMCTEMBbI LOMEHHbIX MMeH (DNS).

38 MpuHUMNbl ogHOopaHroBoro gannoobmeHa.

39 MporpammmpoBaHme COKETOB C UCnonb3oBaHneM npotokona UDP.

40 MporpammmpoBaHne COKETOB C UCNoNb3oBaHWeM npotokona TCP.

5.2.2 TunoBble TECTOBbIE 3aAaHNA

He npegycmoTpeHsl.
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3aJaHNA (3agayuu, Kerchbl)

1. HezaBuncrMas cTpaxoBasi KOMMaHusi, B COCTaB KOTOPOW BXOAWT NPE3VAEHT, YNpaBnsoLwWwmi, agMUHUCTPATop 1
5 areHTOB, pelumna yctaHoBuTb ceTb. KoMmnaHusa 3aHnmaeT nonosuHy Hebonblioro 3gaHus. NocnegHue 4 roga obbem
ee paboTbl 6bi1 cTabunbHbIM, HO B NocnegHee BpeMs HabniogaeTcs HEKOTOPLIN POCT KNMEHTYpbI. YTOObI cnpaBuTbCs
C BO3pacTaloLLeln Harpy3kon, peLleHo YBENUUYNTb LWITaT eLle Ha ABYX areHTOB. Y KaXX4oro COTpyAHMKa CBOW KOMMbIOTEP.
YTto6bl nony4nTs Heobxoaumyto MHopmaumio, npuxognTca obpallaTbCs K Konneram ¢ yCTHOW npocbbon nnm
KONUpOBaTb AaHHbIE C MOMOLLLIO hn3Ll-Hakonutens. Bce areHTbl 3aHMMalOTCs enamm TONbKO CBOUX KITMEHTOB, U 3Ta
WHpopMaLmsa CTporo KoHpuaeHumansHa. JllasepHblin IPpUHTEP BOCbMUNETHEN 4aBHOCTU HAXOAUTCH Y agMUHMCTpaTopa
odomca. Kaxablin areHT umeeT COOCTBEHHBIN CTPYMHbIN NpUHTEP. OAHOBPEMEHHO C YCTAHOBKOW CETU pELLEHO
nprobpecT BbICOKOCKOPOCTHOM Na3epHbIn NpuHTep. Kakon Tmn cetu uenecoobpasHo MCrnonb3oBaTh B 3TOW KOMNAaHUN?
Kakasa Tononorusa 6onblue NogxoauT Ans 9TON cuTyauumn?

2. Hebonbluasa komnaHus, cocTosLas U3 Tpex oTaernos, He4aBHO yCTaHOBMMA BO BCEX Tpex oTAaenax
ofHOpaHroBble ceTu. YeTbipe COTpyaAHMKa nepBoro otTaena paboTtatoT Hag O4HWUM NPOEKTOM. Y KaXgoro U3 Hux
onpeneneHHbI Kpyr 3agad, No3TOMY Kbl FOTOBUT AOKYMEHTaLUo Ans cBoen YyacTu npoekta. OgHako BCe OHM
OTKPbINM JOCTYM K CBOUM XXECTKUM AUCKaM U APYruM y4acTHUKam npoekta.C pasBMTUEM NPOEKTa BCEM COTPYOHUKAM
NPUXOOUTCS TOTOBUTL BCE BOMbLUE AOKYMEHTOB, U BCKOPE BO3HWKAET BOMPOC: KOMY KaKOM JOKYMEHT NPUHAANEXNUT U KTO
NocrnegHUn BHOCUI U3MEHEHNS B KaXAbIA U3 AOKYMEHTOB? Kpome TOro, COTPYAHVKM APYrMX OTAENOB, MHTEPECYOLLMECS
3TMM NPOEKTOM, XOTAT MOCMOTPETh roTOBble MaTepuarnsl.Ha3oBrTe 0AHY NPUYKHY, U3-3a KOTOPOW TPYAHO OTBETUTL Ha
BOMNPOC: KOMY Kakon AOKYMEHT npuHagnexuT?Hasosute gencreune, kotopoe obecneyumT LeHTpanu3oBaHHbIA KOHTPOrb
3a JOCTYNOM K 3TUM AoKyMeHTaMm.Onuwnte ogHo usameHeHue B paboyeri cpefe nonb3oBaTenen, K KOTOpoMy npusedeT
Balle gencTeue.

3. CeTb TOnonorum "wWwmHa" (Ha 6a3e TOHKOro koakcmanbHoro kabens) ¢ 20 nonb3oBaTensaMU 3KCMyaTUpyeTcs
npuMepHo rod. HameyeHo 0ob6aBuTb K CETU TPU HOBbIX KOMMbIOTEPA-KINMEHTa. 3a BbIXOAHbLIE MOCTABLLMK MOOKMOYNN
HOBbIE KOMMbIOTEPDI, U, KOrga B NOHEAENbHUK YTPOM COTPYAHMKM NPULLAK Ha paboTy, 0Kasanock, YTO HUKTO HE MOXET
cBsA3aTbCs ¢ cepBepoM. NMepeuncnute dakTopbl, KOTOpble MOTYT ObITb NPUYNHON HEePaboTOCMOCOBHOCTM CeTu.

4. Ha HOBbI HOYTOYK YCTaHOBWIM CETEBYHO KapTy M NOAKNIOUUIN K ceTu. HoyTOyK He MOXeT B1aeTb haninoBbin
cepsep v npusog DVD-RW nepectan pabotatb. B yem Hanbonee BeposiTHas npuumHa npobnemMbl: HeCOOTBETCTBME
NPOTOKONOB, HEMCNPaBHbIN kabenb, HeCOOTBETCTBME 3anNpPOCOB Ha NpepbiBaHWe UMW e ceTeBble aganTepbl He
paboTaloT Ha HoyTOyke?

5. Bbl oTBeYaeTe 3a ceTb ObICTPO pa3BuBatoLencs koMmnaHum, Haxoaswencs B Mockee. OaHaxabl HaYanbHUK
BbI3bIBaET Bac 1 roBoput: "Mbl pelumnm oTKpbITh elle ogHo oTaeneHne B CaHkT-INeTepbypre n xotenu Obl 3HaTh, 4TO Bhl
AymaeTe 0 CoeMHEHUN HaLLen fiokanbHOW CeTu C NepcoHanbHbIMU KOMMNblOTEpamMu 3Toro otaenexHus. B otgenexuu
CaHkT-leTepbypra 6yayT MHCTannMpoBaHbl ABa OAHOPAHIOBbLIX KOMMNbIOTEPA, C KOTOPbIMU HY>XHO ByaeT nepnoamyecku
OCyLLEeCTBNATb NpsAMoe coeanHeHne". Kakas us texHonoru 'BC morna 661 o6ecneunTtsb pelueHne aTon npobnemMbi?
Kakue TexHonorum HyxxHo OyaeT BbibpaTb, ecnu TpebyeTcs 6e3owmnboyHas paboTta coeguHeHnsa?




5.3 MeToauyeckue maTtepuansi, onpegensiowme npoueaypbl oLeHMBaHNA 3HaHUA, YMEHUN, BnaaeHui (HaBbIKOB

1 (MNK) NpakTU4eCKOro onbiTa AesATerIbHOCTH)

5.3.1 YcnoBus gonycka oGy4atoLlerocsi K NpoMeXXyTo4yHOW aTTecTauuu U nopsiAoK NMMKBUAALUUN akaaeMn4eckomn

3a40J1XKeHHOCTU

lMpoBeaeHre NPOMEXYTOYHON aTTeCTaLUMmn pernameHTUPOBaHO NoKanbHbIM HOpMaTUBHbLIM aktom CI6IYITA
«[lMonoxeHne 0 NpoBeAeHNM TEKYLLErO KOHTPOIS YCNEBAEMOCTU 1 NPOMEXYTOYHOM aTTecTaumnm oby4varoLwmxca»

5.3.2 ®opma npoBeaeHUsi MPOMEXYTOYHOM aTTecTauum No gUucumninHe

YcTHas + lMNucbmeHHas

KOMI'IblOTepHOB TecTnpoBaHune

5.3.3 OcobeHHOCTU NpoBeAeHUs1 MPOMEXYTOYHOM aTTecTaumMm No gUcuunsiiMHe

I'IpM npoBeaeHnn 3aveTa N 3k3aMeHa BpemMd, 0OTBOAMMOE Ha NOAroTOBKY K OTBETY, COCTaBIAET He 6onee 40 MuH.
[ns BbiNONHeHMs NpPakKTn4ecKoro 3agaHusa 06yqarou4emy npenocTtaBndeTcA Heobxoanmas cnpaBso4HasA I/IHCbOpMaU,VIﬂ.
CoobeHune pe3ynbTaTtoB o6yqarou.|,emy0ﬂ npon3BoanNTCA HenocpeacTBeHHO nocrie yCTHOro oTeeTa.

MHas

6. YHEBHO-METOANYECKOE U UHOPOPMALIMOHHOE OBECINEYEHUE OUCLIUMNIIUHBI

6.1 YyebHasa nutepartypa

ABTOp 3arnasue MN3paTenbcTBO | ["og wspaHua | Ccblinka
6.1.1 OcHoBHas y4ye6Has nuTepaTypa
Pakutuh, P. 1O., KomMnbloTepHbIE cETU BapHayn: AnTaickui https://www.iprbooks
MockaneHko, E. B. rocyaapCTBEHHbIN 2019 hop.ru/102731.html
negarormy4eckunin
yHVMBEpcuTeT
KosraHn, H. M. KomMnbloTepHbIE ceTU . https://www.iprbooks
MuHck: PecnybnvkaHckui hop.ru/93384.html
WHCTUTYT
2019
npogeCcCcnoHanbHOro
obpasosaHus (PUIMO)
ApTiowweHko, B. B., KoMnbloTepHbIE CETU U Hosocubunpck: https://www.iprbooks
HukynuHn, A. B. TenekoMMyHuKauum HoBocunGupckuit hop.ru/99345.html
rocyapCTBEHHbIN 2020
TEXHUYECKUN
yHVUBEpcuTeT
6.1.2 [lononHuTenbHasa y4yebHas nutepartypa
KapTawesckui, B. T., KomMnbloTepHble ceTu Camapa: MNoBomKcKkui http://www.iprbooksh
NnxTumngep, b. A., rocy4apCTBEHHbIN op.ru/71846.html
Kupeesa, H. B., yHVUBepcuTeT 2016
Byparosa, M. A. TENeKOMMYHMKaLMIA 1
MHpopmMaTmKm
anac, B. M. BbluncnuTenbHble cUcTEMBI, Bnagumup: http://www.iprbooksh
CEeTU U TENEKOMMYHUKaLUN. Bnagumupckui op.ru/57364.html
Yactb 2. Cetn rocyaapCcTBEHHbI 2016
TeleKOMMYyHVKalnn yHuBepcuTeT M. A.l. 1
H.I". CtoneTtoBbIx
Manac, B. M. BbluncnutensHble CUCTEMBI, Bragummp: http://www.iprbooksh
CeTU U TENEKOMMYHUKaLUN. Bnagumupckuin op.ru/57363.html
YacTb 1. BeluncnutenbHbie rocy4apCTBEHHbIN 2016
CUCTEMBbI yHuBepcuteT um. A.lN. n
H.I". CtoneTtoBbIXx
Koctuh, [. B. MpakTnkym no BbINONHEHMIO ) . http://www.iprbooksh
nabopaTopHbIx paboT no Mockea: MOCKOB,CKMM op.ru/61546.html
avcuunnuHe Cuctemsl TexXHn4eckum 2016
0OHapyXeHUs1 BTOPXXEHUI B YHWBEPCUTET CBA3N 1
KOMMbIOTEPHbIE CETU MHcpopMaTUKV
Onwusep WoGe, KomnbloTepHble cet u C . http://www.iprbooksh
CwuHnubiH U. B. cnyx0bl yaaneHHoro aparos. 2017 op.ru/63577.html
noctyna MpodobpazoBaHne




6.2 NepeyveHb NpodeccnoHanbHbIX 6a3 AaHHbLIX 1 MH(POPMALMOHHO-CMPABO4YHbIX CUCTEM
MopTtan PocctangapTa no ctaHgapTusaumnmn [OnekTpoHHbIn pecypc]. URL: http://standard.gost.ru/wps/portal/

6.3 NepeyveHb NULEH3NOHHOIo U CBOGOAHO pacnpoCcTpaHsAeMoro NporpamMmMHoOro oéecrne4vyeHus
MicrosoftOfficeProfessional
Microsoft Windows

6.4 OnucaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HeO6X0AMMOM ANA OCyLUeCcTBNEeHUA obpasoBaTenbLHOro
npouecca no gucumniuHe

AyaunTopus OcHalueHne

MynbTuMeguinHoe obopyaoBaHue, crieumanmanpoBaHHas mebenb, Jocka
JlekumoHHas Y A PyA H P A
ayautopus

KomnbloTepHbIn Knacc

MynbTrmeamniiHoe obopyaoBaHMe, KOMMbIOTEPHAS TEXHUKA C BO3MOXHOCTbIO NMOAKIIOYEHNS K
cetn «MHTepHeT» 1 obecnevyeHnem JOCTyna B 3NEKTPOHHYIO MHGOPMAaLNOHHO-
obpasoBaTenbHyto cpeny
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