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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMMNIIUHBI

1.1 Uenb pucuunnuHbl: CchopmupoBaTb KomneTeHumn obyuvatowierocs B 06nacTu OCHOBHbBIX MPUHLIMIOB
opraHu3auun, yHKUMOHMPOBAHUS, NPOEKTUPOBAHMWS, HAaCTPOWKN M SKCMyaTauMmn NoKanbHbIX BbIYUCIIUTENBHBLIX CETen
(J1BC) Ha npeanpuaTmax otTpacnu.

1.2 3agayum AMCLUUNTIUHbI:

» PaccmoTpeTb opraHnsauuio pasnmyHbIX YpOBHEN CETEBbIX MOAENEN;

* PackpbITb OCHOBOMOMaratLme TeopeTnyeckne npuHLMMNbI MOCTPOEHWS CETEBbLIX TEXHOIOTUIA;

* [loka3aTb 0COBEHHOCTM MPOEKTUPOBAHUSA, pa3BepTbiBaHUSA M 0BCNyXMBaHMSA OMUCHBLIX MOKanbHbIX CeTew,
HaCTPOWKN CEPBEPOB U NMOKaNbHbIX CTaHLMIA.

1.3 TpeboBaHus K NnpeaBapuTeNibHOM NOAroToBKe O0y4aloLwerocs:

I'Ipe,uBapMTeanaﬂ noAroToBKa npeagnonaraeT co3gaHne OCHOBbI OA (bOpMVIpOBaHVIﬂ KOMMeTeHUUNn, YKa3aHHbIX
B . 2, npun n3yv4eHnmn ancunniinH:

[MporpammupoBaHue n anroputTMm3auus
MHdopmaumoHHbIe TEXHONOrMK

2 KOMMNETEHUMN OBYYAIOLWEIOCsA, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA OUCLIUMNITUHBI

MK-1: Cnoco6eH BbINOMHUTL TEXHMYECKOe 3afaHue Ha pa3paboTKy aBTOMaTM3UPOBaAHHOW CUCTEMbI yNpaBIieHUA
TeXHONOrM4YecKMMU npoueccamm

3HaTb: OCHOBbI TEOPUM CETEBOM apXUTEKTYpbl Ha 6ase cemnypoBHeBor mogenm ISO/OSI.

YmeTb: npoBoaAUTb NOOKMKYeHMe U  BbINOJIHATL OCHOBHbIE HaCTpOl7IKI/l ana pa6oq|/|x CTaHUMN noKanbHOW
BbIYNCINTENBHON CETU.

BnapgeTb: HaBbikaMu paboTbl C yHETOM MHPOPMALIMOHHON 6€30MacHOCTM B NTOKaNbHON BbIYUCIIUTENBHOW CETHU.

3 PE3YNIbTATbI OBYYEHUA NO AUCLUUNNWHE

O |KoHTakTHas
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o paooTa
5 NHHoBAaU,. dopma
HaunmeHoBaHune 1 cogepxaHue pasgenos, | § & CP
9 S g dopmbl TekyLiero
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Pasgen 1. OCHOBHbIE MPUHLUMMbI, MOHATUS 1
ceTeBble NPOTOKOSbI

Tema 1. BeegeHne B BC. WHTepHeT u
UHTpaHeT. KOHeuHble U NPOMEXYTOYHbIE
CUCTEMBI. AKTUBHOE n naccuBHoe
obopynoBaHue. CemunypoBHeBass MoOAerb
ISO/OSI. Habopbl cepsucoB. CTteku 2 2 4 nn
NPOTOKOSOB.

MpakTnueckoe 3agaHue -  [pumepsbl
Hanbonee BaXHbIX NPOTOKOMOB Pa3fUYHbIX
ypoBHeN. EAnHULILI 06MeHa.

Tema 2. B3aumogenctBue OKOHEYHbIX
cucTem. KnueHThl n cepBepbl.
MapuwpyTtusatopbl. Cnyx6sl TCP 1 UDP.
MpakTnyeckoe 3apgaHve - KommyTtauwms
KaHamnos 7] KOMMYyTaLms NnakeToB.
MynbTunnekcupoBaHne — 4acToTHOe U
BpeMeHHoe. Bbirogbl cBA3U ¢ KOMMyTaumen
nakeToB. Cnucremartumka ceTen

Tema 3. MNpuknagHon yposeHb. NMpoTokonsl
HTTP, SMTP, POP3, FTP, DNS. Cgs3b
npoLeccoB  MPUKNaAgHOMO  YpoBHA  C
TPaHCNOPTHbIM  YPOBHEM 4epe3 COKeT.
AreHTbl nonb3oBaTens. 2 2 6
Mpaktnyeckoe 3agaHne -  [lpumepsl
NpUNoXeHun (NPOTOKOMbI MPUKIAAHOMO U
TPaAHCNOPTHOro ypoBHen). TpeboBaHua K
cnyx6am TpaHCNOPTHOIO YPOBHS.

Tema 4. lNpotokon HTTP. lMocTosiHHOE K
HenocTositHHoe coeanHeHusi. opmat HTTP
coobLeHun (3anpoc u OTBET).
MNpakTnyeckoe 3agaHue - [Npotokon FTP
Ona nepefadn annos U ero oTnvyne ot
npotokona HTTP.




Paspen 2. OcHoBbl npoektupoBaHus JIBC
ans manoro oguca

Tema 5. Pabota cepBMCOB 3NEKTPOHHOMN
no4tbl — npotokosnisl SMTP n POP3, IMAP

Tema 6. JIBC Manoro oduca.
lMpoekTupoBaHue cetn. Paboune craHuwmm,
cepBepbl, CeTeBble KapTbl, KOHLEHTPaTopsbI,
KOMMyTaTopbl, kabenb u T1.n. HagexHoe
XpaHeHne AaHHbIX Ha AucKax — MaccuBbl U
knactepbl SCSI n RAID 0-5.

MpakTnyeckoe 3apaHue - CocTaBneHue
crneumdukalmm 1 cMeTbl pAaCXOd0B.

Tema 7. MoHTax 1 HacTpolika JIBC manoro
oduca. OnepaunOHHble CUCTEMbI AONs
cepBepos. HacTtpolika 7
aAMUHNCTPUPOBAHUNE CETHN.

Mpaktnyeckoe 3agaHne -  CeTeBble
nonuTMkW, aHanu3 paboTbl, ycTpaHeHue
HEeUcnpaBHOCTEN.

3,75

nn

Tema 8. NHdopmaunoHHas 6e3onacHOCTb B
JIBC. BHewHune 1 BHYTPEHHWE Yrpo3bl.
MpakTnyeckoe 3apjaHue - CpegctBa Ans
peanusauum 6esonacHocTn. BpaHamayapbl v
MPOKCU-CEPBEPHI.

WUtoro B cemecTpe (Ha kypce ana 3A0)

KoHcynbTauum 1 npoMexyTodHas
aTTectauusa (3aver)

17

17

37,75

0,25

Bcero koHTakTHasa pa6orta n CP no
AucuMnnvHe

34,25

37,75

4 KYPCOBOE NPOEKTUPOBAHUE

KypcoBoe npoekTupoBaHue y4eGHbIM NiaHoM He NPefycMOTPEHO

5. ®OHl OLLEHO4YHbIX CPEACTB AN NPOBEAEHUSA NMPOMEXYTOYHOW ATTECTALMU
5.1 OnucaHme nokasaTtenemn, KpUTepMeB U CUCTEMbI OLlEHUBaHUA pe3yrnbTaToB 06y4yeHuUs

5.1.1 NMokasaTtenu oueHUBaHUA

Koa
KoMneTeHUun

MokasaTenu oueHnBaHus pe3ynbTaToB O6yquVIF|

HanmeHoBaHWe oueHo4YHOro
cpeacTea

BbIYUCINTENBHOM CETH.

BbinonHsiet TexHnyeckoe
nK-1 aBTOMaTM3NPOBAHHOW  CUCTEMbI T
mpoueccamy CO 3HaHWEeM OCHOB TEOPWM CETEBOW apXUTEKTypbl U
HaBblkamy paboTbl B NloKanbHOW BbIYUCIUTENBHOM CETW.

PaboTtaet ¢ y4éTomM MH(pOpMaLMOHHON 6e30MacHOCTM B NOKanbHOM

3apaHve
ynpasneHus

Ha

M3naraet OCHOBHblE NPUHUNMbI, NOHATUA N ceTeBble MPOTOKOIbI.

pa3paboTky
TEXHOMOrMYecKUMU

Bonpockl ans YCTHOIO
cobecenoBaHus.
Kenc-3agaHue.

5.1.2 Cucrtema 1 KpuTepum oueHUBaHusA

Kputepuu oueHnBaHUA CRHOPMUPOBAHHOCTY KOMMNETEHLIMIA

LUkana oueHnBaHns

YcTHOEe cobecenoBaHune

MucbMeHHas paboTa

apyanLMIo
Kputnueckui,

MonHbIN, ucyepnbiBalOLWMA OTBET, SBHO
AEMOHCTPUPYIOLLMIA Nybokoe MOHUMaHue
3ayTeHo npegmeta W  LUMPOKYH
oLeHMBaeMon obnacTtu.
OpUrMHanbHbIA NOAXOL K MaTepuany.

B

noMoLLmn 3Kk3ameHaTopa.
He 3auTteHo 3HAYUTENBHOMN  YacTu
BaXXHbIX 3M1eMEHTOB
MHorouncneHHble rpybble owmnoKu.

HecnocobHocTb OTBETUTL Ha BOMnpoc be3

HesHaHune

NpUHLMNMANLHO
OVCLMMNINHDI.

5.2 TunoBsble KOHTPOJIbHbIEe 3aA4aHUA UINMU UHbIe MaTepuanbl, HeobXxoauMble ANA OLEHKU 3HaHUN, ymeHuﬁ,

HaBbIKOB U (UNX) onbiTa AEeATENIbHOCTH
5.2.1 NepeyeHb KOHTPONbHbLIX BONPOCOB




Ne n/n dopmynunpoBKu BONPOCOB

Cemectp 6

BeegeHuve B BC. Cetb VHTepHeT 1 cetn ViHTpaHeT. KoHe4YHble 1 MPOMEXYTOYHbIE CUCTEMbI. AKTUBHOE 1
naccmeHoe obopygoBaHue.

CemuypoBHeBas mogenb ISO/OSI. Habopbl cepercoB. CTekn npoTokonoB. [NpumMepbl Hanbonee BaxXHbIX
MPOTOKOJIOB pasnuyHbIX ypoBHeW. EanHuubl obmeHa.

B3anmogenicTBme okoHeuHbIx cuctem. KnneHTtbl n cepepbl. KOMMyTaunsa kaHanoB 1 KOM-MyTaunsi NakeToB.
3 MynbTunnekcupoBaHue — 4acTOTHOE U BpeMeHHoe. Bbirogbl cBsian ¢ KommyTauuen naketoB. Cucrematmka
ceTen.

Buapel goctyna k cetu: pesmgeHTHbln (mogem, DSL, HFS, BPL (PLC), etc.); kopnopaTuBHbI; MOBUMbHBIN.
dusnyeckue cpeapl Ans nepenayn SaHHbIX.

3agepXKku 1 NoTepu AaHHbIX B CETSX C KOMMYyTaLMen nakeToB. VIHTEHCUBHOCTL Tpaduka.

MpuknagHon ypoBeHsb. MNMpoTtokonel HTTP, SMTP, POP3, FTP, DNS.

MpoTtokon HTTP. MNMocTosHHOE 1 HenocTosiHHOe coeanHeHus. dopmat HTTP coobuieHuni (3anpoc n oTeeT).

OneKkTpoHHasa no4vta — npoTokonsl SMTP u POP3, IMAP.

Olo|N|lo|jon] >

MoHTax 1 HacTpovika JIBC manoro ogpuca. OnepaunoHHble cucTeMbl Ans paboyunx cTaHUun U cepBepoB.

Cnyx6a TpaHcnsaumm umeH MHtepHeta DNS. IP — agpec n MHeMOHU4Yeckoe ums xocTa. Perncrpaums xocta.
OyHkuun DNS.

JIBC manoro odwmca. lNpoektuposaHue cetn. Paboune ctaHummn, cepBepbl, CETEBbIE KapTbl, KOHLEHTPATOPhI,

11
KOMMYTaTOpblI, kabenb n 7.n. CoctaBneHne cneumpmxau,mm N CMEeTbl pacXodoB.

CeTeBoWi ypoBeHb. [poTokon IP. Agpeca nHtepderico n cetein. IP-agpeca — knaccol agpecos, ctaHgapT CIDR.

12 X "
Agpec cetn n eé€ macka. Agpec xocta. flentarpamma IPv4.

13  |HacTpoiika 1 agMUHUCTPUpOBaHue ceTu. CeTeBble NONUTUKK, aHanu3 paGoThl, yCTpaHeHe HEUCTPaBHOCTEN.

PacnpepgeneHHas cuctema cepsepoB DNS: nokanbHble, KOPHEBbIE, MONTHOMOYHbIE CepBepbl. PeKypcuBHbIE U

14
uTepatueHble 3anpockl. DNS — 3anucu 1 3anpocsi.

TpaHcnopTHbIN ypoBeHb. MpoTtokonel UDP 1 TCP. leMynbTunnekcuposaHne n MynbTUNnIekcupoBaHne
15 coobuweHni. Mepegaya gaHHbIX 6€3 yCTaHOBKM NTOMMYECKOro COeAUHEHUS U C YCTaHOBKOW 10rm4eckoro
coeaguHeHus. KoHBenepusaums nakeTos.

16 MpUHUMNBI 1 MeXaHU3Mbl HAAEXHON Nepefadn AaHHbIX MO CETSAM, AOMYCKaOLWMM UCKaXKEHMST U NOTEPHO AaHHbIX.

5.2.2 TunoBble TeCcTOBble 3aAaHUA

5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3afaHuUA (3a8ayuu, Kerchbl)

1. Ucnonb3ys nporpammy TRACERT npon3BecTy TpacCUPOBKY U ONpedenvTb Y3noBble 3agepXku angd tpaduka
00 CrneayloLmX XOCTOB.

1.1. o canta opraHusaumm ICANA

Heobxoanmble AencTBus:

1) 3anycTuTb MHTEPENC KOMaHOHOW CTPOKY;

2) HabpaTb B KOMaHAHOW CTPOKe tracert www.icana.org;

3) npoaHanuanpoBaTb NoNy4YeHHble pe3ynbTaThl

1.2. o canTa yHuBepcuTeTa TOKMO

1.3. [o canTa yHuBepcuteTa MenbbypHa

1.4. o canta Macca4yyceTcKoro TexHomnormyeckoro uHctutyta (MIT)

1.5. [lo canTta CTeHopAcKoro yHusepcurteTa

2. CoctaBuTb cneumdukauuio ang nokanbHom cetn kacdeapsol

3. MNMpownsBecTtun HacTporiky paboden ctaHuum JIBC ans 3arpy3ky no CeT B peXXmMmMe TOHKOro KIneHTa.

5.3 MeToanuyeckne matepuansbl, onpepenstolime npoueaypbl oLeHMBaHUA 3HaHUW, YMEHUI, BnaaeHuin (HaBbIKOB
1 (UNKN) NpPakTUYECKOro onbiTa AeATENbLHOCTH)

5.3.1 YcnoBusa ponycka oby4arowierocsi K npoMexyTo4Hown aTrectaLmm U NopaAoK NMUKBUAALIMKN akageMU4yeckon
3a[10/MKEHHOCTH

MpoBeaeHne NPOMEXYTOYHOW aTTecTauun perfameHTMpPoOBaHO JloKanbHbIM HOpMaTuMBHbIM aktom C6MYMT
«lMonoxeHne o NPOBEAEHNM TEKYLLErO KOHTPOIS YCNEBAaEMOCTU 1 NMPOMEXYTOYHOM aTTecTaumm obyyaroLwmxca»

5.3.2 ®opma npoBeaeHMs NPOMEXYTOUYHOMN aTTecTaumMm nNo gucumnnuHe

YcTHas + MucbmeHHas KomnbloTepHOe TeCcTMpoBaHue MHas

5.3.3 Ocob6eHHOCTU NpoBeAeHUsi MPOMEXYTOYHOM aTTecTaumMm nNo gUCLUNnHe

He ponyckaeTcs ncnonb3oBaHne nekumn n Apyrux MHPOpPMaLMOHHbIX MaTeprarnos.
Bpems Ha nogroToBky oTBeTa He 6onee 20 MUHYT.

6. YYEBHO-METOOAMYECKOE U UH®OPMALMUOHHOE OBECNEYEHWE OUCLUUNIUHDbI
6.1 YyebHasn nutepaTtypa




ABTOp 3arnasue | MN3gaTtenbLcTBo oa nspaHna Ccbinka

6.1.1 OcHoBHas y4yebHasa nuTepaTtypa

Yekmapes tO. B. JlokanbHble Caparos: 2017 http://www.iprbooksh
BbIYUCIUTENbHbIE CETU lMpodobpasoBaHune 0p.ru/63945.html
3auka, A. A. JlokanbHble ceTn U MHTEPHET Mockea, CapaToB: http://www.iprbooksh
WHTepHeT-YHUuBepcuteT 0p.ru/89442.html
MHdopmaLnoHHbIX 2020
TexHonorun (MHTYWUT), Aia
Mn Ap Meguna
KosraH, H. M. KomnbloTepHble ceTu MuHGK: PeCnvBANKaHCKM http://www.iprbooksh
: y op.ru/93384.htmi
WUHCTUTYT
2019
npodeCccrnoHarnbHOro
obpasoBaHus (PUNMO)
Hoguikos, 0. B.,|OcHOBbI NokanbHbIX ceTewn Mocksa: MHTepHeT- http://www.iprbooksh
KoHapateHko, C. B. YHuBepcutet op.ru/97563.html
MHdopmaumoHHbIX 2020
TexHonorun (MHTYWUT),
A M Ap Megua
PaknTtuH, P. 1O.,|KomnbloTepHble ceTn BapHayn: Antanckun http://www.iprbooksh
Mockanenko, E. B. rocyfapCTBEHHbIN 2019 op.ru/102731.html
negarornyeckui
YHUBEPCUTET
6.1.2 lononHuTenbHasa yyebHasa nutepartypa
Ceprees, M. 1O.,|KomnbtoTepHble ceTn BopoHex: BopoHexckui http://www.iprbooksh
CepreeBa, T. WU, rocyfapCTBEHHbIN 2019 op.ru/93261.html
OnewnHukosa, C. A. TEXHUYECKUIN
yHuBepcuteTt, O6C ACB
Onueep, Nbe,|KomnbloTepHble  ceTM U Caparos: http://www.iprbooksh
CuvHuupIH, U. B. cny06bl yaaneHHoro Aoctyna MpodhoBpasosarine 2019 op.ru/87999.html
Yekmapes, 1O. B. BbluncnurenbHble cUCTEMbI, Capartos: 2019 http://www.iprbooksh
CeTu 1 TENEeKoOMMyHMKaLmm MNpodobpasoBaHune op.ru/87989.html
MyroekuH, A. B. CeTn nepegaymn gaHHbIX Tomck: ToMckun http://www.iprbooksh
rocy4apCTBEHHbIN op.ru/72179.html
YH/BEPCUTET CUCTEM 2015
ynpaBneHus n
pPaano3nEeKTPOHUKN

6.2 NMepe4yeHb NnpodeccuoHanbHbIX 6a3 AaHHbIX U1 UHPOPMALUOHHO-CMPABOYHbLIX CUCTEM

MHudopmaumoHHbiv noptan JlerMpombuanec  http://ipb.ru/

WHTepHeT-noptan Pocnernpom www.roslegprom.ru

Poccuiickuin coto3 npegnpuHumatenen TEKCTUITbHOM M Nerkon npombiwneHHocty  http://www.souzlegprom.ru/
OnekTpoHHO-6rnbnmoTedHas cucrema «IPRbooks» [QnekTpoHHbIv pecypc]. — Pexxum goctyna: http://www.iprbookshop.ru

6.3 MNepe4yeHb NULIEH3UOHHOIO U CBO6OAHO pacnpocTpPaHAeMoro NporpamMmmMHoOro oéecrnevyeHust
Microsoft Windows
Far

MicrosoftOfficeProfessional
6.4 OnncaHue maTepuanbHO-TEXHUYECKOWN 6a3bl, HEOOGXO0AMMOWN ANns ocyLlecTBeHMA o6pa3oBaTeNibHOro
npouecca no gucumnnuHe

AyauTopus OcHalueHne

MyﬂbTMMeﬂMﬁHoe060pyﬂOBaHMe,KOMHbDTepHaﬂTeXHMKaCBO3MOXHOCTHOHOHKHDHGHMHKCGTM
KOMI'IbPOTeprII;I Knacc «MHTepHeT» n obecrnevyeHnem [ocTtyna B 3J1IEKTPOHHYHO MH(bOpMaLI,VIOHHO- o6pasoBaTeany+o
cpeqy

MynbTumeauninHoe ob6opyaoBaHue, cneumanusposaHHas mebenb, gocka
NeKuMoHHas y A pyA , e p A

ayoutTopua
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