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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMMNIIUHBI

1.1 Uenb Aaucumnnuubl: CdopmupoBaTb KoMmneTeHUMM obydatowierocs B 0BnacTM  OCHOBHbIX
0o06LLEMETOOONOIMYECKMX OCHOB WH-OOPMaUMOHHOM Ge30onacHoCTH, a Takke 06asoBbiX METOOOB M CPEACTB 3aluuTbl
KOH(PUOEHUMANBHOCTH, LLENOCTHOCTU M OCTYNHOCTU MHGOpMaLUN.

1.2 3apauv QUCLUUNIUHBI:

* PaccMoTpeTb OCHOBHbIE MPUHLMIMLI 1 MeToAbl 0becneyeHnst MHpopMaLMOHHOM 6e30NacHOCTY;

* PackpbITb NpyHLMNbI aHanu3a yrpo3 nHpopmMaLoHHoW 6e3onacHocTy;

» PaccMoTpeTb MeToabl 3almThl KOHPUAEHUMANBHOCTH, LLENOCTHOCTM U AOCTYNHOCTU MHAOPMaLnK;

* [MokasaTb 0COGEHHOCTM TEXHOMNOMNIN N cpeacTB obecnevyeHnst MHOPMaLUMOHHOM 6e30MacHOCTHU.

1.3 TpeboBaHus K NnpeaBapuTeNibHOM NOAroToBKe O0y4aloLwerocs:

MpenBapuTenbHasi NOAroTOBKa NpegnonaraeT co3fgaHne OCHOBbI AN OPMUPOBAHUSA KOMNETEHLMIN, YKa3aHHbIX
B M. 2, NPU N3y4eHNN OUCLUMIINH:

MHdopmaumoHHbIe TEXHONOrMK

MporpaMmmupoBaHWe 1 anropuTMmnsaLms

2 KOMMNETEHUMU OBYYAIOWEINOCA, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA OAUCLUNNUHDbI

MNK-1: CnocoGeH BbINOMHUTbL TeXHU4YECKOe 3aAaHue Ha pa3paboTKy aBTOMaTM3MPOBaHHOW CUCTEMbI YNpaBrieHUs
TEeXHONOrn4eckKMmMm npoueccamm

3HaTb: OCHOBHble BuAbl UM Krnaccudukaumio  yrpo3  MHGOpMauMoHHOM  Ge3onacHocTM npu  paspaboTke
aBTOMATU3NPOBAHHOW CUCTEMbI YNPaBNEHUS TEXHOMNOMMYECKNMM NPOLECCaMMU.

YmeTb: wucnonb3oBatb 6e3onacHble MeToabl paboTbl B VIHTEpHETe M C 3NEKTPOHHOW no4vTon npu paspaboTke
aBTOMaTU3UPOBAHHOW CUCTEMbI YNPaBNEHUS] TEXHOMOMMYECKMMM NpoLeccamu.

BnapeTtb: HaBbikamu paboTbl ¢ MeTogamu 3alMPOBbLIBAHMA M pacndpoBbIBaHMS MHAOOPMAaLMKN  PasfnMyYHbIMU
cnocobamu nNpu pa3paboTke aBTOMaTU3MPOBAHHOW CUCTEMbI YPABIIEHNS TEXHONOrMYECKUMM NPoLIeCcCamMMm.

3 PE3YNIbTATbI OBYYEHUA NO AUCLUUNNWHE

O |KoHTakTHas
< 6
o paborta
5 < WHHoBaL. | dopma
HawnmeHoBaHne 1 cogepxaHue pasgenos, | g & CP
_ S5 dopmbl TeKyLero
TEM U y4eOHbIX 3aHATUI s d TNek. Mp. (4achb) .
8o 3aHATUA | KOHTpOnsA
o (vacel) | (4achbl)
X
Pasgen 1. OCHOBHbIE MOHATUSA U BUAbI YrPO3
b
Tema 1. BBegeHne B MHAOPMALMNOHHYHO
6esonacHocTb. OCHOBHble OnpeaeneHus.
basoBble cBOWCTBA 3awmwaemon 2 > 4
MHopMaunn. MeToapbl 3aLnThbl
MHpopMaumm. Yrposbl UH(OPMaLMOHHON
6esonacHocTy. Knaccudmkauus yrpos.
Tema 2. Cuctema 3awmTbl OT Yrpo3bl
HapyLleHus KOH(PMAEHUMANBbHOCTL.
OpraHu3aunoHHble Mepbl. oeHTudurkaums
" ayTeHTUdUKauus. OcobeHHoCcTH 2 2 6 nn

naponbHbIX cuctem 3awmntbl. CTOMKOCTb
naponbHbIX cucteMm. MeToabl XpaHeHUs K
nepegayu naponem.

Tema 3. MeToabl pasrpaHu4eHus goctyna. 6 o
KpunTorpacdwmyeckne metoabl obecneyeHns
KOH(pmaeHunansHocTh. CUMMETPUYHbIE U
acMMeTpUYHble Kpuntocuctembl. Cuctemsl

pacnpegenenua  knwoden.  [locTpoeHune 2 2 6
CUCTEMBI 3alMTbl OT Yrpo3 HapyLlleHus
LLeNnoCTHOCTHU: uncposklie nognucwy,

KpunTorpaduyeckne xaw-yHKUUKN, KoAabl
NPOBEPKN NOASIMHHOCTW.
Tema 4. MeToabl 3alnTbl  BHELLIHETO

nepuvmMeTpa. Cucrembl obHapyxeHus
BTOPXXeHUN. [MpoToKONMpoBaHWe U ayauT.
lMocTpoeHne cuctembl 3alnTbl OT Yrpo3s 2 2 4
HapyLleHus OOCTYMHOCTW. MeTogapl

co3gaHus N30bITOYHOMN MHdopMaLuu.
[ybnupoBaHue v pe3epBUpoBaHUE.

Pasgen 2. Kpuntorpadus 1 kpuntoaHanms T




Tema 5. Kpuntonorus, kpuntorpadus u

KpuntoaHannma —

UcTopus wmndpoBaHna. ITanbl: HauBHbIN,
popmanbHbIN, HaYYHbIA, KOMNBIOTEPHBIN.

OCHOBHbIl€ oOnpeaeneHns.

Tema 6. CoBpeMeHHble  anropuTmbl

CUMMETPUYHOIo

anroputmbl. Ayerika Percrtana. Anroputm
DES n 'OCT 28147-89. KpnnTOCTOMKOCTb.
MpuHUMNBI XpaHeHUst U nepefadn KI4en
CYMMETPUYHOTO LLUMGPOBAHMS.

3 3 3,75 nn

wngpoaHnd. bnoyHble

Tema 7. ACUMMETPUYHbIE KPUNTOCUCTEMBI.
Anroputm RSA. KombBuHupoBaHHble
MeToabl WwngposaHuda. Knwouyesble CXeMbl.
TexHonornga SLMM.

Tema 8. lNpobnema noameHbl OTKPLITOroO
kntoya JUIM. Ceptudukauusa, nepapxusa u

MHppacTpykTypa

KomnneKkcHbIn MeTo 3aluThl.

OTKPbITbIX Knroyen.

Wtoro B cemecTtpe (Ha kypce ans 3A0) 17 17 37,75

KoHcynbTaumm n npoMmexyToyHas

aTTectauusa (3aver) 025

Bcero koHTakTHas pab6orta n CP no

AVcuMnAnHe 34,25 37,75

4 KYPCOBOE NPOEKTUPOBAHUE

KypcoBoe npoekTvpoBaHue y4eGHbIM MiaHOM He NPefyCcMOTPEHO

5. ®OHA OLIEHOYHbIX CPEACTB ANA NPOBEAEHUSA NMPOMEXYTOYHOW ATTECTALMU

5.1 OnucaHue nokasareneun, KPUTEPUEB U CUCTEMbI OLleHUBaHUSA pe3yfibTaToOB O0y4yeHus
5.1.1 NMoka3aTenun oueHUBaHUA

Kopn HanmeHoBaHue oueHoOYHOro
MokasaTenu oueHnBaHWs pe3ynbTaToB 00y4YeHus
KoMneTeHunm cpencTea
lMoBecTByeT O pelleHUsX CTaHOapTHbIX 3adady npodeccuoHanbHom
peaTenbHOCTM No  pa3paboTke aBTOMAaTU3MPOBaHHOMW  CUCTEMbI
yrpaBneHnsi TEXHONMOIMYECKMMU. MpoLeccaMm C Y4eTOM OCHOBHbIX
TpeboBaHWI MHpOpMaLMOHHOW 6e30NacHOCTH. Bonpocbl ans YCTHOro
MK-1 Onpepenser, Kakve dakTopbl MOryT  ABNATHLCA yrposoli|cobecenoBaHus.

UHOPMaLMOHHON 6e30NacHOCTM aBTOMaTU3MPOBaHHBIX CUCTEM.
Bbibupaet 6GesonacHble MeTogbl MPOCMOTpPa CaWToB, MOHMMaeT
OMacHOCTU, CBSI3aHHbIE C BMOXEHUSIMU SMEKTPOHHOM NOYThI.
O60CHOBbLIBAET BbIGOP KOHKPETHOIO KpUnTorpadgmMyeckoro cpeacTaa.

Kewnc-3apaHus.

5.1.2 Cnctema 1 KpuTepumn oLueHUBaHus

LLikana oueHuBaHna

KpuTepun oLeHMBaHUA CPOPMMPOBAHHOCTY KOMMNETEHLIMIA

YcTHoe cobecepoBaHue MucbMeHHasa paboTa

3auTteHo

MonHbIN, wucyepnbiBalOLWMA OTBET, HABHO
OEMOHCTPUpPYOLWMIA rnybokoe noHUMMaHWe
npeamMetTa U  LUMPOKYKD  3pyauuuio B
oueHuBaemor obnactn.  Kputuyeckui,
OpUrMHanbeHbIM  NoAgxod K  mMartepuany.
KayecTBO WCMOMHEHUS BCEX 3NEeMEHTOB
3afaHus NONHOCTbIO COOTBETCTBYET BCEM
TpeboBaHWAM.

He 3auTteHo 3HaYUTENBHON 4YacTtun npuHUMnmanbHO

HecnocobHocTb 0TBETUTL Ha Bonpoc 6e3
nomoLuu 3k3amMeHaTopa. HesHaHve

BaXXHbIX 3MNeMeHTOB ONCUMNINHBI.
MHoro4uncneHHble rpybbie owmbku.

5.2 Tunosble KOHTPOIJIbHbI€ 3aA4aHUA UITN NHblIe MaTepuanbl, HeobXxoaMMbIe ANA OLEHKU 3HaHUM, YMeHVIFI,

HaBbIKOB U (MNK) ONbITa AeATENIbHOCTU
5.2.1 Nepe4yeHb KOHTPOJIbHbLIX BONPOCOB

Ne n/n |

®opMynMPOBKM BONPOCOB




Cemectp 6

BeeaeHue B MHopmaLMoHHyto BesonacHocTb. OCHOBHbIE onpeaeneHns. GasoBble CBOMCTBA 3alLUMLLAEeMON

1 MHdopMaumn.

2 MeToabl 3awwmTsl MHPopMauun. Yrposel MHopMaumoHHon 6e3onacHocTn. Knaccudmkaums yrpoas.

3 CucTtema 3almThbl OT Yrpo3bl HapyLweHus KoHduaeHunanbHocT. OpraHn3aumnoHHbIe Mepbl.

4 NaoeHTndmkaumsa n ayteHTudmkaumsa. OCOOeHHOCTU NaporbHbIX CUCTEM 3aLUUThI.

5 CTonkocTb NnaponbHbIxX cucteM. MeToabl XpaHeHUs u nepegadn naponew.

6 MeTogabl pasrpaHnyeHuns goctyna. Kpuntorpaduyeckne metogbl obecneveHns KoHpnaeHUMansHoCTy.

7 CYMMETPUYHbIE M aCUMMETPUYHbIE KpUNTOCUCTEMBbI. CUCTEMBI pacnpegeneHus KIye.

8 MocTpoeHne cucTembl 3aluUThbl OT YrPO3 HApPYLUEHUS LIeNOCTHOCTM: LndpOBbIE NOANNCH, KOAbl NPOBEPKU
NOAMNHHOCTH.

9 MeToab! 3aWwmThl BHELHero nepumetpa. Cnuctembl obHapyXeHus BTOpXXeHun. [NpoTokonMpoBaHue n ayauT.

10 MocTpoeHne cucTembl 3awmThbl OT Yrpo3 HapyLleHns AocTynHocTU. MeTtoabl co3aaHus n3bbiTo4HOM
uHdopmaumn. lybnupoBaHune n pesepBupoBaHue nHpopmaLmm.

11 KpmnToqorMﬂ, KpmnTorqanMH M KpUNTOAHANM3 — OCHOBHbIE ONPEANeHNs. WcTtopus wndpoBaHus. Stansbi:
HaVBHbIN, hOpMarbHbIA, HayYHbIN, KOMMNBIOTEPHBIN.

12 CoBpeMeHHbIe anropnTMbl CUMMETPUYHOIO WndpoBaHus. bnoyHble anroputmel. Adenka Pencrana.

13 Anroputmbl WwindposanHma DES n TOCT 28147-89.

14 KpuntocTonkocTb. MpuHUMNBI XpaHEeHUs 1 nepegayn Knoven CUMMETPUYHOIO LWNpOoBaHUS.

15 [AcumMeTpuyHble kpuntocuctembl. Anroputm RSA.

16 KombrHupoBaHHble meToabl WwWindpoBaHus. KnoyeBble cxemMbl. KOMNNEKCHbIM MeTOA 3aLLmTbl MHGOPMaLIMK.

17 TexHonorus 3SUM. Kpuntorpadguyeckue xaw-gyHKUMN.

18 Mpobnema nogmeHbl oTKpbITOro Kntova ALIMN. CepTudmkauns, nepapxmsa n MHpPacTpyKTypa OTKPbITbIX KMOYEN.

19 3akoHogatenbctBo P® 1 HopmaTuBHbIe akTbl B cdhepe NB. MHdopmaums ¢ orpaHnYeHHbIM JOCTYMOM.
lMepcoHanbHble faHHbIE.

20 Buabl BpegoHOCHbIX nporpamMmm. AHTUBUPYCHas 3aluTa.

5.2.2 TunoBble TeCcTOBble 3aAaHUA




1) OnpepenuTb UCTUHHBIN TN hannos (M3 6asbl Ha cepeepe kadeapb! All)
dann Tun danna PacwmpeHnune

file008 |
file020 |
file028 |
file030 |
fileO51 |
file058 |
file062 |
file064 |
file084 |
file085 |
2) OnpegenuTb UCTUHHBIN TUN channos (13 6a3bl Ha cepBepe kadenpbl Alll)
dann Tun danna PaclmpeHnune

file009 | |

file022 | I

file023 | |

file048 | I

file049 | |

file070 | I

file072 | |

file080 | I

file085 | |

file097 | I

3) OnpegenuTb NCTUHHBIM TN harinos (M3 6asbl Ha cepBepe Kadenpsbl All)
dann Tun canna Pacwwnpenune

file0O06 |
file013 |
fileO16 |
file023 |
file045 |
fileO78 |
file082 |
file085 |
file096 |
file099 |
4) Onpeaenntb UCTUHHBIN TN dannos (13 6a3bl Ha cepBepe kadeapb! AlM)
dann Twun canna PacwupeHue

file013
fileO17
file028
file047
file053
file055
file080
file087
file092
file093

5.2.3 TunoBble NPaKTUKO-OpUEeHTUPOBaHHbIe 3aAaHus (3apayn, Kemchbl)



1. PacwudpoBaTtb, ucnonb3ys Tabnuuy BuxeHepa crnegytoLlyto Kpuntorpammy:

a) Kniou: AMEPUKA

Wndpporpamma:
M3®ANLUMKANSLWILLABLIXbIbY3B3LUbINTLIBMTLLUTHAELELEXBIOXAHMPELATHLWBE33XLILLOCCXMHTHOL
WALYE

(McxogHbIM TekcT: Mbl Nybnmkyem noAbopky M3 BbiCKasbiBaHW COENaHHbIX B CBOE BPEMS B COBEPLUEHHO
cepbesHon opme)

0) Knou: EBPOTIA

LLncpporpamma: MBHEKOBAHAABAMBIOI3CIMNYHIOYBEXKOXLIGOHPCI3BHYAPL30OUHMACOVEAPAECXKHIOY

(McxogHbIN TEKCT: Aa 3To ObINO Cka3aHo BNOMHE Cepbe3HO 1 060CHOBAHHO ANsi CBOEro BPEMEHN)

B) Kmou: A3UA

Wndpporpamma:UXbIAPMBbMO3ACOUBI EbKBb3IrKATObMALLBKBINY TUMbIHILACOKYBOLWCCCXKbArLM
MA

(McxoQHbIN TEKCT: MHTEPECHO a YTo ByaeT Bbi3blBaTb Y HAC YNbIOKY M3 TOrO YTO FOBOPUTCH CErogHs)

2. OgHUM 13 PEKBU3NTOB ANIEKTPOHHOMO AOKYMEHTa SABMASETCS ANeKTPOoHHO-undpoBas nognmce (SLMM).

- KakoBa texHonorus nonyvenuns 3LIM?

- Yt0 Takoe ceptudpmkat ILM?

- Uto obecneunBaeTcsi ¢ nomousto SLUM?

3. OCHOBHbIM METOLOM 3aLUThl KOH(PMAEHLMANBHOCTM HPOPMaLIMK iBNSieTCS kpunTorpadus.

- NepeyncnuTte ocHOBHbLIE MeTOAbI KpunTorpadmyeckon 3alnTsl MHpopmaumm.

- MNepeyncnnTe HeQoOCTaTKM M MPEUMYLLLECTBA CUMMETPUYHBIX U aCUMMETPUYHBIX KPUNTOCUCTEM.

- B kakom criydae meton raMmmnpoBaHus faet abCconioTHYH KPUNTOCTOMKOCTb?

5.3 MeToanyeckne maTepuansl, onpeaenstowme npoueaypbl oeHUBaHUA 3HaHMI, YMEHUI, BnaaeHui (HaBbIKOB
M (MNKn) NpaKTMYeCKOro onbiTa AeATENbHOCTH)

5.3.1 YcnoBusa gonycka o6y4atoLierocsi K NpoMexyTo4yHOM aTTecTauMm U NopsaAoK NMKBUAALUUN aKafeMUYeCcKon
3a/10/KEHHOCTHN

MpoBegeHne NPOMEXYTOYHOW aTTecTauun perfiameHTMpPoOBaHO JloKanbHbIM HOpMaTtuMBHbIM aktom CI6MYMTA
«lMonoxeHne 0 NpoBeAEHNM TEKYLLIEro KOHTPOMSA YCNEBAaEMOCTU U NMPOMEXYTOYHOM aTTecTaumm obyyaroLwmnxca»

5.3.2 ®opma npoBeaeHusi NPOMeXyTOYHOM aTTecTaumMm Nno AUCLUniInHe

YcTHasa + MNMucbmeHHas KomnbloTepHoe TecTupoBaHue MHas

5.3.3 Oco6eHHOCTU NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum nNo AUCUUNInHe

[ns nonyyeHus 3a4éTta Nno AUCUMNINHE HEOOXOOUMO YCMELLHO BbIMONHUTL ABa TECTOBLIX 3a4aHUSA:
1) no onpegenexHnto McTMHHoro Tvna 10 gannos;
2) no pacmdpoBKE KPUNTOrpaMMbl C MOMOLLbIO Tabnuubl BuxeHepa.

6. YHEBHO-METOOAWYECKOE U UHOOPMALIMOHHOE OBECNEYEHUE OUCLUNIIUHBI
6.1 YuebHas nutepartypa

ABTOp | 3arnasue | WN3patenbctBo | 'oa n3paHus | Ccbinka
6.1.1 OcHoBHas y4yeb6Hasa nuTepartypa
WaHbruH, B. . MHdopmaumnoHHas Caparos: http://www.iprbooksh
GesomacHocTb M 3awuTa n : 2019 op.ru/87995.html
pochobpasoBaHue
UHdopmMaumm
Mpoxopoea, O. B. MHdopmaumoHHas Camapa: Camapckui http://www.iprbooksh
6esonacHoCcTb M 3awuTa rocyaapCTBEeHHbIN op.ru/43183.html
nHdopmaLuum apXUTEKTYpPHO- 2014
CTPOUTENbHbIN
yHuBepcutet, O6C ACB
bacanosa, I'. B. OcHoBbl kpunTorpadun Mockea, CapaToB: http://www.iprbooksh
MHTepHeT-YHnBepcuTeT 0p.ru/89455.html
WHopmaunoHHbIX 2020
TexHonormn (MHTYWUT), An
v Ap Megna
loptoxuHa, E. 1O.,|MHdopmaLmoHHas BopoHex: BopoHexckni http://www.iprbooksh
JlutBmnHoBa, J1. W.,|6esonacHocTb ["ocyaapcTBeHHbIN op.ru/72672.html
TkayeBa, H. B. ArpapHbI YHuBepcuteT 2015
uM. Umnepatopa lMNeTpa
MepBoro

6.1.2 lononHuTenbHas y4yebHas nutepaTtypa




KuknH A.B. XpaHeHue " 3awmTa http://publish.sutd.ru/
KOMMbIOTEPHON MHAOPMaLNN Ccre.: crerynrtp 2015 tp_ext_inf_publish.ph
p?id=2807
KuknH A. B. MHdopmaumoHHas http://publish.sutd.ru/
6e3onacHoCTb. OcHoBbl chne.: crieryntg 2019 tp_ext_inf_publish.ph
Kpuntorpadcpum p?id=201932
KuknH A. B. UHudopmaumoHHas http://publish.sutd.ru/
6e3onacHocTb chne.: crieryntg 2015 tp_ext_inf_publish.ph
p?id=2809
Hectepos C.A.,, OcHoBbl  MHdOPMaLMOHHOW| CaHkT-MeTepbypr: CaHKT- http://www.iprbooksh
6esonacHocTH MeTtepbyprekun op.ru/43960.html
NOMUTEXHUYECKUIA 2014
yHuBepcuTeT [NeTpa
Benwkoro
ApTtewmos, A. B. WHdopmaumoHHas . http://www.iprbooksh
6e3onacHocTb Open: MexpervioHankHas 0p.ru/33430.html
Akapgemuna 6e3onacHoOCTU 1 2014
BbkvBaHua (MABVB)
KuknH A. B. UHdopmaumoHHas http://publish.sutd.ru/
©e3onacHocTb chne.: crierynrtg 2014 tp_ext_inf_publish.ph
p?id=1695

6.2 NMepe4yeHb NnpodeccuoHanbHbIX 6a3 AaHHbIX U1 UHPOPMALUOHHO-CMPABOYHbLIX CUCTEM

1. OnekTpoHHO-6MbnmoTeyHasa cuctema CMGIYNTH [OnekTpoHHbIn pecypc]. URL: http://publish.sutd.ru/

2. OnekTpoHHO-6MbnNuoTeyHasa cuctema IPRbooks [OnekTpoHHbIn pecypc]. URL: http://www.iprbookshop.ru/

3. MHdbopmaumoHHasa cuctema «EguHoe okHO gocTyna k obpasoBatenbHbiM pecypcaM. Pasgen. HdopmaTtuka n
NMH(OPMaLMOHHbIE TexHoMNornmy [AnekTpoHHbin pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6

4.  OdwumanbHbli  WHTEpHET-NnopTan  npaBoBOM  MHGoOpmauun  (depepanbHass  rocygapCTBEeHHast
nHOpPMaLnoHHas cuctema) [OnekTpoHHbI pecypc]. URL: http://pravo.gov.ru

6.3 MNepeyeHb NMLEH3UOHHOIo U CBO6OAHO pacnpocTpaHAeMoro NporpamMmMHoOro oéecneyeHus
MicrosoftOfficeProfessional
Microsoft Windows

Far
6.4 OnucaHue MaTepuanbHO-TeXHMYeCcKon 6a3bl, Heo6XxoAMMON Ans ocyllecTBlIeHUs obpa3oBaTeNnbLHOro
npouecca no gucuunmnuvHe

AyauTtopusi OcHalleHne

MynbTuMeauiiHoe obopyaoBaHue, crneumann3npoBaHHas Mebenb, Aocka
JlekumoHHas Y A pyA 4 P A
aygutopusi

YyebHas ayguTopus CI'IeLI,I/laJ'II/I3VIpOBaHHaF| mebenb, gocka
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