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1 BBEOEHME K PABOYEW NPOrPAMME OUCLUMNIIUHbI

1.1 Uenb aucuunnuubl: PopmrnpoBaHne komnetTeHumn obydatrowmxcs B obnactn paboTel ¢ nepcoHanbHbIMU
OaHHbIMU U MeToAaM UX 3aLUUTbl B KOPNOPaTUBHBLIX CUCTEMAaX

1.2 3agaun gUCUUNIIUHBI:

— pacKkpbiTb TeopeTuyeckue, MpakTUYeckne M MeToauyveckue BOMpochbl obecneveHusi MHGOPMaLNOHHOM
6e3onacHocTy;

— Hay4UTb MPUMEHEHNIO METOAOB 3aLLMTHI MEPCOHANbHBLIX AAHHbIX;

— NPOAEMOHCTPUPOBaTL NpoLecc paboTbl C NepcoHanbHbLIMU SAaHHBIMU B OpraHn3aLmm;

— Hay4uTb pa3paboTke JOKYMEHTOB, PErNaMeHTUPYIOLWMX paboTy C NepcoHanbHbLIMK

AaHHbIMW B OpraHunsaLmu.

1.3 TpeboBaHuA K NpeaBapuTeNibLHON NOAroToBKE OOy4aloLerocs:

MpenBapuTenbHas NOAroToBKa NpeanonaraeT co3gaHne OCHOBLI ANs (POPMUPOBAHMS KOMMETEHLUIA, YKa3aHHbIX
B M. 2, MPU N3y4EeHUN ANCLUMIINH:

CoBpeMeHHble TEXHUYECKME CpeacTBa OXpaHbl 0ObEKTOB

TexHonorum obecnevyeHns MHPoOpMaLMOHHON Be3onacHOCTH
KpunTorpaduyeckune cpeacTsa 3almTbl MHpopmaumm
MaTemaTtuyeckoe MogennpoBaHue TEXHNYECKMX OOBEKTOB U CUCTEM YNpaBreHns

2 KOMNETEHLUMN OBYYAIOLWWEIoCs, ®OPMUPYEMbBIE B PE3YJNIbTATE OCBOEHUA OUCLUUMNNHDbI

MK-3: CnocobeH BBOAUTL B JKcnnyaTtauumio n conpoBoXxaaTb CUCTeMbI 3alUNTDI VIH(*)OpMaLIMVI B opraHusauunm

3HaTb: TMNOBbIE cpenctea, MeTodbl U MPOTOKOJIbI VID,eHTVICbVIKaU,VIVI, ayTeHTVICbVIKaU,VIVI n aBTopm3auunmn; Bnabl NOJINTUK
ynpaBJieHNA JOCTYINOM U VIHCbOpMaLI,VIOHHbIMVI NOTOKaMn B KOMMNbHOTEPHbIX CeTAX

YmMmeTb: aMUHUCTPUPOBATb CUCTEMbI 3aLUUTDI I/IH(bOpMaLI,I/II/I OT HeCaHKUMOHMPOBAHHOIo A0CTyna, nNpoBoAUTb aHanus
CTPYKTYPHbIX U d)yHKLI,VIOHaJ'IbeIX CXeM 3aLUULLEHHON aBTOMaTI/l3VIpOBaHHOl;I CUCTEMbI

BnapeTb: HaBbikamu OopraHunsaunn KOHTPOsA COCTOAHUA CUCTEMDbI 3aLLNTbI VIHCbOpMaLWIVI; paapa60TKM OopraHn3aumoHHO-
pacnopsaguTenbHble JOKYMEHTbI, onpeaenatowme MmeponpmaTmna no 3anTe VIHQJOpMaLI,VIVI B OpraHunsaummn

3 PE3YJIbTATblI OBYYEHUA NO ANCUUNNUHE

KoHTakTHas paboTa

CP MHHOoBAaL. dopma

Jlek. Mp. Nab. (yace) dopmbl | TekyLlero
(vachl) | (vachkl) | (vachkl) 3aHATUA | KOHTpONs

HaumeHoBaHWe u cogepxaHue pasgenos,
TEM U y4eOBHbIX 3aHATUI

CewmecTp
(kypc ans
3A0)

Pasgen 1. HopmatmBHo - npaBoBble
OCHOBbI ANCLMMIINHBI

Tema 1. HdopmaumoHHas 6e3onacHoCTb
Kak KOMMOHEHT HaLMOHanbHOM
©e3onacHoCTU rocyaapcTea.

MpakTnyeckoe 3aHATUE: Cuctema
roCyAapCTBEHHOTO KOHTPOIIS U HaA3opa 3a| 5 0
obecneyeHnem ©esonacHocTu 4 4 5 4
NnepCcoHarnbHbIX AaHHbIX

JlabopaTtopHass  pabota: Pasbop m
CTPYKTYpM3aLMs  MexaHu3Ma  3alyuTbl
NnepcoHanbHbIX [daHHbIX Ha OCHOBaHUMU
degepanbHoro 3akoHa ot 27.07.2006 N
152- ®3 (pea. ot 06.02.2023) "O
nepcoHanbHbIX AaHHbIX"




Tema 2. lNpaBoBoe obecneyeHne 3almTbl
NnepCcoHarnbHbIX AaHHbIX

MpakTnyeckoe  3aHaTWe: Pasbop u
CTPYKTYpu3auus HOpPMaTUBHbIX
[OKYMEHTOB:

degepanbHbin 3akoH oT 27 wuona 2006
roga Ne 149-03 «O6 wHbopmaumu,
MHOPMALIMOHHBIX ~ TEXHOMOTUSIX U O
3awmTe nHopmauumny;

depepanbHbii 3akoH oT 27 utona 2006
roga Ne 152-03 «O nepcoHanbHbIX
OaHHbIXY;

Mpuka3z PCTIK Ne21 ot 18 ceBpansa 2013
ropa «O6 ytBepxaeHun CocTtaBa U
copepxaHus OpraHM3auMOHHbIX n
TEXHUYeCkux Mep no obecnedyeHuo
©e3onacHOCTM NepcoHarnbHbIX AAHHbLIX NPY
ux obpabotke B  UHAOPMALMOHHBIX
cucTeMax NepcoHasnbHbIX AaHHbIXY;
Mpukaz GCTIK Ne17 ot 11.02.2013 roga
«0O06 yTBepxaeHun TpeboBaHW O 3awuTe
MHdopMaLuu, He COCTaBNSALLEN
rocygapCTBEHHYIO TalHy, coepallencs
B roCygapCTBEHHbIX WMHEOPMALMOHHBIX
cucTemMaxy;

2,75

nn

Tema 3. OcHOBHble npaBa N 00s1I3aHHOCTH
onepartopa nepcoHasnbHbIX AaHHbIX

Mpaktnyeckoe 3aHaTue: MeTtogonorus u
anropuTm paboTbl onepaTtopoB
nepcoHanbHbIX AaHHbIX. OcobeHHOCTU
opraHusaumm 3alnThI
KOH(MAEHLMANBbHOCTH.

JlabopaTopHasa pabota: OueHka Bpeaa, B
cny4vae HapyweHust PegepanbHOro 3akoHa
oT 27 wwona 2006 roga Ne 152-d3 «O
NepcoHarnbHbIX AaHHbIXY;

Paspen 2. BeegeHne. OCHOBHbIE MOHATUSA.

Tema 4, Twnbl 7] Knaccudukaums
MHAOPMALIMOHHBIX CUCTEM MEPCOHamNbHbIX
JaHHbIX

MpakTndeckoe  3aHsaTMe:  OnpefeneHus
YpOBHS 3awmweHHocTn NCT1OH
JlabopaTtopHass paboTa: 3akoHogaTenbHble
TpeboBaHnst k VCIOH ¢ pasHbiM ypOBHEM
3aLUMLLEHHOCTH

Tema 5. Yrpo3bl 6e3onacHocTn
nepcoHanbHbIX AaHHbIX

MpakTnyeckoe 3aHsATHE: MeToguika
onpeaeneHus aKTyanbHbIX yrpos
©e30nacHOCTM NepCcoHarbHbIX AaHHbIX
MpakTtnyeckoe 3aHATMe: Co3gaHve moaenu
yrpo3 VCIMOH

JlabopaTtopHaa pabota: Pabota ¢ GaHkom
OaHHbIX yrpo3 6e3onacHoCTn UHdopmaumn -
OCTIK

nn




Tema 6. O6paboTka nepcoHanbHbIX AaHHbIX
6e3 ncnonb3oBaHMs CPeAcTB aBToMaTU3aUUn

MpakTnyeckoe 3aHsATHE: Mpouecc
HeaBTOMaTM3npoBaHHON obpaboTku MHA Ha
ocHoBaHun [MocTtaHoBneHusa lNpaButenscTea
oT 15.09.2008 Ne 687 «O6 yTBEPXAEHMM
MonoxeHnsa 06 ocobeHHOCTAX 00paboTkm
nepcoHanbHbIX AaHHbIX, OCYLLECTBSEMOMN
bes MCMNoNb30BaHUSA CpeacTB
aBTOMaTU3aLUNY;

JTabopaTopHasa pab6oTa: Buabl 3awmuiaemon
uHpopmaumn. Paspabotka WMHCTpykUumn no
obpaboTke nepcoHanbHbiX AaHHbIX ©6e3
MCMNomb30BaHNst cpeacTB aBTOMaTU3aLmm

Paspen 3. MeTogonorus 3aWmThl
NepCoHarnbHbIX AaHHbIX

Tema 7. lMocTpoeHune 3alUMLLLEHHON
WHOPMALIMOHHON CUCTEMbI B COOTBETCTBUU
C HopmatMBamu un TpeboBaHuaMM. 3awumTa
VHOPMALIMOHHBIX cucTem,
obpabaTbiBalOLWMNX NEPCOHasbHbIE JAHHbIE

MpakTnyeckoe 3aHaTWE: Meponpusatus Mo
3alunTe MepcoHanbHbIX AaHHbIX MpU  UX
0bpaboTke B MHPOPMALMOHHBLIX CUCTEMAX
JTabopaTopHas pabora: PernameHTt
onpeaeneHuns YPOBHS 3aLLUNLLIEHHOCTM
nepcoHanbHbIX AaHHbIX

nn

Tema 8. OpraH1M3aumnoHHO - ynpaBrieH4YecKkne
Mepbl obecneyeHns 3alnTbl NepPCOHanbHbIX
OaHHbIX Ha npegnpuatun. Lenn, 3agaun,
MEeTOAONorMsa 1 HopMaTuBHOe obecrneveHne
pa3paboTku [OKYMEHTOB
pernameHTUpYLLINX paboTty c
nepcoHanbHbIMU AaHHBIMM

MpakTuyeckoe 3aHATME: CocTaB, YHKLMU U
obrnactm NpUMMEHEHUs1  LOKYMEHTarbHOro
obecneyeHuss OedTenbHOCTM  onepartopa
nepcoHanbHbIX AaHHbIX.

JlabopaTopHas paborTa: KoHuenuwms
WHpopMaLMOHHONM 6Ge30NacHOCTU, CTPYKTYpa,
YHKLMM 1 06NacTn NpUMEHEHMS.

Tema 9. OpraHuM3aLMOHHO - TEexXHU4eckue
Mepbl obecneyeHus 3aLWmThI
NepCcoHarnbHbIX JaHHbIX HA NPeanpUATUN.

MpakTnyeckoe 3aHdaTHe: Hactpolika
yripaBneHne  OOCTYNnom K  CbEMHbIM
HocuTenam  MHoOpMaLMM,  MeXaHU3MOB
3aMKHYTOW NPOrpamMmMHON cpeabl U KOHTPOns
LLeNOCTHOCTM

JTabopaTopHas pabora: BuisiBneHuve
WHLUWOEHTOB, KOTOPble MOTryT MNPUBECTU K
c60sIM 1N HapyLeHnto OYHKLMOHNPOBAHUS
MHOPMaLIMOHHON cucTeMbl " K
BO3HMKHOBEHMHIO yrpos 6e3onacHocTH
NnepCcoHarnbHbIX aHHbIX

Utoro B cemecTpe (Ha kypce ansa 3A0)

34

34

17

22,75

KOHch'I bTaunn N NPoOMeXyTo4HasA

atTectauus (3aver)

0,25




Pasgen 4. OpraHusauuss cuctembl 3aLiuUThl
nepcoHanbHbIX OaHHbIX Ha NpeanpuaTun

Tema 10. OcHoBHble 3Tanbl obecrnevyeHus

3alUnThI WMHopMaLn: onpeneneHue
NONMUTUKM n COCTaBMSALLNX
MHdOPMaLIMOHHON ©e3onacHocTH,
ynpasreHue puckamu, ayouT

WHpOpPMaLMOHHON 6e30MacHOCTH.

MpakTnyeckoe 3aHATHE: MNoagxoabl K ayanTy u
OLEHKEe 3alMLIEHHOCTU WHEAOPMAaLMOHHbIX
cuctem. [NpoBeaeHne BHELLHErO ayauTta unm
BHYTPEHHEro KOoHTpons obpabotkm MOH Ha
npeanpusTumn

JTabopaTopHas paborta: Peructpauus
cobbiTnin 6esonacHocTn. PaspaboTtka naketa
nokarnbHom OopraHu3aumnoHHO-
pacnopsanTenbHON JOKYMEHTaLUNN.

Tema 11. OcobeHHoCcTHU 3alUnUThI
nepcoHanbHbIX AaHHbIX Npu nx obpaboTke B
rocyaapCTBEHHbIX WMHOPMALIMOHHbIX
cuctemax. Perynatopbl B 06nactu 3aluTsl
nepcoHarnbHbIX [JaHHbIX. MpoBepku
PockomHagsopa. Nposepkun PCH. NpoBepka
OCTOK.

ATTectaums  MHOPMAUMOHHBLIX  CUCTEM
NepcoHarnbHbIX  AaHHbIX. OcobeHHoCcTH
npoBefeHus, PYHKLNN " obnacTtu
NPUMEHEHNSI.

MpakTnyeckoe 3aHATHeE: MeTtoawnka
npoBefeHns atrectauum MHAPOPMAaLMOHHON
cuctembl  no  TpeboBaHMAM  3alUMThbI
nepcoHanbHbIX OaHHbIX. [MpaBoBble
obocHOBaHWs  npoBefdeHWst  aTTecTauuu
WHOPMALIMOHHBIX CUCTEM MEPCOHAarbHbIX
OaHHbIX.

JlabopaTopHas paboTta: Otanbl NpoBeAeHUs
aTTeCTauUMoHHbIX UcnbiTaHu. [logroToBka
obbekTta K aTrecTauum. Tunosble GOPMbI
[OKYMEHTOB. MeTtogsl  obesnuumBaHus
NnepcoHanbHbIX AaHHbIX.

nn

Pasgen 5. YnpaBneHue WHOPMaLWUOHHON
CUCTEMOW NepPCOHanbHbIX AaHHbIX

6,5

Tema 12. VYnpasneHue KoHUrypaumemn
WHOPMALIMOHHON  CUCTEMBI U CUCTEMbI
3aLLUMTbl NEPCOHAanNbHbIX AAHHbIX.

MpakTtnyeckoe 3aHaTMe: VpeHTudukaumsa u
ayTeHTudukauma cyobektoB [goctyna u
006bekToB AocTyna. YnpaBneHue [JOoCTynom
cybbekToB AocTyna K obbekTam gocTyna.
JlabopaTopHasa pabota: NoeHTudumkaumsa no
nopory, ugeHTMdMKaums npu  NOMOLLU
paHxupoBaHus. [MoHATME oTpuLaTensHON
avreHTudunkaumu.




Tema 13. CuctemMbl KOHTPONS, ynpaBneHus n
pasrpaHunyeHmns goctyna. OCHOBHbIE MOHATUS
o} Krnoyax, ngeHTudurkaTopax "
OnokmpyroLwmx

YCTPOWNCTBAX. 0O630p CpeacTB
KpunTorpaduyeckom 3aWmThl
KOHGMAEHUManbHOM nHdopmMauuu.

MpakTnyeckoe 3aHdaTHE: OcHoBbI
3MNeKTPOHHOW noanucu. BaanmocBssb mexay
NpoTOKONamm ayTeHTUdUKaLmmn "
3IEKTPOHHOM Noanucu. Cxembl all.
MogrotoBka paboyvero mecta kK paboTe c
3NEKTPOHHOM  nognucklo.  BbipaboTka w
npoBepKa 3NEKTPOHHON MOANNCH.
JlabopaTopHas paborTa: 3awmTa
WHOPMaLIMOHHON cuUcTeMmsl,
obpabaTbiBaloLlen nepcoHarnbHble OaHHbIE.
YcTaHoBKa 1 HacTporika COBMECTHOM paboTbl
Kpuntollpo CSP, Rutoken, eToken

ra

Pasgen 6. TexHunyeckne meToabl 3alUThbl
NepCoHarnbHbIX AaHHbIX

Tema 14. lNporpamMmmHas unu nporpamMmmHo-
TexHu4yeckas 3awuTa oT
HeCaHKLMOHMPOBAHHOIO poctyna K
WHOPMAaLIMOHHBIM pecypcam
aBTOMaTU3NPOBaHHbIX pabounx mMecT
WH(OPMALMOHHBIX CMCTEM MEepPCOHarbHbIX
naHHbix (MCMOR);

Mpaktnyeckoe 3aHATUe: Knaccuduvkaums u
0obnacTn NpUMEHEHNs1 TEXHUYECKMX CPEACTB
NepekpbITUS TEXHUYECKUX KaHanoB YTEYKM
WHpopmaLnn.

JTabopaTopHas pabora: OpraHunsauus
B6e3onacHoOro mexceTeBoro B3aMmMoaencTeust
npu nogkntodveHun WCIIOH K nokanbHbIM
ceTsaM 0OLWero nonb3oBaHWs WM K CETU
MHTepHeT, nporpaMmHoe obecneveHve ans
3alWNTbl NEepCOoHanbHbIX AAHHbLIX CETEBLIMMU
3KpaHamu, nporpaMmmamu: aHTU-CraMm, aHTu-
LUMMWOH.

nn

Tema 15. 3awuTa BrMoMEeTPUYECKMX
nepcoHanbHbIX AaHHbIX

MpakTnyeckoe 3aHATHE: O6paboTka,
XpaHeHne u  3awmuTa  BGUMOMETPUYECKUX
nepcoHasnbHbIX  OaHHbIX: TpeboBaHMsA K
MaTepuasnbHbIM HOCUTENSAM BUOMETPUYECKMX
nepcoHasnbHbIX AaHHbIX

JTabopaTopHas pabota: OpraHnsaunoHHble 1
TeXHM4Yyeckne Mepbl GesonacHocTM  Mpu
XpaHeHWM  MepcoHarbHbIX  OaHHbIX  Ha
HOCUTENAX

WUtoro B cemecTpe (Ha kypce ansa 3A0)

17

34 17

41,5

KoHcynbTaumm n npoMexyTodHas
atTecTtauus (Ok3amMmeH)

10

24,5

Bcero koHTakTHasa pa6bota u CP no

OVCUMMIIMHE

163,25

88,75

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTupoBaHue y4eGHbIM NiaHoM He NpesycMOTPeHO




5. ®OHl OLIEHOYHbIX CPEACTB AN NPOBEAEHUA MPOMEXYTOYHOM ATTECTALMU

5.1 OnucaHune nokasarteneun, KpUTepMeB U CUCTEMbI OLLEHMBAHUA pe3yNbTaToOB 00yYeHus
5.1.1 NokasaTtenu oueHMBaHUSA

Koa HanmeHoBaHMe oLueHO4YHOro
lMoka3aTtenu oueHnBaHNS pesynbTaToB 0by4eHus
KoMneTeHummn cpencTtea
MepeuncnsaeTt TuNoBble cpeacTBa, METOAbl pasrpaHnyeHns 4ocTyna u
3aLmnTbl KOHUAEHUMaNbLHON NHpopMauuny;
Ha ocHoBe HOpMaTMBHOM U TEXHWNYECKON AOKYMEHTaLUun aHanuaupyet
CTPYKTYpPHbIE " PYHKUMOHanNbHbIE cBs3n 3alULLEHHON BONpOCk AnA yCTHOTO
MK-3 . cobecefoBaHUSA M MpPaKTUKO-
aBTOMAaTM3MPOBaAHHOW CUCTEMBI
OPVEHTMPOBAHHbIE 3aaHuS
OcyLuecTBnseT opraHn3aumio U MOHMTOPUHT 3awwmweHHocTn NCTOH
opraHmsaummn, oopmMmpoBaTb HEOOXo4MMblEe MaKeTbl JOKYMEHTOB Ansi
06paboTku 1 3awmTbl MHA Ha npeanpuUaTUK

5.1.2 Cnucrtema v Kputepmm oLeHNBaHUA

LWkana oueHnBaHus

Kputepum oueHnBaHns chopMMPOBAHHOCTM KOMMETEHLIMN

YcTHoe cobecenoBaHue

MucbmeHHas paboTa

5 (oTnun4HO)

MonHbIN, McYepnbiBaOWMA OTBET, ABHO
LeMOHCTpupyoLwmi rnybokoe noHMMaHve
npegmetTa W LUMPOKYID 3pyauumio B
oueHuBaemon obnactn. Kputmyeckui,
OopuUrMHanbeHbIA NOAXOA4 K MaTepuany.

He npeaycMoTpeHa

4 (xopoLwuo)

OTBeT CTaHOapTHbIN, B Lenom
KayecTBEHHbIN, OCHOBaH Ha  BceX
006sa3aTenbHbIX UCTOYHUKAX MHpOPMaLMK.
MpucyTcTBYOT Hebonbline npobensl B
3HAHUSIX NN HECYLLLECTBEHHbIE OLLUNOKN.

He NpegycmoTpeHa

3 (yooBneTBopuTENbHO)

OTBET HEMNonHbIN, OCHOBAHHbIN TOMNBKO Ha
NEKLMOHHbIX mMaTepuanax. Mpun
NMOHUMaHWKN CYLLHOCTV NpeaMeTa B LIeSIom
CYLLECTBEHHbIE OWNOKM MM npobensl B
3HaHUSIX Cpa3y MO HECKONbKMM Temaw,
He3HaHue (NyTaHuua) BaXKHbIX TEPMUHOB.

He NpeaycmoTpeHa

2 (HeyOoBneTBOPUTENBHO)

HecnocobHocTb oTBETUTL Ha Bompoc 6e3
noMowy  3k3ameHatopa.  HesHaHue
3HAYNTENMBHON YacTW  MPUHLMMIUANBHO
BaXHbIX 3MeMeHTOB OVNCLUMNIUHBI.
MHorouncneHHble rpybbie owmnobku.

MonbiTka CMAMCLIBAHUS, WCMOMb30BaHUS
HepaspeLleHHbIX TEXHUYECKUX YCTPOMCTB
WM Monb30BaHUS MOACKa3KOW Apyroro
yernoseka (BHe  3aBMCMMOCTM  OT
YCNELUHOCTY TaKoW NoMbITKM).

He npeaycmoTpeHa

OtBert CTaHLI,apTHbIVI, B Lenom
KayeCTBEHHbIN, OCHOBaH Ha BCeX

3ayteHo obsi3aTernbHbIX UCTOYHUKAX MHGopMaLmK. | He NpeaycMoTpeHa
MpucyTcTBylOT HeGonbluve npobenbl B
3HAHWSAX UMN HEeCYLLLeCTBEHHbIE OLLIUGKM.
Hecnoco6bHocTb oTBETUTL Ha Bompoc 6e3
nmomolM  3k3ameHaTopa.  HesHaHue
He 3auTteHo He NpegycmoTpeHa

3HaAYMTENBHOM YacTu npuHUnnmuanbHO
BaXHbIX 3/1€eMEHTOB ANCUMNITUHDI.

MHoro4uncneHHble rpybble owmnbkm.

MonbiTka  cNUCbIBaHWSA,  WCMOMb30BaHUS
HepaspeLlUeHHbIX TEXHUYECKUX YCTPOWCTB
WM NONb30BaHWS MOACKA3KOW Opyroro
YyernoBeka (BHE 3aBMCMMOCTH oT
YCMNELUHOCTN TaKkoWn MOMbITKN).




5.2 TunoBble KOHTPOJbHbIE 3aAaHUs UM UHbIe MaTepuarbl, HeO6GXxoAMMbIe AN OLeHKU 3HAHUW, YMEHUH,
HaBbIKOB U (MNN) onbiTa AeATENbHOCTU
5.2.1 NepeyeHb KOHTPONbHbLIX BONPOCOB

Ne n/n | dopmMynnpoBKU BONPOCOB
Cemectp 2
MpaBoBble MEXaHN3MbI 3aLLNTLI MHOPMALMKN Ha Pa3HbIX YPOBHAX
lMoHATME TalHbl, CEKpeTa U KOHPUAEHUMANBHOCTH
MepcoHanbHble gaHHbIe
MHdopmaums, cocTasnsaoLas KOMMepPYeCcKyo TanHy
O6beKTbl MHOpMaLUMOHHOM Be3onacHoOCTK
MHopMaLVoHHbIE CUCTEMBI M UX  Knaccudukaums
Cny4ariHble 1 ueneHanpaBfeHHble Yrpo3bl HAPYLLEHNST COXPaHHOCTM MHopMaLmm
HopmatumeHble TpeboBaHus k cetsam B MCT1OH.
HopmaTueHble TpeboBaHus k cetam B TUC.
OcHoBHble nonoxenuns ®epepanbHoro 3akoHa ot 27 nonsa 2006 roga Ne 149-03 «O6 nHdopmauuu,
NHPOPMALMOHHBIX TEXHOMOIUAX U O 3aLmuTe MHOopMaLUny;
1 OcHoBHble nonoxeHnst PegepanbHoro 3akoHa ot 27 uonga 2006 roga Ne 152-03 «O nepcoHanbHbIX aHHbIX»
OcHoBHble nonoxeHus MNMpukaza PCTIK Ne21 ot 18 chespans 2013 ropa «O6 yTBepxaeHun Coctasa u
12 coAepXXaHus OpraHn3auUMOHHbIX N TEXHUYECKNX Mep Mo obecneyveHnto 6e30nacHOCTU NepcoHarnbHbIX AaHHbIX
npu nx obpaboTke B MHPOPMALMOHHBLIX CUCTEMAX NEPCOHAbHbIX AaHHbIXY;
OcHoBHble nonoxeHus MNMpukaza PCTIK Ne17 ot 11.02.2013 roga «O6 yTBepxaeHumn TpeboBaHun o 3alumTe
13 MHopMaLmMK, He COCTaBMAIOLLEN FOCYAAPCTBEHHYIO TanHy, cogepXXallencs B rocyaapCTBEHHbIX
MHPOPMALMOHHBIX CUCTEMAXY;

Olo|N|o|a|~|wIN]|-~
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o

Cemectp 3

14 Puckn Nb

15  |TexHunyeckue cpeacTsa NMPOMbILLIIEHHOrO LUMNMOHaXa

16 Knaccbl 6e3onacHocTn

17 AyanT nHdopmaLmoHHon 6e3onacHoCTH

18 MonnTtuka 6esonacHoCTn agMuHUCTpaTopa ceTn n bpaHgmayapa

19 Llenu nHTerpaumm mMexceTeBbiX 3KpaHOB

20 MeToabl 1 cpeacTsa 3almTbl MHOPMaLUN B CETAX.

21 CpepncTBa pasrpaHuM4eHnst 4OCTyNa K TeNeKkoMMYHUKaLMoHHOMY 060pyaoBaHMIo.
22 CpepacTBa KOHTpONSA JocTyna K cpefe nepefaym gaHHblx. TexHonorns VLAN.
23 lMpoTokonkl 1 cpeacTBa TepMUHANbHOro AoCTyna.

24 HasHauyeHue, npyHuun paboTsbl 1 Knaccudukaumnst BUpTyanbHbIX YaCTHbIX CETEN.
25 HasHaueHue, npyHumMn paboTbl 1 Knaccudukauns MEXCeTEBbLIX 3KPaHOB

26 MHdopmaumroHHas 6esonacHocTb. OCHOBHblE onpeaenenusi. CtaHgapTbl

27 OnekTpoHHas undpoBasi NOANUCH.

28 WpeHTndukaumns, ayteHTudunkaumsa n asTopmsaums.

29 Mpobnembl obecneyeHns 6e30nNacHOCTN ONEPaALMOHHbBIX CUCTEM.

30 Cunctembl XpaHeHus napornen

31 Curctembl OGHapYXeHNUst BTOPXEHWUN.

5.2.2 TunoBbIe TeCTOBbIe 3a4aHusA
He NpefyCMOTPEHbI

5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAaHHbIE 3agaHUA (3agayu, Kenucbl)

1. Onpegenute obnactu npumeHeHus depepanbHbln 3akoH OT 27.07.2006 Ne 152-03 «O nepcoHanbHbIX
OaHHbIX» WM nocTaHoBneHue [MpaButenbctBa Poccuiickon ®epepaunm ot 01.11.2012 Ne 1119 «O6 yTBEpXAEHMU
TpeboBaHMI K 3aliMTe NepcoHanbHbIX AaHHbLIX NpU X 0OpaboTke B MHAOPMALMOHHBLIX CUCTEMAX MNEepPCOHanbHbIX
OaHHbIX»

2. Kakue nokanbHble pacnopsauTenbHble JOKYMEHThI AOMMKHbI ObiTh pa3paboTaHbl Ha npeanpusatun 000 "X"
ana sawmtel NHA? (MogenbHas 3agada)

3. CocTtaBuTb anropuTm 06paboTkM 1 3aLmUThl NEPCOHArbHbLIX AaHHbIX Ha Bu3Hec - MeponpuaTum Ha 300 YenoBek
C 3-M5 ypoBHAMU JocTyna.

4. CnpoektupynTte npouecc atrectauun ACIMOH npegnpusatmua OO0 "X", ykazaB CpoOKKU, CNMCOK HOPMaTUBHON U
COMpOBOANTENBHOM AOKYMeHTauun (MogenbHas 3agada)

5. Pacnuwwure meTtogonoruo paboTel ¢ 6aHKOM AaHHbIX yrpo3 uHdopmaumm CTIK npu coctaBneHum mogenu
yrpo3 OO0 "X"



5.3 MeToaunyeckue matepuarnsbl, onpegensirolime npoueaypbl oLleHUBaHUA 3HaHUW, YMEeHUW, BNageHun
(HaBbIKOB 1 (MNK) NPaAKTU4YE€CKOro onbiTa AeATEeNIbHOCTH)

5.3.1 Ycnosus gonycka o6y4yalowerocsi K NpoMeXXyTo4YHOW aTTecTauum U Nopsaaok NMMKeMaaLmMm akageMmyeckon
3a10/MKEeHHOCTH

lMpoBeaeHe NPOMEXYTOYHOW aTTeCcTauumn perfnamMeHTMPOBaHO fokaribHbIM HOpMaTuBHbLIM aktom CM6MYMTO
«lMonoxeHne o0 NpoBeAEHNM TEKYLLIErO KOHTPOSIA YCNEeBAEMOCTU U NPOMEXYTOYHON aTTecTtaumm obyyaroLwmxca»

5.3.2 ®opma npoBeaeHUsi NPOMEXYTOYHOM aTTecTauMu No AUCUUNIIMHe

YcTHas + [NMncbmeHHas

KOMﬂbPOTepHOG TecTnpoBaHue WHagq

5.3.3 OcobeHHOCTU NpoBeAeHUA NPOMEXYTOYHOM aTTecTaumm No AUCUUNIINHe

3aveT. CTyOeHT gonyckaeTcs K 3adeTy Npu NpeabsiBNEHWU MNPUHATLIX OTYETOB MO BCEM nabopaTopHbIM
paGoTam. 3a4eT NPOBOAUTCA B YCTHOWN hopMe, CTyAeHTaM paHAoMHO pa3galoTcsa GUNeT B KOTOPbIX eCTb TEOPETUYECKUIA
BOMPOC U NMPaKTUKO-OPUEHTUPOBAHHOE 3aaaHne, BpeMs nNoaArotoBku 20 MUH, Bpemsi oTBeTa 5 MUH

Ok3ameH. CTyOeHT BbITArMBaeT GuneT ¢ AByMA TEOPETUYECKUMM BOMPOCAMU U MPAKTUKO - OPUEHTUPOBAHHBIM
3aaHvem, BpeMsi NoArotosku 40 MUH.

6. YYHEBHO-METOANYECKOE U UH®OPMALIMOHHOE OBECNEYEHWE OUCLUUNINHBI
6.1 YuebHan nutepatypa

ABTOp 3arnasue | MN3paTenbcTBO Ccblinka

6.1.1 OcHoBHas yyebOHas nutepartypa

| [og nspaHus |

LLitepeH6epr C. W. 3awmta uvHopmMauum B . http://publish.sutd.ru/
KOMMNbIOTEPHBLIX CUCTEMAX Carg%-glregﬁﬁgypr. 2022 tp_ext_inf_publish.ph
p?id=2022163
WaHbruH, B. ©. NHdopmaumoHHas Caparog: https://www.iprbooks
be3onacHocTb U  3awuTa n : 2019 hop.ru/87995.html
pocobpasoBaHue
WHopmMaLmu
6.1.2 [lononHuTenbHaa yyebHas nutepatypa
Baxapos, J1. E. NHdopmaumoHHas https://www.iprbooks
be3onacHocTb U  3awuTa . . hop.ru/98171.html
MHhOpMALMM (paapenbl Mocksa: Nspatenbckui 2019
Oom MANCuC
Kpuntorpadums "
cTeraHorpadms)
Anekcees, A. l. MHoroypoBHeBas 3awmTta| Camapa: lNoBormkckuin https://www.iprbooks
UH¢popmaLmm rocyJapCTBEHHblI hop.ru/75387.html
yHMBepcuTeT 2017
TeNeKoMMYHUKaLUNiA 1
MHOPMaTUKK
Hwukndopos, C. H. BawumTta nHpopmauuu.| CaHkT-MNetepbypr: CaHkT- https://www.iprbooks
3awmTa ot BHELLIHUX MeTtepbyprekui hop.ru/74381.html
BTOPXXEHUN rocyaapCcTBEHHbIN 2017
apXUTEKTYPHO-
CTPOUTENbBHbIN
yHuBepcutet, 95C ACB
domun, [1. B. BawumTta MHdopMaunn: http://www.iprbooksh
cneuManu3vpoBaHHble op.ru/110329.htmi
aTTecToBaHHble Caparos: By3osckoe 2021
nporpaMMHbIe Y NPOrPaMMHO obpasoBaHue
-annapartHble cpeacTea
MeTtpeHko, B. W.,|3awuta nepcoHarnbHbIX| CtaBpononb: CeBepo- http://www.iprbooksh
Mangpuua, A. B. OaHHbIX B MHGOPMAaLMOHHbIX KaBkasckum 2018 op.ru/83198.htmi
cuctemax henepanbHbIi
yHUBEpCcUTEeT




6.2 NepeyveHb NpodeccnoHanbHbIX 6a3 AaHHbLIX U MH(OPMALMOHHO-CNPABOYHbLIX CUCTEM

1. WHdopmaumnoHHo-cnpaBodHas cuctema «KoHcynbTaHT [ntoc»  [OnekTpoHHbin  pecypc] /I Pexum
pocrtyna:http://www.consultant.ru/

2. Hay4Has anekTpoHHas 6ubnuoteka [OnekTpoHHbIn pecypc] // Pexum goctyna:https://elibrary.ru/

3. CnpaBoyHo-npaBoBasi cucrema «l apaHT»[OnekTpoHHbIn pecypc] // Pexxum goctyna: http://www.garant.ru/

4. DnekTpoHHasa GubnuoTteka avccepTaumn [AnekTpoHHbIN pecypc] // Pexum goctyna:http://diss.rsl.ru/

5. OdbmumaneHbii cant PCTIK Poccnn[OnekTpoHHbI pecypc] // Pexum goctyna: http://www.fstec.ru

6. BaHk gaHHbIX yrpo3 6esonacHocTu uHdopmauun ®CTIK Poccnm[OnekTpoHHbIn pecypc] // Pexum goctyna:
https://bdu.fstec.ru/

7. F'ocynapCTBEHHBIN peecTp cepTUdULMPOBaHHbLIX cpeacTB 3awwmTel MHdopmaumm N POCC RU.0001.016M00
[OnekTpoHHbIN pecypc] // Pexxum goctyna: https://reestrinform.ru/reestr-szi.html

8. TOCT Okcnept - eguHasa 6Gasza FOCToB Poccuickon ®Pepepaumm [OneKTpoHHbI pecypc] // Pexum
poctyna:https://gostexpert.ru/

6.3 Nepe4veHb NULEH3MOHHOro N CBO60AHO pacnpPoOCTPaHAEMOro NporpaMmMHoOro oéecnevyeHus
MicrosoftOfficeProfessional
Microsoft Windows

6.4 OnucaHme maTepmanbHO-TEXHMYECKOMN 6a3bl, HEO6X0AMMOM ANA OCYLIEeCTBNEeHUA obpa3oBaTenbLHOro
npouecca no gucumnsivHe

Ayautopus OcHalleHne

MynbTumeguiitHoe oGopyaoBaHWE, KOMMbIOTEPHAs TEXHWKA C BO3MOXHOCTBIO MOAKMIOYEHUS K
KomnbtoTepHbIli knacc [cetTn  «HTepHeT» M obecnevyeHneM [ocTyna B 3NIEKTPOHHYH  MH(OPMaLMOHHO-
obpasoBaTenbHyto cpeay

MynbTumeamniiHoe 060 OBaHuWe, crneunanmanpoBaHHas Mmebernb, Jocka
TNekuroHHas Y, o2l pyA ) L p » A

aygnTopus
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