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1 BBEQEHWUE K PABOYEN NMPOrPAMME OUCLMUMIUHBI

1.1 Uenb pucumnnuHbl: CdopmmpoBatb KoMMeTeHUuMn obydatowieroca B 06mactu WHGOPMaLNOHHOWM
©es3onacHocCTH.

1.2 3agayun OUCUMNNVHBI:

PacKpbITb OCHOBHbIE MONOXEHUS rOCyAapCTBEHHOM NONUTUKK B 06nacTu obecneyeHns

NMHpopmaunoHHon 6esonacHocTn Poccuiickon ®egepaunmn, OCHOBHBIX MOHATUIA B 0611acTu 3almThbl

WMHopMaLUn N METOLOMNOMMYECKNX NPUHLMMOB CO3aHNSA CUCTEM 3allnTbl MHOpMaLMK;

PackpbITb BUAbI 3awumiaemon MHgopmaumm, yrpo3 MHPopMaLMoHHOM 6e30MacHoCTH,

CYLLHOCTU M pasHOBUOHOCTEN WHAOPMALMOHHOIO OPYKWsSl, METOAOB WU CPEACTB BeAeHUs UHGOPMAaLMOHHBIX
BOWH;

MokasaTb meToAbl M cpeacTBa obecneveHus MHGOpPMaLMOHHOM 6e30nacHOCTU KOMMbIOTEPHbIX CUCTEM,
MEXaHM3MOB 3almnTbl MHopMaunn, dopmManbHbiX Mopenen 6e30nacHOCTU, KPUTEPUEB OLIEHKM 3aLULLEHHOCTU U
obecneyeHus 6e3onacHOCTM aBTOMaTU3MPOBAHHbIX CUCTEM;

HayunTb nogbopy 1 aHannay nokasartenemn KayectBa U KpuTepmneB OLLEHKU

cuctem 6e3onacHOCTW, OTAENbHbLIX METOLOB U CPEeACTB 3alnThl MHOPMAaL MK, UCMOMb30BaHUM COBPEMEHHON
Hay4YHO-TEXHUYECKON NUTEpaTypoOn ANA peLleHns 3a4a4 no Bonpocam 3almThbl MHopMauuu;

HayunTb aHanm3sy nHdopMaLnoHHON NHPaCTPYKTYpbl rocyaapcTea ¢

TOYKM 3peHust MHdOopMauUMOHHOM ©e3onacHocTM, nNogbopy HOPMaTWBHBIX U METOAMYECKMX MaTepuarioB no

1.3 Tpe6oBaHus kK NpeABapuUTEeNbLHON NOAroTOBKe oby4aroulerocs:

MpenBapuTeneHaa NoAroToBKa NpeanonaraeT co3fgaHne OCHOBbI A4St (POpPMUPOBaAHUS KOMMETEHLMI, yKa3aHHbIX
B M. 2, NPY N3y4eHNM OUCLMUNINH:

MartemaTtuka

Basbl gaHHbIX

VHdopMaUnoHHbIe TEXHONOMMK

®usnka

OcHoBbI CUCTEMHOro aHanusa

lMpaBoBegeHue

UX-am3aiiH 1 103abunutu nHrepdgencos

TexHonormn n metofpsl NPOrpaMMMpoBaHns

MHopmaumoHHbIe NpoLecChbl U CUCTEMBbI

AMropuTMbl U CTPYKTYPbI AaHHbIX

Web-nporpammupoBaHme

MeToabl 1 cpeacTBa NPOEKTUPOBAHMSA MHAOPMALMOHHBIX CUCTEM U TEXHOMOINiA
MporpammupoBaHue MOBUMbHLIX MPUNOXEHWUI

BesonacHocTb Xn3HeaeAaTeNnbHOCTH

CurcTembl UCKYCCTBEHHOIO MHTENMNeKTa

Y4yebHas npakTuka (TexHonornyeckas (NpOekTHO-TEXHONOrMYeckasi) IpakTuka)

2 KOMMETEHUUM OBYYAIOLLErOCs, ®OPMUPYEMbIE B PE3YJIbTATE OCBOEHUA OUCLUMIINHbI

MNMK-4: Cnoco6GeH ocyLeCcTBNATbL MHTErpaLunio NporpaMMHbIX MOAYJIEN U KOMMNOHEHT M BepUdUKaLUIo BbINyCKOB
nporpaMmMHoro npoaykra B cepe aousanHa

3HaTb: TEOPUIO CEKPETHBIX CUCTEM, CTaHAapTbl MHAOPMaLMOHHOM Ge3onacHoCcTU.

YMeTb: Ucnonb3oBaTb METOAbI 3aLMThl UHCpOPMAaLMK AN opraHu3aumMm MHopMaLMOoHHOM 6e30nacHOCTH.

BnageTb: HaBblkaMW UCMOMb30BaHWsA 6a30BbIX METOAOB 3alLUMThI, BKMIOYAOLWMMU METOAbI LM(POBAHUS U SMEKTPOHHYIO
LiMdopOBYHO NMOAMUCH.




3 PE3YIIbTATbI OBYYEHUA NO AUCLUMNIUHE

HaumeHoBaHve u cogepxaHve pasaernos,
TeM 1 y4eBHbIX 3aHATUI

CemecTtp
(kypc anst 3A0)

KoHTakTHas

paboTa

Jlek.
(vachbl)

Mp.
(vachbl)

CP
(vachbl)

MHHoBaL,

dopmebl
3aHATUN

dopma
TekyLero
KOHTpOns

Paspen 1. iHdopmaunoHHas 6e3onacHoOCTb
B CUCTEME HauuoHarnbHon 6e30nacHoCTy
Poccuinckon depepauuu

Tema 1. MoHsTne HaUMOHanbHoM
©esonacHoctn. Bwugbpl 6e3onacHocTM w
cdepbl  KU3HEOEATENbHOCTU  JINYHOCTW,
obiectBa n rocygapcrtea. HaumoHaneHble
VMHTEpeCh! PO 7 cTpaTtermyeckue
HaLMOHarnbHble NpruopuTeThbl. Lienn n cmbicn
rocyaapCTBEeHHOM Cnyx0bl. Pornb
cneuuManucTa no 3awmrte MHopMaLNOHHOM
©esonacHocTH B obecneveHnmn
HaumoHarnbHon 6e3onacHOCTM rocygapcTea.
OcCHOBHble COCTaBMsOLWME HaUNOHANbHbIX
nHTepecoB Poccuinckon depepaumm B
WHOPMaLIMOHHON cchepe.
NHdopmaumoHHas ©e3onacHocTb
Poccuickon depnepaumn. WHTepechl
NMYHOCTM B MHGOpMaLUOHHON  cdepe.
MHTepecbl obuiectBa B MH(OPMALMOHHON
ccpepe. WHTepechl rocygapcrsea B
MHgopMaumoHHon cdpepe. Bupgpl  yrpos
MHOPMaLIMOHHON ©e3onacHoCcTH
Poccuinckon depepauun. VIctouHukn yrpos
MHOPMaLIMOHHON ©e3onacHoCcTH
Poccuickon depepauun. BHeluHne
WUCTOYHUKM Yrpo3. BHyTpeHHWe WCTOYHMKM
yrpos. HanpaeneHus obecne4veHus
NHPOPMAaLMOHHON Ge3onacHocTn
rocygapctea. [lpobnembl permoHanbHoM
MHPOpPMaLMOHHON 6Ge30MacHOCTY.

Tema 2. WCTOYHMKM nOHATUA B obnacTtu
WHOPMaLIMOHHON ©esonacHocTu.
OcHoBHble  MOHATUA  MHGOPMALNOHHOM
OesonacHocTu: OOKYMEHTMpPOBaHHas
MHopMaums, 6eszonacHoOCTb MHOpPMaLMK,
KOHMOUAEHUNANbHOCTb, LLeNTOCTHOCTb,
OOCTYMHOCTb MHdpopMaLmK, 3awmTa
WMHdpopMaLmK, cucrema 3aWuThbI
WHopMaLmK. OO6wemeTogonormyeckme
NPUHUUNBI  Teopun NHpOpMaLIMOHHOW
OesonacHocTn. [loOHATME ©  CYLIHOCTb
3awmuiaemont  uHdpopmaumm. lMpaBa
00si3aHHOCTM  obnagarens uWHdopmaunu.
Buabl 3almuaemon MHdopMaumn:
rocynapCTBeHHas TalHa, cnyxebHasa TanHa,
npocdpeccrnoHanbHas TarHa, KommMmep4deckas
TalHa, nepcoHanbHble AaHHble. [NepedeHb
cBeaeHnn KoHUaeHUnanbHOro xapakrepa.
MNoHsaATHe WHTENNeKTyansHoun
COOCTBEHHOCTU U OCOBEHHOCTU ee 3allUUThI.

MpakTudeckoe 3aHaTue 1: MNoHATME 1 BUADI
3awmwaemon  uHgopmaumn. [oHATME M
BMAbI yrpos NHpOPMAaLMOHHOW
©esonacHocTu.
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Pasgen 2. lHdopmaunoHHasa BoHa, MeToabl 1
cpencTea ee BeAeHust

Tema 3. loHATME yrpo3bl MHGOPMAaLMOHHOM
©esonacHocTn. dakTop, BO3OENCTBYIOLINA Ha

3awmLaemyto MHdopMmaLmio. Tunbl
[ectabunmanpyowmx ¢aKkTopOoB.
Knaccudmkaums " BMAbI yrpos

MHOpMaUMoHHON 6e3onacHocTW. BHyTpeHHMe
N BHELLHWE UCTOYHMKM Yrpo3 MHGOPMaLMOHHOM
©e3onacHoOCTU. Yrpo3bl yTEYKM MHGOPMaLnN r
yrposbl  HECaHKUMOHWPOBAHHOIO  AoCTyna.
OcHoBHble 3MneMeHTbl KaHana peanu3auun
yrposbl ©esonacHocTn NHcopmaLmm.
CybbeKTbl WHOPMaLIMOHHOIO
npotuBobopcTBa. Lenn unHdOpMaLMoHHOro
npotuBobopcTBa. CocTaBHblE YacTU N METOAbI
NHPOPMaLMOHHOrO npotueobopcTBa.
MHdbopmaumoHHoe opyxue, ero
Knaccudukaumsa n BO3MOXHOCTU.

Tema 4. MeToabl HapyLueHust
KOHDMAEHUNANbHOCTH, LenocTHOCTH "
[OCTYNHOCTU MHcopmauun. [MpuynHbl, BUAbI,
KaHanbl YTEYKM W WUCKaXKEHUs WHdopmaunu.
OcHoBHbIe HanpasneHns obecneveHuns
MHpopMaLMOHHON Ge3onacHoOCTH

00BbEKTOB WHpopMaLIMOHHON chepsl
rocyagapcrea B YCNoBusiX WHAOPMaLMOHHOM
BOMHbI. KomnbloTepHasi cuctema kak oObekT
MH(OPMAaLIMOHHON BOMHbI.

Paspgen 3. Ob6ecneuyeHns nHGpOpMaLMOHHON
©e30MacHOCTU KOMMbIOTEPHBLIX CUCTEM

Tema 5. KomnbloTepHasa cucteMa kak obbekT
nMHopmaLmoHHon  BesonacHoctn.  Obwas
XapaKTepucTtumka cnocoboB 1M CpeacTs 3almThbl

NHopmaLmm. lMpaBoBas, TeXHU4eckasl,
Kpuntorpadmyeckasd, dusandeckas  3awmTa
NHopmaLmm. OpraHu3aumoHHO-NPaBoBbIE,
TEXHMYECKME W KpunTorpadguyeckne MeToabl
obecneveHus NHopMaLIMOHHON
©esonacHocTy. MporpammHoannapaTHble

cpeactBa obecneyeHus  MHEOPMaLMOHHOM
BesonacHocTw.

MpakTudeckoe 3aHsTME 2;: MexaHn3Mbl 3aLnTbI
MHdopmaLmm B aBTOMaTU3NPOBAHHbIX
cuctemax

Tema 6. CoaepxxaHne cepBncoB 6e3onacHoCTH
NpPOrpaMMHO-TEXHUYECKOro YPOBHSI.
WaeHTudmkaums " ayTeHTUmKaums,
ynpaefneHne OOCTYNMOM W aBTOpuU3auus,
npoTokonupoBaHue n aygut. Kpuntorpadms
ans cepBucoB 6e3onacHOCTU: WndpoBaHne U
KOHTPOMb  LEMNOCTHOCTU.  JKpaHMpOBaHuE.
AHann3a 3alLNLLEHHOCTHU. Ob6ecneyeHne
[ocTynHocTu. TyHHenMpoBaHue. YnpaeneHue.

MpakTndeckoe 3aHaTMe 3: OcobeHHOCTU
OUCKPELIMOHHON 1M MaHgaTHOM  Moaenu
©e3onacHocTu
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Tema 7. HasHadeHne dhopmanbHbIX Mogenen
OesonacHoctn. [lonutnka GesonacHOCTU.
MoHuTop BesonacHocTn obpaweHnin.
IOuckpeumoHHass ¥ MaHgaTHas  Moaenu
6e3onacHocTy. dopmarnbHble Moaenm
ynpaeneHus goctynom. Mogenb XappucoHa-
Pys3o-Ynbmana. Mogenb benna-flallagynei.
dopmanbHble Mogenu LenoctHocTu. Mogenbs
Knapka-BuncoHa. Mopenb Buba.
CoBmecTHOE  ucnonb3oBaHWe  MoAenew
OesonacHocTuio  PoneBoe  ynpaBrieHue
[OCTYMOM.

MpakTudeckoe 3aHATME 4. dopMmanbHble
Moaenm ©e3onacHocTn
aBTOMATU3NPOBaHHbLIX CUCTEM

Tema 8. MeTogbl M KpuUTEpUN OLIEHKU
3ALUMLLEHHOCTU  KOMIMbIOTEPHBIX  CUCTEM.
Mopgenu, ctpaTtermm n cuctembl obecneyeHms
nHopmaLmMoHHon Be3onacHocTu. Kputepun
" Knaccbl  3alMLLEHHOCTU cpencTs
BbIYUCIINTENBbHON TEXHUKM "
aBTOMATU3NPOBaHHLIX  MHCPOPMALMOHHBIX
CUCTEM. Kputepun ©e3onacHocTK
KOMMNbIOTEPHBIX cnucTem « OpaHxeBasi KHUra».
Obwme Kputepum ©e3onacHocTn
MHOPMAaLIMOHHbIX TEXHOMNOIMM.
PykoBogsLume foKyMeHThl [focTexkommccum
(PCTIK) Poccun. CraHpapThl no
yrpaBneHunio NHpOPMaLMOHHOM
BesonacHocTtblo ISO/IEC 27000.

MpakTudeckoe 3aHaTME 5: PykoBogswme
OOKYMEHTbI OCTIK Poccumn
(CocTexkommuccun)

nn

Tema 9. 3awumra NHdpopMaLmm,
obpabaTbiBaemMon B aBTOMAaTU3MPOBAHHbLIX
cuctemMax OT  TEXHUYECKMX  pasBedok.
Knaccudumkauus " BO3MO>HOCTU
TeXHN4ecknx paspegok. KomnbloTepHas
pasBegka. TexHuYeckue KaHarmnbl YTeuku
MHpopMaLmmn npu akcnnyarawumm
aBTOMAaTU3NPOBAHHbIX cuctem.
OneKkTpoMarHuTHoe BO34eNcTBue n
achdekTtel ero  BosgencTeus.  3awumTta
aBTOMAaTM3NPOBaAHHbLIX CUCTEM W CPEACTB
BbIYMCIUTENBHON TEXHUKU OT BHELLHEro
3MEeKTPOMarHMTHOro

BO34ENCTBMS.

lMpakTnyeckoe  3aHATME  6: 3awmTa
WHopMaLmu, obpabaTbiBaeMon B
aBTOMAaTU3NPOBAHHbBIX cucTemax oT
TEXHUYECKMX pa3Beaok

nn

Utoro B cemecTpe (Ha kypce ansa 3A0)

nn

KoHcynbTaumm 1 npomexyTodHas
atTectaums (Ok3ameH)

18

18

81

2,5

245

Bcero koHTakTHasa padorta n CP no
AUcUMNNuHe

38,5

105,5

4 KYPCOBOE NPOEKTUPOBAHUE

Kypcoaoe npoekTnpoBaHne y‘-le6HbIM nnaHoM He nNnpeayCMOTpeHOo




5. ®OH[] OLIEHOYHbIX CPEACTB AN NPOBEQEHUA NPOMEXYTOYHOWU ATTECTALMU

5.1 OnucaHue nokasarteneun, KOUTEPUEB U CUCTEMbI OLleHUBaHUA pe3yNbTaToB 00y4YeHus
5.1.1 NokasaTtenn oueHUBaHuA

Koa HanmeHoBaHue OL,eHOYHOro
Moka3aTenu oueHnBaHWA pe3ynsTaToB oby4eHuns
KOMMeTeHummn cpeacTtea
1. ®opmynupyeT OCHOBHble BWAbl Yrpo3 WH(OPMaLMOHHOM
6e30nacHOCTW, Ha3blBaeT OCHOBHbIE KaHarbl yTeydku uHpopmaumm
Bonpocel ans YCTHOro

2. lMpoBOAMT oOUEeHKY TeKywMX 3agad C TOYKM 3peHUs 3aluTbl coBecanosaHms
nHdopMaumm,  ucnonb3yeT  MaremaTtMyeckun  annapat  ans X

MK-4 Bonpocbkl anga TectupoBaHus.

KoOMpOBaHUS MHoOpMaLmm

3. BbisBnisieT KaHanbl yTeykM MHOpMaLmMmn Kak B NOMELLEeHUn, Tak U B
NHAOPMaLMOHHON cucTeme, paspabaTtbiBaeT PEXUM CEKPEeTHOCTU Ha
obbekTe

MpaKTMKO-OpUEHTUPOBaAHHbIE
3agaHus.

5.1.2 Cuctema v KpuTepum oLeHMBaHUA

LLkana oueHnBaHusa

Kputepuun oueHnBaH1st copMUPOBAHHOCTM KOMMETEHLMI

YcTHoe cobecenoBaHne MNMucbMeHHas paborta

5 (oTnun4HO)

MonHbIA, ncyepnbiBalOLWMA OTBET, SIBHO
OEMOHCTPUPYIOLWUMIA rnybokoe noHMMaHue
npegmMeTra u LWWMPOKYID 3pyauumilo B
oLeHnBaemon obnacTtu, ymeHue
ncrnonb3oBaTb TeOpPEeTUYECKNE 3HaHUS On1st
peLLeHnsi NPaKTU4YeCKMX 3agau.
YuyntbiBaloTcss Gannbl, HaKOMMEHHble B
TeyeHue cemecTpa.

4 (xopoLuo) JonylieHbl B OTBETax HEeCYLIeCTBEHHble

OTtBeT NOMNHbIN " NpaBuUbHbIN,
OCHOBaHHbIi  Ha  npopaboTke  Bcex
ob6sa3aTenbHbIX UCTOYHUKOB MHOPMaLMK.
Moaoxon kK matepuany OTBETCTBEHHbIN, HO

OLUMOKKM, KOTOPbIE YCTPaHSATCS TOMbKO B
pe3ynbTaTte cobecenoBaHns
YuuTbiBatotca 6annbl, HakoMnmneHHble B
TeuyeHue cemecTpa.

3 (yBoBneTBOpUTENbHO)

OTBeT BOCNPON3BOANT B OCHOBHOM TOMbKO
NEKUMNOHHbIE maTepuansl, 6es
CaMOoCTOATENbHON paboTbl c
pekomMeHO0BaHHON nuTepaTypow.
[eMoHCTpupyeT noHumaHue npegmeTa B
Lenom npu HenonHbIX, cnabo
apryMeHTUpOBaHHbIX oTBeTax.
MpuCyTCTBYIOT HETOYHOCTM B OTBETaXx,
npobenbl B 3HAHUSIX MO HEKOTOPbLIM TeMaM,
CyLleCcTBEHHble OWNBKM, KOTOpble MOryT
OblTb HaMAeHbl M YaCTUYHO YCTPaHEHbl B
pesynbTaTe cobecefoBaHus.
YyutbiBaloTca 6annbl, HakonneHHble B
TeyeHue cemecTpa.

2 (Heyﬂ,OBJ’IeTBOpVITeJ'IbHO) Ba>KHbIX ANEeMeHTOB ANCUUNINHDBI.

HecnocobHocTb 0TBETUTL Ha Bonpoc 6e3
MOMOLLY 3K3ameHaTopa. HesHaHue
3HAUUTENBbHOW  YacTW  MPUHLMNUANLHO

MHoro4mcneHHble CYyLLECTBEHHbIE
owunbkn. He yuutbiBaloTCcA  Oannsl,
HakonmeHHble B TeYEHNE cemecTpa.




5.2 TunoBble KOHTPOSbHbIE 33faHUs UMW UHble MaTepuanbl, Heo6xoAMMble OMsl OLEHKU 3HAHWUIA, YMEHUA,
HaBbIKOB U (UNK) ONbITa AEATENLHOCTU
5.2.1 MNepeyeHb KOHTPONbHbLIX BONPOCOB

Ne n/n I POpMynMpPOBKM BOMPOCOB
Cemectp 10

1 OcHoBHble nonoxexHust KoHuenuun HaunoHanbHoln 6e3onacHoct Poccuinckon ®egepaunmn n [OKTpUHbI
nHdopMaLmoHHow 6esonacHocTu Poccuiickon Pepepauun.

2 MoHATHe, NnpegmeT MHOPMaLMOHHON 6e30NacHOCT U ee MEeCTO B cucTemMe obecrneyeHunst HauMoHanLHom
H6esonacHocTy.

3 Onvpe,qeneHme NMOHATUNS «rocydapCTBEHHas TanHay. [lepeyeHb cBeaeHWI, COCTaBNALWMX FOCY4apCTBEHHYIO
TaviHy.

4 I'IpaBOBblg MeXaHU3Mbl OTHECEHWNSI CBEAEHWUI K rOCyAapCTBEHHOMN TaliHe, paccekpeynBaHnsa CBeAeHUN N Ux
HocuTenen.

5 BawuTta rocygapcTBeHHon TanHbl. CyGbeKTbl 3alnTbl FOCY4apCTBEHHOM TalHbl, MX (PyHKUMWM B 4aHHOW cdepe.
KoHTponb 1 Haasop 3a obecnevyeHrem 3almTbl rocyAapCTBEHHON TarHbI.

6 Oco6eHHOCTM NPaBoBOW 3aLUMThI CBEAEHUIN, COCTaBMASIOLLMX FOCYAaPCTBEHHYIO TanHY.

7 OcCHOBHble 06bEKTHI HCTUTYTa KOMMEPYECKON TalHbI.

8 CybbekTbl UH(POPMALIMOHHBIX MPABOOTHOLLEHWIA, BO3HMKAIOLLMX MO MOBOAY KOMMEPYECKOW TalHbI.

9 [MpaBoOBOW PEXMM KOMMEPYECKON TarHbI.

10 3awmTa npaB Ha KOMMepYeckyto TariHy. OTBETCTBEHHOCTb 3@ HapyLLEeHUs Npy paboTe ¢ KOMMEPYECKOW TalHOW.

11 NHCTUTYTBI NpodeccnoHanbHbIX TaH U X 3HadeHue Ana 06ecneqe|v-|ms| 3alWmThl NpaB 1 cBoboa YenoBseka u
rpaxgaHnHa, KOMMepPYeCKNX MUHTEPECOB OpraHn3aunii U y4pexgeHun.

12 OcHoBHble KaTeropuu ceefeHuin, 3almLlaemMblX B pexmme npodeccmoHansHom TanHsbl.

13 OCHOBHbIe KaTeropun cBeaeHun, 3awmLaemMblX B pexume npodeccuoHanbHON TanlHbI.

14 CucTtema npaBoBOro perynMpoBaHns oTAeNbHbIX UHCTUTYTOB NPOEeCCUOHarnbHbIX TarH.

15 lMoHATUE N XapakTepucTrKa NpaBoHapYyLWeHNn B MHpopMaLnoHHon cdepe.

16 KpvMuHanucTnyeckas xapakrepucrika npectynneHuin B cdepe KoMnboTepHOW MHopMaLmu.

17 OTBETCTBEHHOCTbL 3a NMpaBoOHapyLleHns B chepe KOMMNbIOTEPHON MHOpMaLMK.

18 OCHOBHbIE NOHATUS U onpeaeneHus nHpopmauoHHon 6e3onacHoOCTH.

19 OCHOBHbI€ NpUYMHbI ysI3BUMOCTY ceTu Internet.

20 AHanu3 yrpo3 6e30nacHOCT KOPNOpaTUBHBIX MH(POPMaLMOHHbLIX CUCTEM, 0OYCMOBMNEHHbIX EACTBUSMM
CYyOBHEKTOB.

21 AHanus yrpos 6e30naJCHocw| KOpnopaTUBHbIX MHPOPMALIMOHHBIX CUCTEM, 0OYCNOBIEHHbLIX TEXHUYECKMMM
cpeacTBamu U CTUXUAHBIMW MCTOYHUKaMW.

22 dPopMmbl ceTeBbIX atak Ha MHdopMauuio.

23 HasHauyeHve cnctembl 3aWwmTbl UHOPMaL K.

24 Cnoco6bl 3awmTbl MHpopmauuun. CpeacTea 3awmUTbl MHOpMaUun.

25 KomnnekcHbI nogxoq K pelleHnto npobnemsl 3awmuTbl MHpopmauuu.

26 MpuHLUMNBI NOCTPOEHNs cucTembl 6ezonacHocTu. MNonutuka 6Ge3onacHocTU.

27 OCHOBHbI€ NOHATUS U onpegeneHns KpunTorpaduyeckon awwmTbl MHOPMaLUN.

o8 MpoLecc nocTpoeHus nogcucteMbl MHOPMaLMOHHONW Ge3onacHOCTU KoprnopaTuBHon ceTn. Moaens
afanTUBHOIO ynpasneHns 6e30nacHOCTbIO CETH.

29 CpeacTtBa aHanunsa 3aLUMLLEHHOCTU BCEX YPOBHEW KOPNopaTUBHOW MHAOPMaLIMOHHON CUCTEMBI.
Knaccudmkaums cuctem obHapyxeHus atak. Cuctembl 0OHapyXeHUs aTak Ha CETEBOM U ornepauyOHHOM

30 ypoBHAX. KOMMNOHeHTLI cuctem obHapyxeHus atak. Metoabl aHanusa nHdopmaunn. Metoasl pearmpoBaHus.

CraHpapTbl 6e30nacHOCTH.




5.2.2 TunoBble TeCToBble 3afaHuA

1. OCcHOBHbI€e BUAbI 3aLumLiaemMon nHopmaumm no CoaepXaHuio:

1) cekpeTHas; 2) npu3HakoBas; 3) ceMaHTuyeckas; 4) HecekpeTHas

2. UHdopmavmen, nognexalien sawmre, ABAseTcA. ..

1) MHpopMmaLMA O COCTOSTHUM ONepauUMOHHON CUCTEMBI; 2) cBeaeHus 06 okpyxarwem mupe; 3) nHdopmaums,
npuHocaLLas BeIroay; 4) uHopmaumsa o6 ydpexxaeHmn npogeccmoHanbHOro obpasosaHus

3. MokasaTensmu 6e3onacHOCTU MHOPMaLMK ABNAIOTCS:

1) BEpOATHOCTb MpeAoTBpalleHnUs yrposbl; 2) BpeMmsi, B Te4YeHne KoToporo obecnedvBaeTcs onpeneneHHbINn
ypoBeHb 6e3onacHoctu; 3) Bpems, HeobxoanmMoe Ha B3fnOM 3almTbl MHMOpMauun; 4) BEpPOSITHOCTb BO3HWKHOBEHMS
yrpo3bl MHOpMaLUmnoHHoON 6ezonacHocTH

4. PesynbTatom peanusauun yrpo3 b MoxeT 6bITh ...

1) n3MeHeHne KOoHUrypaumm nepudepunHbIX YCTPOWUCTB; 2) YHUYTOXEHMEe YCTPOWCTB BBOAA-BbIBOAA
nHopmMaunn; 3) HECaAHKLMOHMPOBAHHbLIA AOCTYN K MHpopMauuu; 4) BHeapeHue gesvHdgopmauumn B nepudepuiiHbie
yCTpONCTBa

5. AbcontoTHas 3awmTa MK oT ceTeBbIX aTak BO3MOXHa Npu:

1) oTCyTCTBUM COEAMHEHMS; 2) UCNONb30BaHWM NULEH3MOHHOIO NpPOrpaMMHOro obecneyeHus; 3) yCcTaHOBKe
MEeXCeTeBOoro akpaHa; 4) MCNoMb30BaHNN HOBEWLLNX aHTUBUPYCHBLIX CPEACTB

6. B yenoBeko-koMMNbIOTEPHLIX CUCTEMax Heobxoanumo obecnednsaTtb 3M oT Tpex

yrpoas:

1) cny4anHown noTepu Unu U3MeHeHus; 2) NnpegHaMepeHHOro NCKaXeHWst; 3) CaHKLIMOHUPOBAHHOIO NpocMoTpa; 4)
cboeB 0bopynoBaHus; 5) peaepBHOro KONMpPoBaHUSA

7. Yrpozamun nHopmMaumoHHON BOMHLI Ana PO asnsatoTcs:

1) OpMEHTUPOBAHHOCTb Ha OTEYEeCTBEHHble TEeXHUYEeCKMe CpPeAcTBa; 2) HeCOBEPLUEHCTBO 3aKOHOA4ATESbHOM
6a3bl; 3) 3HaUMTENbHAA NPOTHKEHHOCTb TEPPUTOPUN; 4) OTKPBLITOCTb rpaHnLy

8. Bpangmayap (Firewall) — aTo...

1) rpadmuecknin pegaktop; 2) HTepHeT-6pay3ep; 3) noyToBas nporpamma; 4) MexceTeBow aKpaH

9. MNpuHUUNManbHBIM OTNINYMEM MeXCceTeBbiX 3kpaHoB (M3) OT cuctem oBHapyXKeHMs aTak MU BTOPXKEHWIA
(COB) sBnisieTcsa 1O, 4TO:

1) M3 6binn pa3paboTaHbl ANA aKTUBHOM MW naccuBHor 3awmTbl, a COB - gns akTMBHOMO MM NaccMBHOIO
obHapyxeHusi; 2) MO paboTtaeT TonbKko Ha ceTeBOM ypoBHe, a COB ewwé n Ha dnanyeckom;

3) M3 6binn paspaboTaHbl 418 aKTUBHOMO UK NaccuBHOro o6HapyxeHusi, a COB - onga akTMBHOW UM NaccUBHON
3awuThl; 4) MO paboTtaeT Tonbko Ha dmanyeckom yposHe, a COB elué u Ha ceTeBOM

10. MNMpegoTBpaTUTL NPOHMKHOBEHNE BPEAOHOCHbLIX MPOrpaMm Ha NOAKMIOYEHHbIN K CETU KOMMbIOTEP NOMOraeT...

1) pesepBHOe KOMMpOBaHWE [AaHHbIX; 2) 3MNEKTPOHHas noanucb; 3) HanMyue SMEeKTPOHHOro Krwya; 4)
aHTUBMPYCHLIN MOHUTOP

11. 3aWNUTUTb NNUYHBIA SNEKTPOHHBIV MOYTOBLIN ALUMK OT HECAaHKLMOHMPOBAHHOIO A40CTYMNa No3BOoNseT ...

1) ckpbITME NNYHOTO Napons; 2) aNeKTPOHHas NoAnuchb; 3) OTKMOYEeHWEe KOoMMbloTepa; 4) BKOYEHUE pexuMma
COXpaHeHWs normHa

12. Hanbonee 3awWmEHHbIMU OT HECAHKLMOHNUPOBAHHOIO 4OCTYMNA NIMHASIMU CBA3W Ha CEroaHs SABMSOTCA:

1) oNTOBONOKOHHbIE; 2) anekTpudeckue; 3) nHdpakpacHsle; 4) pagno

5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAaHHbIE 3aAaHNA (3apayun, Kenchbl)

1. CdhopmynmpoBaTb OCHOBHbIE BUAbI Yrpo3 UHOpMaLMOoHHOM 6e3onacHOCTy.
2. [poBecTn OLeHKY 3a4adn C TOYKM 3peHUs 3alumTbl MHopmaumu.

3. BbiSiBUTb kaHanbl yTevku nHdopmaLmm B NoOMeLLeHUK.

4. BbIiBUTb KaHarnbl yTe4kn nHdopMaumm B MHOOPMaLMOHHON CUCTEME.

5.3 MeTogu4yeckne maTepuanbl, onpegensaowme npoueaypbl OLeHMBaHUA 3HaHUW, YMEeHUN, BnageHun (HaBbIKOB
1 (MNK) NpaKTMYECKOro onbiTa AeATENbHOCTH)

5.3.1 YcnoBusa gonycka ob6y4aroLerocs kK npomMexxy ToO4HOW aTrectaumm U nopsifok NUKBUAaLMN akageMnyeckomn
3a40/HKEHHOCTU

MpoBegeHMe NPOMEXYTOYHOW aTTecTauun pernaMmeHTUPOBaHO NoKanbHbIM HOpMaTtuBHbIM aktom CM6IYMNTAO
«MonoxeHne o0 NPOBEAEHUN TEKYLLETO KOHTPOSSI YCNEBAEMOCTM U MPOMEXYTOUHOM aTTecTaumm obydatoLwmxcsa»

5.3.2 ®opma npoBeaeHUs NPOMEXYTOYHON aTTecTauMu No AucunnnmHe

YcTHada + MuceMeHHas KomnbloTepHoe TecTupoBaHue UHas

5.3.3 Ocob6eHHOCTN NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum No AUCLUNIINHE

Mpu nNpoBeaeHWn 3a4eTa BpeMsi, OTBOAMMOE Ha MOATOTOBKY K OTBETY, cocTaBnsieT He 6onee 40 muH. Hukakol
cnpaBoYHON MHOpMaLmK obyvarllemy He npedocTaBnseTcs. CoobLeHne pesynbTaToB 0byyaroLLemMycsi NPON3BOAUTCS
HernocpeaCcTBEHHO MOCe YCTHOro OTBETA.



6. YHEBHO-METOAMYECKOE U UH®OPMALMOHHOE OBECNEYEHME ANCLUUMIIUHDbI
6.1 YyebHasa nutepatypa

AsTOp

3arnasue

MN3paTenbCcTBO

I log nsgaHusa [

Ccblnka

6.1.1 OcHoBHas y4ye6Has nuTepaTtypa

LWtepeHbepr C. U. 3awmuta  uHpopMauum B . http://publish.sutd.ru/
KOMMbIOTEPHbIX CUCTEMAX Ca%([T_I-glre;ﬁp%%ypr. 2022 tp_ext_inf_publish.ph
p?id=2022163
PeBHuBbIX, A. B. UHdopmaunoHHas http://www.iprbooksh
6e3onacHOCTb B|Mocksa: A M Ap Meamna 2021 op.ru/108227.html
opraHm3aumnsax
MopryHos, A. B. MHdopmaLmoHHas . https://www.iprbooks
i 6e3qc))n20HOCTb HoBocubupak: hog.ru/98708F.)html
HOBOCVI6VIpCKVIVIV 2019
rocygapCcTBEeHHbIN
TEXHUYECKNA yHuBepcuTeT
PesHuBbIX, A. B. MHpopmaumoHHaa https://www.iprbooks
6e3onacHOCTb B|Mocksa: A Mn Ap Meauna 2021 hop.ru/108227 .html
opraHMsaumsx
6.1.2 lononHuTenbHasa y4yebHas nutepatypa
Hwukndopos, C. H. 3awuTa nHopMaumm.| CaHkr-MeTepbypr: CaHkT- http://www.iprbooksh
3alimileHHble cetu MeTtepbyprckuin op.ru/74382.html
rocygapCcTBeHHbIN 2017
apXUTEKTYpHO-
CTPOUTENbHBIN
yHuBepcuteT, 96C ACB
lopes, A. U.,|ObpaboTka " sawmTal o o Omckas S— http://www.iprbooksh
Cumakos, A. A. nHdopmaunn ’ 2016 op.ru/72856.html
MB[ Poccun
KOMMbIOTEPHBIX CUCTEMAX
Hwukndopos, C. H. 3awumTa nHdopMaumm.| CaHkr-MeTepbypr: CaHkT- http://www.iprbooksh
3awuTa oT BHELLHUX MeTepbyprckun op.ru/74381.html
BTOPXXEHUI rocyapCTBEHHbI 2017
apXUTEKTYpPHO-
CTPOUTENbHBIN
yHuBepcuteT, 96C ACB
lonukos, A. M. 3awmuta uHdbopmauum ot Tomck: Tomckuit http://www.iprbooksh
YTEYKM MO  TEXHUYECKUM rocyAapCTBEHHbIN op.ru/72090.html
KaHanam YHUBEPCUTET CUCTEM 2015
ynpaBneHnsa un
paano3NeKTPOHNKM
Boposkosa, I". C. AHanus KOHEYHbIX JInneuk: Nuneukun https://www.iprbooks
N3MEHEHNA B YNpaBneHun u rocynapCTBEHHbIN 2018 hop.ru/92843.html
3awmTa nHcpopmaumm TEeXHUYECKUI
yHusepcutet, 36C ACB
BaHuHa, M. ©. 3awmuta uHdopmMaumm  un ) - https://www.iprbooks
KOHTpPOIb OaHHbIX B Mocksa: MOCKOBCK”M hop.ru/92460.html
nokymenTax Microsoft Office TEXHNYECKUIN YHUBEpPCUTET 2018
CBSA3M M UHPOPMATUKM
Hukndpopos, C. H.,|3awuTa nHopMaumn. | Cankr-MeTtepbypr: CaHkT- http://www.iprbooksh
Pomapganos, M. M. Maponwn, ckpbiTe, yaaneHue MeTepbyprckun op.ru/80747.html
OaHHbIX rocygapCTBEHHbIN 2017
apXMTEKTYpPHO-
CTPOUTENbBHBIN
yHusepcutet, 96C ACB

6.2 MepeyeHb NpodeccuoHanbHbIX 6a3 AaHHbIX U UHE(OPMALMOHHO-CNPAaBOYHbIX CUCTEM

®CTOK Poccun depgepanbHas crnyxba no TEXHNYECKOMY U SKCMOPTHOMY KOHTponto - https://fstec.ru/
Cuctema KoHeynbTaHT MNntoc - http://www.consultant.ru/

6.3 NMepe4yeHb NULLEH3MOHHOIO U CBO6OAHO pacnpoCcTpaHAeMoro NporpaMmMHOro o6ecnevyeHus
MicrosoftOfficeProfessional
Microsoft Windows

DosBox
Python
Notepad++

Microsoft Visual C++ 2010 Express




6.4 OnncaHne martepuManbHO-TEXHUYECKOW 6a3bl, HEOGXO0AMMOW ANA OCYLEeCTBIIEHUA o6pa3oBaTesribHOro
npouecca no gucumnnuHe

AyanTtopus OcHaleHue

MynbTumeauinHoe obopyaoBaHue, cneumannamposaHHas mebenb, Jocka
JlekumoHHasa Y A pyA H P A
aygutopus

MynbTumMegunHoe obopyaoBaHue, KOMMbIOTEPHAsA TEXHUKA C BO3MOXHOCTbIO MOAKIHOYEHUS K
KoMmnbloTepHbIli knacc [cetn  «MIHTepHeT» K obecneyeHuem AocTyna B 3MEKTPOHHYI  MHAOPMaLMOHHO-
obpasoBaTenbHyo cpeny

CneuvnanuanpoBaHHas mebenb, gocka

YyebHasn ayamTopus
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