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1 BBEQEHUE K PABOYEN NMPOrPAMME OUCLUMNIUHBI

1.1 Uenb ancuunnuubl: ChopmupoBatb komneTeHunn obydaroLerocs B 061acT COBPEMEHHbIX HaNpaBneHumn
pasBUTUS KOMMLIOTEPHbIX CETEN U TENEKOMMYHUKaLMUA

1.2 3agayun OUCUMNNVHBI:

» PaccMoTpeTb TeopeTnyeckne OCHOBbLI apXMTEKTYPHON U CUCTEMOTEXHUYECKOW OpraHn3aunmn BblHUCIIMTENbHbIX
ceten

* [NokasaTb 0COBEHHOCTU KOHPUTYPUPOBaHUS NOKanbHbIX CETEN

* PaccmoTpeTb TEXHOMOMMM NOCTPOEHNSA U CONPOBOXAEHNA MHAOKOMMYHUKALNOHHBIX CUCTEM U CETEN

* MNokasaTb ocobeHHOCTM BblGOpa, KOMMMEKCMPOBAHNS W SKCMyaTauuy nporpammHo-annapaTHbIX CpeacTB B
co3aBaeMblX CETEBbIX CTPYKTYpax

» PaccmoTpeTb TeopeTUYeckne OCHOBbI MOCTPOEHMSI CETEBLIX NMPOTOKOMOB

1.3 Tpe6oBaHusa kK NnpeABapuUTEeNbLHON NOAroToBKE oby4atrollerocs:

MpenBapuTenbHas NoAroToBKa NpeanonaraeT co3gaHue OCHOBbI AN OPMUPOBAHUS KOMMNETEHLUNI, yKadaHHbIX
B M. 2, NPY N3y4eHNM OUCLMNINH:

Basbl gaHHbIX

VHopMaunoHHbIe TEXHONOMMK
Web-nporpammupoBaHne

2 KOMNETEHLUWU OBYYAIOLLEFrocA, ®OPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OANCLIUTMIINHbI

OlMK-5: Cnoco6eH MHCcTannupoBaTh NporpaMMHoOe 1 annapartHoe obecne4veHue AnsA MHGHOPMaLMOHHbIX U
aBTOMaTUM3MPOBaAHHbIX CUCTEM;

3HaTb: YHKUMM U 0BS3aHHOCTU MPUHSATUS  YMNpPaBEHYECKMX pEeLleHWn aaMuHUCTpatopa CeTu B BOMpocax
NpefoTBpaLleHns U HelTpanuaaunm yrpo3 yHKLMOHMPOBaHWS MHOPMALIMOHHbBIX CUCTEM

YMeTb: yMeTb WCMOMb30BaTb S3bIKM U CUCTEMbI MPOrPaMMUPOBAHUA C LeENbio aBToMaTu3auuMn UHADOPMAaLMOHHBIX
npoueccoB no c6opy nHgopmMauum, Heobxoanmoii Ans 06paboTkv U NPUHATUS YNPaBIEHYECKUX peLleHuii

BnageTb: HaBblkaMy NPUMEHEHUS METOL40B aAMUHUCTPUPOBAHMS MHDOPMALMOHHBIX CETEN.

OlK-7: CnocoGeH ocyuecTBAATL BLIGOP NNaT(OPM U UHCTPYMEHTamNbHbIX NporpaMmMHoO-annapaTHbIX CpeacTs
AnA peanusaunm MHGOPMaLNOHHbLIX CUCTEM;

3HaTb: TEOpPETUYECKNE OCHOBbl apXUTEKTYPHOW W CUCTEMOTEXHUYECKOW OpraHu3auuy BbIYUCIMTENLHBIX CETEWN,
MOCTPOEHUSI CETEBbIX MPOTOKONOB; Kraccuukaumio, apXUTEeKTypy W CTaHgapTbl MHEAOPMAaLUOHHO-BbIMUCTIUTENbHbBIX
CeTell; 3TanoHHY MOZernb B3aUMOCBS3U OTKPbITLIX CUCTEM; MPUHLMMLI OpraHn3auun 1 agMUHUCTPUPOBAHUST NOKarbHbIX
1 KOPMOpPaTMBHbIX CeTeN; PYHKLMOHAaIbHbIE YCTPONCTBA BbIYUCIUTENbHBIX CETEW

YMeTb: BbIOUpaTh, KOMMIEKCUPOBATL M 3KCMIyaTUpoOBaTh NporpaMMHO—annapaTHble CPeACcTBa B CO3[JaBaEMbIX CETEBbIX
CTPYKTYpax

BnapeTb: HaBblkamu No onpegeneHuto cutyauun, npu KoTOpoOW Heobxoanmo pacwmnpuTb noKanbHyO CeTb, U NO
onpeneneHnio KOMMOHEHTOB 415 pacLUMPEHNS KOHKPETHOW CETU




3 PE3YIIbTATbI OBYYEHUA NO AUCLUMNIUHE

HavmeHoBaHWe 1 copepxaHue pasgernos,
TeM U y4ebHbIX 3aHATUIA

CemecTtp
(xypc anst 3A0)

KoHTakTHas
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Paszgen 1. OcHOBbI  MHGOPMALMOHHO-
BblYNCMUTENbHbIX CETEN

Tema 1. Knaccudpmkauusa nHopMaunoHHo-
BbIYMCINTENbHBIX ceTen. Cetn
OofHopaHroBble W "knueHT/cepeep”. Tunbl
CepBepoB: (hannosble cepBepbl, cepBepbl
neyatu, cepsepbl MPUIIOXKEHUI, CepBepbl
cooOLleHnn, cepBepbl 6a3  OaHHbIX.
CeteBas Tononorus: LUMHHas,
3Be3goobpasHas, KonbLieBas,
“3Be3ga-umMHa”, “3Be3ga-konbLo”’, ayencTtas
(cotoBas). CeteBbleapxutekTypbl: Ethernet,
TokenRing, AppleTalk, ARCnet.
MpakTnyeckoe 3aHATME: BeegeHve B
KOMMNbIOTEPHBIE CETU.

Tema 2. KaHanbl nepejaynM [AaHHbIX U
CeTeBble KOMMOHEHThLI. AHANoroBble KaHarnbl
nepegayn AdanHHbiX. LlndpoBblie KaHanbl
nepegayn faHHbix. PasgeneHve kaHanos
Nno BPEMEHW M 4YacToTe. XapakTepUCTUKU
NPoOBOAHbIX NMHUIA cBsA3W. KoakcuanbHbiv
kabenb. Kabenb Tuna «BuTas napay.
OnTOBOMOKOHHBIN Kabernb. [naTtel ceTeBoro
aganTtepa: npvHUun paboTbl, NapameTpbl
HaCTPOWKM. MpakTnyeckoe 3aHATHE:
CeTeBble KOMMNOHEHTHI.

Tema 3. becnpoBoagHble  noKanbHble
BbluMCUTENbHBIE  ceTU.  CnyTHMKOBbIE
KaHanbl. becnpoBogHble nokanbHble
BblMMCINIUTENbHBIE CETU: MHdPaKpacHoe
nanyyeHue, nasep, paguonepenaya B y3kom
OmnanasoHe (ogHoyacToTHast nepegada),
paguonepefaya B pacCesHHOM CHeKTpe.
MoOunbHble cetu: nakeTHoe
paguocoeauHeHne,  COTOBble  CUCTEMbI
CBA3M, MUKPOBOSTHOBbIE CUCTEMBI.
Texnonormn Wi- Fi, Bluetooth, WiMAX,
ZigBee. MpakTnyeckoe 3aHATHe:
BecnposogHble JIBC.

Pasgen 2. CeteBble mogenu u crnocobbl
0OocCTyna K cpefe nepenadun gaHHbIX

Tema 4. OTanoHHass MoAenb B3aMMOCBSI3U
OTKpbITbIX cucteM. Mogenb OSI. Mogenb
IEEE Project 802. MNepenaya AaHHbIX MO
ceTu: OyHKLMM NaKeTOB; CTPYKTypa NakeTa;
dopmMmmnpoBaHmne, agpecauns M paccbinka
NakeToB; WCMNOMb30BaHME MaKETOB Npu
neyatu. PyHKUMM  YpOBHEN  MoAerm
OSl.CeTesaBucmMble U ceTeHe3aBUCUMbIE
YPOBHU. Mopnenb TCP/IP. Mopenu
noctaBwunkoB. [MpakTnyeckoe 3aHATUE:
TeopeTunyeckas mogenb ceTu.
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Tema 5. T[lpotokonbl M MeTogbl AOCTyna.
[MpoTOKOMbI B MHOrOYPOBHEBOW apXUTEKTYpeE:
CTEKM NPOTOKOMOB, MpusAska. CTaHOapTHble
cTeku. MpuknagHble, TPAHCMNOPTHbIE U CETEBbIE
NPOTOKOIbI. CraHgapThl MPOTOKOIOB.
MpoTtokonbl  ynpaeneHusi. MHOXeCTBEHHbIN
aoctyn c KOHTpOnem HecyLen n
oBHapyxeHnemM KoHMIMKTOB. MHOXeCTBEHHbIN
aoctyn c KOHTpOnem HecyLen n
npegoTBpaLleHnemM KoHnukToB. MapkepHblie
MeToabl goctyna. [ocTyn Mo npuopuTteTy
3anpoca. lNpaktuyeckoe 3aHsATUE: [1POTOKONMbI 1
MeTOAbl JOCTYyna.

Tema 6. MeToauka NPOEKTUPOBaHNSA
nokanbHOW CceTu opraHudauuun. WcexogHble
OaHHble, BblbOp pasmMepa W CTPYKTYpbl CETH,
Bolbop  obGopygoBaHusi, BbIOOp  CeTeBbIX
nporpaMmHbix cpeacts. Bbibop ¢ yyeTom
CTOMMOCTH, npoeKkTnpoBaHve  kabenbHON

CUCTEMBI, onTMMM3auus n nouck
HeucnpaBHocTem B  paboTalowen  ceTu.
MpakTnyeckoe 3aHATHE; CeTeBble
APXMTEKTYPbI.
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Pasgpen 3. Metogbl nepefayn  [AaHHbIX
BMH(OPMAaLMOHHBIX CETAX

13,75
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Tema 7. Metogbl nepejadn OUCKPETHbIX
OaHHbIX Ha huamyeckom ypoBHe. AHanorosas
MOAYNAUMNSA: METOAbl aHaroroBonM MOAynALuK,
CMEKTp MOAZYNMpPOBaHHOIO curHana.Metogpl
LMdPOBOro KOAMPOBaHUS: NOTEHUManbHbIA KOf
©e3 Bo3BpaLLeHnst K Hymno, MeTod OunonspHoro
KOANPOBaHUSA C anbTepHaTMBHOW WHBEPCUEN,
noTeHuManbHbli KOO C WHBEpPCUMEn npwu
eomHuue.Metoabl UMGPOBOro KOAMPOBAHUS:
OMNOMNAPHBIN MMMYNbCHBIN KO, MaH4YeCTEPCKNN
koA, noteHuuaneHbid kog 2B1Q. Jlornyeckoe
KoAMpOBaHUE: M30bITOYHbIE Koapbl,
CKpambrnupoBaHve. [uckpeTHasd Moaynsums
aHanoroBbIX curHanoB. MNMpakTnyeckoe 3aHATUE:
MeToabl nepegadn OUCKPETHbIX OaHHbIX Ha
r3M4ECKOM YPOBHE.

Tema 8. MeToabl nepegayn  OaHHbIX
KaHanbHOro YPOBHSI. CVHXpOHHbIE
CVIMBOJIbHO-OPUEHTUPOBAHHbIE n onT-
OpPUEHTMPOBaHHbIE NpoTOoKonNbl. [epegaya ¢
YCTaAHOBEHNEM COEeAMHEHNS " be3
YCTaHOBIEHUS coeanHeHus. Metogpl
0oBHapyxeHus oLMBOK: KOHTPOSb NO NapuTeTy,
BEPTMKANbHBIN U FOPMU3OHTamNbHbIA KOHTPOMb MO
napuTery, LMKITNYECKNI N30bITOYHbIV
KOHTpOrnb. MeToabl koppekuun owmnbok: MeTop,
C TNpPOCTOAMW, METOA «CKOJb3SILLEro OKHay.
MpakTudeckoe 3aHaTWE: MeTogbl nepegayn
[aHHbIX KaHanbHOro YPOBHSI.

10
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Tema 9. MeToabl nepedadn AaHHbIX CETEBOMO
ypoBHA. Metogbl kommyTaumm. KommyTtauus
KaHanos Ha OCHOBe YaCTOTHOrO
MynbTUMnekcnpoBaHusa.KommyTtaums kaHanos
Ha ocHoBe pasgeneHus BpemeHu.KommyTaums
NakeToB: MPUHUUMBLI, PEXMMbI, MNPONYCKHas
CMOCOBHOCTb CeTer C KOMMyTaLMen NakeToB.
KommyTaums CoOOLLEeHN. Jlornueckas
CTPYKTypM3auusi CETU C MOMOLLbD MOCTOB U
KOMMyTaTopoB. [MpuHUMNbI  MapLupyTu3aumm.
MpoTokonkl MapLUpyTU3aLmm. DyHKL MK
MaplpyTtmnsatopa. Apgpecauua B IP-ceTsax.
Tunbl agpecoB cTteka TCP/IP (nokanbHble,
ceTeBble, [OOMEHHble), opmbl  3anucu
IP-appeca, «knaccbl IP- apgpecoB.Ocobble
IP-agpeca, wucnonb3oBaHMe  Macok  npwu
IP-agpecaunn, aBTOMaTU3auus  npouecca
HasHa4YeHust IP-agpecos. OTobpaxeHne
IP-agpecos Ha nokanbHble agpeca.
OpraHusaumss OOMEHOB M LOOMEHHbLIX WMEH.
MpakTnyeckoe 3aHaTMe: MeTogbl nepegayn
[aHHbIX CETEBOrO YPOBHSI.

Wtoro B cemecTtpe (Ha kypce anst 3A0)

KoHcynbTaumm 1 npoMexyTovHas attectaums
(Baver)

Paspgen 4. BHyTpeHHee ycTponcTBo NHTepHeTa

Tema 10. WHTepHEeT-CTaHaapThl,
WHPaCTpyKTypa, nporpamMmMHbIA  UHTepdenc
ONa  NpUnoXeHun, npotokonbl. [Hdoctyn B
MHTepHeT yepes DSL (digital subscriber line).
KaGenbHble cetn goctyna. [loctyn B MIHTepHeT
no texHonormn FTTH (Fiber To The Home).
KoprnopaTtuBHble 1 gomaliHue ceTu gocTyna:
Ethernet un Wi-Fi. Cetn ©GecnpoBogHoro
poctyna: 3G, 4G wn LTE. T[lpaktuyeckoe
3aHaTue: KommyTauusa kaHanoB u KOMMyTaums
naketoB. 3agepXku, notepu, MNponyckHas
CMOCOBHOCTL B CETU.

Tema 11. CeTteBasi cTpykTypa VIHTepHeTa: cetn
JocTyna, pervoHarnbHble nposangeps,
nposanaepsl nepBoro  YpOBHS, TOYKU
NPUCYTCTBUS,, MHOTOMHTEPENCHBIA  PEXMM,
NMUPUHT, TOYKN obmeHa Tpadmkom (IXP), cetn
npoBanaepos KOHTEHTa. MpakTnyeckoe
3aHsATMe: CeTeBas CTPYKTypa.

Tema 12. Tvnbl ceTeBbIX aTak: BUPYChbl, YepBU,
NPOrpamMmbI-LUMNOHbI, CETU-OOTHETLI, OTKa3 B
obcnyxvBaHnn (DoS-ataku),
pacnpegeneHHble DoS-atakn,  CHUGUHT
(aHann3) naketoB, IP-cnycdwmHr (nogmeHa
appeca). [lpaktuyeckoe 3aHsATME: CeTeBble
aTaku (Bonpocbl 6e30MacHoOCTH).

Paspgen 5. TeopeTunyeckme u npakTuyeckune
aCneKTbl CETEBbLIX MPUITOXKEHNN

Tema 13. ApxuTekTypa CeTeBbIX NPUITOXEHNNA:
KNMeHT-cepBepHasi, ogHopaHroeas  (P2P).
Bsanmopgenctene npoLeccoB: KIMEHTCKUA W
CEpBEPHbIA  MpoOLECChl, WHTepdenc mexay
NPoLIECCOM N KOMMbIOTEPHOW CETbI0 (COKETHI),
agpecauus npoLEeccoB. MpakTnyeckoe
3aHATME: APXUTEKTYpPa CETEBbIX MPUNOXKEHUN.

1 10 nn
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Tema 14. TpaHcnopTHble cnyx0Obl, Tpebyemble
NPUNOXEHWIO: HageXHas nepegadva [AaHHblX,
nponyckHasi CrnocobHOCTb, BpeMsi [OCTaBKW,
©esonacHoCTb. TpaHcnopTHble Cnyx0bl
MuTepHeTa: cnyxobl npotokona TCP, cnyxobl
npotokona UDP. BbesonacHOCTb MpOTOKONa
TCP: «kpuntorpadmyeckmii  npotokon SSL
(Secure Sockets Layer). Pasnuune wmexay
CETEBbIMU MPUMOXKEHUAMU U MPOTOKONaMU
NPUKIagHoro ypoBHs. lNpakTnyeckoe 3aHsiTUE:
Wcnonb3oBaHue aHanusaTtopa nakeToB
Wireshark aons u3yyeHusi OCHOBHbIX acrnekToB
npotokonos TCP, UDP u IP.

Tema 15. TllporpammmpoBaHME COKETOB C
MCMNoNb30BaHNEM npoTokorna UDP.
MporpammnpoBaHme COKETOB c
MCnosib30BaHUEM npoTokosa TCP.
MpakTudeckoe 3aHsaTMe: [lporpammupoBaHue
COKETOB.

Paspgen 6. lNpoTtokonbl 1 cnyx6bl IHTepHeTa

15
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Tema 16. O6G3op npotokona HTTP. HTTP-
COeaMHEHUS:  HEMOCTOSIHHbIE,  MOCTOSIHHbIE.
CoobweHne-3anpoc npoTokona HTTP.
CoobueHne-oTBeT npoTokona HTTP.
Bsanmopenctene nonb3oBatenss u cepsepa:
cookie-thannbl. TexHonorus Beb-
K3LLUMPOBAHWUS: npoKcu-cepsep, npumep
kawmposaHunda. HTTP-npotokon: metog GET ¢
ycriosneMm. [epegada pannoB no npoTokony
FTP. MpoTokon SMTP. CpaBHeHune
npotokonoe SMTP wu HTTP. ®opmarthl
noyToBOro coobuleHns. MpoTokonbl gocTyna K
3NEKTPOHHON noyre: POP3, IMAP.
OneKkTpoHHas nodTa 4epe3 Beb-MHTepdelc.
MpakTtnyeckoe  3aHaATME:  Mcnonb3oBaHue
aHanusatopa naketos Wireshark ons nayvenus
OCHOBHbIX  acrnektoB  nportokona HTTP
(B3anmopencTeme nocpeacTsom GET-
3aNpocoOB W OTBETOB CcepBepa, opmartsl
HTTP-coobLeHun, nepegava GonbLmnx
dannos HTML, dannos co BCTPOEHHbIMMU
ob0beKkTamu, BOMPOCbl  ayTeHTUMKALUN 1
6esonacHoct B HTTP).

Tema 17. TlpuvHumnbl paboTbl cUCTEMBI
AoMeHHbIX uMeH (DNS): cnyx0bl, CTpykTypa.
DNS: pacnpepeneHHasi nepapxudeckasi 6asa
JaHHbIX:  KOpHEBble  CepBepbl, CepBepbl
BEPXHEr0  ypOBHS, aBTopuTeTHble  DNS-
cepBepbl. JlokanbHbin cepeep DNS. [lMpumep
TpaHcnsaunm MMEHN B  agpec. DNS-
KalmpoBaHne. 3anncu n coobuleHnss DNS.
[JobaBneHne DNS-3anucenn. Atakm Ha DNS.
MpakTtnyeckoe  3aHaATME:  Mcnonb3oBaHue
aHanusatopa naketos Wireshark ons nay4enus
KNWEHTCKON YacTu cnyxobl DNS.

14

Tema 18. MpuHUMNbI O[HOPAaHroBoro
dannoobmeHa. OgHOpPaHroBbIA NPOTOKOMO A1S
dannosoro obmeHa BitTorrent.
PacnpeneneHHble Xew-tTabnmupl,
LMPKYNspHbIe pacnpegeneHHble XeLu-
Tabnuubl, OTTOK  nupoB.  [pakTuyeckoe
3aHsTue: NUpUHroBble ceTU.

14

Wtoro B cemecTpe (Ha kypce anst 3A0)

12
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10

83

KoHcynbTaumm 1 npomexxyTodHas
atTectauus (Ok3ameH)

2,5

245

Bcero koHTakTHas pa6oTta n CP no
AucuunnuHe

70,75

217,25




4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTupoBaHue y4eGHbIM MaHoOM He NpegyCcMOTPEHO

5. ®OH[, OLLEHO4YHbIX CPEACTB AN NPOBEAEHUA NPOMEXYTOYHOW ATTECTALIMMN
5.1 OnucaHune nokasartenen, KoMTEepUEB U CUCTEMbI OLLEHUBAHUA pPe3yNnbLTaToB 06yyeHus

5.1.1 NokasaTtenn oueHUBaHuA

Koa HavmeHoBaHue OL,eHOYHOrO
lMokasaTenu oueHMBaHWUS pe3ynbTaTtoB 0by4yeHus
KOMMeTeHUnmn cpeacTtea
Bonpocel nsa CTHOIO
Xapakrepuayet 0ocobeHHOCTHU paboTbl MHGOPMaLMOHHO- P A y
. cobecenoBaHus.
BbIYUCINTENBHBIX CETEN.
OrK-5 MpakTuko-
AHanuanpyet paboTy CeTeBbIX MPOTOKOSIOB.
OpPUEHTUPUPOBaHHOE
MpoeKkTMpyeT NokarnbHY0 CETb OpraHn3auuu.
3apjaHue.
Bonpocsl ons YCTHOIo
cobecenoBaHus.
OnucbiBaeT MeToabl Nepefayn AaHHbIX B MUHPOPMAaLMOHHBLIX CETSX. MoaKTAKo
OrnkK-7 AHanunanpyeT meToabl nepefaym AaHHbIX CETEBOro YPOBHS. P
OpPUEHTUPUPOBAHHOE
MporpammupyeT CoKeThl.
3apjaHue.

5.1.2 Cuctema 1 KpuTepum oL eHUBaHUA

Kputepum oueHmBaHus chOpMUPOBAHHOCTN KOMMNETEHLUI

LLkana oueHnBaHusa

YcTHoe cobecenoBaHne MNMucbMeHHas paboTta

MonHbIN, McyepnbiBalOLWMA OTBET, SABHO
OEMOHCTpUpYOLWMI rnybokoe NoHMMaHue
npegMetra W LUUPOKYH 3pyouuuio B
oLeHMBaeMon obnacTtu, yMmeHue
ncnonb3oBaTb TEOPETUYECKNEe 3HaHUSA
0N pelleHns NpakTUYecknx 3agad.
YyntbiBaloTcsa Oannbl, HaKOMMNeHHble B
Te4yeHne ceMecTpa.

5 (oTnu4HO)

OTBeT MOJSHbIN 7] npaBunbHbIN,
OCHOBaHHbIA  Ha npopaboTke  Bcex
o06s3aTenbHbIX MCTOMHMKOB MHOpMaLunu.
Mopxop kK MaTepmany OTBETCTBEHHbIN, HO
4 (xopoLuo) gonyuieHbl B OTBeTax HeCyLeCTBEHHble
OLWMBKN, KOTOpbIE YCTPaHSATCHA TOMbKO B
pe3ynbTaTte cobecenoBaHuns
YuunTblBaloTcA ©Oannbl, HaKOMMeHHble B
TeyeHne cemecTpa.

OTBeT BOCMPOM3BOAUT B  OCHOBHOM
TOMNbKO NeKUMoHHble maTepuansl, 6e3
CamMOoCTOATENbHON paboTbl c
pekoMeHO0oBaHHON nnTepaTypowu.
[emMoHCTpupyeT NoHMMaHue npegmMmeta B
uernom npu HenorHbIX, cnabo
apryMeHTVpPOBaHHbIX oTBeTax.
MpuCyTCTBYIOT HETOYHOCTM B OTBETAX,
npobenbl B 3HaHWAX MO HEKOTOPbIM
Temam, CYLLECTBEHHbIE oLINGKu,
KOTOpbIe MOTYT ObITb HaWAEHbl Y YACTUYHO
yCTpaHeHbl B pedynbTate cobeceoBaHusA
YunteiBaloTca 6Gannbl, HaKonfeHHble B
TeyeHue cemecTpa.

3 (yBoBneTBoOpUTENbHO)

HecnocobHoOCTb OTBETUTL Ha BOMNpocC 6e3
nomMoLimn 9K3ameHaTtopa. HesHnaHune
3HaYMTENbHOM YacTu  MpuHUMNIMansHO
BaXXHbIX 3fTEMEHTOB ANCUUMITNHbI.

2 (HeyQoBneTBOPUTENBHO)

MHoroumcneHHsle CyuwleCTBEeHHble owmnbku.
He YHUTbIBAKOTCA 6annbl, HaKOMMEHHbIE B
TedyeHune cemecTpa.




O6yvatoLumincs TBepao 3HaeT NporpamMmmMHbIi
maTtepuarn, [rpamMoOTHO W MO CYLLIecTBy
nsnaraet ero, He fonyckaeT
CyLIeCTBEHHbIX HETOYHOCTeN B OTBeTe Ha
BOMPOCbI, CNOCOGEH MPaBUiibHO NPUMEHUTb
3ayTeHo OCHOBHble MeTodbl U WMHCTPYMEHTbI Mpu
pelleHun npakTUYeckux 3apad, Bnageer
HEeoBGX0OMMbIMU HaBblKaMn U NpUemamm nx
BbIMNOMHEHNS.

YuuTblBaloTcs Oannbl, HaKoMfeHHble B
TeyeHune ceMecTpa.

ObGyvalowmnca He  MOXET  U3NOXWUTb
3HaYUTENbHON yacTu nporpaMMHOro
matepuana, A[onyckaeT  CyLlleCTBEHHble
owunbkn,  gonyckaeT  HETOYHOCTU B
dopmynmpoBkax W [AokasaTenbcTBax,
He 3auTteHo HapyLeHns B nocrnefoBarenbHOCTH
N3NOXEHUs  NporpaMMHOro  martepuvana;
HeyBepeHHO, C 6oMbMMU 3aTPYAHEHUAMMN
BbIMOMNHAET NpaKkTU4eckue 3agaHus.

He yuuTbiBaloTca 6annbl, HakonneHHble B
TeyeHue cemecTpa.

5.2 TunoBble KOHTPOJNbHbIE 3aA4aHUA UNU UHbIe MaTepuarnbl, Heo6xoauMble ANA OLeHKN 3HaHUN, Y MEeHUHN,
HaBbIKOB U (UNK) oNbiTa AeATENbHOCTU
5.2.1 NMepeyeHb KOHTPOJbHbLIX BOMPOCOB

Ne n/n | dopmynMpoBKM BOMPOCOB
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1 CeTun ogHopaHrosble 1 "knueHT/cepsep”.

2 Twnbl cepBepoB: hannoBblie cepBepbl, CepBEPLI MevaTn, cepBepbl NPUNOKEHNI, CepBeP bl COOBLLEHNI, CepBepbl
0a3 gaHHbIX.

3 BecnpoBoaHble nokanbHble BbIYMCAMTENbHBbIE CETU: MHDpaKpacHoe nanydeHue, nasep, pagnonepenada B
y3KOM Ainana3oHe (04HoYacToTHas nepeadya), pagvonepeaada B paccesHHOM CrnekTpe.

4 Mopenb OSI.

5 Mepenava AaHHLIX MO CeTU: PYHKUMM NaKeTOB; CTPYKTypa nakeTta; popMnpoBaHve, agpecauus n pacchlska
nakeToB; UCMOMb30BaHWE NaKeToB NpW nevyaTu.

6 [MpoTOKOMbI B MHOrOYPOBHEBOW apXMTEKTYpe: CTEKN NPOTOKOMNOB, NPUBA3KA.

7 AHanorosasi MOAYNALUA: METOAbLl aHanoroBo MOAYyNALMK, CNEKTP MOAYINMPOBaHHOIO cUrHana.

8 MeToabl umdposoro KOAMPOBaHNS: n0TeHu,vlaanbu7| kop, 6e3 BO3BPALLEHNS K HYIIIO, METOA, 6unonapHoro
KOOMPOBaHUSA C anbTepHaTUBHOW UHBEPCKEN, MOTEHUMarbHbIA KOf, C UHBEPCUEN Npu eanHULE.

9 MeTozbl LMdPOBOro KOANPOBaAHUS: BUNONAPHBLIN UMMNYNbCHBLIA KO, MAHYECTEPCKUIA KOA, NOTEHUManbHbIA KOA
2B1Q.

10 Jlornyeckoe kognpoBaHmne: n3bbITOYHbIE KOOI, CKPAIMOBNMpPOBaHKe.

11 KommyTaums kaHanos Ha OCHOBE YaCTOTHOIO MYIbTUMIEKCUPOBAHNS.

12 CVIHXpOHHbIe CUMBOJIbHO-OPNEHTUPOBAHHbIE U 6VIT-OpVIeHTVIpOBaHHbIe NPOTOKOJbI.

13 MeTtoab! 06HapyKeHUst OMBOK: KOHTPOrMb MO NApUTETY, BEPTUKANbHLIN U TOPU3OHTamNbHbIA KOHTPOMb MO
NnapuTeTy, LIUKMMYECKUIA U3BbITOYHBIN KOHTPOIb.

14 MeTogbl KoppeKummn ownbok: MeToa C MPOCTOAMMU, METOL, «CKOSb3SALLETO OKHa».

15 KommyTaumusa kaHanoBs Ha OCHOBE YaCTOTHOMO MYMbTUMNNEKCUPOBaHUS.

16 KOMMyTaLI,VIﬂ KaHanoB Ha OCHOBE pasaerieHna BpeMeHu.

17 KOMMyTaLI,VIﬂ NakeToB: NPUHLUUNbI, PpEeXXNMbl, NPOMYyCKHadA CcnocobHOoCTb ceTen ¢ KOMMYTaLI,VIeVI NakeToB.

18 Jlornyeckas cTpykTypm3saumus cetu ¢ MOMOLLbI MOCTOB U KOMMYTaTOpOB.

19 MpuHuunel Mmapwpytusauyuu. MNpoTokonsl Mappytusaunn. PyHKUMM MapLupyTmMsaTopa.

20 Apgpecauusa B IP-ceTax.

21 MeToamnka NpoekTUPOBaHUA MOKaNbHON CeTW opraHu3aLum.

Cemectp 8

22 [MporpaMmmupoBaHne COKeToB C UCMnosb3oBaHnem npotokona TCP.

23 lMporpammupoBaHne COKeToB C UcMnorb3oBaHnem npotokona UDP.

24 MpuHUMNBI ogHOpaHroBoro dannoobmMeHa.

25 MpuHuunel paboTbl cUCTEMbl JOMEHHBIX MMeH (DNS).




26 lMpoTokonkl goctyna Kk anekrpoHHon noyute: POP3, IMAP.

27 MpoTtokon SMTP.

28 Mepepaya darnos no npotokony FTP.

29 0630p npotokona HTTP.

30 Cnyx6bl npotokona UDP.

31 Cnyx6bl npotokona TCP.

32 TpaHcnopTHble cnyXbbl, TpebyemMble MPUIOXEHUNIO.

33 ApxuTekTypa ceTeBbIX NPUMNOKEHNN.

34 Twnbl ceTeBbIX aTak.

35 CeteBas cTpykTypa NHTepHeTa.

36 CeTtun GecnpoBoaHOro gocryna.

37 KopnopaTtuBHbIe 1 foMallHue CeTH pocrtyna.

38 KabenbHble cetn goctyna. JocTtyn B MHTepHeT no TexHonorum FTTH (Fiber To The Home).

39 Hoctyn B IHTepHeT yepes DSL (digital subscriber line).

40 WHTepHeT-cTaHgapThl, UHPACTPYKTypa, NPOrpaMMHbIN UHTepdenc ana NpUNoXeHnn, NpoToKobI.

5.2.2 TunoBble TecTOBbIe 3a4aHuUA

He npeaycMoTpeHbl.
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAaHHbIE 3aAaHNA (3apayun, Kenchbl)

1. HesaBucumas ctpaxoBas KOMNaHUA, B COCTaB KOTOPOW BXOAWUT NPe3nAeHT, ynpaBnsaowmin, agMUHUCTPaTop K
5 areHTOB, pelunna yctaHoBUTb ceTb. KoMnaHus 3aHMmaeT nonosunHy HebonbLuoro 3gaHus. NocnegHue 4 roga obbem ee
paboTbl 6bIN cTabunbHbIM, HO B MOcreaHee BpeMs HabnoaaeTcs HeKOTOPbIA POCT KNMEHTYpbl. YTo6blI cnpaBuTbes C
BO3pacTalolLen Harpy3kon, pelleHo YBEenUYMUTL LITaT ellle Ha ABYX areHToB. Y KaXOoro CoTpyAHMKa CBOW KOMMbIOTEP.
Y1066l NONY4NTH HEOOXOANMYIO MHGOPMAaLNIO, MPUXOANTCS 0OpaLLaTbCs K KonneraMm ¢ yCTHOM NpocbBoi unm KonmpoBaTb
OaHHble C MOMOLLbI0 NaL-HakonuTens. Bece areHTbl 3aHMMalOTCa Aenamu TONbKO CBOUX KIMEHTOB, 1 3Ta uHdopmMmauns
CTpOro koHuaeHumaneHa. JlazepHbll NPUHTEP BOCbMUNETHEN JaBHOCTU HAXOAMTCS Y agMUHUCTpaTopa oduca. Kaxasin
areHT wumeeT COBCTBEHHbIN CTPyMHbIN npuHTep. OOHOBPEMEHHO C YCTaHOBKOW CeTU pelleHo npuobpecTn
BbICOKOCKOPOCTHOW NnasepHbi npuHTep. Kakow Tun ceTu uenecoobpasHo MCnonb3oBaTb B 3TOW komnaHun? Kakas
Tononorusa 6onblle NoAXoANUT ANs 3TOW cUTyaumm?

2. Hebonblwasa koMnaHus, cocTosiLas W3 Tpex OTAEeNnoB, HeJaBHO YCTaHOBMIIA BO BCEX Tpex oTaenax
OoOHOpaHroBble ceTu. YeTbipe COTpyAHWKa MepBOro otaena paboTalT Hag OO4HWM MPOEKTOM. Y KaXAoro U3 Hux
onpefeneHHbln Kpyr 3afgad, NMo3TOMY KaxAbli roTOBWUT AOKYMEHTauuio Ansd cBoel yactu npoekta. OgHako Bce OHU
OTKPbINN AOCTYN K CBOWM >XECTKMM AMCKaM W APYrMM ydacTHuKam npoekta.C pa3BuTuem npoekta BCEM COTPyAHUKaM
NpuXxoamTCSa roToBUTL BCe Bornbliue JOKYMEHTOB, U BCKOPE BO3HWKAET BOMPOC: KOMY Kakon AOKYMEHT NPUHaONEXUT 1 KTO
nocnegHvii BHOCUMN N3MEHEHUA B KaXabli N3 JOKYyMeHTOB? Kpome TOoro, COTpYAHUKN ApYrMX OTAeNnoB, MHTepecyoLmnecs
3TUM MPOEKTOM, XOTAT NOCMOTPETb roToBble MaTepuansl.HasoBuTe ogHy NpUYMHY, M3-3a KOTOPON TPYAHO OTBETUTHL Ha
BOMPOC: KOMY KaKoWM JOKYMEHT npuHagnexut?HasoBute gencrene, KoTopoe obecnevmT LeHTpanM3oBaHHbI KOHTPOIb 3a
[OCTYNoMm K 3TuM AokyMmeHTam.Onuwinte ogHo nsmeHeHue B paboyer cpede nonb3oBartenen, K KOTOpoMy NpuBeaeT Balle
OencrTeume.

3. Cetb TOMonorumn "wnHa" (Ha 6a3e TOHKOrO KoakcuanbHoro kabens) ¢ 20 nonb3oBaTensMn aKcnyaTupyercs
npuMepHo rog. HameuyeHo [obaBuTb K CETM TPM HOBbIX KOMMblOTEPa-KNUEHTa. 3a BbIXOOHbIE MOCTABLUMK MOOKMOYNN
HOBbI€ KOMMbIOTEPbI, W, KOr4a B NOHEAENbHUK YTPOM COTPYAHMKMA NPULLNM Ha paboTy, okasanocb, YTO HUKTO HE MOXeT
cBsA3aTbCs ¢ cepBepoM. Nepeuncnurte akrTopbl, KOTOPblIE MOTYT ObITb NPUYNHOW HEPABOTOCMOCOBHOCTU CETU.

4. Ha HOBbI HOYTOYK YCTaHOBMM CETEBYIO KapTy U NOAKMNOYMM Kk ceTn. HoyTbyk He MoxeT BuaeTb hannosbin
cepsep n npueog DVD-RW nepectan pabotats. B yem Hanbonee BeposdATHas npuyuHa npobrnembl: HECOOTBETCTBUE
MPOTOKOSOB, HENCNpaBHbIN kabernb, HECOOTBETCTBME 3aNPOCOB Ha NpepbiBaHNE UK Xe ceTeBble afanTepsbl He paboTaloT
Ha HoyTOYyKe?

5. Bbl oTBe4aeTe 3a ceTb ObICTPO pasBuBatoLLENCs KoMMaHuu, Haxogswenca B Mockse. OgHaxabl HayvanbHUK
BbI3bIBAET Bac 1 roBopuT: "Mbl pelumnu oTkpbITh elle ogHo otaeneHne B CaHkT-MNeTtepbypre n xotenu 6bl 3HaThb, 4TO Bbi
AymaeTe O COeQMHEHUN Hallewn foKanbHOW CeTU C MepcoHanbHbIMU KOMMbIOTEpPaMn 3TOro otaeneHns. B otaeneHum
CaHkr-lNeTepbypra 6yayT MHCTanNMpoBaHbl ABa O4HOPaHroBblX KOMMNbIOTEPA, C KOTOPLIMU HY)XHO ByAeT nepuoanyecku
ocyLecTBNATb NpsiMoe coegnHeHne". Kakas ns TexHonornn NBC morna 6bl 06ecneunTs pelleHne aton npobnemsl? Kakne
TEeXHOMNormu HyxxHo 6yneT BbIbpaTh, ecnu TpebyeTtcs 6e3owmnboyHas paboTta coeguHeHUa?

5.3 MeToauuyeckne matepuansl, onpegensiolimMe npoueaypbl oueHMBaHWUsl 3HaHUA, YMEeHUI, BrnafeHui (HaBbIKOB
1 (MNK) NpaKTMYECKOro onbiTa AEeATENbHOCTH)

5.3.1 YcnoBus gonycka obyu4atouierocsi K npoMexxyTo4HOW aTTecTaLlum U NOpPAAOK NMKBMAALMN akafeMU4ecKomn
3a0MKEeHHOCTHN

lMpoBegeHne MPOMEXYTOYHOW aTTecTauuy pernaMmeHTMpoBaHO foKarnbHbIM HOpMaTMBHbIM aktom CII6IYMTA
«[onoxeHne 0 NPOBEeAEHMM TEKYLLLEro KOHTPONS YCNEeBaeMOoCTM U NMPOMEXYTOYHON aTTecTauum obyvarLmxca»

5.3.2 ®opma npoBeaeHUs NPOMEXYTOYHON aTTecTauMu No AucunnnmHe

YcTHada + MuceMeHHas KomnbtoTepHoe TecTupoBaHue UHas




5.3.3 OcobeHHOCTU NpoBeAeHUs MPOMEXYTOYHOM aTTecTauumu no AUCLUUNIInHe

Mpu npoBegeHnn ak3ameHa BpeMsi, OTBOAMMOE Ha NMOArOTOBKY K OTBETY, cocTaBnsieT He Bonee 40 muH. [ns
BbIMOMHEHUsI MPaKTUYecKoro 3afaHus obydarllemy npeaocTaBnsieTcss HeobGxoAvMMmasi chnpaBodHasi MHdopmMaums.

CoobLieHre pe3ynbTaToB 06y4vatoLLemMycs MPOM3BOAMNTCSH HENOCPEACTBEHHO NOCHE YCTHOrO OTBETA.

6. YYEBHO-METOOUWYECKOE U UH®OPMALIMOHHOE OBECMNEYEHUE ANCLUUNTIUHbI
6.1 YuebHas nutepartypa

ABTOp 3arnasune MN3pgaTenbcTBO I ["og n3paHns [ Ccblnka
6.1.1 OcHoBHas y4yeb6Hasa nuTepartypa
Pakntuh, P. 0., |KoMnbloTepHble ceTu BapHayn: AnTanckuin https://www.iprbooks
MockaneHko, E. B. rocyaapCTBEHHbII 2019 hop.ru/102731.html
negarorm4eckun
YHUBEPCUTET
KosraH, H. M. KomnbloTepHbie cetn MUHCK: PecnvBnmKaHCkuit https://lwww.iprbooks
’ y hop.ru/93384.html
WUHCTUTYT
npodeccuoHansHoro 2019
obpasoBanus (PUMO)
ApTioweHko, B. B.,|KomnbioTepHbie cetn " . http://www.iprbooksh
HukynuH, A. B. TeNneKkoMMYyHUKaumm HOBOCM6MPCK'V op.ru/99345.html
Hosocm6mpcmmv 2020
rocyapCTBEHHbIN
TEXHUYECKUIN YHNBEPCUTET
Bnacos, tO. B.,|AOMUHUCTPUpOBaHne ceten Mockea: NIHTepHeT- http://www.iprbooksh
Puukosa, T. U. Ha nnatdopme MS Windows YHuBepcuteT 0p.ru/97536.html
Server MHdopMaLnoHHbIX 2020
TexHonorun (MHTYWUT),
An Nu Ap Meagna
CemeHos, HO. A. Anropntmsl Mocksa: NHTepHeT- http://www.iprbooksh
TEeNeKOMMYHUKaLMOHHbIX YHuBepcuteT op.ru/94844.html
ceTen. Yactb 1. Anroputmsl u NHdbopmaLmMOHHbIX 2020
NpOTOKOMbI KaHamnos u ceten| TexHonorui (MHTYUT),
nepegayn gaHHbIX An INun Ap Meguna
6.1.2 lononHuTenbHana yyebHasa nutepartypa
Onueep N6e, |KoMmnbloTepHbIE cetn " Capartos: http://www.iprbooksh
CuHuubiH WN. B. cnyx6bl yaaneHHoro gocryna MpodoBpasosarie 2017 op.ru/63577.html
HyxHos, E. B. KomnbtoTepHble ceTtn. Yactb| TaraHpor: MiagaTenscTBo http://www.iprbooksh
2. TexHonornn nokanbHbIX 1| KOxHoro dpenepanbHOro 2015 op.ru/78675.html
rnobanbHbIX ceTen yHMBEpcUTeTa
Yekmapes, 0. B. BbluncnutenbHble  CUCTEMBI, Caparos: 2019 https://www.iprbooks
CeTn 1 TenekoMMmyHuKaumum MpodobpasosaHne hop.ru/87989.html
Cepree, M. [O.,[KomnbloTepHble ceTu BopoHex: BopoHexckuii https://www.iprbooks
Cepreea, T. W, rocygapCcTBEHHbIN 2019 hop.ru/93261.html
OnennunkoBa, C. A. TEXHUYECKNI
yHusepcutet, 36C ACB
KoctuH, [. B. MpakTukym no BbINOMHEHUIO http://www.iprbooksh
nabopatopHbix pabor no| Mocka: MockoBckuia op.ru/61546.html
aucumnnnnHe CucTeMbl | TEXHUYECKUIN YHUBEPCUTET 2016
OBHapyKeHMs BTOPXEHWA B| CBA3M U MHAOPMATUKK
KOMMbIOTEPHbLIE CETU

6.2 NMepeyeHb NpodeccuoHanbHbIX 6a3 AaHHbIX U UHE(OPMAaLMOHHO-CNPAaBOYHbIX CUCTEM

MopTtan PocctangapTta no ctaHgaptusaunn [OnekTpoHHbiv pecypc]. URL: http://standard.gost.ru/wps/portal/

6.3 NMepe4yeHb NMULLIEH3MOHHOIO U CBO6OAHO pacnpoCTpaHAeMoro NpPorpamMmMHOro oéecneyeHus
MicrosoftOfficeProfessional
Microsoft Windows




6.4 OnncaHne martepuManbHO-TEXHUYECKOW 6a3bl, HEOGXO0AMMOW ANA OCYLEeCTBIIEHUA o6pa3oBaTesribHOro
npouecca no gucumnnuHe

Ayantopus OcHaleHune
MynbTrmeaninHoe obopyaoBaHue, cneumannamposaHHas mebenb, gocka

JNekumoHHas ayamTopus

MynbTumeguintHoe obopyaoBaHUE, KOMMbIOTEPHAas TEXHUKa C BO3MOXHOCTbIO MOAKITYEHUS K
KomnbloTepHbilt knacc |cetn  «MHTepHeT» 1 obecnedeHnem [oCTyna B 3MEKTPOHHYI  MH(OPMaLMOHHO-
obpasoBaTenbHy0 cpeay
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