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1. OBLLASAl XAPAKTEPUCTUKA PABOYEN NPOrPAMMbI YYEBHOW OUCLUNIUHbI
On.10 «kKOMNbIOTEPHbLIE CETU»

11. Mecto AucuMNIUHbLI B CTPYKType OCHOBHOM npodeccuoHanbHOM obpasoBaTesibHOM
nporpamMmbil

YuyebHas avcumnnmHa «KomnbtoTepHble cetu» ABnsieTcs o06s3aTenbHow 4yacTbio
obLenpodeccuoHanbHOro Uukna OCHOBHOW 06pasoBaTenbHOW nporpammel B cootBeTcTBUMN ¢ PIrOC no
cneumanbHocTn 09.02.07 «MHopMaLMOHHbIE CUCTEMbI U MPOrPaMMUPOBaHUEY .

YyebHas gucumnnmHa «KomnbioTepHble ceTu» obecneuvnBaeT dopMupoBaHMe NpodeccuoHanbHbIX U
obwux KomneTeHuurn no BceM Buagam geatenbHocth SrOC no cneumanbHoctn 09.02.07
«VHdopMaLMOHHbIE CUCTEMBI 1 MPOrPaMMUPOBAHNEY.

1.2. Llenb n nnaHupyemble pe3ynbTaTbl OCBOEHUSA AUCLUMNIIUHDBI:

Kop MK, OK YmeHusn 3HaHuA
OK 01 OpraHun3oBbiBaTb U KOHPUIypupoBaTtb OCHOBHbIE MOHATUSA KOMMBIOTEPHbIX
KOMMbIOTEPHbIE CETU. ceTeWn: Tunbl, TONOMOrnM, MeToabl

ocTyna K cpefe nepegayn.
CTpouTb 1 aHanM3npoBaTb MOAENU Aocty peA peA

KOMMbKTEPHbIX ceTen. AI'II'IapaTHbIe KOMMOHEHTbI KOMMNbIOTEPHbIX

ceTen.
OdhekTnBHO Mcnonb3oBaTh annapaTHbIe U

nporpaMmmMmHble KOMMNOHEHTbI KOMMbOTEPHbLIX an/IHLI,VII'IbI nakeTHON nepegayn gaHHbIX.

ceTen npu peweHnn pas3nnyHbixX 3agad. X
npOTOKOJ'IbI. OCHOBHbI€ MOHATUA,

PaboTaTb C NpoToKoNamu pasHbiX YPOBHEN NPUHLMMbI B3aNMOAENCTBUS, Pasnmuns u
(Ha NpMMepe KOHKPETHOro cTeka 0COBGEHHOCTUN pacnpoCTPaHEeHHbIX
npoTokosnos: TCP/IP, IPX/SPX). NPOTOKONOB, yCTaHOBKa MPOTOKONOB B

onepauMoHHbIX CUCTEMAX.
YcTaHaBnuBaTh 1 HacTpanBaTb NapameTpsl

NPOTOKOJIOB. A,u,pecau,mo B CeTAX, opraHn3auunto

MEXCeTeBOro BO34eNCTBnS.
OGHapyxu1BaTb N yCTpaHATb OWNBKN NpK

nepegave gaHHbIX.

OK 02 BbINONHATL CXEMbI U YepTeXKn No lNoHATMe ceTeBOM Moaenu.
cneumnanbHOCTU C UCMOSb30BaHMEM

Cetesyto mogenb OSI n gpyrue ceteBble
NPUKNaaHbIX NPOrpamMmMHbIX CPEACTB.

Moaenu.

MNK5.3 Pa3pabatbiBaTbh NogcucTeMb OcobeHHOCTM OpraHu3aumnm cUCTeMbI

©es3onacHocTu. 6e3onacHOCTK C y4eTOM CTaHOapTOB
WH(OPMaLMOHHOM Ge3onacHOCTW.

MK 5.6 PaspabaTtbiBaTb TEXHUYECKYIO lMpaBun onpegeneHns TpeboBaHWi K
OOKYMEHTaLMIO Mo opraHn3aumm OpraHusaumnm KOMMNbIOTEPHON CETH.

KOMMbIOTEPHOW CETMU.
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2. CTPYKTYPA U COOEPXXAHUE YYEBHOW OUCLUUNIUHbI

2.1. TemaTnyeckui nnaH u cogepxkaHue yye6Hon aucuunnuubl OMN.10 «KKOMIMbIOTEPHbLIE CETWU»

HanmeHoBaHune
pa3genoB U TeM

CopaepkaHue y4ye6Horo matepuana u popmbi
opraHusauumu geaTenibHOCTU obByuvarLmxca

O61BLem

Yyacax

Koabl
KOMMNeTeHLM1H,
cdopmupoBaHuio
KOTOpbIX
cnocobcTByeT
aneMeHT
nporpamMmbl

4

Tema 1. O6wme
cBedeHust o

KOMMbIOTEPHOMN CeTU

CodepxaHue y4eb6HO20 Mamepuana

12

BBeneHne B KOMNbIOTEPHbIE ceTu. [oHsATHE
KOMMblOTEpHOW ceTn. Actopus pasBuTtus
KOMMbIOTEPHBIX CETEN.

ApXnTEKTypa KOMNbITEPHbIX CETEMN.
Knaccudukauusa ceten. Tononornm ceten.
CeteBble mogenu OS| n TCP/IP.

MeToabl gocTyna K cpege nepegayv AaHHbIX.
Knaccudukauua metogos goctyna. Metoapl
poctyna CSMA/CD, CSM/CA. MapkepHble
MeToAbl AocTyna.

AnnapaTHble KOMNOHEHTbI KOMMbLITEPHbIX
ceten. CeTeBble agantepbl. PyHKUNM U
XapaKTEPUCTUKN CETEBbIX afanTepoB.
Knaccundukaums ceteBblx agantepos. [panBepbl
CeTeBbIX afanTepoB. YCTaHOBKa U
KOHUrypmMpoBaHue ceTeBoro agantepa.
KoHueHTpaTopbl, MOCTbI, KOMMYTUPYHOLLNE
MOCTbI, MapLUPYTU3aTOPbI, LUM3bl, NX
Ha3Ha4YyeHwne, OCHOBHbIE YHKLMKN 1 NapaMeTpsbl.

B mom yucne npakmuyeckux 3aHamul

MpakTuyeckoe 3aHsTue: CosgaHne
KOMMbIOTEPHOM CETU C NCMONb30BaHNEM
MapLupyTusaTopa, KOMMyTaTopa, U HECKOSbKNX
KomnbloTepoB. HacTpolika IP-agpeca, npoBepka
coedvHeHMs Mexay yCTponcTBamm.

TeKywWwmin KOHTpPONb (MHAMBUAYaNbHbLIN
onpoc)

OK 01
OK 02

Tema 2. Nepenaua
AaHHbIX MO CeTU.

CodepxaHue y4ebHO20 Mamepuana

10

TeopeTnyeckue OCHOBbI Nepenayvv AaHHbIX.
MoHsATMe curHana, AaHHbIX. MeToabl
KOOMPOBaHUS AaHHLIX NpU Nepeaadye.
Mogaynsauusa curHanos. MeTtoab! oLnGpPOBKA.
MoHsATMe komMyTaumn. KommyTaumsa kaHanos,
nakeToB, coobuleHui. MoHATHe nakeTa.

MpoTokonbl nepeaayn AaHHbIX: OCHOBHbIE
MPOTOKOSIbl CETEBOr0 YPOBHS. MpoToKonbI
TPaHCMOPTHOrO YPOBHS. MNpuKnagHble
NPOTOKOJIbI.

B mowm 4ucne npakmuyveckux 3aHamul

MpakTnyeckoe 3aHsaTME: HacTponka cTaTuyeckomn
1 OUHaAMUYECKOM MapLupyTM3auumn Ha
MapLupyTmsaTtope. [NpoBepka KOPPEKTHOCTU
nepegayn SaHHbIX MEXAY PasnnyHbIMU
nogceTamu.

MpakTnyeckoe 3aHsaTue: CosgaHve cepeepa
DHCP 1 HacTpolka aBTOMaTU4YECKOro NonyyYeHus
IP-agpecoB Ha knveHTax. lNpoBepka
paboTOCNoCOBHOCTN MEXaHU3Ma Bblgayn
agpecos. Hactpowika DNS n DHCP Ha cepBepe.
Ob6ecneyeHve NpaBUNLHOrO paspeLleHns UMeH 1

OK 01
NnKs5.3

Pna
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aBToMaTmn4yeckas Bblgada |IP-agpecos B ceTu.

MpakTuyeckoe 3aHsaTue: PeanusyinTte
BUPTyanbHyto YactHyto ceTb (VPN) mexay asyms
yAaneHHbIMy1 MecTononoxeHnsamu. lNposepbTe
©e30nacHOCTb 1 CTabUNbHOCTb COEANHEHUS.

Tema 3. CodepxaHue y4eb6HO20 Mamepuana 12 OK 01
ApMuHucTpupoBaHue | Hactpoika 1 agMUHUCTPUPOBaHMeE ceTel. MK5.3
ceten OnepaunoHHble cuctembl B ceTsx. CeTeBble MK 5.6
cepBuUChl 1 cryxbbl. MeToabl AMArHOCTUKM U
MOHUTOPWHra CeTeN.

CeTeBas 6e3onacHocTb. OCHOBbI CETEBOM
©es3onacHocTu. 3aliuTta ot
HeCaHKUMOHMPOBAHHOIO JOCTyNa. AHTMBUPYCHas
3alnTa 1 cpeacTea OOHapy)XeHus aTak.

B mowm 4ucne npakmu4ecKux 3aHssmuu 6

MpakTnyeckoe 3aHsTue: HacTporika GpaHamayap
Ha mMapLupyTmM3aTope unu cepsepe. [posepka
ero pabotocnocobHocTH, 6noknpoBka 2
HexenaTenbHoro Tpaduka n obecneveHue
6e3onacHoCTu ceTu.

MpakTnyeckoe 3aHsTne: Peanusauyusa cueHapus
aTakun B NTOKanbHOW CETU N HacTpoKKa CPeACTB
oBHapyXeHus 1 NpeaoTBpaLLEeHus, TakMe Kak 2
IDS/IPS. AHanu3 pe3ynbTaToB U BbipaboTka Mep
no ynyyueHuo 6e30nacHocTu.

MpakTuyeckoe 3aHsaTME: Vicnonb3oBaHne
WHCTPYMEHTOB MOHUTOPUHra, Takue Kak
Wireshark nnn SNMP, ons aHanusa Tpaduka B
ceTu. BeisiBneHne npobnem 2
NPON3BOAMTENBHOCTU U BblpaboTka peLLueHni.
TeKyLwMin KOHTPOIb (MHANBUAYaNbHbLIN
onpoc)

CamocTosiTenbHas paboTta: Co3gatb
BUpTyanbHble nokaneHble cetn (VLAN) Ha
KoMMmyTaTope. HactponTb MapLupyTmusaumio
mexay VLAN 1 npoBepuTb nsonsaumio Tpaduka.
Vcnonb3oBaTb CETEBLIE CUMYNATOPbI, TAKME Kak 2
Packet Tracer unn GNS3, ana mogenmpoBaHus
CINOXHbIX CeTEBbIX KOHUrypaumi. Peluntb
MHAMBUAYyanbHble 3a4aHus B BUPTYaribHON
cpege.

lNpomexymoy4Hass ammecmauusi (QugpghepeHyupoeaHHbIl 3a4em)

Bceezo: 36

3. YCNOBUSA PEANU3ALIUK NPOrPAMMbI YYEEHOM OUCLUMNUHBI
OnMn.10 «<KOMMbKOTEPHbLIE CETU»

3.1. Ana peanusauuun nporpaMMbl y4e6HON OUCLMNIINHBI AOMKHbI GbITb NPegyCMOTPEHbI
cnepylolme cneymanbHble NOMeLEHU:

JlTabopaTtopusi «BblUNCIIUTENBHON TEXHUKN»:

— ABTOMaTU3NPOBaHHbIE paboune mecTa Ha 12-15 obyvatowmxcs (npoueccop He Hwke Core i3,
onepaTtuBHas Nnamsitb 06beMOM He MeHee 4 ['6 unu aHanorn);

- AsTomaTtuampoBaHHOoe paboyee MecTO npenogasaTtens (npoueccop He Hwke Core i3,
onepaTtuMBHas NamsiTb 06beMOM He MeHee 4 ['6 unu aHanorn);

- MpoeKTop n aKpaH;
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— MapkepHas gocka;
- [MporpammHoe obecnedeHne obuiero n npodeccmoHanbHOro HasHa4yeHms

3.2. UHdopmaLmoHHOe obecneyeHne peanusaumm NporpamMmbl

3.2.1. NeyaTtHble usgaHus
1. KomnbloTepHble ceTu: yuyebHuk ang ctyg. yupexaenun CroO / B.B. bapuHos, W.B. bapuHos, A.B.
Mponetapckuin, A.H. MbinbkuH. — Mockea: Akagemunn2020.,— 192 c.

3.2.2. 3neKTPOHHbIe U3paHus (3INeKTPoHHbIe pecypchbl)

a) OCHoBHas ydebHasi nuTepaTypa
1. Makcumos, H. B. KomnbtoTepHble cetu : ydebHoe nocobue / H.B. Makcumos, WN.U. NMonos. — 6-e u3g,,

nepepab. n gon. — Mocksa : POPYM : UHOPA-M, 2022. — 464 c. — (CpenHee npodeccrmoHanbHoe
obpasoBaHue). - ISBN 978-5-00091-454-0. - TekcT : ANEKTPOHHbIN. - URL:
https://znanium.com/catalog/product/1714105 — Pexum gocTtyna: no nognmcke.

2. KoMmnbloTepHble CeTM U TernekoMMyHuKaumm : ydebHoe nocobue ana CIO / coctasutenun U. B.
BuHokypoB. — CapaTtoB, Mockga : [NpocgobpasoraHue, Ain Nu Ap Megua, 2022. — 103 c. — ISBN 978-5-
4488-1445-7, 978-5-4497-1445-9. — TeKcT : anekTpoHHbIi // LindpoBon obpasoBaTtenbHbii pecypc IPR
SMART : [canT]. — URL: https://www.iprbookshop.ru/115695.html  — Pexxum goctyna: ans asTopuaunp.
nonb3oBaTenemn

©) pononHuTenbHasa y4ebHas nuTepaTypa
1. CeTn 1 TENEKOMMYHMKALMK : y4eBHUK M NPAKTUKYM Ost CPeAHero npodeccuoHansHoro obpasoanus /

K. E. Camynnos [u gp.]; noa pepakuuen K. E. Camynnosa, W. A.lWanuvosa, [.C. Kyna6osa. —
Mockea : U3paTtenbctBo KOpanT, 2021. — 363 ¢. — ([pocheccuoHansHoe obpasoBaHme). — ISBN 978-5-
9916-0480-2. — TekcT : anekTpoHHbin // ObpasoBaTtenoHaa nnatdopma HOpant [canTt]. — URL:
https://urait.ru/bcode/475704

2. YpbaHoswnu IM.I. KomnbtoTepHble ceTn [ONeKTpoHHbIN pecypc]: yuebHoe nocobue/ YpbaHosuy IM.11.,
PomaHeHko [1.M.— OnekTpoH. TekcToBble AaHHble.— MockBa, Bonorga: UHdpa-UHxeHepus, 2022.—
460 c.— TekcT : anekTpoHHbin // Lindpoeon obpasoBatenbHbii pecypc IPR SMART : [cainT].- URL:
https://lwww.iprbookshop.ru/124197.html — Pexwum goctyna: ons aBTopusmp. nonb3oBaTenemn

3. CeBepaHc, Y. P. Kak paboTaloT koMmnbloTepHble ceTu U MHTepHeT / Y. P. CeBepaHc ; nepesog 1. M.
BombakoBa. — Mockea : OMK lpecc, 2022. — 116 c. — ISBN 978-5-97060-959-0. — TexkcT :
anekTpoHHbin  //  UudppoBon obpasosaTtenbHbii  pecypc PR SMART : [cant]. — URL:
https://www.iprbookshop.ru/125120.html — Pexwum goctyna: Ansa aBTopusnp. nonb3osaTenen

4. TlocTpoeHne KOMMYTUPYEMbIX KOMMbIOTEPHbIX ceTen : ydyebHoe nocobue / E. B. CmupHoBa, W. B.
Backakos, A. B. [lponetapckui, P. A. ®epotoB. — 3-e m3g. — Mockea, CapaTtoB : WHTepHeT-
YHusepcutet NHdopmauunoHHsix TexHonormn (MHTYWUT), An MNu Ap Meauwa, 2020. — 428 c. — ISBN
978-5-4497-0350-7. — TekcT : anekTpoHHbIn // LincdppoBon obpasoBaTtenbHbin pecypc IPR SMART :
[canT]. — URL: https://www.iprbookshop.ru/89464.html — Pexum poctyna: ans  aBToOpuU3Mp.
nonb3oBaTtenemn

B) y4uebHO- MeToamyeckas nurepaTypa
1. PakntuH, P. HO. KomnbloTepHble cetu : yyebHoe nocobue / P. KO. PakutuH, E. B. MockaneHko. —

BapHayn : AnTanckuin rocygapcTBeHHbIM negarornyecknini yHusepcuteT, 2019. — 338 ¢. — ISBN 978-5-
88210-942-3. — TeKcT : anekTpoHHbIl // Liucdppoor obpasoBaTensHbii pecypc IPR SMART : [canT]. —
URL: https://www.iprbookshop.ru/102731.html  — Pexum gocTyna: ons aBTopuaup. nonb3oBartenem

2. Benenbkun, B. . BecnpoBogHble ceTu nepefayvm OaHHbIX @ ydebHoe nocobwe gns CMO / B. T.
Benenbkuin, A. B. JNlowkapeB. — CapatoB : [NpodobpasosaHne, 2022. — 98 c. — ISBN 978-5-4488-
1499-0. — TekcT : anekTpoHHbIn // Lindposon obpasosatenbHbin pecypc IPR SMART : [canT]. — URL:
https://www.iprbookshop.ru/125572.html — Pexwum goctyna: ans aBTopusnp. nonb3oBaTenen.

3.2.3. ononHuTenbHble UCTOYHUKU
1. OnekTpoHHO-6nbnuoTeyHasa cuctema «Abyke» [OnekTpoHHbIn pecypc]. URL: https://www.ibooks.ru
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2. OnekTpoHHas 6ubnuoTteka y4eBHbIX

http://publish.sutd.ru
3. OneKTpoHHO-6MbnnoTeyvHas
http://www.iprbookshop.ru

m3ganmn  CreryrnTtg

cuctema IPRbooks

[OneKkTpoHHbIN

[OnekTpoHHBIN

pecypc]. URL:

pecypc]. URL:

4. KOHTPONb U OLIEHKA PE3YNIbTATOB OCBOEHUA YYEEHOW AUCLIUMNUHbI
On.10 «kKOMMNbIOTEPHbIE CETU»

Pe3ynbmambi o6y4eHust

Kpumepuu oyeHKu

Popmbl U MeMOObI
OUeHKU

B pesynbTarte ocBoeHust yuebHon
ANCUUNNUHBI ODYYaloLLNNCA JOIDKEH
3HaTb:

OCHOBHbIE MOHATUST KOMMNBIOTEPHBIX
ceTen: TUNbl, TONONoOrMn, MeToapl
AOCTyna K cpefe nepegaun.

AI'IF]apaTHbIe KOMIMOHEHTDI
KOMMNbOTEPHbIX ceTen.

MpyHUKMNBI NakeTHOM nepedayn
JaHHbIX.

[MpoTOKOMbI: OCHOBHbLIE MNOHATUS,
NPUHLMMbI B3aMMOOENCTBUS,
pasnuymsa n 0cCoGEHHOCTU
pacnpocTpaHeHHbIX NPOTOKOMOB,
yCcTaHOBKa MPOTOKOJIOB B
OnepauuoHHbIX CUCTEMAX.

Afpecauuio B CeTsAX, OpraHn3aLmio
MeXKCeTeBOoro BO3aencTBuUS.

NoHATHe ceTeBOM Moaenu.

CeteByto mogens OSI n gpyrmne
ceTeBble MoAENMN.

OcobeHHOCTN opraHunsauum
cuctemMbl 6e30MacHOCTU C yYeToM
cTaHgapToB MHOPMaLMOHHON
©esonacHocTw.

MpaBun onpeaeneHns TpeboBaHUI K
opraHu3aumm KOMMbOTEPHON CETH.

B pe3ynbTate oCcBOeHUs1 y4ebHON
ONCUUNINHBI O0YYaOLNACS JOIDKEH
yMeTb:

OpraHunsoBbiBaThb U
KOH(MrypmMpoBaTb KOMMbIOTEPHbIE
cetu.

CTpOI/ITb 1N aHann3npoBsatb Moaenn
KOMMNbOTEPHbIX ceTen.

O dhekTUBHO NcnonbL3oBaTb

«OTNMYHOY» - TEOPETUYECKOE
cogepxaHue Kypca u yMeHusi
OCBOEHbI MOMHOCTLI0, 6e3
npo6enos, Bce NpefyCMOTPEHHbIE
nporpaMmmon y4ebHble 3agaHnsi
BbINOSIHEHbI, KAYECTBO UX

BbIMNOJIHEHUNA OLEHEHO BbICOKO.

«XopoLLo» - TeopeTnyeckoe
coaepxaHue Kypca u yMeHusi
OCBOEHbI MOMHOCTLI0, 6e3
npo6enos, Bce NpeayCMOTPEHHbIE
nporpaMmmon y4ebHble 3agaHnsi
BbIMNOJIHEHbI, HEKOTOpPbIE BUAbI

3a[jaHUI BbINOJTHEHbI C OLIMBKaMMU.

«Y[oBNETBOPUTENBHOY -
TeopeTnyeckoe coaepxaHue kypca
N YMEHUSI OCBOEHbI YaCTUYHO, HO
npobenbl He HOCAT CYLLECTBEHHOMO
XapakTtepa, 60onbLNHCTBO
npeaycMOTPEHHbIX NPOrpaMMoi
00yyeHunsa y4ebHbIX 3agaHun
BbINOSIHEHO, HEKOTOPLIE U3
BbINOSNHEHHbIX 3a4aHWi cogepxaT

OLLIMOKM.

«HeynoBneTBOpUTENBLHOY -
TeopeTnyeckoe codepxaHue Kypca
n ymeHua He OCBOEHHbI,
BbIMNOJIHEHHbIE y"le6HbIe 3adaHnA

copepxar rpyoble oMKW,

TeKyLwnin KOHTPOnb:
- UHAMBUAYanbHbLIN OMNPOC;

- rpynNnoBow onpoc

[pomexyTodHas
aTTecTauus:

- onddepeHLnpoBaHHbIN
3ayeT (B hopmaTte
YyCTHOro onpoca u
NMCbMEHHOIO
TECTUpPOBaHMS)

Pna
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annapartHble U NporpamMmmHble
KOMMOHEHTbI KOMMBITEPHbIX CETEN
Nnpuv peLLeHnn pasnnyHbiX 3agad.

PaboTtaTb C npoToKOnamu pasHbix
YPOBHEW (Ha NPUMepPe KOHKPETHOTO
cteka npotokonos: TCP/IP,
IPX/SPX).

YcTaHaBnuMBaTh 1M HacTpavBaTtb
napameTpbl NPOTOKOSOB.

O6HapyxuBaTb M YCTPaHATb OLLNGKHM
npv nepegade AaHHbIX.

BbINONHATL CXEMbI U YEePTEXM MO
crneunanbHOCTU C UCNONb30BaHNEM
NPUKNagHbIX NPOrpamMmMHbIX CPEACTB.
PaspabaTtbiBaTb NoAgcUCTEMbI
©esonacHocTw.

PaspabaTtbiBaTb TEXHUYECKYHO
AOKYMEHTaL Mo NO opraHun3aumm
KOMMbIOTEPHOW CETW.
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