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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMMNIIUHBI

1.1 Uenb Aaucumnnuubl: CdopmupoBaTb KoMmneTeHUMM obydatowierocs B 0BnacTM  OCHOBHbIX
0o06LLEMETOOONOIMYECKMX OCHOB WH-OOPMaUMOHHOM Ge30onacHoCTH, a Takke 06asoBbiX METOOOB M CPEACTB 3aluuTbl
KOH(PUOEHUMANBHOCTH, LLENOCTHOCTU M OCTYNHOCTU MHGOpMaLUN.

1.2 3apauv QUCLUUNIUHBI:

* PaccMoTpeTb OCHOBHbIE MPUHLMIMLI 1 MeToAbl 0becneyeHnst MHpopMaLMOHHOM 6e30NacHOCTY;

* PackpbITb NpyHLMNbI aHanu3a yrpo3 nHpopmMaLoHHoW 6e3onacHocTy;

» PaccMoTpeTb MeToabl 3almThl KOHPUAEHUMANBHOCTH, LLENOCTHOCTM U AOCTYNHOCTU MHAOPMaLnK;

* [MokasaTb 0COGEHHOCTM TEXHOMNOMNIN N cpeacTB obecnevyeHnst MHOPMaLUMOHHOM 6e30MacHOCTHU.

1.3 TpeboBaHus K NnpeaBapuTeNibHOM NOAroToBKe O0y4aloLwerocs:

MpenBapuTenbHas NOAroTOBKa NpegnonaraeT co3fgaHne OCHOBbI AN OPMUPOBAHUSA KOMNETEHLMIN, YKa3aHHbIX
B M. 2, NPU N3y4eHNN OUCLUMIINH:

MHdopmaumoHHbIe TEXHONOrMK

MporpaMmmupoBaHWe 1 anropuTMmnsaLms

2 KOMMNETEHUMU OBYYAIOWEINOCA, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA OAUCLUNNUHDbI

MNK-1: CnocoGeH BbINOMHUTbL TeXHU4YECKOe 3aAaHue Ha pa3paboTKy aBTOMaTM3MPOBaHHOW CUCTEMbI YNpaBrieHUs
TEeXHONOrn4eckKMmMm npoueccamm

3HaTb: OCHOBHble BuAbl UM Krnaccudukaumio  yrpo3  MHGOpMauMoHHOM  Ge3onacHocTM npu  paspaboTke
aBTOMATU3NPOBAHHOW CUCTEMbI YNPaBNEHUS TEXHOMNOMMYECKNMM NPOLECCaMMU.

YmeTb: wucnonb3oBatb 6e3onacHble MeToabl paboTbl B VIHTEpHETe M C 3NEKTPOHHOW no4vTon npu paspaboTke
aBTOMaTU3UPOBAHHOW CUCTEMbI YNPaBNEHUS] TEXHOMOMMYECKMMM NpoLeccamu.

BnapeTtb: HaBbikamu paboTbl ¢ MeTogamu 3alMPOBbLIBAHMA M pacndpoBbIBaHMS MHAOOPMAaLMKN  PasfnMyYHbIMU
cnocobamu nNpu pa3paboTke aBTOMaTU3MPOBAHHOW CUCTEMbI YPABIIEHNS TEXHONOrMYECKUMM NPoLIeCcCamMMm.

3 PE3YNIbTATbI OBYYEHUA NO AUCLUUNNWHE

KoHTakTHas
paboTta

MHHoBAaL.

dopmbl
3aHATUN

CcpP
Nex. Mp. | (4acwk)
(vacbl) | (yachbl)

HaumeHoBaHWe n cogepxaHue pasfernos,
TEM U y4eOHbIX 3aHATUI

CemecTp
(kypc ansa 3A0)

Pasgen 1. OCHOBHbIE NOHATUS U BUAbBI YTPO3
7153

Tema 1. BBegeHve B MHOPMALUOHHYIO
6e3onacHocTb. OCHOBHblE oOnpeaeneHus.
BaszoBbie CBOMCTBA 3awmiiaemMmomn
MHopMaumn. MeToapl 3aWmThl
MHpopmaumn. Yrposbl MHAPOPMALMOHHOMN
6e3onacHocTu. Knaccmdmkauus yrpos.

Tema 2. Cwuctema 3aWutbl OT Yrpo3bl
HapyLleHus KOHUAEHUNANbLHOCTH.
OpraHunsaunoHHble Mepbl. MoeHTudurkaums
" ayTeHTUduKauus. OcobeHHocTH 1 8 nn
naposbHbIX cucTeM 3awmTbl. CTOMKOCTb
naporbHbIX cucteM. MeToabl XpaHeHusa u
nepegayv naponemn. 3
Tema 3. MeToabl pasrpaHuyeHns gocTyna.
KpunTtorpadumnyeckne metogbl obecneveHus
KOHUuaeHunanbHoctn. CummeTpudHblie 1
aCMMETpPUYHbIE KpunTocuctembl. Cucrtemsbl
pacnpegerneHuns Knoyen. lMocTpoeHue 1 8
CUCTEMbl 3alluTbl OT Yrpo3 HapylleHus
LLeNIOCTHOCTHU: umdpoBbie noanmcu,
KpunTtorpadumyeckne  xaw-hyHKUUN, Koabl
NPOBEPKN NOANUHHOCTMU.

Tema 4. MeTtoabl 3awWyUTbl BHELIHErO
nepumeTpa. Cucrembl obHapyxeHus
BTOPXXeHUN. [lpoToKONMpOBaHWE U ayawuT.
MocTpoeHne cuctembl 3awuTbl OT Yrpos3 1 8
HapyLleHus OOCTYNHOCTH. MeToabl
co3gaHus n36bITOYHOM WHpopmaumn.
[ybnvpoBaHue 1 pesepBrMpOBaHuE.




Wtoro B cemecTpe (Ha kypce ansa 3A0) 4

32

KoHcynbTaumm 1 npoMexyToyHast
aTTecTauus - HeT

Pasgen 2. Kpuntorpadus 1 kpuntoaHanms

Tema 5. Kpuntonorusa, kpuntorpacpus wu
KpMnToaHanu3 — OCHOBHble OnpeaeneHus.
UcTopus wundpoBaHua. 3Tanbl: HauMBHbLIN,
popmarnbHbIN, HaYYHbIA, KOMNBIOTEPHBIN.

nn

Tema 6. CoBpeMeHHble  anropuTMbl
CMMMETPUYHOrO  WndgpoBaHus. bBroyvHble
anroputmbl. fAderika Perictana. Anroputm
DES u N'OCT 28147-89. KpnnTOCTOMKOCTb.
MprHUMNBI XpaHeHuUs U nepedayn Kn4ven
CYMMETPUYHOTO LLUMGPOBAHMS.

Tema 7. ACUMMETPUYHbIE KPUNTOCUCTEMBI.
Anroputm RSA. KomGrHMpoBaHHbIE METOAbI
WwncposaHus. KntoueBble CXEMb.
TexHonornsa JLMM.

Tema 8. lNpobnema nNOAMEHbI OTKPLITOrO
kntoya OUIM. CepTudmkaums, mnepapxus um
NHdpacTpykTypa OTKPbITbIX KIoyen.
KomnneKkcHbIn MeTo 3aluThl.

WUtoro B cemecTpe (Ha kypce anga 3A0) 4

28

KoHcynbTaumm n npoMexyToyHas

aTTectauus (3ader) 025

Bcero koHTakTHasa pa6ota n CP no

8,25
AUCLMMIHE

60

4 KYPCOBOE NPOEKTUPOBAHUE

KypcoBoe npoekTnpoBaHue y4eGHbIM MaHoOM He NPeayCMOTPEHO

5. ®OHJ OLIEHOYHbIX CPEACTB ANA NPOBEAEHUSA NPOMEXYTOYHOW ATTECTALIUK
5.1 OnucaHue nokasartenein, KpMTepUeB N CUCTEMbI OLLEHUBaHUA pe3ynbLTaToB o6yyeHus

5.1.1 NMoka3aTenun oueHUBaHUA

Kopn HanmeHoBaHWe oLeHOYHOro
MokasaTenu oueHUBaHNsA pesynbTaToB 0OyYeHus
KOMneTeHunn cpeacTea
[MoBecTByeT O pelleHusX cTaHO4apTHbIX 3agady npod)eCccrMoHanbHON
gesaTenbHOCTM No  pas3paboTke aBTOMATU3MPOBAHHOW  CUCTEMbI
yNpaBrieHNsl TEXHONOrMYECKUMWU. NpoLeccaMm C YYETOM OCHOBHbIX
TpeboBaHMN NHPOPMaLMOHHOM 6e30NacHOCTW. Bonpockl ans YCTHOIO
MK-1 Onpegenser, Kakune dakTopsbl MoryT ABIATLCA yrpo3soi(cobecenoBaHus.

NHOpMaLMOHHON 6e30MacHOCTM aBTOMaTU3MPOBaHHBIX CUCTEM.
BblbnpaeT 6Ge3onacHble MeTodbl MpPOCMOTpa CaWToB, MOHMMaeT
OMacHOCTU, CBA3AHHbIE C BNOXEHUAMW 3MEKTPOHHOM NOYTHI.
O6GoCHOBbLIBAET BbIOOP KOHKPETHOTO KpUnTorpacgrnyeckoro cpeacraa

Kenc-3aganus.

5.1.2 Cuctema 1 KpuTepumn oLueHUBaHus

LLikana oueHuBaHna

Kputepuun oueHnBaHnsa cphopMMpoBaHHOCTU KOMMETEHLNIA

YcTHoe cobecepoBaHue MucbMeHHas paboTa

3a4TeHo

MonHbIN, wucyepnbiBalOLWMIA OTBET, SABHO
OEMOHCTpUpYOLWMA rnybokoe noHUmaHune
npegmeTa W LWIWPOKYHD 3pyouuuio B
oueHuBaemon obnactu. Kputudeckui,
opurMHanbHbI  NOAXo4 K  marepuany.
KayecTBO WCNONMHEHMSI BCEX 3MEMEHTOB
3aJaHUSA NOMHOCTbIO COOTBETCTBYET BCEM
TpeboBaHuAM.

He 3a4yteHo 3Ha4YMTENBHON 4YacTtum npuHUnnmuanbHO

HecnocoBHocTb OTBETUTL Ha BOMNpocC be3s
nomMoLiun 9K3amMeHaTopa. HesHaHne

BaXKHbIX 3NeMeHToB ONCLUMNINHBI.
MHorouncneHHble rpybble ownbku.




5.2 TunoBble KOHTPOJNbHbIE 3aA4aHUA UNU UHbIe MaTepuarbl, HeO6XoAMMbIe ANl OLeHKN 3HAHUNA, YMEeHUN,
HaBbIKOB U (MNK) ONbITa AeATENIbHOCTH
5.2.1 Nepe4yeHb KOHTPOJIbHbLIX BONPOCOB

Ne n/n | DOpMYyNMPOBKM BONPOCOB

Kypc 3
BeeaeHue B nHdopmaLmoHHyto 6esonacHocTb. OCHOBHbIE onpeaenexus. basosble CBONCTBA 3alumLL@EMON
nHopmaLmu.
MeToabl 3awwmTsl nHopMauun. Yrposel MHopMaumoHHon 6e3onacHocTn. Knaccudmkaums yrpoas.
CucTtema 3almThbl OT Yrpo3bl HapyLweHus KoHduaeHunanbHocT. OpraHn3aumnoHHbIe Mepbl.
NaoeHTndurkaumsa n ayteHTudmkaumsa. OCOOeHHOCTU NaporbHbIX CUCTEM 3aLUUTDI.
CTonkoCTb NaponbHbIX cucteM. MeToabl XpaHeHUst u nepegadn napone.
MeTogabl pasrpaHnyeHuns goctyna. Kpuntorpaduyeckne metogbl obecneveHns KoHpnaeHUMansHoCTy.
CYMMETPUYHbIE M aCUMMETPUYHbIE KpUNTOCUCTEMBbI. CUCTEMBI pacnpegeneHuns KIye.
MocTpoeHne cucTembl 3aluUThbl OT YrPO3 HApPYLUEHUS LIeNOCTHOCTM: LMdpOBbIE NOANNCK, KOAbl NPOBEPKU
NOAMNHHOCTH.
MeToab! 3aWwmThl BHELLHero nepumeTtpa. Cnuctembl 0BHapyXeHus BTopKeHun. [poTokonMpoBaHue n ayauT.
MocTpoeHne cucTembl 3aWwmThbl OT Yrpo3 HapyLleHns AoCTynHOCTM. MeToabl co3aaHns n3bbITOYHON
uHdopmaumu. lybnmpoBaHne n pes3epBupoBaHne MHpopmaLmm.
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KpvnTonorus, kpuntorpadus 1 KpuntoaHanus — OCHOBHble onpegeneHns. Victopus wudposaHua. dtanbl:
HaVBHbIA, DOPManbHbIN, HAaY4YHbIA, KOMMNBIOTEPHBIN.

12 CoBpeMeHHble anropuTMbl CUMMETPUYHOTO LWndpoBaHns. BroyHble anroputmel. Avenka ®erictana.

13 |AnropuTmsbl wudpoBaHua DES n TOCT 28147-89.

14 KpvnTtocTtonkocTb. MpuHUMNBI XpaHeHUs 1 nepegayu Krnoven CUMMETPUYHOIO LN POBaHUS.

15 AcnMMeTpuYHble KpunTocuctembl. Anroputm RSA.

16 KombrHupoBaHHble MeToabl WwWindpoBaHus. KnoyeBble cxeMbl. KOMNNEKCHbIM MEeTOA 3aLLmTbl MHGOPMaLIMK.
17 TexHonormns SUMM. Kpuntorpadmyeckue xaw-gyHKUNN.

11

18 Mpobnema nogmeHbl oTKpbITOro kntova ALIMN. CepTudmkaumnsa, nepapxmsa n MHPacTpyKTypa OTKPLITLIX KItoYen.

3akoHogaTtenscTBo PP n HopmaTtuBHbIe akThbl B cdhepe UB. NHdopmaums ¢ orpaHM4eHHbIM JOCTYMNOM.
lMepcoHanbHble AaHHbIE.

20  |Bugpbl BpedoHOCHbIX NporpaMm. AHTUBKMpPYCHas 3aluTa.

19

5.2.2 TunoBble TeCcTOBble 3aAaHUA



1) OnpepenuTb UCTUHHBIN TN dannoBs (13 6asbl Ha cepeepe kadeapb! AlI)
dann Tun danna PacwunpeHnune

file008 | |
file020 | I
file028 | |
file030 | I
fileO51 | |
file058 | |
file062 | I
fileO64 | |
file084 | I
file085 | |

2) OnpegenuTb UCTUHHBIN TUN channos (13 6a3bl Ha cepBepe kadeapbl Alll)
dann Tun danna PacwunpeHnne

file009 |
file022 |
file023 |
file048 |
file049 |
fileO70 |
file072 |
file080 |
file085 |
file097 |
3) OnpegenuTb UCTUHHBIN TUN channos (13 6a3bl Ha cepBepe kadeapsbl AllM)
dann Tun canna Pacwwupenne

file006 | |
file013 | |
file016 | |
file023 | |
file04s | |
file078 | |
file082 | |
file085 | |
file096 | |
file099 | |

4) OnpenenuTb UCTUHHBIN TN hannos (M3 6a3bl Ha cepBepe kadeapb! AlIT)
dann Tun danna Pacwwupenne

file013 | |
file017 | |
file028 | |
file047 | |
file053 | |

file055 | |
file080 | |
file087 | |
file092 | |
file093 | |

5.2.3 TnoBble NPaKTUKO-OpUEeHTUPOBaHHbIe 3aAaHusA (3agayvu, Kemcbl)



1. PacwudppoBaTb, ncnonb3ys tabnuuy BukeHepa criegytoLLyo Kpuntorpammy:

a) Kniou: AMEPUKA

Wndpporpamma:
M3®ANLUMKANSLWILLABLIXbIbY3B3LUbINTLIBMTLLUTHAELELEXBIOXAHMPELATHLWBE33XLILLOCCXMHTHOL
WALYE

(McxogHbIM TekcT: Mbl Ny6nmkyem nodbopky M3 BbiCKasbiBaHWM CAenaHHbIX B CBOE BPEMS B COBEPLUEHHO
cepbesHon opme)

0) Knou: EBPOTIA 5
Wudpporpamma: MBHBIOBAHAABAMBIOI3CIMYHKOYBEXIOXLUSOHPC3BHYAPb3OVHMACONEAPAECXKHIKOY
(McxogHbIN TEKCT: Aa 3To ObINO Cka3aHo BNOMHE Cepbe3HO 1 060CHOBAHHO ANsi CBOEro BPEMEHN)

B) Kntou: A3UA

Wudpporpamma:XbIAPMBMO3ACOULIEbKBb3rKATObMALLBKbIMY TUMBIHILACOKYBOLWCCCXKbArLiM
MA

(McxoaHbIN TEKCT: MHTEPECHO a YTO ByaeT BbI3blBaTh Y HAC YIbIGKY 13 TOrO YTO FOBOPUTCH CErOAHS)

2. OgHUM 13 PEKBU3NTOB ANIEKTPOHHOMO AOKYMEHTa SBMASETCS ANeKTPOHHO-undpoBas nognuce (ALIM).
- KakoBa texHonorus nonyvenunst LIM?

- Yto Takoe ceptudhmkat SLM7?

- Yto obecneunBaeTcsi ¢ nomousto SLM?

3. OCHOBHbIM METOAOM 3aLUTbl KOH(PMAEHLMaNLHOCTU MHbopMaLIMKN SBnsSeTCsa KpunTorpadus.
- MNMepeuncnute ocHOBHblE MeTOAbl KpunTorpagpuyeckon 3alwnTbl MHopMaLmu.
- MNepeyncnuTte HegoCTaTKM U NPeUMyLLECTBa CUMMETPUYHBIX U aCUMMETPUYHBIX KPUNTOCUCTEM.
- B xakom crniyyae metof raMmmmnpoBaHus faet abCconioTHYH KPUMTOCTOMKOCTL?

5.3 MeToanyeckne maTepuansl, onpeaenstowme npoueaypbl oeHUBaHUA 3HaHMI, YMEHUI, BnaaeHui (HaBbIKOB
M (MNKn) NpaKkTMYeCKOro onbiTa AeATENbHOCTH)

5.3.1 YcnoBusa gonycka oby4atoLierocsi K NpoMexyTo4yHOM aTTecTauMm U NOpAAOK NMKBUAALUUN aKafeMUYeCcKon
3a10/KEHHOCTHN

MpoBegeHne NPOMEXYTOYHOW aTTecTauun perfiameHTMpPoOBaHO JloKanbHbIM HOopMaTtuMBHbIM aktom CI6MYMTA
«[MonoxeHne 0 NpoBeAEHNM TEKYLLLEro KOHTPOISA YCNEBAaEMOCTU U NMPOMEXYTOYHOM aTTecTaumm obyyaoLwmxca»

5.3.2 dopma npoBefeHUs NPOMEXYTOYHOM aTTecTaunm No AUCUUnInHe

YcTHada + MucbMeHHas KomnbloTepHoe TecTupoBaHue WNHas

5.3.3 Oco6eHHOCTU NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum nNo AUCLUNINHe
[na nonyyeHust 3a4éTa no AUCUMNIMHE HEOOXOAMMO BbINOMHUTL KOHTPOMbHYIO paboTy.

6. YHEBHO-METOOAWYECKOE U UHOOPMALIMOHHOE OBECNEYEHUE OUCLUNIIUHBI
6.1 YuebHas nutepartypa

ABTOp | 3arnasue | WN3patenbctBo | 'of n3gaHua | Ccbinka
6.1.1 OcHoBHas y4ye6Hasa nuTepaTtypa
WaHbruH, B. ®. MHdopmaumnoHHas CapaTos: http://www.iprbooks
6esonacHoCcTb M 3awuTa P ) 2019 h op.ru/87995.html
MpodobpasoBaHne
MHopMaLum
Mpoxoposa, O. B. MHdopmaumoHHas Camapa: Camapckum http://www.iprbooksh
fesonacHocTb M 3awuTa rocyaapCcTBEHHbIN 0p.ru/43183.html
WHpopmaLmm apXUTEKTYPHO- 2014

CTPOUTENbHbIN
yHuBepcuteTt, O6C ACB

Hectepos C.A,, OcHoBbl  MHdOpPMALMOHHOW| CaHkT-MeTepbypr: CaHkT- http://www.iprbooksh
6esonacHocTn MeTepbyprckuin 0p.ru/43960.html
NOMUTEXHUYECKUIA 2014
yHuBepcuteT NeTpa
Benukoro
Bacanosa, I". B. OcHoBbI kpunTorpadum Mocksa, CapaToB: http://www.iprbooksh
WHTepHeT-YHuBepcutet 0p.ru/89455.html
MHopmaunoHHbIX 2020

TexHonorun (MHTYWUT), A
Mn Ap Meguna




NHopmaumoHHas BopoHex: BopoHexckuit http://www.iprbooksh

loptoxmHa, E. O.
n.

NutBuHoBa, Jl. ,|0e3onacHocTb "ocynapcTBeHHbIN op.ru/72672.html
Travesa, H. B. ArpapHbin YHuBepcutet 2015
mM. Mimnepatopa lMNeTpa
MepBoro
ApTtewmos, A. B. MHdopmaumoHHas . http://www.iprbooksh
6e3onacHocTb Open: MexperuoransHas 0p.ru/33430.html

Axagemus 6e3onacHoOCTU U 2014
BbhkmBaHus (MABVB)

6.1.2 lononHuTenbHas y4yebHas nutepaTtypa

Kukun A. B. NHdopmaumoHHas http://publish.sutd.ru/
©e3onacHocTb Cno.: Ccrieryntq 2015 tp_ext_inf_publish.ph
p?id=2809
Kukun A. B. NHdopmaumoHHas http://publish.sutd.ru/
6e3onacHoCTb. OcHoBblI cre.: crieryntg 2019 tp_ext_inf_publish.ph
KpynTorpaduu p?id=201932
KuknH A. B. WHdopmaumoHHas http://publish.sutd.ru/
Be3onacHocTb Cne.: Creryntg 2014 tp_ext_inf_publish.ph
p?id=1695
KuknH A.B. XpaHeHue n 3awmTa http://publish.sutd.ru/
KOMMbIOTEPHON MHOPMaLNN Cne.: crieryntp 2015 tp_ext_inf_publish.ph
p?id=2807

6.2 MNMepe4yeHb NnpodeccuoHanbHbIX 6a3 AaHHbIX U1 UHPOPMALUOHHO-CMPABOYHbLIX CUCTEM

1. OnekTpoHHO-6nbnnoTeyvHasn cuctema CIIOIrYMTL [OnekTpoHHbI pecypc]. URL: http://publish.sutd.ru/

2. OnekTpoHHO-6ubnuotTeyHasa cuctema IPRbooks [OnektpoHHbin pecypc]. URL: http://www.iprbookshop.ru/

3. MHdopmaumoHHasa cuctema «EamHoe okHo gocTyna k obpasoBaTtensHbIM pecypcam. Pasgen. MHdopmaTtuka u
NMHOPMaLMOHHbIE TEXHONOMMMY» [AnekTpoHHbIN pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6

4. OdwmumanbHbli  MHTEPHET-MOPTan  npaBoBoW  MHdopmauumy  (bepepanbHass  rocyaapcTBEHHas
NMHopMaLMoHHas cuctema) [QnekTpoHHbIn pecypc]. URL: http://pravo.gov.ru

6.3 MNepe4veHb NMLEH3UOHHOIo U CBO6OAHO pacnpoCcTpaHAeMoro NpPorpaMmMHoOro obecneyeHust
MicrosoftOfficeProfessional
Microsoft Windows

Far
6.4 OnucaHue maTepuanbHO-TEXHUYECKON 6a3bl, HEOO6XO0AMMOW AN ocyllecTBNeHNA obpa3oBaTeNnibHOro
npouecca no gucumnnuHe

AyauTtopusi OcHaleHne

MynbTuMegunHoe obopyaoBaHue, crneunanmanpoBaHHas mebenb, Jocka
JlekumoHHas Y A pyA H P A
aygutopusi

CneuwnanuavpoBaHHas mebenb, fgocka
YyebHas ayautopus
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