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Paboyasa nporpamma gucuunnMHbl COCTaBneHa B COOTBETCTBMU C heaepanbHbiM rocyaapcTBeHHbIM 06pa3oBaTenbHbIM
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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMMNIIUHBI

1.1 Uenb pucuunnuHbl: CchopmupoBaTb KomneTeHumn obyuvatowierocs B 06nacTu OCHOBHbBIX MPUHLIMIOB
opraHu3auun, yHKUMOHMPOBAHUS, NPOEKTUPOBAHMWS, HAaCTPOWKN M SKCMyaTauMmn NoKanbHbIX BbIYUCIIUTENBHBLIX CETen
(J1BC) Ha npeanpuaTmax otTpacnu.

1.2 3agayum AMCLUUNTIUHbI:

» PaccmoTpeTb opraHnsauuio pasnmyHbIX YpOBHEN CETEBbIX MOAENEN;

* PackpbITb OCHOBOMOMaratLme TeopeTnyeckne npuHLMMNbI MOCTPOEHWS CETEBbLIX TEXHOIOTUIA;

* [loka3aTb 0COBEHHOCTM MPOEKTUPOBAHUSA, pa3BepTbiBaHUSA M 0BCNyXMBaHMSA OMUCHBLIX MOKanbHbIX CeTew,
HaCTPOWKN CEPBEPOB U NMOKaNbHbIX CTaHLMIA.

1.3 TpeboBaHus K NnpeaBapuTeNibHOM NOAroToBKe O0y4aloLwerocs:

I'Ipe,uBapMTeanaﬂ noAroToBKa npeagnonaraeT co3gaHne OCHOBbI OA (bOpMVIpOBaHVIﬂ KOMMeTeHUUNn, YKa3aHHbIX
B . 2, npun n3yv4eHnmn ancunniinH:

[MporpammupoBaHue n anroputTMm3auus
MHdopmaumoHHbIe TEXHONOrMK

2 KOMMNETEHUMU OBYYAIOLWEIOCA, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA OAUCLIUMNIIUHBI

MNK-1: CnocoGeH BbINOMHUTbL TeXHU4YECKOe 3aAaHue Ha pa3paboTKy aBTOMaTM3MPOBaHHOW CUCTEMbI YNpaBrieHUs
TEeXHONOrn4eckKMmMm npoueccamm

3HaTb: OCHOBbI TEOPUM CETEBON apXMTEKTYpbl Ha base cemnypoBHeBon moaenu ISO/OSI.

YmeThb: npoBoaAUTb NOOKMKYeHMe U  BbINOJIHATL OCHOBHbIE HaCTpOl7IKI/l ana pa6oq|/|x CTaHUMN noKanbHOW
BbIYNCINTENBHON CETU.

BnapgeTb: HaBbikaMu paboTbl C yHETOM MHPOPMALIMOHHON B6€30MacHOCTU B NTOKaNbHON BbIYUCIIUTENBHOW CETU.

3 PE3YJIbTATbI OBYYEHUA NO AUCLUUNNUHE

KoHTakTHas
paboTta

MHHoBaLl. dopma
dopmbl TekyLiero
3aHATUA | KOHTpOrS

HaumeHoBaHWe n cogepxaHue pasgenos,
TEM U y4eOHbIX 3aHATUI

CP
Nex. Mp. | (4ackl)
(yachl) | (vacel)

CewmecTp
(kypc gnsa 3A0)

Pasgen 1. OCHOBHbIE NPUHLNMbI, MOHATUA U
ceTeBble NPOTOKOSbI

Tema 1. BeegeHne B BC. WHTepHeT u
UHTpaHeT. KoHeuHble ¥ MpPOMEXYTOYHblEe
CUCTEMBI. AkTMBHOE " naccmBHoe
obopynoBaHune. CemnypoBHeBasi MOLEIb
ISO/OSI. Habopbl cepsucoB. CTteku 2 2 4 nn
NPOTOKOSOB.

MpakTnueckoe 3agaHue -  [pumepsbl
Hanbonee BaXHbIX NMPOTOKOMOB Pa3fNYHbIX
ypoBHen. EanHnubl obmeHa.

Tema 2. B3sanmogenctBue OKOHEYHbIX
cucTem. KnneHTsl n cepBepbl.
MapuwpyTtusatopbl. Cnyx6sl TCP 1 UDP.
MpakTnyeckoe 3apgaHve - KommyTtauwms
KaHanos " KOMMYyTaLms NakeToB.
MynbTunnekcmpoBaHne — 4acTOTHOE U
BpeMeHHoe. Bbirogbl cBA3U ¢ KOMMyTaumen
naketoB. Cuctemartumka ceTen

Tema 3. MNpuknagHon ypoBeHb. [1poToKosbI
HTTP, SMTP, POP3, FTP, DNS. Css3b
MPOLIECCOB  MPUKITAQHOMO  YPOBHS  C
TPaHCNOPTHbIM ~ YPOBHEM 4epe3  COKeT.
AreHTbl nonb3oBaTens. 2 2 6
Mpaktnyeckoe 3agaHne -  [lpumepsl
NpUNoXeHun (NPOTOKOMbl MPUKIAAHOMO U
TpaHCNOPTHOro ypoBHen). TpeboBaHus K
cnyx6am TpaHCNOPTHOrO YPOBHSI.

Tema 4. lNpoTtokon HTTP. lNoctosiHHoE K
HenocTtositHHoe coeauHeHusi. dopmat HTTP
coobLeHun (3anpoc u OTBET).
MpakTtnyeckoe 3apgaHue - [lpotokon FTP
ana nepegadn cannoB U ero otTnn4mMe ot
npotokona HTTP.




Paspen 2. OcHoBbl npoektupoBaHusa JIBC
ans manoro oguca

Tema 5. Pabota cepBMCOB 3MEKTPOHHON
no4tbl — npotokosnisl SMTP n POP3, IMAP

Tema 6. JiBC Manoro oduca.
lMpoekTupoBaHue cetn. Paboune ctaHumw,
cepBepbl, CeTeBble KapTbl, KOHLEHTPaTopsbI,
KOMMyTaTopbl, kabenb u T1.n. HagexHoe
XpaHeHne AJaHHbIX Ha guckax — MaccuBbl U
knactepbl SCSI n RAID 0-5.

MpakTnyeckoe 3apaHne - CocTaBneHue
crneumdukalmm 1 cMeTbl pAaCXOd0B.

Tema 7. MoHTax 1 Hactpovika JIBC manoro
oduca. OnepaunOHHble CUCTEMbI ANs
cepBepos. HacTtpolika ]
aAMUHNCTPUPOBAHUNE CETHN.

Mpaktnyeckoe  3agaHne -  CeTeBble
nonuTMkn, adHanu3 paboTbl, yCTpaHeHue
HEeUcnpaBHOCTEN.

3,75

nn

Tema 8. NHdopmaumoHHaa 6e3onacHOCTb B
JIBC. BHewHvne W BHYTPEHHWE Yrpo3bl.
MpakTtnyeckoe 3apaHue - CpegcrtBa Ans
peanusaunm 6esonacHocTu. BpaHamayapbl
MPOKCU-CEPBEPDI.

Utoro B cemecTtpe (Ha kypce ans 3A0)

KoHcynbTaumu n npoMexyToyHas
aTTectauus (3ader)

17

17

37,75

0,25

Bcero koHTakTHasA pa6ota n CP no
AucuunnvHe

34,25

37,75

4 KYPCOBOE NPOEKTUPOBAHUE

KypcoBoe npoekTnpoBaHue y4eGHbIM MaHoOM He NPeayCMOTPEHO

5. ®OHl OLLEHO4YHbIX CPEACTB AN NPOBEAEHUSA NMPOMEXYTOYHOW ATTECTALMU
5.1 OnucaHme nokasatenemn, KpUTepMeB U CUCTEMbI OLlEHUBaHNUA pe3yrnbTaToB 06y4yeHuUs

5.1.1 NMokasaTtenu oueHUBaHUA

Koa
KoMneTeHUun

MokasaTenu oueHnBaHMA pe3ynbTaToB 0byyYeHns

HanmeHoBaHWe oueHOYHOro
cpeacTea

BbIYMCNUTENLHOWN CETHU.

Brinonuser TexHu4yeckoe
nK-1 aBTOMATMU3UPOBAHHOW  CUCTEMbI T
npoueccamm CO 3HaHMEM OCHOB TEOpPUM CETEBOW apXUTEKTYpbl U
HaBblkamy paboTbl B NTOKANbHOW BbIYUCIIUTENBHOW CETH.

PaboTtaeT ¢ y4€TOM MHOPMALMOHHON Ge30nacHOCTM B JOKarbHON

3apaHve
ynpasneHus

Ha

M3naraet oCHOBHbIE NPUHLUUNBI, NOHATUA U ceTeBble NPOTOKOIbI.

pas3paboTky
TEXHOIOrMYeCcKUMH

Bonpockl ans YCTHOIo
cobecenoBaHus.
Kenc-3apgaHue.

5.1.2 Cucrtema 1 KpuTepum oueHUBaHusA

Kputepuun oueHnBaHnsa chopMMpoBaHHOCTU KOMMETEHLNIA

Lkana oueHuBaHus

YcTHoe cobecenoBaHune

MucbMeHHas paboTa

3pyanLMIO
KpuTtuueckun,

MonHbIN, ucyepnbiBaOLWMA OTBET, HABHO
OEMOHCTPUPYIOLWMIA rNyb6okoe NoHUMMaHue
3ayTeHo npeamMetTa W  LUMPOKYIO
oLeHnBaemMon obnacTu.
OpUrMHarnbHbIA NOAXOA K MaTepuarny.

B

nomMoLLu 3K3ameHaTopa.
He 3a4yteHo 3HauYUTENbLHON  YacTn
BaXKHbIX 3MNEeMEeHTOB
MHorouncneHHble rpybble oLmobKu.

HecnocobHoCTb OTBETUTL Ha Bonpoc 6e3

HesHnaHune

NpUHUMUNUANLHO
OVCLMMNIIVHDI.

5.2 Tunosble KOHTPOJIbHbIEe 3a4aHUA UNMN UHblIe MaTepunanbl, HeobXxoaMMbIe ANA OLEHKU 3HaHUM, YMeHMVI,

HaBbIKOB U (MNK) ONbITa AeATENIbHOCTU
5.2.1 Nepe4yeHb KOHTPOJIbHbLIX BONPOCOB




Ne n/n dopmMynnpoBKM BONPOCOB
Cemectp 6
1 Bsegerune B BC. CeTb UHTepHeT n ceTn MHTpaHeT. KoHeYHble 1 MPOMEXYTOYHbIE CUCTEMBI. AKTUBHOE 1
naccmeHoe obopygoBaHue.
2 CemunypoBHeBasi Mogernb ISO/OSI. Habopbl cepBrcoB. CTekun NnpoTokono.. MprumMepbl Hanbonee BaXHbIX
NPOTOKOJIOB Pa3NnYHbIX YpoBHEW. EanHnubl obmeHa.
BaanmopgencTteme okoHeuHbIx cuctem. KnueHTtsbl n cepBepbl. KOMMyTauusa kaHanos U KOM-MyTaumsi NakeToB.
3 MynbTunnekcnpoBaHue — 4YaCcTOTHOE M BpeMeHHoe. Bbiroabl cBA3n ¢ kommyTaumen naketoB. CuctemaTtuka
ceTten.
4 Buabl goctyna k cetu: pesmaeHTHbii (Mogem, DSL, HFS, BPL (PLC), etc.); kopnopaTuBHbIA; MOBUABHBIN.
dusnyeckme cpegbl AN nepenayv aHHbIX.
5 3adepKk1 U NOTEPU AaHHLIX B CETAX C KOMMYyTaUMen nakeToB. MIHTEHCMBHOCTL Tpadmka.
6 MpuknagHon ypoBeHsb. MNpoTtokonsl HTTP, SMTP, POP3, FTP, DNS.
7 MpoTtokon HTTP. MNMocTosHHOE 1 HenocTosiHHOe coeanHeHus. dopmat HTTP coobuieHunit (3anpoc u oTBeT).
8 OneKTpoHHas no4vta — npoTokosnbl SMTP 1 POP3, IMAP.

9 MoHTax n HacTporika JIBC manoro oduca. OnepaunoHHbie CMCcTEMbI A58 pabounx CTaHUUn 1 cepBepoOB.

Cnyxba TpaHcnsaummn umeH MntepHeta DNS. IP — agpec 1 MHEMOHMYeckoe UMsi xocTa. PerucTpauums xocTa.

10 ®yHkumm DNS.

11 JIBC manoro odwuca. lNpoektnpoBaHune cetn. Paboune ctaHuum, cepBepbl, CETEBbIE KapTbl, KOHLLEHTPATOPbI,
KoMMmyTaTopbl, kabenb 1 T.n. CocTaBneHne cneundukaLm u CMeTbl PacxoaoB.

12 CeTeBow ypoBeHb. [1poTokon IP. Aapeca nHtepdencos n ceten. IP-agpeca — knaccel agpecos, ctaHgapTt CIDR.

Apnpec cetn n eé macka. Agpec xocta. entarpamma IPv4.

13 HacTpoiika n agmmHucTpupoBaHue cetu. CeTeBble NONUTUKN, aHanm3 paboTkl, yCTpaHeHWEe HEUCNPaBHOCTEN.
PacnpegeneHHas cuctema cepsepoB DNS: rnokanbHble, KOPHEBbLIE, MOSTHOMOYHbLIE CepBepbl. PekypcrBHbIE 1
utepaTtusHble 3anpocbl. DNS — 3anucum 1 3anpochi.

TpaHcnopTHbIV ypoBeHb. MpoTokonel UDP 1 TCP. [leMynbTunnekcnpoBaHne n MynbTUNIeKcupoBaHme

15 coobuweHni. Nepegaya aaHHbIX 6€3 YyCTaHOBKM NTOMMYECKOro COEANHEHUS N C YCTAHOBKOWM NTOMMYECKOro
coegnHeHus. KoHBeriepnsauuns nakeTos.

14

16 anIHLI,I/lI'IbI N MeXaHN3Mbl HagEeXHOMN nepenayn AaHHbIX No CeTAM, 40MNYCKaLWNUM UCKaXeHNA 1 NoTeplo AaHHbIX.

5.2.2 TunoBble TeCcTOBble 3aAaHnA

5.2.3 TnoBble NPaKTUKO-OpUEeHTUPOBaHHbIE 3aAaHus (3agayu, Kemchbl)

1. Ucnonb3ys nporpammy TRACERT npon3BeCcTy TpacCUPOBKY U ONpedenvTb Y3noBble 3agepXku angd tpaduka
00 CrnefyloLmX XOCTOB.

1.1. o canta opraHusaumm ICANA

Heobxoanmble AencTBus:

1) 3anycTuTb MHTEPENC KOMaHOHOW CTPOKY;

2) HabpaTb B KOMaHAHOWM CTpOKe tracert www.icana.org;

3) npoaHanuanpoBaTb NOMy4YEHHbIE pe3ynbTaThl

1.2. [lo canTa yHnBepcuTeTa TOKMO

1.3. o canTa yHuBepcuteta MenbbypHa

1.4. [lo canTa Macca4yyceTcKoro TeXHONorm4eckoro nHctutyta (MIT)

1.5. fo canta CTeHdopackoro yHuBepcurteTa

2. CocTaBuTb cneumnmrKkaumio onsa nokanbHom cetu kadeapsbl

3. MNMpownsBecTun HacTporiky pabodern ctaHuum JIBC anst 3arpy3ky no CETU B PEXMME TOHKOTO KIMEHTA.

5.3 MeToanuyeckne matepuansbl, onpepenstolime npoueaypbl oLeHMBaHUA 3HaHUW, YMEHUI, BnaaeHui (HaBbIKOB
1 (UNKN) NpPakTUYECKOro onbiTa AeATENbLHOCTH)

5.3.1 YcnoBusa ponycka oby4aroLierocsi K npoMexyTo4HoWn aTrectaLmMm U NopAAOK NMUKBUAALIMKN akafeMU4yeckon
3a10/MKEHHOCTH

MpoBeaeHne NPOMEXYTOYHOW aTTecTauun perfiameHTMpPoOBaHO JloKanbHbIM HOpMaTuMBHbIM aktom CI6MYMNT
«MonoxeHne 0 NPOBEAEHNM TEKYLLErO KOHTPOIS YCNEBAEMOCTU M NMPOMEXYTOYHOM aTTecTaumm obyyaroLwmxca»

5.3.2 dopma npoBeaeHUs NPOMEXYTOYHOM aTTecTaunm No AUCUUnInHe

YcTHas + NncbmeHHas KomMmnbloTepHoe TecTupoBaHue NHasa

5.3.3 Ocob6eHHOCTU NpoBeAeHUsi MPOMEXYTOYHOM aTTecTaumMn nNo gUCLUUNnHe

He nonyckaeTcs ucnonb3oBaHne Nekuun v Apyrux MHPOPMaLMOHHbLIX MaTepuarnos.
Bpewms Ha nogroToBky oTBeTa He 6onee 20 MUHYT.

6. YHEBHO-METOANYECKOE N UHOOPMALIMOHHOE OBECMNMEYEHUE OUCLUUMIINHDbI




6.1 YyebHasn nutepaTtypa

ABTOp 3arnasue M3paTtenbcTBo [oa nspaHusa Ccbinka
6.1.1 OcHoBHas y4yebHas nuTepaTypa
3auka, A. A. JlokanbHble CETU N MHTEPHET Mocksa, CapaToB: http://www.iprbooksh
MHTepHeT-YHuBepcuTeT op.ru/89442.htmi
MHdopmaumoHHbIX 2020
TexHonorun (MHTYUT), An
Mu Ap Megna
KosraH, H. M. KomnbloTepHble ceTn MUHCK: PeCnvBANKaHCKI http://www.iprbooksh
: Y op.ru/93384.html
NHCTUTYT
2019
nNpoeCcCcnoHarnbHOro
obpasoBaHusa (PUIMO)
HoBwukos, 0. B.,|OcHoBbI NoKanbHbIX ceTemn Mocksa: HTepHeT- http://www.iprbooksh
KongpateHko, C. B. YHuBepcutet 0p.ru/97563.html
MHdopmaumnoHHbIX 2020
TexHonorun (MHTYUT),
Awn MNun Ap Megmna
Yekmapes tO. B. JlokanbHble Capartos: 2017 http://www.iprbooksh
BbI4NCIIUTENbHbIE CETU MpodobpasoBaHue 0p.ru/63945.html
PakuTuH, P. 1O.,|KoMnbtoTepHblE ceTn BapHayn: Antarickun http://www.iprbooksh
Mockanerko, E. B. rocyapCTBEHHbI 2019 op.ru/102731.html
negarorm4eckuni
YHMBEPCUTET
6.1.2 lononHuTenbHas y4yebHas nutepaTtypa
Yekmapes, 1O. B. BbluncnurtensHble cuCTEMBI, Capartos: 2019 http://www.iprbooksh
CeTu 1 TeneKkoMMyHuKaLum lMpodobpasoBaHune op.ru/87989.html
MyroekuH, A. B. CeTu nepegayn gaHHbIX Tomck: Tomckumn http://www.iprbooksh
rocyAapCTBEHHbIN op.ru/72179.html
YHUBEPCUTET CUCTEM 2015
ynpaBneHus un
paano3nEeKTPOHMKN
Onueep, NbGe,|KomnbloTepHble  ceTM U Caparos: http://www.iprbooksh
CuHuupIH, . B. cnyx6bl yaaneHHoro goctyna MpochoGpasosarie 2019 op.ru/87999.html
Ceprees, M. 1O.,|KomnbtoTepHblE ceTn BopoHex: BopoHexckui http://www.iprbooksh
Cepreesa, T. W, rocyfapCTBeHHbIN 2019 op.ru/93261.html
OnewnHukosa, C. A. TEXHUYECKUI
yHuBepcutet, O6C ACB

6.2 MNepeyeHb npocdeccnoHanbHbIX 6a3 AaHHbIX U MHPOPMALIMOHHO-CNPABOYHbIX CUCTEM

MHdopmaumoHHbin noptan JlerMpombusHec  http://ipb.ru/

WHTepHeT-noptan Pocnernpom www.roslegprom.ru

Poccuiickuin coto3 npeanpuHuMaTenein TeKCTUMbLHOW M Nerkon npomebllneHHocTn  http://www.souzlegprom.ru/
OneKTpoHHO-6MbnMoTeyHasa cuctema «IPRbooks» [OnekTpoHHbIn pecypc]. — Pexxum goctyna: http://www.iprbookshop.ru

6.3 MNepeyeHb NULEH3UOHHOIO U CBO6GOAHO pacnpoCcTpaHsAeMoro NPorpamMmMHoOro oéecnevyeHus
Microsoft Windows

Far

MicrosoftOfficeProfessional
6.4 OnucaHue MaTepuanbHO-TeXHMYeCcKkon 6a3bl, Heo6xoAuMoON Ans ocyllecTBlIeHUs obpa3oBaTeNbLHOro
npouecca no gucuuninuvHe

Ayautopus OcHalueHue

Myanmmep,MﬂHoe o6opy,qosaH|/|e, KOMMNbOTEPHAA TEXHNKa C BO3SMOXXHOCTbIO NOAKIMHYEHUA K CETU
«MHTepHeT» n obecneyeHnem AOoCTyna B J3J1IEKTPOHHYIO VIHdDOpMaLI,VIOHHO- o6pa303aTeanyro
cpedy

KoMnbloTepHbIN Knacc

MynbTumeamniiHoe 060 OoBaHue, crneunanmanpoBaHHas mebernb, Aocka
TNekuyonHas Y. o2l pyA ) N p » A

ayautopusi
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