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1 BBEJEHUE K PABOYEN MPOrPAMME OUCLMNIUHDI
1.1 Uenb gucumnnnuHbl: ChopMmpoBaTh kKomneTeHuum oby4datollerocst 06 OCHOBHbIX MPUHLMMNAX opraHusaumum

ornepauUmoHHbIX CUCTEM. N KOMIMbIOTEPHBIX CETEN
1.2 3agaum gcuMNInHbLI:

OBnageHue oby4valoLlmm TeopeTUYeckux CBedeHusi o6 apXuUTekType, (PyHKUMsIX, npoueccax M CUCTEMHbIX
cnyxbax onepaunoHHbIX CUCTEM;

M3yyeHwne KoHuenuun pacnpeaenéHHon obpaboTku;

YMeHue onpegeneHuss Meponpuatvuin no obecneveHuto MHGOPMAaUMOHHON Ge30nacHOCTU, AMArHOCTUMKU W
BOCCTaHOBIIEHNS ONepaLMOHHON CUCTEMbI NOCIE OTKA30B;

BbipaboTka HaBbIKOB MO ynpaBneHuio GYHKUMOHUMPOBAHMEM OMepaumoHHOA CUCTEMOW ANns opraHusauum
3(PEKTUBHBIX BbIYUCIIUTENBHBIX MPOLECCOB B MHMOPMALMOHHBLIX CUCTEMaxX Pas3fMYHOro HasHayeHus, obecnedyeHus
NMHOPMaLMOHHOM 6e30nacHOCTK, 3aLnTbl OT C60EB 1 0TKa30B, aAMUHUCTPUPOBAHNS BbIYUCTIUTENBHbLIX CUCTEM.

1.3 Tpe6oBaHusA K NpeaBapUTeNbHON NOAroTOBKe 06y4aloLerocs:

MpeasapuTensHas NOAroToBka npeanonaraeT co3gaHne 0CHOBbI AN (POPMUPOBAHMSA KOMMNETEHLUNIA, YKa3aHHbIX
B M. 2, NPU U3YYEeHUN OUCLIUNIIVH:

OucumnnuHa 6a3V|pyeTc;| Ha KOMMNeTeHUunsX, C(bOpMVIpOBaHHbIX Ha npeagbigyuem ypoBHe O6pa3OBaHVIF|.

2 KOMMNETEHUMU OBYYAIOWEIOCA, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA OAUCLIUMNIIUHBI

OlK-2: CnocobeH NoHMMaTb NPUHLUMNBI PaBOTbl COBPEMEHHbIX UH(POPMaLMOHHbIX TEXHONOMMN 1
nporpamMmMHbIX CpeAcTB, B TOM Yncne oTe4eCTBEHHOro NpousBoAcTBa, U UCMONb30BaTh MX NPU pelleHun 3agay
npoceccMoHanbHON feATeNbHOCTY;

3HaTb: TeopeTnyeckne OCHOBbI NOCTPOEHMUS U PYHKLUMOHNPOBAHUS ONEPALMOHHBIX CUCTEM, UX Ha3HaYeHne U PyHKUNK.
YMeTb: Mcnomnb3oBatb pasnuuHble OMepaumoHHble CUCTEMbI M CO34aTb KOMaHAHble dainbl C UCMNOfb30BaHWEM

ynpasnarwmx KOHCprKLI,VIVI; BbI6MpaTb N oueHmBaTb apPXUTEKTYPY BbIYUCITUTENbHbIX CUCTEM, ceTen M cuUctem
TeHeKOMMyHMKaLlMVI N nx nogcuctem.

Bnapetb: HaBbikamy aHanm3a u oueHKn adpeKTMBHOCTU yHKUMOHMpoBaHUA OC n ee KOMMOHEHTOB; HaBblkamu
paboThbl B COBPEMEHHON NPOrpaMMHO-TEXHUYECKOW Cpeie B pasnmyHbIX ONepPaLMOHHbIX CUCTEMAX U CETSIX.
OlK-4: Cnocob6eH yyacTBOBaTh B pa3paboTke cTaHAAPTOB, HOPM M NPaBui, a TakXke TEXHUYEeCKOMN
OOKYMeHTaLuu, cBA3aHHOW ¢ npodecCMoHanbHON AeATeNbHOCTbIO;

3HaTtb: TexHu4eckue XapaKTepUCTUKN, KOHCTPYKTUBHbIE 0COOEHHOCTK, HasHayeHue u ycnosua akcnnyatauun
BbIYUCIINTENBHOWN TEXHWUKN.

YmeTb: lNonb3oBaTbca cneymanbHbiMM NPOrpaMMHbIMU CpeacTBamMu NS peLleHms NpodeccnoHarnbHbIX 3agay.
BnapgeTtb: HaBbikamu paboTbl C TEXHUYECKON AOKYMEHTALMNEN.

OlMK-5: Cnoco6eH nHctannupoBaTb NporpaMMHoOe U annapaTHoe o6ecne4vyeHue AN UHGPOPMALMUOHHBLIX U
aBTOMaTU3UPOBaAHHbIX CUCTEM;
3HaTtb: CTpPYKTypy U apXUTEKTYpy COBPEMEHHbIX OMepauMOHHbIX CUCTEM; TEOPETUYECKME OCHOBbI HACTPOMKM W
onTumunsaumm pabotel OC.
YmeTb: [lonb3oBaTbCa MHCTPYMeHTanbHbiMM cpeactBamm OC, cTaBuUTb M pellatb 3agadv agMMHUCTPUPOBAHUS Y
KOH(pMrypnpoBaHuns onepaumoHHbIX CUCTEM.

BnapgeTb: HaBblkamy MHCTannsiuumM nNporpamMMHOrO M annapaTHoro obecneyeHusi ¢ NMPUMEHeHWeM METOOB 3alUMThI
NMHopMaLuu.

3 PE3YNIbTATbI OBYYEHUA NO AUCLUUNNWHE

O |KoHTakTHas
%g patora MHHOBaU.
HavnmeHoBaHue v cogepxxaHue pasgenos, | § = CP chopMbl
TEM 1 Yy4EeOHbIX 3aHATUI =g fek Mp. (vachbt) SAHSTUI
o § (wacsl) | (vacb)
x
Paspen 1. OcHoBHble KoHUenuun 6asoBoro
nporpammHoro obecne4veHus (bNO)
Tema 1. OnpegeneHne, HasHa4dyeHue,
Knaccudukauyms BMo. Onpepgenexue,
HasHayeHne © @YHKUMM oOnepaLMoHHON
cuctembl. Jsontoumn OC, 3BBM wn TIK. 1
Apxutektypa [MK (ABI/API). Tlogcuctemsl 2 16 nn
win32, posix, WSL. NepcoHanusauma OC ¢
NOMOLLbIO rpadn4eckoro
Nnosib30BaTENbCKOro UHTEpdenca
M3onsumsa gedektor 3arpy3km OC




Tema 2. Knaccndmkauus OC.
CoBpeMeHHble OC, OCHOBHbIE
XapaKTePUCTUKMN, 0CODEHHOCTU
NpMMeHeHus1, annapatHas nnatdopma.
TengeHuun passutnss OC. OC nocnegHero
rMokoneHusl. YnpaBneHMe ToykamMu oOTKaTa
OC, cosgaHue pasgena BOCCTaHOBIEHMS,
co3gaHus  3arpy3oyHoro  obpasa  Ha
CbeMHOM Hocutene. PasneneHne AMCKOBbIX
ycTpowncTs discpart.

WTtoro B cemecTpe (Ha kypce ans 3A0)

KoHcynbTaumm n npoMeXxyToyHas
aTTecTauus - HeT

16

nn

32

Paspen 2. OcHoBHblE KOHLIeNLUmmn
coBpeMeHHbIx OC.

Tema 3. Apxutektypa onepaumoHHbIX
cuctem. OcHoBHble KomnoHeHTbl OC: aapo,
BCroMoraTternbHble mMoaynu. MHorocrnonHas
cTpykTypa OC ApX1UTEKTYpHblE OCODEHHOCTH
OC. BupTyanbHble MawwuHbl. TexHonoruu
BupTyanusauuu BM, koHTenHepsl DOCKER.
PecypcHas MoAenb, crneumnduka
koHTenHepoB 1 BM (sagpa OC). Cpeactso
MoHuTOopwuHra (btop, top).

Tema 4. YnpasneHue npoueccamu. [NoHsaTre
npouecca. bnok ynpaeneHus npoueccamu.
CoctosiHne npoueccos. [lnaHupoBaHue
NpoLieccoB,  anropuTMbl  NNaHUPOBaHWA| 5
npoueccoB. KomaHaneTtbl, ynpaBneHue
KOMMbIOTEPOM C MOMOLLbO TEepMUHana.
WHTepnpetatop komaHgHou cTpokn OC
Windows: co3gaHue KOMaHOHbIX annos.
Pabota c komanHgamn [Ons  KOHTpOns
CUCTEMHBIX PECYDCOB.

Tema 5. lNpoueccbl U NOTOKA. KOHTEKCT u”
JeckpunTop npouecca. [pouecchl, NOTOKK 1
HUTW. OcHoBHble MOHATUSA "
XapakTepucTukn.  YcTaHoBKka  rOCTEBOW
onepaunoHHol cuctembl 13 1SO-obpasa ¢
NMOMOLLIbIO nporpamMmmel, OCHOBHbIe
npevmyllecTsa " HeJocTaTKu BM,
knaccndukauma Hactpoek BM. (hyper-v,
Bios/UEFI, WSL.

0,5

20

nn

20

nn

20

nn

Tema 6. [loHaTne annoBon CUCTEMDI.
HasHaueHue, nornyeckas opraHusaumsi.
OpraHusaums cTpykTypbl ¢annoB. bydepHbii
nyn. Tunosas ctpyktypa ®C. ApxutekTypbl PC.
KomaHaneTbl, ynpaBrneHue KOMMbIOTEPOM C
nomoulpto TepmuHana. Pannosasa cuctema OC
UNIX. OC Linux. Cpeactso moHutopuHra (btop,

top).

Tema 7. loHATMe danna. Tunel dannos,
Karanor. Jlornyeckas " dusnyeckas
opraHusauus dannos. KomaHnaneTsl,
ynpaBneHne KOMMbIOTEPOM C  MOMOLLbIO
TepmuHana. Pawnnosasa cuctema . OC Linux.
CpepnctBo MoHuTOpUHra (btop, top).

Pasgen 3. CeTu 1 TenekoMmyHuKaLum

20

nn

20

nn




Tema 8. ApxutekTypa BblYUCIIUTENBHBIX CETEN.
OcHoBHast TepMuHonorusa. Knaccudukaums
KOMMNbIOTEPHBIX  ceTer. Tononorus  ceTu.
Knaccudmkaums ceTen Mo  TOMOMOrnun.
MocTtpoeHune Tononoruu nokanbHom
BbIYNCINTENBHON ceTun. MpakTnyeckoe
npumeHeHne npotokonos mogenun OSI, SSH
coeavHeHune, npuMmeHeHre SSH (bandit).

Tema 9. Apxutektypa cetei. BeluncnurenosHas
mogens OSIl. [lpumeHeHune komaHg OC
Windows gnsi paboTbl C KOMMbIOTEPHOM CEThIO.
KomaHab! ipconfig, ping n getmac, traceroute,
nslookup, netsh/ip: nonyyeHne cnpaBo4HOM
WHpopmaumu.

20

nn

Tema 10. ApxuTekTypa cTeka MpPOTOKOSIOB
microsoft TCP/IP. LUudposon IP-agpec.
JomeHHbI  (cMMBOnbHbIM) agpec. Cnyxba
AOMeHHbIX UMEH (DNS). ®opmaT coobLieHnin n
nepapxms DNS. O6nayHble  cepBUChI,
BblYMCNEHUA U  TEXHOMNOrnu. O6nayHble
cepBuUcbl U BbluMcrneHus. Mogenn obnayvHbix
BbluMcrieHnn laaS, PaaS, SaaS, NaaS.s:
MpoBepka coeguHeHnn B ceTax. Onpegenexve
IP- agpeca koMnbkoTEpa MO €ro JOMEHHOMY
agpecy u knacca nonydyeHHoro |IP-agpeca.
Onpepenenue IP- agpeca BebG-cepBepa Mo ero
OoMmeHHomy agpecy. OnpefgeneHve HassaHusA
ceteBoro apgantepa u ero MAC- apgpeca.
Pabota c alinoBbiM CEPBEPOM M CETEBbLIMU
nankamu Ha Hem. lMepexon Ha FTP -cepsep,
nony4yeHve uHdopMaumm O CTPYKType narok,
konuposaHue dannos ¢ FTP-cepsepa.
Boirpyska/sarpyska B obnadHble XxpaHunuiia u
Ha NoKanbHbIN HOCUTESb KakMX-MDO NPOEKTOB
unu penosuTopueB ¢ nomoLubio git/curl, VPN,
P2P connection, OpenVpn,

20

nn

Tema 11. BesonacHOCTb B KOMMNbITEPHbIX
cetdax. Cnocobbl K cpeactBa  3alWUThI
nHpopmaumm B  ceTax. LUndpposaHue.
Anroputmsl LnMdpoBaHUS. OneKkTpoHHas
undposas noanuch. MpakTnyeckoe
npumeHeHne npotokonos, DH (https), sawwuTta
OT ceTeBblX Yyrpo3 (cdunetpbl), (addblock),
ids/ips, obnauHble 64, xocTuHr FireBase, PFS
(Perfect forward secrecy).

13

nn

WUtoro B cemecTpe (Ha kypce anga 3A0)

0,5

10

nn

163

KoHcynbTaumm n npomexyToyHas
aTTectaumns (Ok3ameH)

2,5

6,5

Bcero koHTakTHasa pa6orta u CP no
OUCLUUNIIMHE

14,5

201,5

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTupoBaHue y4eBGHbIM MiaHoM He NpeaycMOTPeHo

5. ®OHA OLIEHOYHBLIX CPEACTB ANA NPOBEAEHUSA NPOMEXYTOYHOW ATTECTALIUK
5.1 OnucaHue nokasatenen, KpUTepueB M CUCTEMbI OLLEHUBaHUA pe3ynbTaToB 06y4eHus

5.1.1 NokasaTtenu oueHUBaHUA

Kon
KOMMNEeTEeHUUN

MokasaTenu oueHnBaHuA pe3ynbTaTtoB o6yquV|$|

HanmeHoBaHme oueHO4YHOro
cpeancrtea




Ob6ocHoBbIBaeT (byHKLI,I/IOHaﬂbHoe Ha3Ha4vyeHune onepauynoHHbIX CUCTEM
ana  peweHuna I'IpOCbeCCVIOHaJ'IbeIX 3aga4y M COBMECTUMOCTb C
npuknagHbiM nporpaMmMHbIM obecneyveHunem.

Bonpocbi
cobecenoBaHus.

YCTHOIo

OrlK-2 PaspabatbiBaeT kKomaHaHbIN hann ans paboTel ¢ dannamu.
MpakTKOo-OpNEHTUPOBaHHbIE
MpoBoanT cpaBHUTENDBHLIM aHann3 Bo3dMoxHocTen OC anga pelweHus SafaHnA.
3agay M3 npodeccumoHanbHoOn 0bnacTv; packpblBaeT anroputm
[eCTBUI B 3aBUCUMOCTY OT cpedpbl paboThbl. MpaKTnKo-OpneHTUPOBaHHbIE
3a1aHn4d
dopmMynunpyeT OCHOBHbIE XapaKTepUCTUKM UK  PYyHKUMOHaNbHbIE |Bonpochl YCTHOTO
KOHCTPYKTUBHbIE OCOOEHHOCTMN BbIYUCIUTENBHON TEXHUKM. cobecenoBaHus.
OnK-4 PackpbiBaeT  dyHKUMOHamNbHbIE  BO3MOXHOCTM  COBpeMeHHOro|l1paKTUko-opueHTpOBaHHbIE
nporpaMMHOro obecneyeHus Ans pelleHus npodeccuoHanbHbixX|3agaHus.
3agau.
[MpaKTUKO-OpUEHTUPOBAHHbIE
[leMOHCTpMpYeT OCHOBHble noaxodbl K paboTe ¢ TexHu4eckou|3adaHus.
dopmynmpyeT HasHadyeHue un OCHOBHble dyHkuum OC, paet Bonpocs yCTHOTO
knaccudpukaumo cospemeHHblx OC 1 obnactm ux npUMEHeHus; coGecenoBaHms.
dopmynupyeT NpuHLMMbLI HOPMUPOBAHUS apXUTEKTYPbl PasnnNYHbIX
OMNEPALUMOHHbIX  CUCTEM; MNEPEYUCNAET OCHOBHbIE  MEXaHWU3Mbl
ynpaeneHus pecypcamu BblYUCIUTENBHON CUCTEMBI.
OrK-5 [MpakTnko-opueHTUpOBaHHbIE

BeinonHsetr HacTtporiky OC, yuuTbiBass 0OCOOEHHOCTM paboTbl B
KOHKPETHOWN OnepaunoHHON cUCcTeMe; co3fgaeT KoOMaHAHble dhalnbl ¢
NCNONb30BaHMEM YMPaBMSOLWMNX KOHCTPYKLMIA.

MpumeHsieT meToabl npocTenwen 3awmTsl MK npu pabote B JIBC n
BC.

3aaHunA.

MpaKTUKO-OpUEHTUPOBaHHbIE
3apaHus.

5.1.2 Cnctema 1 KpuTepumn oueHUBaHus

Kputepuun oueHnBaHnsa chopMMpoOBaHHOCTU KOMMETEHLNIA

LLikana oueHmnBaHus
YcTHoe cobecenoBaHue

MucbmeHHas paboTa

MonHbIN, ucyepnbiBalOWMA OTBET, SBHO
OEMOHCTpUpYoLWMI rnybokoe NoHnmaHmue
npegMeTa U  LUMPOKYKD 3pyauuuilo B
oueHuBaemon obnactn. Kputudeckun,
opvrMHanbHbIN Noaxon K Matepuarny.
YuutbiBaloTcsa 6annbl, HaKOMMEHHble B
TeyeHne cemecTpa.

5 (oTnmn4HO)

KauyecTBO UCMONHEHWS BCEX 3M1EMEHTOB 3ajaHus
MOJSIHOCTBLIO COOTBETCTBYET BCEM TPeGOBaHUAM.
YunTbiBatoTcA Gannbl, HakomnseHHble B TeYeHue
cemMecTpa.

OTBeTt NOSHbIN, OCHOBaHHbIN Ha
npopaboTke BCEX 0b6sa3aTenbHbIX
WCTOYHUKOB uMHGopmaumn. [logxoa kK
MaTepuany OTBETCTBEHHbIN, HO
CTaHOapTHbIN.
YuuTbiBatoTca Gannbl,
TeYyeHune cemecTpa.

4 (xopoLuo)

HakKonmneHHble B

MHavBuayanbHoe  3adaHuMe  BbIMOMHEHO B
JoCTaTodyHOM o6beMe, HO orpaHudnsBaeTcs
TONBKO OCHOBHBIMU MOAXOAaMMU.

YuntbiBaloTcs 6annbl, HaKOMMEHHbIE B TeYeHue
cemecTpa.

OtBet Bocnpoun3BoAUT B OCHOBHOM

3 (yooBneTBopuUTENbHO)
TONbKO NEKUMOHHbIE MaTepuansl, 6e3

3agaHue BbINOMHEHO MOMHOCTLIO, HO B paboTte
€CTb OTAEMbHblE CYLLIECTBEHHbIE OLLNBKMK,

YuutbiBalotca  6annsl,
TeuyeHue cemecTpa.

MpUCYTCTBYIOT CYLLLECTBEHHbIE OLIMBKM UK
npoGenbl B 3HAaHUSX MO HEKOTOPLIM TEMaM.
HaKoMnneHHble B

CaMOCTOSITENbHOM paboTbl c
pPEKOMEHA0BaHHO nuTepaTypon.

nmMbo  kayecTBO npeactaeneHnst paboThbl
[leMoHCTpMpyeT NoHWMaHWe npegmeTa B

Hu3koe, nubo paboTa npeacTaBneHa c
uenom, 6e3 yrnybneHnsa B geTanu.

ono3aaHuem.

YuutbiBaoTca 6ansbl, HakoMMNeHHbIe B TeYeHne
cemecTpa.

MOMOLLM aK3ameHaTopa.
3HaUMTENbHOMW  YacTy
BaXKHbIX 3MEMEHTOB
MHorouncneHHble rpybbie owmnoku.

2 (HeyOoBnNEeTBOPUTESBLHO)

Te4YeHne cemecTpa.

HecnocobHocTb 0TBETUTL Ha Bonpoc 6es
HesHnaHue
NpUHUMNnanbHo

OVUCLUMMMUHBI.

He YYUTbIBAKOTCA Oannbl, HakonneHHble B

OtcyTtcTBUE OfHOro unm HECKONbKUX
obsi3aTenbHbIX 3NEeMEeHTOB 3agaHusi, nunéo
MHOrOYMCrEeHHble rpybble owunbkn B paboTe,
nnbo rpyboe HapyLieHne npasusi 0HPopMIIEHNS
WIN CPOKOB NpeacTaBneHust paboTbl.

He vyuutbiBatoTca ©Oannbl, HaKOMIEHHble B
TeyeHne ceMecTpa.




5.2 TunoBsble KOHTPOJIbHbIEe 3aA4aHUA UINMU UHbIe MaTepuanbl, HeobXxoauMble ANA OLEHKU 3HaHUN, ymeHuﬁ,

HaBbIKOB

1 (unun) onbiTa AEATENBHOCTU

5.2.1 NepeyeHb KOHTPONbHbLIX BONPOCOB

Ne n/n | dopMynnpoBKM BONPOCOB
Kypc 2

1 OnpepgeneHune, Ha3HaveHne, knaccudmkaums bro.

2 Onpegenenne OC, Ha3HayeHne, OCHOBHble dyHKumm OC.

3 ApxutekTypa lNMK. Osontoums MK.

4 Apxutektypa NK. Osontouma OC.

5 Apxutektypa K. Baaumocssasb apxutektypbl K ¢ OC.

6 Onpepenexne, HasHa4veHne BIOS.

7 Onpepgenenne OC, Ha3HayeHne, Knaccudumkauua OC. MNogaepkka MHOro3aga4yHocTu.

8 Onpegenenne OC, HasHayeHne. Knaccudumkaunsa KOMNbIOTEPHbBIX CUCTEM MO 0COBEHHOCTAM annapaTHbIX
nnatdopm.

9 Onpegenexne OC, HasHayeHne. Knaccudmkauma OC. BerpoeHHble OC. Oc CEHCOPHbIX Y3r0B.

10 Onpepgenenve OC, HasHaveHne. Knaccudmkaumsa OC. Hocumble OC, OC cmapTt-kapT. basosble dyHkummn OC
KapTbl.

11 Onpegenenne OC, HasHayeHne. TeHaeHummn pa3sutuga OC.

12 Apxutektypa OC. MNoHaTne sapa. OcHoBHble hyHKUMKM Aapa, kernel mode n user mode.

13 Apxutektypa OC. BecnomorateneHbele mogynu OC, kernel mode n user mode.

14 Apxutektypa OC. MNoHsaTre aapa. MHorocnonHas ctpyktypa OC.

15 Apxutektypa OC. OcHoBHble koMnoHeHTbl OC. MoHonuTHble cucteMbl. OnepaumoHHasa cuctema MS-DOS.

16 Apxutektypa OC. OCHOBHbIE KOMMOHEHTLI. [ToHATME Sapa. Mogenb KNMeHT-cepBep U MUKPOSIAEPHbINA NOAXOA.

17 Apxutektypa OC. OCHOBHblE KOMNOHEHTbI. MHOrOypOBHEBbBIE CUCTEMBI.

18 Apxutektypa OC. OCHOBHblE KOMNOHEHTbI. BUpTyarnbHble MalUnHbI.

19 Monatne agpa. PyHkumm agpa. MNoHaTne npouecca.

20 MonaTne agpa. ®yHkumm agpa. BYTI.

21 MonsaTne agpa. ®yHkumMm sgpa. Bektop npepbiBaHus.

22 MoHsTne npouecca. CocTosiHMe NpoLEecCcoB.

23 MoHsiTe npouecca. ANropuTMbl NNaHUPOBaHUSA NPOLIECCOB. ANOPUTMbI, OCHOBaHHbLIE HA KBAHTOBaHUN.

24 MoHsTMe npouecca. ANropuTMbl NNaHMPOBaHUA NPoLieccoB. ANrOPUTMbI, OCHOBaHHbIE Ha NpuopuUTeTax.

o5 MoHsiTMe npouecca. ANropuTMbl NNaHMPOBaHUSA NPOLIECCOB. BbiTecHsALWMe N HEBbITECHSIOLLME anropuTMbI
nnaHupoBaHMs.

26 Mogenb npouecca. KoHTEKCT u geckpuntop npouecca.

27 MoHsTne notoka. OQHONOTOYHOCTL MU MHOFOMOTOYHOCTb., OCHOBHbIE OMnpeaeneHuns.

28 MoHsiTne notoka. MHOronoTo4HOCTb. OCHOBHLIE NPEMMYLLLECTBA UCNOMNb30BaHWS MOTOKOB.

29 MoHATMe notoka. MHOronoToYHoCTb. HUTK (BONOKHA).

30 MoHsTne darnoBor cnctemMbl. HasHavyeHme, nornyeckasi opraHm3saums.

31 MoHaTne dannoson cucteMbl. Cnocobbl opraHm3aumm CTpykTypbl harnos. MocnegoBaTtensHas opraHmM3auums.

32 MoHaTne dannosor cuctembl. Cnocobbl opraHm3aumm CTpyKTypbl harnoB. MiHaekcHo-nocnegoBaTensHas
opraHusauus.

33 MoHaTne dannosomn cuctembl. YpOBHU (painioBo CUCTEMBI.

34 MoHaTtue dannoson cuctemol. BydepHbin nyn.

35 MoHaTne dannosomn cuctemMbl. TunoBas CTpPyKTypa annoBon CUCTEMBI.

36 MonaTne danna. OCHOBHbIE TUNbI (aNOoB.

37 MonaTne dannoson cuctembl. OS MS-DOS 1 Windows. FAT 16 n FAT 32.

38 MoHaTne dannoson cuctembl. Pannosas cuctema NTFS.

39 MonsTne dannoson cuctemsl. Unix File System UFS.

40 MoHsiTne dpavina. OcHoOBHblE CTPYKTYpbI channos. Katanoru.

41 MonaTne danna. Jlorndyeckas opraHmsauns annos.

42 MonaTne danna. dmnsmyeckas opraHmsauuns dannos. Npenmyllectsa n HegoCTaTKM KaXaoro Buaa.

43 ApxXutekTypa BblYMCNNTENBHBIX CETEN, OCHOBHbIE onpeaeneHus. MNepcoHanbHble cetn PAN n WPAN.

44 ApXuUTeKTypa BbIYUCINTENbHBIX CETEN, OCHOBHbIE onpeaerneHus. JlokansHble cet LAN n WLAN.

45 ApXuUTEKTypa BbIYMCNNTENBHBIX CETEN, OCHOBHbIE onpeaerneHus. Mopoackue cetn MAN n WMAN.

46 ApxutekTypa BblYMCNNTENBHBIX CETEN, OCHOBHbIE onpeaeneHud. PernonansHas cetb. WRAN.

47 ApXUTEKTYypa BbIMUCIMTENbHBIX CETEN, OCHOBHbIE onpeaeneHus. Knaccudukaums ceter no cnocoby
pacnpegeneHust pecypcos.




ApXVITeKTypa BblYUCIIUTENBHbLIX CETEN, OCHOBHbIE onpeneneHus. KJ'IaCCVICbVIKaU,VIH ceTen No Mogensam
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BbI4YMCMEHNI.

49 ApXI/ITeKTypa BbIYMCNUTESbHbIX CETEN, OCHOBHbIE onpeneneHua. KﬂaCCVI(bI/IKaLI,Mﬂ ceTen No Tononornu.

50 ApxutekTypa ceten. mogenb OSI. dusnyeckmn yposeHb. Cpefa nepegayn gaHHbIX.

51 |ApxutekTypa ceTeir. modenb OSI. dusuyeckuin ypoeeHb. MeToabl AOCTYNa K cpede nepefayun AaHHbIX.

52 ApxutekTypa ceten. Mmogenb OSI. KaHanbHbIN ypoBeHb. AnnapaTtHble 1 annapaTtHo-NporpamMmMHbIX CpeacTsa.

ApxutekTypa ceten. mogenb OSI. KaHanbHbin ypoBeHb. MeToabl gocTyna ernistoTca Ethernet, Arcnet, Token-
53 Ringun FDDI.
Ethernet, Arcnet, Token-Ringn FDDI.

54  |Cteku npoTokonoB u Mogernb OSI. Mpumepbl NPOTOKONOB Ha pPasfnnyHbIX YPOBHAX MOAENN.

55  |Cteku npoTokonos 1 mogens OSI. MpuMepbl NPOTOKOMOB Ha Pa3NNYHBIX YPOBHAX MOOENN.

56 ApxutekTypa npotokornos TCP/IP.

57 CeTteBoe lNMO. Ludposon IP-agpec. [JoMeHHbIM (CMMBONbHLIN) agpec. Cnyx6a goMeHHbIX UMEH DNS.

58 Ob6nayHble cepBuChl U BbluncneHns. Mogenu obnayHbix BeluncrneHmn laaS n Paas.

59 O6nayHble cepBuUcChl 1 BbluncneHns. Mogenu obnayHbix BbluuMcneHun SaaS n NaasS.

60 O6wWas moaenb obnayvHbiX BbluucneHnn. Moagenu XaasS.

61 Cnocobbl u cpeacTtea 3awnTbl MHpopMaumm B ceTsix. Knaccmdukaumsa ceTeBbix aTak.

62 LWndpposaHue. ANroputMbl CUMMETPUYHOIO LMAPOBAHUS.

63 LndposaHue. ANropuTMbl LUIMAIPOBAHUSA C OTKPLITBIM KITHO4OM.

5.2.2 TunoBble TeCTOBbIE 3aaHNA

He npegycmoTpeHo
5.2.3 TunoBble NPaKTUKO-OpUEeHTUPOBaHHbIE 3afAaHus (3apayn, Kemchbl)

1. BeiBecTn umeHa, pasmep, gaty cos3gaHusa u atpubyTel dannos katanora Windows no3agaHHOMY YCrOBWIO
oTtbopa.
2. OnpepenuTb IP-agpeca KoMnbloTEpa NO €ro JOMEHHOMY afipecy M Kraccy nonyyeHHoro IP-agpeca.

5.3 MeTogmnueckue maTepuansi, onpegensiowme npoueaypbl OLeHMBaHUSA 3HaHUN, yMeHU, BliageHui (HaBbIKOB
M (MUNKn) NpaKTM4eCKOro onbiTa AeATEeNbHOCTH)

5.3.1 YcnoBus gonycka o6y4atroLlerocsi K NpoMexyTo4yHoWu atrectaumMu m nopsaaok MIMKBUaaLMn akageMmnuieckomn
3a10MKEeHHOCTU

MpoBegeHne NPOMEXYTOYHOW aTTecTauun perfiameHTMpPOBaHO JloKanbHbIM HOpMaTuMBHbIM aktom CI6IMYMNTA
«MonoxeHne 0 NPoOBEAEHNM TEKYLLErO KOHTPOIS YCNEBAaEMOCTU 1 NMPOMEXYTOYHOM aTTecTaumm obyyaroLwmxcay»

5.3.2 ®opma npoBeaeHusi NPOMeXyTOYHOM aTTecTauMm Nno AucCLuniInHe

YcTHas + MucbmeHHas KomnbloTepHoe TecTupoBaHue MHas

5.3.3 Ocob6eHHOCTU NpoBeAeHUsi MPOMEXYTOYHOM aTTecTauMu nNo AUCLUUNInHe

Bpemsi Ha NoaroToBKy Kk yCTHOMY cobecenoBaHuio coctaBnseT 30 MUHYT;
BbinonHeHue kelc-3afaHust OCyLLEeCTBNSETCS Ha KoMMbloTepe 3a 60 MUHYT.

6. YHEBHO-METOOANWYECKOE U MUH®OPMALIMOHHOE OBECNEYEHUE OUCLUMNINNHBI
6.1 YyebOHasa nutepatypa

ABTOp 3arnasue | MN3paTenbcTBO ["og n3paHusa | Ccblinka
6.1.1 OcHoBHas y4yeGHas nuTepaTypa
Kypsiuumn, I'. B. OnepaunoHHas cuctema Mockea: NHTepHeT- http://www.iprbooksh
UNIX YHusepcutet op.ru/97557.html
MHdopMaLnoHHbIX 2020
TexHonorun (MHTYWUT), An
Mn Ap Megua
CaBenbes, A. O. Pewenna  Microsoft ans Mocksa, Capartos: https://lwww.iprbooks
BMpTyanusauunm UT-| WHTepHeT-YHuBepcuTeT hop.ru/89472.html
UHPPACTPYKTYpbI MHopmaLnoHHbIX 2020
npeanpuaTumn TexHonorun (MHTYWUT), Ain
Mu Ap Megua
TaHeHbBaym 3., OcTuH|ApxutekTypa KomnbloTepa 6- https://ibooks.ru/read
i 2
T e van. Cankt-MNeTepbypr: MNutep 2020 Isnhg().fltrzlrll&productidz?,
61850




BuHokypos, . B. CeTn 1 TenekoMmMyHuKaumm Mockea: A M Ap Meava 2022 Egg%//mgﬁ&l:s
ApTtioweHko, B. B.,|KomnbloTepHble cetn  wu HoBOGUBMDCK: http://www.iprbooksh
HwvkynuH, A. B. TenekoMMyHMKaumm peK: 0p.ru/99345.htmi
H012.001/|61/|p0|<v|v|w 2020
rocygapCTBEHHbIN
TEXHUYECKUI YHUBEPCUTET
Hasapos, C. B.,|CoBpemeHHbIe Mocksa, CapaToB: http://www.iprbooksh
Lnpokos, A. . ornepaumoHHbIE CUCTEMBI WHTepHeT-YHUuBEpcuTeT op.ru/89474.html
MHdopmaLnoHHbIX 2020
TexHonorun (MHTYWUT), An
Mn Ap Megua
6.1.2 lononHuTenbHasa y4yebHas nutepatypa
Jlebepnesa C. B. MHdopmaTtumka n http://publish.sutd.ru/
nporpaMmmMmuMpoBaHve cne.: crieryntg 2016 tp_ext_inf_publish.ph
p?id=3594
CyxaHoB M. bB. OnepaunoHHble  cUCTeMBb, http://publish.sutd.ru/
CeTn 1 TeNnekoMMYyHMKauum chne.: crierynrtg 2015 tp_ext_inf_publish.ph
p?id=2774
[Nonos, A. A.,|OnepaumnoHHbIe CUCTEMDI KpacHospck: Cnbnpckumn http://www.iprbooksh
LLlaTtanos, M. C., rocygapCTBEHHbIN op.ru/107209.html
Mactok, M. A, YHUBEPCUTET HaYKU U 2020
Ooppep, I". A. TEXHOMOMMN NMeHU
akagemuka M. @.
PeweTHeBa

6.2 MNepeyeHb npocdheccnoHanbHbIX 6a3 AaHHbIX U MH(POPMALMOHHO-CNPABOYHbIX CUCTEM

MHdopmaumoHHasa cuctema «EamHoe okHO gocTyna Kk obpasoBaTtenbHbiM pecypcaM. Pasgen. MHdopmaTtuka m
NH(OPMaLMOHHbIE TeXHOMNorMmy» [AnekTpoHHbIn pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6
OneKkTpoHHO-6MbnmoTevHasa cuctema IPRbooks [OnektpoHHbin pecypc]. URL: http://www.iprbookshop.ru/

6.3 MNepeyeHb NULEH3UOHHOIo U CBO6OAHO pacnpocTpaHsAeMoro NporpamMmmMHoro obecneyeHust

Microsoft Windows 10 Pro
OfficeStd 2016 RUS OLP NL Acdmc
Oracle VM VirtualBox

6.4 OnucaHue MaTepuanbHO-TeXHMYeCcKkon 6a3bl, Heo6xoAuMON Ans ocyllecTBlIeHUs obpa3oBaTeNbLHOro

npouecca no gucunninunHe

AyanTtopus OcHalleHue

MyﬂbTVIMeD,MVIHOG oGopyp,osaHme, KOMMbOTEPHaA TeXHUKa C BO3MOXHOCTbIO MOAKITHOYEeHUA K

KomnbioTepHbllt knacc [ceTn  «MHTepHeT» ©n  obecneyeHnem [[ocTyna B SMEKTPOHHYW  MHOPMaLMOHHO-

obpasoBaTenbHyto cpeqy

MynbTumeaunHoe obopyaosaHue, cneunanuampoBaHHasa mebenb, Jocka
JlekunoHHas ayautopus
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