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1 BBEJEHUE K PABOYEN MPOrPAMME OUCLMNIUHDI
1.1 Uenb ancuunnuHbl: ChopmmnpoBaTb KOMNETEHLMN 0Oy4YatoLLerocst 06 OCHOBHbIX MPUHLMNAX OpraHn3auum
ornepauUmoHHbIX CUCTEM. N KOMIMbIOTEPHBIX CETEN
1.2 3agaum gcuMNInHbLI:

OBnageHue oby4valoLlmm TeopeTUYeckux CBedeHusi o6 apXuUTekType, (PyHKUMsIX, npoueccax M CUCTEMHbIX
cnyxbax onepaunoHHbIX CUCTEM;

M3yyeHwne KoHuenuun pacnpeaenéHHon obpaboTku;

YMeHue onpegeneHuss Meponpuatvuin no obecneveHuto MHGOPMAaUMOHHON Ge30nacHOCTU, AMArHOCTUMKU W
BOCCTaHOBIIEHNS ONepaLMOHHON CUCTEMbI NOCIE OTKA30B;

BbipaboTka HaBbIKOB MO ynpaBneHuio GYHKUMOHUMPOBAHMEM OMepaumoHHOA CUCTEMOW ANns opraHusauum
3(PEKTUBHBIX BbIYUCIIUTENBHBIX MPOLECCOB B MHMOPMALMOHHBLIX CUCTEMaxX Pas3fMYHOro HasHayeHus, obecnedyeHus
NMHOPMaLMOHHOM 6e30nacHOCTK, 3aLnTbl OT C60EB 1 0TKa30B, aAMUHUCTPUPOBAHNS BbIYUCTIUTENBHbLIX CUCTEM.

1.3 Tpe6oBaHusA K NpeaBapUTeNbHON NOAroTOBKe 06y4aloLerocs:

MpenBapuTenbHas NOAroToBKa npegnonaraeT co3gaHne OCHOBbI AN (POPMUPOBAHUSA KOMNETEHLMIN, YKa3aHHbIX
B M. 2, NPU U3YYEHUW OUCLMMINH:

JvcumnnuHa 6asnpyeTtcs Ha KOMNeTeHUMsIX, CPOPMUPOBaHHbLIX Ha NpeablayLlem ypoBHe obpasoBaHus.
2 KOMMETEHUMN OBYYAIOLWEIOCA, ®OPMUPYEMbIE B PE3YJIbTATE OCBOEHUA ANCLUMIINHDI

OlNK-2: Cnoco6eH noHUMaTb NPUHLUUNbI PaboThbl COBPEMEHHbIX UH(HOPMaLIMOHHLIX TEXHOJOTUMN U
nporpaMMHbIX CpeacTB, B TOM YMCIie OTeYEeCTBEHHOro NPou3BOACTBA, U UCNOSNb30BaTb MX NPU peLleHun 3aaad
npodeccMoHanbHON AEATENLHOCTY;

3HaTb: TeopeTnyeckne OCHOBbI NOCTPOEHUS U PYHKLUMOHNPOBAHUS ONepaLMOHHbIX CUCTEM, UX HasdHayYeHne U PyHKUNK.
YmeTb: Mcnonb3oBaTb pasnunyHble OnepauuoHHble CUCTEMbl M CcOo3daTb KOMaHAHble dawnbl C WUCMNofb30BaHUEM

YNpaBnsitoLMX KOHCTPYKUMIA; BbIOMPaTe U OLEHMBATb apXUMTEKTYPY BbIYUCIUTENbHbLIX CUCTEM, CETEN U CUCTEM
TENEKOMMYHUKALMA U UX MOACUCTEM.

Bnapetb: HaBbikamu aHanu3a n oueHkn addekTMBHOCTU pyHKUMOHMpoBaHUss OC M ee KOMMOHEHTOB; HaBblkamu
paboThbl B COBPEMEHHON NPOrPaMMHO-TEXHUYECKOW CPEAE B Pa3fMYHbIX ONEPaLUMOHHbIX CUCTEMAX U CETSIX.
OlK-4: CnocobeH yyacTBOBaTb B pa3paboTke cTaHAAapTOB, HOPM M NpPaBuIl, a TakkKe TeXHMYeCKomn
AOKYMEeHTauuun, cBA3aHHOM ¢ NpoceccnoHanbLHON AeATeNbHOCTbIO;

3HaTtb: TexHuyeckue XapaKTepucTtukn, KOHCTPYKTUBHbIE 0CODOEHHOCTH, Ha3HayeHue u ycnosua akcnnyatauuum
BbIYNCIINTENBHOWN TEXHUKN.

YmeThb: Nonb3oBaTbca cneumanbHbIMY NPOrpaMMHbIMU CpeacTBamMmn ANs peLleHrs NpogeccnoHanbHbIX 3agay.
BnapeTtb: HaBbikamu paboTbl C TEXHUYECKOW JOKYMEHTaUMEN.

OlMK-5: Cnoco6eH nHctannupoBaTb NporpaMMHoe U annapaTtHoe obecne4vyeHue Ans UHGPOPMaLUOHHbIX U
aBTOMaTUM3UPOBaAHHbIX CUCTEM;

3HaTb: CTPYKTYpy M apXUTEKTypy COBPEMEHHbIX OMepaumMOHHbIX CUCTEM; TEOPETMYECKUE OCHOBbI HACTPOWKM W
onTummnsaumm pabotel OC.

YMeTb: [Monb3oBaTbCs MHCTPYMEHTanbHbIMM cpefcTBamu OC, cTaBuTb M pellaTb 3aAayn agMUHUCTPUPOBaHUS U
KOH(PUIYPUPOBAHUS ONEepPaLMOHHbIX CUCTEM.

Bnapgetb: HaBbikamy MHCTanNNsUMM NpOrpaMMHOrO M annapaTHOro obecnevyeHusi ¢ NPMMEHEHMEM METOAOB 3alUUThbI
NHopMaLuu.

3 PE3YJIbTATbI OBYYEHUA NO AUCLUUNNIUHE
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Paspen 1. OcHOBHbIE KOHLIENUMM 6a3oBoro
nporpammHoro obecne4venus (brNO)

Tema 1. OnpegeneHve, Ha3Ha4yeHue,
knaccudpmkauus  BMNO.  OnpepeneHue,
HasHayeHne © QYHKLMU oOnepaLoHHON
cuctembl. Isontouun OC, 3BM un MNK.
MpakTnyeckmne 3aHatusa: Apxutektypa [1K 2 2 14 Y
(ABI/API). Nogcuctembl win32, posix, WSL.

MepcoHanusauus OoC c NOMOLLbIO
rpacmyeckoro Nosib30BaTENbCKOro
UHTepdenca

M3onsaumsa nedektor 3arpysku OC




Tema 2. Knaccudpmkauyus OcC.

CoBpeMeHHble 0ocC, OCHOBHbIe

XapaKkTEePUCTUKMN, 0COOEHHOCTM

NpMMEHeHWsl, annapaTHas nnatdopma.

TengeHuun passutns OC. OC nocnegHero

NOKONeHus. 14 nn
MpakTuyeckme  3aHATMS:  YnpaBneHue

Toykamn otkata OC, cosgaHue pasgena

BOCCTaAHOBMEHMS!, CO30aHUSA 3arpy304HOro

obpasa Ha CbEMHOM HocuTene.

Paspenenune anckoBbix ycTporcTs discpart.

Paspgen 2. OcHoBHble KOHUEenuum

coBpeMeHHbIx OC.

Tema 3. ApxutekTypa onepauMoHHbIX

cnuctem. OcHoBHble koMnoHeHTbl OC: sapo,

BCnomMorarternbHble Moaynu. MHorocrnomnHas

CTPYKTYypa ocC ApPXUTEKTYPHbIE

ocobeHHocTn OC. BupTyarnbHble MallUHbI. 14 Y
MpakTnyeckune 3aHATUSA: TexHonoruu

BUpTYyanusaumm BM, KOHTENHepbI

DOCKER. PecypcHasa mogenb, cneuudunka

kKoHTenHepoB n BM (sgpa OC). Cpeacteo

MoHuTopwmHra (btop, top).

Tema 4. YnpasneHne npoueccamu.

lMoHaTve npouecca. bnok ynpaeneHwus

npoueccamu.  CocTosiHME  MPOLECCOB.

lMnaHvpoBaHMe npoueccoB, anropuTMbl

MnaH1pPoBaHUSA MPOLIECCOB. O
MpakTnyeckme  3aHaTua:  KomaHnanetsl, 14 nn
yrpaBneHne KOMMbOTEPOM C MOMOLLbIO

TepMuHana. WHTepnpeTatop KOMaHOHOW

ctpokn OC Windows: cosgaHme KoMaHaHbIX

dannos. Pabota ¢ koMaHgamun Ans

KOHTPOMNSA CUCTEMHbIX DECYDCOB.

Tema 5. lNMpouecchl 1 NOTOKN.

KoHTekcT 1 geckpunTtop  npouecca.

Mpoueccbl, noTokn u HUTU. OCHOBHbIE

MOHATUSA N XapaKTEPUCTUKM.

MpakTnyeckue 3aHATUA: YcTaHoBKa 12 N
roCTEBOM OMEPALMOHHOW  CUCTEMbI U3

ISO-06pasza ¢ nOMOWbBI MporpamMmmbl,

OCHOBHble MNpeuMyLLeCcTBa M HedoCTaTKu

BM, «knaccudumkauma  Hactpoek BM.

(hyper-v, Bios/UEFI, WSL

Tema 6. TloHATME annoBon CUCTEMBI.

HasHaueHue, noruyeckasi opraHusauus.

OpraHusauns cTpykTypbl ¢annoB. bydepHbii

nyn. Tunosas cTpyktypa ®C. Apxutektypbl OC. 14 vn
MpakTnyeckune 3aHATUSA: KomaHaneTsl,

ynpaBfieHne  KOMMbIOTEPOM C  MOMOLLbLHO

TepmuHana. ®annosas cuctema OC UNIX. OC

Linux. CpegcTteo moHuTOpUMHra (btop, top).

Tewma 7. lNoHATne canna.

Tunbl  cavnos, kartanor. Jlornyeckas u

dmanyeckas opraHmsaumnsa gannos.

MpakTnyeckme 3aHATUS: KomaHaneThbl, 11 nn

yripaBneHne KOMMbITEPOM C  NOMOLLBIO
TepmuHana. Pannosas cuctema . OC Linux.
CpepnctBo moHuTopuHra (btop, top).

Paspgen 3. CeTu 1 TenekoMmyHuKaLum




Tema 8. Apxutektypa BbIYUCIIUTENBbHbIX CETEN.
OcHoBHass TepmuHonorusi.  Knaccudgukaums
KOMMbIOTEPHBIX ~ ceTen. Tononorus  ceTwu.
Knaccudukaums ceten no ToNonoruu..
MpakTuyeckme 3aHATUS: MocTtpoeHune 1 2 11 nn
TONONOMNN NOKaNbHOW BbIYUCIIUTENBHON CETWU.
MpakTuyeckoe  NpUMEHeHVEe  NPOTOKOMOB
mogenn OSI, SSH coeanHeHue, npumeHeHne
SSH (bandit).

Tema 9. Apxutektypa ceTel. BeluncnurenbHas
mogenb OSI.

MpakTuyeckme 3aHaTuA: MNpuMmeHeHne KomaHg
OC Windows ansa paboTbl C KOMMbIOTEPHOM 2 2 12 nn
cetbto. Komangbl ipconfig, ping n getmac,
traceroute, nslookup, netsh/ip: nonyyeHune
CNpaBOYHON MHGOPMaLINW.

Tema 10. . ApxuTekTypa CTeka NPOTOKOMOB
microsoft TCP/IP. Ludposon IP-agpec.
JomeHHbIn  (cMMBOnbHbIM) agpec. Cniyxba
AOMeHHbIX UMEH (DNS). dopmaTt coobLieHui n
nepapxusi DNS. O6nadyHble  CEpBUCHI,
BbIYNCINIEHNA U TeXHOmoruu. O6bnayHble
cepBuCbl U BblYMceHusa. Mogenu obnayHbix
BbluMcneHun laaS, PaaS, SaaS, NaasS.
MpakTuyeckme 3aHATUA: MpoBepka
coeguHeHun B ceTsix. Onpepenexve IP- agpeca
KOMMNblOTEPA MO €ro AOMEHHOMY afpecy U
knacca nonydeHHoro IP-agpeca. OnpeageneHue 1 6 12 nn
IP-agpeca Beb-cepBepa No €ro AOMEHHOMY
agpecy. OnpefgeneHne HasBaHuWs CeETEBOrO
agantepa un ero MAC- apgpeca. Paborta ¢
bannoBbIM CEpBEPOM U CETEBLIMM Nankamu Ha
Hem. [epexon Ha FTP -cepsep, nonydeHue
WMHopMaLnm O CTPYKTYpe narnok, KonupoBaHue
¢annos ¢ FTP-cepsepa.

Boirpyska/sarpyska B obnayHble XpaHunuiia u
Ha NokasnbHbI HOCUTENb KaKMX-NTMOO NPOEKToB
unu penosuTopueB ¢ nomoLubio git/curl, VPN,
P2P connection, OpenVpn,

Tema 11. be3onacHOCTb B KOMMbHOTEPHbIX
cetax. Cnocobbl u cpeacTsa  3alUMTbI
nHpopmaumm B ceTtax. LudpposaHue.
Anroputmbl  WIMGPOBaHUA. ONEKTPOHHas
undpoBas NoAMmUCh. 1 4
MpakTnyeckne 3aHaTMA:  NpakTudeckoe
npumeHeHve npotokonos, DH (https),
3aluTa oT ceTeBblx Yrpo3 (unbTpsbl),
(addblock), ids/ips, obnayHble 64, XOCTUHT
FireBase, PFS (Perfect forward secrecy).

10 mn

WUtoro B cemecTpe (Ha kypce anga 3A0) 17 34 138

KoHcynbTauum 1 npoMexxyTodHas

2,5 24,5
aTTecTtauunsa (Ok3ameH)

Bcero koHTakTHas pa6orta n CP no

53,5 162,5
AUCLUMNIIMHE

4 KYPCOBOE NMPOEKTUPOBAHUE
KypcoBoe npoektupoBaHue y4ebHbIM NraHoM He npegycMOTPeHo

5. ®OHl OLIEHO4YHbIX CPEACTB AN NPOBEAEHUSA NMPOMEXYTOYHOW ATTECTALMU

5.1 OnucaHue nokasarteneun, KPUTEPUEB U CUCTEMbI OLleHUBaHUSA pe3ysibTaTOB O0y4eHus
5.1.1 MNokasaTtenun oueHUBaHUA




Kon
KOMMNEeTEeHUUN

MokasaTtenu oueHnBaHus pe3ynbTaToB O6yquVIﬂ

HavnmeHoBaHme oueHO4YHOro
cpeancrtea

OrliK-2

O60CcHOBbIBaET hyHKLIMOHANBbHOE Ha3HauYeHe onepaLMoHHbIX CUCTEM
ANa  pelleHust npodeccuMoHanbHblX 3ajady M COBMECTMMOCTb C
NpUKnagHbIM NporpamMmmMHbIM obecneyeHnem.

PaspabatbiBaeT KOMaHAHbIN dann ans paboTel ¢ dannamu.
MpoBoanT cpaBHUTENbHLIA aHann3 Bo3moxHocTen OC ans pelweHuns

3agad M3 npodeccuoHanbHOM 0bnacTu; packpbiBaeT anroputM
OENCTBUIN B 3aBMCUMOCTHN OT cpefbl paboThl.

Bonpochl
cobecenoBaHus.

YCTHOrO

MpakTKo-OpUEeHTUPOBaHHbIE
3afaHus.

MpaKT1Ko-OpUEHTUPOBaHHbIE
3a0aHungd

OrK-4

dopMynupyeT OCHOBHblE XapakTepuCTUKM U DYHKLMUOHAamNbHbIE
KOHCTPYKTUBHbIE OCOBEHHOCTM BbIMUCIUTENBHOW TEXHUKMU.

PackpbiBaeT  yHKUMOHAmNbHbIE  BO3MOXHOCTM  COBPEMEHHOro
nporpamMMHoro obecneyeHuss Ans pelleHus npodeccuoHanbHbIX
3agau.

[eMOHCTPMPDYET OCHOBHblE MOAXOAbl K paboTe ¢ TexHUYEeCcKoW

Bonpockl
cobecenoBaHus.

YCTHOrO
MpaKTUKo-OpUEHTUPOBaHHbIE
3agaHus.

MpaKTUMKO-OpPUEHTUPOBAHHbIE
3agaHus.

Orl1K-5

dopmynupyeT HasHavyeHne U OCHOBHble yHkuun OC, paer
knaccugukaumio cospemeHHbeix OC n obnactm ux nNpUMeEHEeHUs;
dopMynmpyeT NpuHUMNbI (OPMUPOBAHNS APXUTEKTYPbl Pa3fNYHbIX
OMEepauUMOHHbIX  CUCTEM; MNEPEeYNCnsieT OCHOBHbIE  MeXaHWU3Mbl
ynpaBneHns pecypcamMmm BblYUCIUTENBHOW CUCTEMBI.

BoinonHsietr Hactporiky OC, yuutbiBas ocobeHHocTu paboTbl B
KOHKPETHOM OMepaunoHHON cucTteme; co3gaeT KomaHaHble dhannbl ¢
MCNONb30BaHMEM YNPaBNSAOLWMX KOHCTPYKLNA.

MpumeHseT meToabl npocTenwen 3awmTsl MK npu pabote B JIBC u
BC.

Bonpochl
cobecenoBaHus.

YCTHOTO

MpakTKOo-OpUeHTMPOBaHHbIE

3agaHun4.

MpaKTUMKO-OpPUEHTUPOBAHHbIE
3apaHus.

5.1.2 Cucrtema 1 KpuTepum oueHUBaHus

LLikana oueHmnBaHus

Kputepum oueHnBaHusa cpopMmpoBaHHOCTH

KOMMNeTeHUNN

YcTHoe cobecenoBaHue

MncbmeHHas paboTta

5 (oTnmn4HO)

MonHbIA, McYepnbiBaOLWUA OTBET, SABHO
AEMOHCTPUPYHIOLLMIA rNybokoe NoHMaHue
npegMeTa UM LUMPOKYID SpYAMLMUIO B
oueHuBaemMon obnactn. Kputunyeckun,

o cemMecTpa.
opurnHanbHbI NOAXO0A K MaTtepuany.

KayecTBO nCNonHeHus BCEX 3NIEMEHTOB 3agaHus
NOJTHOCTbO COOTBETCTBYET BCEM Tpe6OBaHVIF|M.
YuntbiBatoTcsl 6annbl, HaKoMMEeHHblE B TeYeHue

YuuTbiBatoTc  Gannsbl,
TeyeHne ceMecTpa.

HaKonmneHHble B

4 (xopoLuo)

CTaHOapTHBbIN.
YuutbiBatoTca Gannsl,
TeYeHne cemecTpa.

HakKonmneHHble B | CceMecTpa.

OTBeT MOMHbIN, OCHOBaHHbIN Ha

npopaboTke BCex obsa3aTenbHbIX | IHAMBMAYyanbHOe 3afjaHuWe  BLIMOMHEHO B
WUCTOYHMKOB  MHopmaumn. [llogxon K| ooctaToyHOM ob6beme, HO orpaHuMyMBaeTcs
maTtepuany OTBETCTBEHHbIN, HO | TONBbKO OCHOBHbLIMU MOAXOAaMW.

YuuTbiBaoTCA 6aJ'IJ'IbI, HaKonrieHHble B Te4YeHune

3 (yooBneTBoOpuUTENbHO)

OtBet BOCMpon3BOoAUT B OCHOBHOM TOJIbKO

NEeKUNOHHbIEe martepwuansl, 6es
CaMOCTOSITENBbHOM paboTbl c
pekoMeHL0BaHHON nutepaTypoun.

[eMoHCTpupyeT noHumaHue npegmeTa B
uenom, 6e3 yrnybneHna B peTanw.
MpuCyTCTBYIOT CyLLECTBEHHbIE OLUMOKN N
npobenbl B 3HAHUAX MO HEKOTOPbIM TEMaM.
YuutbiBaloTcs Gannbl, HaKOMMeHHble B
TeuyeHne cemecTpa.

Ka4yeCcTBO

cemecTpa.

3afaHune BbINOMHEHO MOMHOCTLIO, HO B paboTe
€CTb OTAEmNbHbIE CYLLIECTBEHHbIE OLnBKN, NGO
npeacrasneHns paboTbl HU3Koe,
nnbo paboTa npeacTasBneHa ¢ onosaaHuem.

YuntbiBaoTcst 6ansbl, HAKOMMEHHbIE B TEYEHUE




NMOMOLLN

2 (HeyOoBnNEeTBOPUTESbHO) | BaXKHbIX

TeYyeHune cemecTpa.

HecnocobHocTb oTBETUTL Ha BOMpoc 6e3
3K3ameHaTopa.
npUHUMNnanbHo

OUCUMMIUHBI.

3HaUMTENbHOW  YacTu
3NeMEHTOB
MHoro4uncneHHble rpybbie owmbku.

He yuuTbiBaloTCA Gannbl, HAKOMMEHHbIE B

OTcyTCcTBME  OAHOrO nnm HECKOJbKUNX
obsi3aTenbHbIX 3MNeMEHTOB  3aaHusi, nmbo
MHOrOYMCHEHHble pybble owunbkn B paboTe,
nnbo rpyboe HapyLleHne npaBun opopmneHns
UM CPOKOB NpefcTaBrieHns paboTol.

He vyuuTbiBatoTCA Ganmbl, HakonneHHble B
TeyeHue cemecTpa.

5.2 TunoBble KOHTPOsNbHbIE 3aA4aHUSA UNU UHbIe MaTepuarnbl, HeOGXoaAMMbIe ANsl OLEeHKN 3HAHUNA, YMEeHUN,

HaBbIKOB U (UNX) onbiTa AeATENbHOCTH
5.2.1 NepeyeHb KOHTPOSbHbLIX BONPOCOB

Ne n/n | PopMynmnpoBKM BONPOCOB
Cemectp 3

1 OnpepgeneHune, Ha3HaveHne, knaccudmkaums brlo.

2 Onpepgenenne OC, Ha3HayeHne, oCHOBHble dyHKUmm OC.

3 Apxutektypa K. 3sontoumns IMK.

4 Apxutektypa MNK. Osontouma OC.

5 ApxutekTypa lNMK. Baanmocsasb apxutekTyphbl MK ¢ OC.

6 Onpepenexune, HasHaveHne BIOS.

7 Onpepgenexve OC, Ha3zHa4veHue, Knaccudpmkauma OC. MNogaepxka MHOro3aga4yHocTy.

8 Onpepgenenve OC, Ha3zHa4veHue. Knaccudmkaumsa KOMNbIOTEPHbIX CUCTEM N0 OCOBEHHOCTAM annapaTHbIX
nnaropm.

9 Onpegenexne OC, HasHayeHne. Knaccudumkauma OC. BerpoeHHble OC. Oc CEHCOPHbIX Y3rO0B.

10 Onpegenenne OC, Ha3HayeHne. Knaccudumkauua OC. Hocumblie OC, OC cmapT-kapT. basosble dyHkunmn OC
KapTbl.

11 Onpepgenenne OC, Ha3HayeHne. TeHaeHummn pa3suTtusa OC.

12 Apxutektypa OC. MNoHaTne ssigpa. OcHoBHble hyHKUMM fapa, kernel mode n user mode.

13 Apxutektypa OC. BcnomoraTtensHble mogynu OC, kernel mode n user mode.

14 ApxutekTtypa OC. MNoHaTne sapa. MHorocnorHas ctpyktypa OC.

15 Apxutektypa OC. OcHOBHbIe KOMMOHEHTbI OC. MoHonUTHBIE cuctemMbl. OnepauunoHHasa cuctema MS-DOS.

16 Apxutektypa OC. OCHOBHble KOMNOHEHTbI. MoHATME sgpa. Mogernb KNMeHT-cepBep U MUKPOSLEPHbIA Noaxos.

17 Apxutektypa OC. OCHOBHblE KOMNOHEHTbI. MHOrOypOBHEBbBIE CUCTEMBI.

18 Apxutektypa OC. OCHOBHbIE KOMMOHEHTbI. BUpTyanbHble MaLWHBbI.

19 Monatne agpa. ®yHkumm agpa. MNoHaTne npouecca.

20 MonsaTne agpa. ®yHkumm agpa. BYTI.

21 MonaTne agpa. PyHkumM agpa. Bektop npepbiBaHus.

22 MoHsTne npouecca. CocTosiHMe NpoLEecCcoB.

23 MoHsiTWe npouecca. ANropuTMbl NNaHMPOBaHUA NPOLIecCoB. ANrOPUTMbI, OCHOBaHHbIE Ha KBAHTOBaHWW.

24 MoHsiTWe npouecca. ANropuTMbl NNaHMPOBaHUA NPOLIECCOB. ANrOPUTMbI, OCHOBaHHbIE Ha NpUopuUTETaXx.

o5 MoHsiTe npouecca. ANropuTMbl NaHUPOBaHUSA NPOLIECCOB. BbITECHSAOLNE M HEBBITECHSIIOLLME anropUTMbI
nnaHMpoBaHus.

26 Mopgenb npouecca. KoHTeKCT 1 geckpuntop npotiecca.

27 MoHsTne notoka. OQHOMNOTOYHOCTL MU MHOFOMOTOYHOCTb., OCHOBHbIE OMNpeaeneHus.

28 MoHsiTne notoka. MHOronoTo4HOCTb. OCHOBHbIE NPEMMYLLIECTBA MCMOSb30BaHMS MOTOKOB.

29 MoHaTne notoka. MHOronoTo4YHoCTb. HUTK (BOMOKHA).

30 MoHaTue dannoson cnuctemMol. HasHavyeHue, nornyeckasi opraHmsaums.

31 MoHsiTne dparinoson cuctembsl. Cnocobbl opraHM3aummn CTpyKTypbl hannos. lNocnegoBaTtenbHasi opraHnsaums.

32 MoHsiTHe harinoson cuctemel. Cnocobbl opraHM3aummn CTPYKTypbl hannoB. VIHOeKCHO-nocnegoBaTenbHas
opraHusaums.

33 MonaTne drannosomn cuctemMbl. YpOBHU (paniioBon CUCTEMBI.

34 MoHsTne dhannoson cuctemsl. bydepHsin nyn.

35 MoHaTne dannosomn cuctemMbl. TunoBas CTpykTypa hannoBon CUCTEMBI.

36 MoHsiTue davina. OCHOBHbIE TUMNbI annos.

37 MoHsiTe daninoson cuctembl. OS MS-DOS n Windows. FAT 16 n FAT 32.

38 MoHsaTne darnoson cuctemol. Pannosasi cuctema NTFS.

39 MoHsiTue davinoson cuctembl. Unix File System UFS.

40 MoHsiTne dpavina. OcHOBHblE CTPYKTYpbI channos. Katanoru.

41 MoHsaTme danna. Jlornyeckas opraHusaums dannos.




42 MonaTne danna. dmnsmyeckas opraHmsauuns dannos. NpenmyllecTsa n HegoCTaTKM Kaaoro Buaa.

43 ApXuUTEKTYypa BbIYUCIINTENBHBIX CETEN, OCHOBHbIE onpeaeneHus. NepcoHansbHblie cetn PAN 1 WPAN.

44 ApxXutekTypa BblYMCINTENbHBIX CETEN, OCHOBHbIE onpeaeneHus. JlokaneHble cetn LAN n WLAN.

45 ApXxutekTypa BblYMCNNTENBHBIX CETEN, OCHOBHbIE onpeaeneHus. Mopoackue cetn MAN n WMAN.

46 ApXUTEKTYpa BbIYMCNUTESBbHBIX CETEN, OCHOBHbIE onpeaeneHns. PernonansHas cetb. WRAN.

ApXMTEKTYpa BblYMCIMUTENbBHbBIX CETEWN, OCHOBHbIE onpeaeneHns. Knaccudukauus ceten no cnocoby
pacnpegeneHns pecypcos.

a7

ApXVITeKTypa BblYUCIIUTENBHbIX CETEN, OCHOBHbIE onpeneneHus. KJ'IaCCVId)VIKaU,VIﬂ ceTen No Mmogensam

48 o
BbI4YNCIEHWI.

49 ApXUTEKTYpa BbIYMCNUTESNBbHbIX CETEN, OCHOBHbIE onpeaeneHnd. Knaccmdukauusa ceten no Tononoruu.

50 ApxutekTtypa ceTten. mogenb OSI. duaunyeckmin yposeHb. Cpefa nepegayn gaHHbIX.

51 |ApxutekTypa ceTteir. mogenb OSI. dusuyeckuin ypoeeHb. MeToabl AOCTYNa K cpede nepefayun AaHHbIX.

52 ApxutekTypa ceten. Mmogenb OSI. KaHanbHbIN ypoBeHb. AnnapaTtHble 1 annapaTtHO-NporpamMmMHbIX CpeacTea.

ApxutekTypa ceten. mogenb OSI. KaHanbHbIn ypoBeHb. MeToabl gocTyna ernistoTcsa Ethernet, Arcnet, Token-
53 Ringun FDDI.
Ethernet, Arcnet, Token-Ringun FDDI.

54 Crekun npoTokonoB u mogernb OSI. NMpumepbl TPOTOKOMNOB Ha PasfuYHbIX YPOBHAX MOAENMN.

55  |Cteku npoTokonos 1 mogens OSI. MpuMepbl NPOTOKOSOB Ha Pa3NUYHbIX YPOBHAX MOAENM.

56 |ApxuTektypa npotokonos TCP/IP.

57 CeteBoe IM0. Ludporon IP-agpec. [JoMeHHbIN (CMMBOMbHLIN) agpec. Cnyxba [OMEHHbIX MMEH DNS.

58 O6nayHble cepBuchl 1 BbluucneHuns. Mogenu obnadHbix BbluncneHun laasS n PaaS.

59 O6nayHble cepBuUchl 1 BbluncneHus. Mogenu obnaydHbix BeluuMcneHun SaasS n NaasS.

60 O6wWas moaenb obnayvHbiX BbluucneHnn. Moagenu XaasS.

61 Cnocobbl 1 cpefcTBa 3awuThl MHGOPMaLun B ceTax. Knaccmdumkaumsa ceTeBbix aTak.

62 LWndpposaHue. ANroputMbl CUMMETPUYHOIO LWMAPOBAHUS.

63 LLndpposaHue. ANroputMbl LUMGPOBAHUSA C OTKPBITBIM KITHOHYOM.

5.2.2 TunoBble TeCTOBbIE 3aaHNA

He npegycmoTtpeHo
5.2.3 TunoBble NPaKTUKO-OpUEeHTUPOBaHHbIE 3afAaHus (3apayn, Kemchbl)

1. BeiBecTn umeHa, pasmep, gaty cos3gaHus un atpubytel dannos katanora Windows no3agaHHOMY YCrOBWIO
oTtbopa.

2. Onpegenutsb IP-agpeca komMnbioTepa No ero AJOMEHHOMY afpecy U Kraccy nonyyeHHoro IP-agpeca.

5.3 MeToanyeckne maTepuansi, onpeaensiowue npoueaypbl oleHUBaHUSA 3HaHUW, YMEeHUI, BNageHni (HaBbIKOB
M (MUNK1) NpaKTM4YeCKOro onbiTa AeATEeNbHOCTH)

5.3.1 YcnoBusa gonycka oby4atoLierocsi K NpoMexyTo4yHOM aTTecTauMm U NopsaAoK NUKBUAALUUN aKafeMUYecKomn
3a/J0/KEHHOCTHN

MpoBegeHne NPOMEXYTOYHOW aTTecTauun perfiameHTMpPOBaHO JloKanbHbIM HOpMaTuMBHbIM aktom CI6MYTMTA
«lMonoxeHne 0 NPoOBEAEHNM TEKYLLErO KOHTPOIS YCNEBAaEMOCTU 1 NMPOMEXYTOYHOM aTTecTaumm obyyaroLwmxca»

5.3.2 ®opma npoBeaeHMs NPOMEXYTOUYHOMN aTTecTaumMm nNo gucumnnuHe

YcTHad + MucbmeHHas KomnbloTepHoe TecTupoBaHue UHas

5.3.3 Ocob6eHHOCTU NpoBeAeHUsi NPOMEXYTOYHOM aTTecTalMu No gAUCLUUNNnHe

Bpems Ha nogrotosky K ycTHoMy cobecefoBaHuio coctasnseT 30 MUHYT;
BbinonHeHune keric-3agaHns ocyLLeCTBNSETCA Ha KoMMNbloTepe 3a 60 MUHYT.

6. YYHEBHO-METOOWYECKOE U MUHOOPMALIMOHHOE OBECNEYEHUE OUCLUUMIINHBI
6.1 YuebHasa nutepartypa

ABTOp 3arnasue | MN3paTenbcTBO "oa uspaHua | Ccbinka
6.1.1 OcHoBHas y4yebHas nuTepaTypa
BuHokypos, . B. CeTu 1 TENEeKOMMYHMKaLUM e https://lwww.iprbooks
Mocksa: An Nu Ap Meawna 2022 hop.ru/115699.htm
ApTioweHko, B. B.,|KomnbloTepHbie cetn " ) http://www.iprbooksh
HukynuH, A. B. TernekoMMyHuKauum HOBOCMﬁMpCK; 0p.ru/99345.html
HOBOCVI6VIpCKVIVIv 2020
rocy4apCTBEHHbIN
TEXHUYECKUIN YHUBEpPCUTET




Hasapos, C. B.,

CoBpeMeHHble Mockea, CapaTos: http://www.iprbooksh

Lnpokos, A. U. onepauroHHble CUCTEMbI UHTepHeT-YHuBepcutet op.ru/89474.html
MHdopmaumoHHbIX 2020
TexHonornn (MHTYWUT), An
Mn Ap Megna
Kypsuumn, I'. B. OnepauuoHHas cuctema Mocksa: MHTepHeT- http://www.iprbooksh
UNIX YHuepcuteT op.ru/97557.html
MHdopmaumoHHbIX 2020
TexHonornn (MHTYWUT), An
Mu Ap Megna
CaBernbes, A. O. PeweHnns  Microsoft ans Mockea, CapaToB: https://www.iprbooks
BMpTyanusauuu WT-| WHTepHeT-YHuBepcuteT hop.ru/89472.html
MHPaCTPYKTYpbl MHopMaLNOHHbIX 2020
npeanpuaTiin TexHonorun (MHTYWUT), An
Mn Ap Megna
TaHeHbOaym 3., OcTuH|ApxnTekTypa KomnbloTepa 6- https://ibooks.ru/read
T. e nag,. . ing.php?
CaHkr-lNeTepbypr: Mutep 2020 short=1&productid=3
61850
6.1.2 lononHuTenbHas y4yebHas nutepaTtypa
Monos, A. A.,|OnepaunoHHble CUCTEMbI KpacHospck: Cnbumpckuni http://www.iprbooksh
LLlaTtanos, . C., rocyaapCTBEHHbIN op.ru/107209.html

Maciok, M. A.,

YHUBEPCUTET HayKu v 2020

Hoppep, I'. A. TEXHOMOMUIA UMEHM
akagemunka M. ®.
PelwweTtHeBa
CyxaHos M. b. OnepaunoHHbleE  CUCTEMBI, http://publish.sutd.ru/
CeTu 1 TeNekoMMYHMKauum Cne.: Creryntg 2015 tp_ext_inf_publish.ph
p?id=2774
Jlebepesa C. B. MudopmaTtumka " http://publish.sutd.ru/
nporpaMmMmMpoBaHue Cne.: crieryntp, 2016 tp_ext_inf_publish.ph
p?id=3594

6.2 NMepe4yeHb NnpodeccuoHanbHbIX 6a3 AaHHbIX U UH(POPMALMOHHO-CMPABOYHbLIX CUCTEM

MHdpopmaumoHHasa cuctema «EamHoe okHO gocTyna Kk obpasoBaTtenbHbiM pecypcaM. Pasgen. MHdopmaTtuka m
NMH(POPMaLMOHHbIE TEXHONOMMM» [ONekTpoHHbIN pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6
OneKkTpoHHO-6MbnmoTevHasa cuctema IPRbooks [OnekTpoHHbin pecypc]. URL: http://www.iprbookshop.ru/

6.3 lNepe4yeHb NULEH3

MOHHOro n cBOGOAHO pacnpocTpaHsAeMoro NporpaMmMHoro o6ecrneveHus

Microsoft Windows 10 Pro
OfficeStd 2016 RUS OLP NL Acdmc

Oracle VM VirtualBox
6.4 OnucaHue MaTepuanbHO-TeXHMYeCcKkon 6a3bl, Heo6XxoAUMON Ans ocyllecTBlIeHUs obpa3oBaTeNnbLHOro
npouecca no gucuunmnuvHe

Ayantopus

OcHalleHune

KomnbloTepHbIn knacc

MyanmmeanlHoe oGopyqosaHme, KOMMbOTEPHAA TeXHUKa C BO3MOXHOCTbIO MOAKITHOYEeHUA K
cetn «WHTepHeT» U1  obecneyeHMeM [JoCTyna B 3MEKTPOHHY  MHGOPMaLUOHHO-
obpasoBaTenbHyto cpeay

JlekumoHHas aygmTtopusi

Mynbmmep,mﬁHoe 060pyLI,OBaHVIe, cneunanm3anpoBaHHasa mebenb, gocka
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