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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMMNIIUHBI

1.1 Uenb aucumnnuubl: ChopmMupoBaTb KOMNeTeHumMn obyvarowerocs B 06nacTy COBPEMEHHbIX METOLO0B
aAMWHUCTPMPOBAHUS N MHCTPYMEHTOB COMPOBOXAEHMS MHPACTPYKTYpPbl UH(POKOMMYHUKALNOHHBIX CUCTEM U CETEN.

1.2 3agaum gcuMNInHbLI:

- CdopmupoBaTb nNpeacTaBrneHMe O Uensx, 3agadax U 0CoBEeHHOCTAX Mpouecca agMUHUCTPUPOBAHUS U
NoadEPKKM  COBPEMEHHbIX W Oyaywmx MH(POKOMMYHMKAUMOHHBLIX  cuUCTEeM, (OYHKUMOHMPYOLWMUX B  KayecTBe
TEXHOJTOrMYECKON OCHOBbI LIMOPOBON 3KOHOMUYECKOW MOAENN.

- [Mo3HakOMWUTbL C OCHOBHbLIMW MpPOrPaMMHbLIMW MNAaTopmMamKn, npegHa3HaYeHHbIMM Ans  nogaep)KaHust
NMHPPaCTPYKTYPbl KOMMIEKCOB MHPOPMALIMOHHBIX CUCTEM U CETEN MPOMBILLFEHHOIO Ha3HaYeHNs.

- OBnageTb COBPEMEHHbLIMW WHCTPYMEHTAMM LEHTPanM30BaHHOTO agMUHUCTPUPOBAHUA W  MeToL4aMu
6ecnepebonHOro ConpoBOXAEHUST KOMMNEKCOB MHGOPMAaLMOHHBLIX CUCTEM M CeTel, npegHasHayYeHHbIX ANS pelueHust
NPYKagHbIX 3a4ay pasnmMyHon CTENEHN CIIOXHOCTMW.

- BbipaboTaTb HaBblkM MPOEKTUPOBAHWUS, aHanm3a YCTOMYMBOCTM, OLIEHKU KBanuMeTpum U NnaHWpOBaHWs
npouecca KOJNEKTUBHOIO  UCMONb30BaHWUS  KOMMMEKCOB  MHMOPMAUMOHHbLIX CUCTEM U CETEeN, NpPUMEHEHUsI
NPOMBbILLMIEHHbIX OTpacneBbiX CTaHAAPTOB ANt 06eCrneYeHus WHXMHUPUMHIOBOTO W OM3Hec-npouecca B CrOXHbIX
NMHOPMALMOHHBLIX CUCTEMAX.

1.3 Tpe6oBaHusA k NpegBapuTeNbHOM NOAroTOBKe O06y4aloLerocs:

MpepBapuTenbHas NOAroToBKa npegnonaraeT co3gaHne OCHOBbI AN OPMUPOBAHUSA KOMNETEHLMI, YKa3aHHbIX
B M. 2, NPU N3y4eHNN OUCLNMIVH:

OnepaunoHHbIE CUCTEMBI, CETU U TENEKOMMYHMKALMK

Teopus cucTem 1 CUCTEMHbIN aHanu3
AnroputTMmM3aumsa n NporpaMMmpoBaHmne
MHdopmaumnoOHHbIE CUCTEMBI U TEXHONOMN
MporpammHas nHxeHepus
Beb-TexHonornm

MHdpopmaumoHHas 6e3onacHoCTb
Paspabotka UT-npoekTa

2 KOMMNETEHUMN OBYYAIOWWEIOCA, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA OUCLIUMIIUHBI

OlMK-5: Cnoco6eH nHctannupoBaTtb NporpaMMHoe U annapaTtHoe obecne4vyeHue Ans UHGPOPMaLUOHHbIX U
aBTOMaTUM3UPOBaAHHbIX CUCTEM;

3HaTb: [pyHUUMBLI NOCTPOEHNS aPXUTEKTYP MHCPOPMALIMOHHBIX CUCTEM U CETEN, CNOCOOLI KOMMIIEKCUPOBAHNST KOMMOHEHT
NH(OPMAaLIMOHHBIX CUCTEM U CETEN.

YmeTb: [lpuMeHATbL TeopeTudeckne U nNpakTUdeckme 3HaHWs npu BblIOOpe apXMTeKTyp U  KOMMMEKCUpOBaHUU
COBpPEeMEHHbIX MHAOPMAaLMOHHbLIX CUCTEM, KOMMIEKCOB 1 ceTel Npu CUCTEMHOM aAMUHUCTPUPOBAHUK.

Bnapetb: HaBblkamu WHCTannsauuMm, KOHMUIYPUPOBAHWS U agMUHUCTPUPOBAHUS WMH(OPMALUMOHHBIX KOMIMIIEKCOB U




3 PE3YJIbTATbI OBYYEHUA NO AUCLUUMINHE

HavnmeHoBaHWe u cogepxkaHve pasaernos,
TEM U y4eOHbIX 3aHATUIA

CewmecTtp
(kypc ansa 3A0)

KoHTakTHas

paboTta

Jlek.
(4achbl)

Mp.
(4achbl)

CP
(4achbl)

MHHOBaL.

dopmbl
3aHATUN

dopma
TeKyLLero
KOHTpOns

Pasgen 1. BBegeHne B CTeK MPOTOKOMOB
NH(OPMAaLIMOHHBIX CUCTEM

Tema 1. BsepeHne B ctek TCP/IP
(MHTepHeT). O6G30p pa3BuTMSA, npouecchl
cTaHgapTusauuu. Mopgenb
B3aMMOJENCTBMUS OTKPbITbIX cucTtem
ISO/OSI. YpoBHu cteka TCP/IP n mogenu
ISO/OSI. B3aumopencteue CEeTeBbIX
NMH(OPMALIMOHHBIX cucTeM. WMHkancynaums
B  CTekKe. Mopgenb  B3aumogencTBus
"KnueHT-cepBep”, Knaccbl  peanusauun
cepBepa. KaHamnbHbIN ypOBeHb CTeka
TCPI/IP, HasHaveHwue, 3agauu,
nHkancynauma |EEE 802 wu Ethernet,
nHTepcenc obpatHow neTnu, NPOTOKOMbI
onpegeneHus annapartHoro agpeca,
npotokon obpatHoro npeobpasoBaHus
agpecos.

lMpakTuyeckne 3aHATMA: BBEOEHVME B
BMPTYyasnbHYHO cpeny NMoCTPOEHNS
BbIYMCIIUTENBHbIX VNHOPMALIMOHHBIX
ceTewn, KOHUrypmpoBaHue ceTeBbIX
MHTepdencos

6,75

nn

Tema 2. lpotokon Internet v4, dopmat
gevtarpammbl 1M obpaboTka 3aronoska,
npuHuunel  agpecaumn  IPv4,  npumep
NNaHNpoBaHUA MHAPOPMALMNOHHBLIX CeTen
IPv4, nporpamMmmHble yTUnuTbl Asn paboTsl ¢
IP, npuHuunel mapwpyTtusauumn  IPv4,
dparmeHTauusa IP, npotokon Internet v6,
BaXHble oTnuuma v6 oT v4, dopmar
JevtarpamMmmbl 1M obpaboTka 3aronoska,
agpecHas HoTauus, Tunbl agpecoB |Pv6,
nnaHupoBaHne WHMOPMALUNOHHBIX CceTen
IPv6, ynpaBneHue gentarpammamm Internet
n npotokon ICMP, Tunbl coobweHnin ICMP,
nporpaMmmHble yTunutel ICMP, anropntmel
W MNPOTOKOMbl  TPAHCMOPTHONO  YPOBHS
Internet, NPOTOKOJSI nepegayv
nonb30BaTenNbCKUX Jentarpamm,
TPaHCNOPTHbIA ~ MPOTOKON  yrpaBneHus
nepegayen gaHHbIX

MpakTuyeckne 3aHATUSA:  0ObeguHeHue
MH(POPMAaLIMOHHBIX Y3MOB, CTPYKTypusauums
WMHPOPMAaLIMOHHBIX BbIYUCTIUTESbHbIX
ceTeln, obbeauHeHne NoaceTen Ha OocHoBe
MapLUpyTU3aTOpOB, npyMeHeHne
cTaTnyeckon MapLupyTusaumm B
NMHPOPMALIMOHHBIX BbIYUCTIUTEbHbIX
ceTax, ceTeBble NPOrpaMmMHble  YTUNUTHI
ping, traceroute (tracert), route, netstat, ss.

mn

Paspen 2. VIHdopMauMOHHbIE CryX0bl,
NPOTOKOJIbI U YTUMUTBI NPUKNAAHOro YPOBHS




Tema 3. Cnyx0Obl M NPOTOKONbI NPUKNAOHOro
ypoBHa cTteka TCP/IP, cnyxba cucrembl
OOMEHHbIX MMeH, cryxba TOYHOro BpemeHM
cetn Internet, cnyxba aBTOMaTM4eCKOro
KOH(pMrypupoBaHusa y3noB, cnyxba goctyna K
CeTU BCEMMPHOW NayTuHbI, Cryx0Obl obmeHa
3MEKTPOHHLIMU coobLLeHnamuM, Cnyxobl
06paboTkn coobLueHnin, cnyxbbl 3NEKTPOHHON
MoYTbl, apPXMTEKTypa 9SMNEKTPOHHOW MNOYThbI
Internet, nonb3oBaTeENbLCKNI NOYTOBLIA areHT
(MUA), peanuzauun MUA, apxutektypa
web-mail, TpaHCMOPTHbI MNOYTOBBLIN  areHT
(MTA), npoeepkn MTA, moandmkaums
3arofioBka, MOMbITKM OTNpPaBKW, agpecauus
3MEKTPOHHOMN noYThl B Internet,
MapLupyTusauus 3NEKTPOHHOWN noyThl,
cdopmaTtel  nNOYTOBOrO  AWMKa,  opmart
3NEKTPOHHOro coobLLeHs

MpakTuyeckme 3aHATUS: ceTeBble
nporpaMmmHble yTunuTel nslookup, dig, cnyxo6bl
yaaneHHoro goctyna telnet n ssh, nporpammbl
nepegayn avinos, annosBble CepBepbl,
NMOYTOBbIE AreHThI.

Tema 4. CnyxebHble (yTvnuTbl) NporpaMmbl
AN AvarHoCTMkKM M aHanu3da  paboThbl
WMH(POPMALIMOHHBIX CUCTEM B BbIYUCIIUTENBHbIX
ceTsx, YTUNUTBI aHanusa CeTeBoro
MHOPMAaLIMOHHOIO Tpadvka tcpdump,
Wireshark. CeTeBble ckaHepbl. be3onacHocTb n
WwundpoBaHMe  gocTyna K yaaneHHbIMU
NHOPMALIMOHHBIMW CUCTEMAMU B CETU.

MpakTuyeckne 3aHATMSA: ceTeBble CKaHepbl,
yTunuTa tcpdump, CUHTaKCUC CNOXHbIX NpaBuI,
onumu, NOrMYeckne BblPaXKeHUs U MPUMUTUBBI.

nn

WUtoro B cemecTpe (Ha kypce ana 3A0)

10

nn

KoHcynbTauumn n npoMexyTovHas atrecrtaums
(3auer)

17

20,75

Pasgen 3. AamwuHuctpupoBaHme  UNIX-
NOAOGHbIX  MHAPOPMALMOHHLIX  CUCTEM B
CETEBOM OKpYXeHun u NHTepHeT

Tema 5. Beegenne B apxutektypy OC,
0COBEHHOCTM peanus3auumn agpa, CUCTEMHbIX
onbnuoTek. ABTOMaTM3aLUs npouecca
MaccoBOW NMHCTanNNAUUN. BepcuroHHas
MUrpaums n nogaepxka CUCTEMHOIo
0OHOBNEHNS. Mpouecc aBapurHoOro
BOCCTaHOBJIEHUSI CUCTEMBI.

MpakTuyeckme 3aHATUSA: UHCTanNnsAUUs
OrnepaLMoHHON CUCTEMbI, aKTyanusauus W
obHOBrEeHNe, aBapuMHOEe BOCCTaHOBIEHWE
CUCTEMbI

Tema 6. Mopaepxka annapaTtHoro
obecneyeHus. KoHdpurypauums JUNCKOBOM
pa3mMeTkn 1 dannoBbie CUCTEMBI.

MpakTnyeckne 3aHsaTMA: paboTta € OMCKOBOM
pasmeTkon, opmaTupoBaHue  bannoBbIX
CUCTEM, JIOTMYECKME TOMA.

nn

nn




Tema 7. Peanusaumsa ceTeBOro creka WU

NPOTOKOOB WHTepHeT. Peanunsauus

CTaHAapTHbIX ceTeBbIX YTUNUT. KoHCcormbHbIe

WHCTPYMEHTBI " noggepxka

NHTEepnpeTupyemMbIxX A3bIKOB

nporpamMmmunpoBaHugd B KOMaHOHbIX 4 4 9,75 nn
obonoukax. PoneeBas nonb3oBaTenbckas

Moaernb.

I'IpaKTquCKme 3aHATUA: CTaHOapTHbIe
CceTeBblE VTUNWTbI ONEPALIMOHHOW CUCTEMBI,

Pasgen 4. KoHdpurypupoBaHue,
COMpoBOXAeHNE " noaaepxka
WMH(POPMaLIMOHHBIX cucTeM Ha 6ase cepsepa
UNIX-nogo6bHoin OC

Tema 8. CeTeBoe KOHUrypmpoBaHue,
ceTeBble haNNoBLIE CUCTEMbBI, UHTErPaLNS B
MPOEKT JOKafnbHOM [OMEHHOW CUCTEMBI,
MUrpauunsa KOHTponnepa JoMeHa.

I'IpaKqueCKme 3aHATUA: peanmsau,mq
KOHTponnepa pAomeHa Ha 06ase cepBepa
SAMBA B ceTeEBOM OKPVKEHMUM JJOMEHA.

Tema 9. IHcTannauusa n KOHUrypmposaHme
cepBepa 6a3 paHHbix. Pabora ¢ SQL-
KOHCOMblO, CO3OaHMe W MaHuMNynsuus
0asamu [aHHbIX. Pennukauua v 3awmrta
OaHHBbIX.

npaKTVI‘-IeCKVIe 3aHATUA. UHCTanmnauma w
KOHMUrypupoBaHue cepeepa 6a3 AaHHbIX. T

Tema 10. WMHcTannaumsa 7]
KOHUrypupoBaHue Be6-OKpY>KEHUS.
KoHndurypaums BebG-cepBepa. [loagepxkka
A3BbIKOB  MPOrpamMMUpPOBaHWst U cpeabl
ucnonHeHns Bebd-cueHapues. OnTummusaums
" akcenepaums KoHdUrypauuu 2 2 10 nn
BEO6-OKpYXXEHNS. CpencrtBa 3aWunThI
Beb-cepBepa.

MpakTuyeckme 3aHATUA: MHCTaNNaUUs U
KoHdUrvprpoBaHue BeO-OKDVKEHUS.

Tema 11. CepBep Beb-NpUNOXeHWUN.
Onucaxve apXUTEKTYPbI, TUNOBbIX
peanusauun. OcobeHHoCcTU
KOH(OUIypuUpoBaHusa cpenpbl UCMOMHEHUS ANis
A3bIKOB MporpaMmMmunpoBaHns. besonacHocTb 2 2 16 nn
W 3almTa OaHHbIX.

ﬂpaKqueCKme 3aHATUA. I'IpoeKTI/IpOBaHI/Ie
cepBepa MHDOPMALIMOHHOW CUCTEMBL.

UTtoro B cemecTpe (Ha kypce ans 3A0) 18 18 71,75

KoHcynbTaumm n npomexyToyHas

atTectauyus (3aver) 025

Bcero koHTakTHasa pa6ota n CP no

OUCLMMIUHE 87,5 92,5

4 KYPCOBOE NPOEKTUPOBAHUE
KypcoBoe npoekTupoBaHue y4eGHbIM MiaHoM He NpeaycMOTpeHo

5. ®OHA OLIEHOYHbIX CPEACTB AN NPOBEAEHUA NMPOMEXYTOYHOWU ATTECTALMU




5.1 OnucaHue nokasarteneun, KPUTEPUEB U CUCTEMbI OLleHUBaHUSA pe3ysibTaTOB O0y4eHus
5.1.1 MNokasaTtenun oueHUBaHUA

Kon HanmeHoBaHWe oLeHOYHOro
lMoka3aTtenu oueHnBaHNS pesynbTaToB 0by4eHus
KoMMeTeHummn cpeacTea
dopMynMpyeT OCHOBHblE MPUHUMMLI  MOCTPOEHUS  apXUTEKTYpbI
MH(OPMALMOHHBIX CUCTEM U CETEN, yKa3biBaeT Cnocobbl MHTerpaumm
KOMMOHEHTOB MH(OPMALIMOHHbIX CUCTEM M NPUHLMMbLI KOHBepreHummn|Bonpochkl ans YCTHOrO
ONK-5 BbIYMCIUTESBHBIX CETEN. § cobecenoBaHus.

MpuMeHseT TeopeTuyeckme 3HaHWs Ans Bblbopa nporpaMmMHon [[TpakTUKo-OpMeHTUPOBaHHLIE
nnatopmMbl  MHPOPMALIMOHHOWM CUCTEMBI MPUKNAAHOro Ha3HayYeHus. |3apaHus.
BbinonHsAeT  ycTaHOBKY M KOH(UIypupoBaHME  MpOrpammHbIX
KOMMIIEKCOB CUCTEM M CETEN NPUKNAAHOrO HasHAYeHUS.

5.1.2 Cuctema un KpMTEepUM oLleHMBaHUA

LLikana oueHnBaHuA

Kputepuun oueHnBaHns cpopMMpOBaHHOCTU KOMMETEHLNIA

YcTHoe cobecepoBaHue MucbMeHHas paboTa

MonHbIn, ncyepnbiBaoLLmin OTBET,
OEeMOHCTpUpyoLWmMI rnybokoe MNoHUMaHune
npegMetTa UM 3HaHMA B OLEHMBaAEMOWn

3auTeHo obnactn. Kputudeckun, opurnHanbHbein | He npegycmoTpeHa

NMOAXOA K MaTtepuarny, OCHOBaHHbIA Ha
npopaboTke BCEX obsasaTenbHbIX
NCTOYHMKOB MHOpMaLnK.

OTBET HEMOJSIHBbIiA, HEMOHUMAaHWUMN CYLLHOCTU
W 3agay npeaMeTa,  CyLECTBEHHble
OLWMBKM U Npobenbl B 3HaHUAX cpasy Mo
HECKOJIbKUM TemaM, He3HaHMe OCHOBHbIX
TepMuHOB. HepocTaToyHass rny6uHa w

OCO3HaHHOCTb oTBeTa. HesHaHwne

He 3auteHo - He npegycmoTtpeHa
3HAYMTENbHOM  YacTU  MpUHLMNNAaNbHO
BaXHbIX 3I1eMeHTOB AncumnnuHbl.

MHorouncneHHble rpybbie oLNGKM.
HecnocobHocTb  cdopmynupoBaTb U
BOCNPOM3BECTU XOTs Obl  OTAENbHbIE
KOHLIenuumn AUCLUNIMHBI.

5.2 TunoBble KOHTPOJNbHbIE 3aAaHUA UNU UHbIe MaTepuarsibl, HeO6XoAMMbIe ANSl OLeHKN 3HAaHUNA, YMEeHUN,
HaBbIKOB U (UNK) ONbITa AeATeNIbHOCTU
5.2.1 Nepe4yeHb KOHTPOJIbHbLIX BONPOCOB

Ne n/n | dopMynnpoBKM BONPOCOB
Cewmectp 7

1 BsegeHue B ctek TCP/IP (UHTepHeT). O630p pa3BuTud, npouecchl cTaHgaptu3aumn. Mogens B3anmogencTaus
OoTKpbITbIX cuctem ISO/OSI. YposHu cteka TCP/IP n mogenu ISO/OSI.

> BsanmopgeincTtaume ceTeBblX MHPOPMALMOHHLIX cucTeM. VIHkancynsumsa B cteke. Moaens B3aMMOAencTBUs
"KnMeHT-cepBep"”, Knacchl peanusaumm cepeepa.
KaHanbHbI ypoBeHb cTteka TCP/IP, HasHaveHue, 3agaun, nHkancynauusa IEEE 802 u Ethernet, nHtepderic

3 obpaTHoW neTnu, NPOTOKOMbI onpeAeneHns annapaTHoro agpeca, NpoTokon obpaTHoro npeobpasoBaHus
agpecos.

4 MpoTokon Internet v4, opmat geritarpammbl 1 06paboTka 3aronoBka, NpuHUMNbl agpecauumun IPv4, npumep
nyaHMpoBaHUA NHPOPMALMOHHBIX ceTen IPv4.

5 MpuHuunel mapwpyTtrdauun IPv4, dparmeHTtaums IP, npotokon Internet v6, BaxkHble oTnn4yns v6 ot v4, dhopmat
aevitarpammbl 1 06paboTka 3aronoBka, agpecHasi HoTauus, Tunbl agpecos IPv6.

6 Ynpasnenue gentarpammamu Internet n npotokon ICMP, Tunel coobweHnii ICMP, nporpamMmmHbIe YTUAUTDI
ICMP.

7 AJ'IEOpVITMbI M NPOTOKONIbI TPAHCMOPTHOTO YPOBHA Internet, npOTOKON NepeaaqM Monb3oBaTeNbCKIX
JenTarpamm, TPaHCNOPTHbIA NPOTOKON ynpaBneHus nepegaden gaHHbIX.

8 Cnyx6bl 1 NpoTokonbl NpuknagHoro yposHa cteka TCP/IP, cnyx6a cuctembl JOMEHHbIX UMEH, Cryx6a TOYHOro
BpemMeHu cetu Internet.

9 Cniyxx6a aBTOMaTNYECKOro KOHUIrypmpoBaHus y3rnoB, cnyxba AocTyna K CeTv BCEMUPHOW NayTHHbI, CITyXObl
06MeHa 3NeKTPOHHBLIMW COOBLLEHUAMM.

10 Cnyx06bl 9NeKTPOHHOW NOYTbI, apXUTEKTYypa eneK_TpOHHon noyThl Jnternet, H?ﬂb3OBaTeﬂbCKI/II7I NOYTOBbIN areHT
(MUA), peanusaunmn MUA, apxutektypa web-mail, TpaHcnopTHbI novtoBbin areHT (MTA).




CJ'Iy)K6bI SﬂeKTpOHHOVI NoYThbl, MO,D,VICbVIKaLWIﬂ 3arosyioBKa, nonbITKM OTNpPaBku, agpecauns SﬂeKTpOHHOVI NoYTbl B

11 Internet, mapLupyTn3auma anekTPOHHOM NOYTbI, opMaThl NOYTOBOrO sALLMKA, hopMaT SNEKTPOHHOIo
COOOLLIEeHNS.

12 CnyxebHble (YyTUnuTbl) NporpaMmel A AMarHOCTUKM U aHannsa paboTbl MHPOPMALMOHHBLIX CUCTEM B
BbIYUCITUTENBHbIX CETAX.

13 YTunutbl aHanunsa ceTeBoro nHgpopmaumoHHoro Tpadguka tcpdump, Wireshark. CeteBble ckaHepbl.

BesonacHocTb 1 WndpoBaHme AoCTyna K yaaneHHbIMU MHPOPMAaLMOHHBIMU CUCTEMaMU B CETW.

Cemectp 8

14 Bsegerue B apxutektypy OC cemenctaa UNIX, ocobeHHOCTM peanun3aummn aapa, CUCTEMHbIX GnbnmnoTek.

ABTOMaTU3aLMA npouecca MacCOBOWN UHCTaNNALnm. BepCVIOHHaFl Murpauma n nogaepxka CUCTeMHoro

15 o
o6HoBMeHus. MpoLiecc aBapuMinHOro BOCCTaHOBIIEHNS CUCTEMbI.

Moppepxka annapaTtHoro obecneveHns B OC cemerictea UNIX. KoHdumrypaums oguckoBor pasmeTku un

16 J
hanoBble CUCTEMBI.

17 Peanunsaums ceteBoro cteka u NPOTOKOJIOB MHTepHeT. Peanuzaums CTaHOapTHbIX CeTeBbIX YTUIAT.

KoHCOmbHblE UHCTPYMEHTbI U NoAAepXKka MHTEPNPEeTUPYEMbIX S3bIKOB NPOrpaMMUPOBAHMST B KOMaHAHbIX

18
obonoykax. Ponesas nonb3osarernbckas Mogesb.

19 CeteBoe koHurypmposaHme OC cemenctea UNIX. CeTeBble halinoBblie CUCTEMBI.

UHcTtannsaumsa n koHgurypmpoBaHue cepsepa 6a3 gaHHbeix B OC cemenctea UNIX.. Pabota ¢ SQL-KoHconb1o,

20 co3gaHve n MaHunynauus 6asamum gaHHbIX. Pennukaums v 3alimra gaHHbIX.

21 WHcTannsauusa un koHurypmposaHue Beb-okpyxeHus. KoHdurypaums 396-cep3epa. Moppepxka A3bIKOB
nporpaMMmpoBaHns u cpegbl ncnonHeHnsa seb-cueHapmes B OC cemerictea UNIX.

22 OI'ITVIIi/IM:‘saLI,VIFl N akcenepaumsa KoHpurypaumm Beb-okpyxeHusa. Cpepactea 3awmTel Be6-cepepa B OC
cemencrtea UNIX..

23 Cepaep Beb-npunoxeHnin. OnMcaHne apxuTeKkTypbl, TUNOBbLIX peanu3auni. OcobeHHOCTU KOHUTYpUpOBaHUS

cpeabl UcnonHeHns Ansa A3bikoB nporpammmpoBaHms B OC cemerictea UNIX.

24 BesonacHocTb 1 3awmTa aaHHbIx B OC cemenctea UNIX.

5.2.2 TunoBble TeCcToBble 3aAaHNA

He npegycMoTpeHbl.
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3aAaHuA (3agayu, Kenchbl)

- BeinonHuts nuctannsaumio roctesonnt OC Ha XOCT BUPTyarnbHbIX MaLLWH B 3aaHHON KOHUrypaumm.
- BbInonHWTL aBapuHoe BOCCTaHOBMIEHWE CUCTEMbl C BOCCTAHOBIEHMEM Pe3ePBHbIX KOMWUIA NOMb30BaTENbCKNX

OaHHBbIX.
- BeinonHutb nucrannauuio cepsepa b SQL (MySQL, MariaDB 1 T.4.) B 3agaHHOW KoHUrypauum.
- BeinonHutb koHUryprpoBaHue Beb-cepeepa (Apache) B 3agaHHol KoHdUrypaumm.
- Paspabortatb npoekT WH(OpMaLMOHHOW cucTembl BkMovatowen cepsep B[, BebG-cnyxOy u koHTponnep
AoMeHa.

- ABTOMaTM3MpOBaTb 3aA4aHHYH0 (M0 BapuaHTy) adMUHUCTPATUBHYHO 3a4a4y C NMOMOLLbIO BCTPOEHHOTO B 060S104KY
OC sa3blka NporpamMMmMpoBaHusI.

5.3 MeToanyeckne maTepunansi, onpeaensiowme npoueaypbl oLeHUBaHWUsS 3HaHWUWA, YMEHUI, BNafgeHUi (HaBbIKOB
M (MNKn) NpaKkTMYeCKOro onbiTa AeATENbLHOCTH)

5.3.1 YcnoBusa gonycka oby4atoLierocsi K NpoMexyTo4yHOM aTTecTauMm U NopsaAoK NUKBUAALUUN aKafeMUYecKomn
3a/J0JKEHHOCTHN

MpoBeaeHne NPOMEXYTOYHOW aTTecTauun perfiameHTMpoOBaHO foKanbHbIM HOpMaTuMBHbIM aktom CM6IMYMTA
«MonoxeHne 0 NPpoBeAEHNM TEKYLLErO KOHTPOISA YCNEBAaEMOCTU U NMPOMEXYTOYHOM aTTecTaumm obyyatoLwmnxca»

5.3.2 dopma npoBeaeHUs NPOMEXYTOYHOM aTTecTauum No AUCUUnInHe

YcTHagda X MucbmeHHasd KomMmnbloTepHoe TecTupoBaHue WHagq X

5.3.3 Oco6eHHOCTU NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum No AUCUUNnHe

Bpems Ha nogroToBky oTBeTa coctaBnsaeT 30 MUHYT.

Bpemsi Ha BbIMONHEHWE MpaKTUYeCcKOro 3adaHuWsi ¢ NPUMEHEHWEeM BblYMCIMTENbHOW TexXHWKU cocTasnset 20
MWHYT.

lMpu npoBegeHMN 3a4eTa He paspeLlaeTcs Nonb3oBaTbCs y4ebHbIMM MaTepuanamm.

3ayeT NPoOBOAMTCH B KOMMNbIOTEPHOM Kracce.

6. YYHEBHO-METOOMYECKOE N UH®OPMALMOHHOE OBECMNEYEHUE OAUCUUNITIUHDI
6.1 YyebHasn nutepaTtypa

ABTOp | 3arnasue | WN3paTensctBo | "on nspaHus | Ccbinka

6.1.1 OcHoBHas y4yeb6Hasa nuTepaTtypa




Enucees, A. U.,|OcHoBbI http://www.iprbooksh
Akosnes, A. B.,|agMuHmnCcTprpoBaHuA n| Tambos: TamboBCKUM op.ru/115729.html
OepsiovH, A. C CUCTEMHOrO rocyaapCTBEHHbIN 2020
nporpaMMmMpoBaHuns B TEXHUYECKMN
ornepaumoHHOM cucteme| yHusepcutet, O6C ACB
Linux. B 2 yactax. 4. |
Bpaxyk, A. U. CeTteBble cpeacTaa Linux Mocksa: NHTepHeT- http://www.iprbooksh
YHuepcuteT op.ru/102062.html
MHopMaLNoHHbIX 2021
TexHonorun (MHTYUT),
An NMn Ap Meguna
LLimakos, B. 3.,|OTKpbITbIe cuctembl U Linux-| CankT-MeTepbypr: CaHkT- http://www.iprbooksh
Xnyposa, M. B. TexHonornu MeTtepbyprekun op.ru/83320.html
NONUTEXHUYECKNIA 2018
yHuBepcuTeT [NeTpa
Benukoro
'yHbKO, A. B. CuncremHoe HoBOCUBMDCK: http://www.iprbooksh
nporpamMmupoBaHne B cpefe HOBOCVI6I/Ip[?3KVI.l7I op.ru/98735.html
Linux o 2020
rocygapCTBEHHbIN
TEXHUYECKUIN YHUBEPCUTET
KoeraH, H. M. KomnbtoTepHble ceTu Mutck: Pecrnvé . http://www.iprbooksh
' yonnKaHcKn op.ru/93384.htmi
WHCTUTYT
2019
npodeccnoHarnbLHoOro
obpasosaHua (PUMO)
6.1.2 lononHuTenbHasa yyebHasa nutepartypa
Cepree, M. O, |KomnbloTepHble ceTu BopoHex: BopoHexckui http://www.iprbooksh
CepreeBa, T. W, rocyaapCTBEHHbIN 2019 op.ru/93261.html

OneinHukosa, C. A.

TEXHNYECKUN
yHuBepcutet, 95C ACB

6.2 NMepe4yeHb NnpodeccuoHanbHbIX 6a3 AaHHbIX 1 UH(POPMALMOHHO-CMPABOYHbIX CUCTEM

OnekTpoHHO-6nbnmoTeyHas cuctema IPRbooks [OnektpoHHbin pecypc]. URL: http://www.iprbookshop.ru/
OneKkTpoHHO-OMbnmMoTeyvHasa cuctema "HOpant” [OnekTpoHHbI pecypc]. URL: https://urait.ru/
OnekTpoHHas 6ubnuoteka yuebHbix nsganun CMNorynTh [OnektpoHHbi pecypc]. URL: http://publish.sutd.ru/
MHdopmaumoHHasa cuctema «EgnHoe okHO gocTtyna Kk obpasoBaTernbHbIM pecypcam» [ONeKTPOHHbIN pecypc].
URL: http://window.edu.ru/
MHdopmaumoHHaa cuctema OH-MalH OOKYMEHTauuu no SA3blKy nporpaMmmupoBaHus Python [OnekTpoHHbIN
pecypc]. URL: https://docs.python.org/3/
MHdopmaumoHHaa cuctema-penos3mTopuin nporpammHoro obecneveHus Python (PyPl) [OnekTpoHHbI pecypc].
URL: https://pypi.org/
MHdopmaumoHHaa cnpaBovHash cuctema «ONEKTPOHHBIN LIeHTp cnpaBkM U obyyeHus Microsoft Windows
[BnekTpoHHbIn pecypc]. URL: https://support.microsoft.com/en-us/hub/4338813/windows-help?os=windows-10
MHdopmaunoHHo-cnpaBovHasa cuctema «PykoBoacTBo nonb3oBaTend Debian GNU/Linux» [OnekTpoOHHbIN
pecypc]. URL: https://www.debian.org/doc/user-manuals
MHdopmaumoHHo-cnpaBovHasa cuctema «CnpaBoyHuk agmuHuctpaTopa Debian GNU/Linuxy» [OnekTpOHHbIN
pecypc]. URL: https://www.debian.org/doc/user-manuals#debian-handbook

6.3 MNepeyeHb NULEH3UOHHOIO U CBO6OAHO pacnpoCcTpaHsAeMoro NpPorpamMmmMHoOro oéecnevyeHust

DosBox

NetOp School 6

Apache 2

Apache Tomcat

MariaDB

Notepad++

PHP

phpMyAdmin

Python
Docker

GNU/Linux
Oracle VM VirtualBox




Wireshark
WordPress

6.4 OnncaHue maTepmanbHO-TEXHUYECKOMN 6a3bl, HeEOGXoAMMOWN AN ocyLlecTBeHMA o6pa3oBaTeNibHOro
npouecca no gucumnnuHe

AyanTtopus OcHalueHne

MynbTumeaunHoe obopyaoBaHue, cneuuanuampoBaHHasa mebernb, Jocka
JlekumoHHas aygutopms

MynbTumegnnHoe obopyaoBaHWE, KOMMbIOTEPHAS TEXHWKA C BO3MOXHOCTbIO MOAKMHYEHMSA K
KomnbloTepHbiii knacc [cetn  «AHTepHeT» 1M obecrnevyeHMeM [ocTyna B 3MEKTPOHHY  MH(OPMaLMOHHO-
obpasoBaTenbHyto cpeny
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