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1 BBEJEHUE K PABOYEN MPOrPAMME OUCLMNIUHDI
1.1 Uenb gucumnnnuHbl: ChopMmpoBaTh kKomneTeHuum oby4datollerocst 06 OCHOBHbIX MPUHLMMNAX opraHusaumum

ornepauUmoHHbIX CUCTEM. N KOMIMbIOTEPHBIX CETEN
1.2 3agaum gcuMNInHbLI:

OBnageHue oby4valoLlmm TeopeTUYeckux CBedeHusi o6 apXuUTekType, (PyHKUMsIX, npoueccax M CUCTEMHbIX
cnyxbax onepaunoHHbIX CUCTEM;

M3yyeHwne KoHuenuun pacnpeaenéHHon obpaboTku;

YMeHue onpegeneHuss Meponpuatvuin no obecneveHuto MHGOPMAaUMOHHON Ge30nacHOCTU, AMArHOCTUMKU W
BOCCTaHOBIIEHNS ONepaLMOHHON CUCTEMbI NOCIE OTKA30B;

BbipaboTka HaBbIKOB MO ynpaBneHuio GYHKUMOHUMPOBAHMEM OMepaumoHHOA CUCTEMOW ANns opraHusauum
3(pPEeKTUBHBIX BbIMMCANTENbBHbBIX MPOLECCOB B MH(OPMALMOHHBIX CUCTEMAX PasnNMYHOro HasHadyeHud, obecrneveHus
NMHOpMaLMOHHO 6e30MacHOCTH, 3aLmTbl OT CO0EB 1 0TKA30B, aAMUHUCTPUPOBAHUS BbIYUCIIUTENbHBIX CUCTEM.

1.3 Tpe6oBaHusA K NpeaBapUTeNbHON NOAroTOBKe 06y4aloLerocs:

MpenBaputensHas NOArOTOBKa NpeanosiaraeT co3gaHne OCHOBbI A1 POPMUPOBAHUSA KOMMNETEHLNI, yKa3aHHbIX
B M. 2, NPU N3y4eHNN OUCLUMINH:

OucumnnuHa 6a3V|pyeTc;| Ha KOMMNeTeHUunsX, C(bOpMVIpOBaHHbIX Ha npeagbigyuem ypoBHe O6pa3OBaHVIF|.

2 KOMMNETEHUMU OBYYAIOWEIOCA, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA OAUCLIUMNIIUHBI

OlK-2: CnocobeH NoHMMaTb NPUHLUMNBI PaBOTbl COBPEMEHHbIX UH(POPMaLMOHHbIX TEXHONOMMN 1
nporpamMmMHbIX CpeAcTB, B TOM Yncne oTe4eCTBEHHOro NpousBoAcTBa, U UCMONb30BaTh MX NPU pelleHun 3agay
npoceccMoHanbHON feATeNbHOCTY;

3HaTb: TeopeTnyeckne OCHOBbI NOCTPOEHMUS U PYHKLUMOHNPOBAHUS ONEPALMOHHBIX CUCTEM, UX Ha3HaYeHne U PyHKUNK.
YMeTb: Mcnomnb3oBatb pasnuuHble OMepaumoHHble CUCTEMbI M CO34aTb KOMaHAHble dainbl C UCMNOfb30BaHWEM

ynpasnarwmx KOHCprKLI,VIVI; BbI6MpaTb N oueHmBaTb apPXUTEKTYPY BbIYUCITUTENbHbIX CUCTEM, ceTen M cuUctem
TeHeKOMMyHMKaLlMVI N nx nogcuctem.

Bnapetb: HaBbikamy aHanm3a u oueHKn adpeKTMBHOCTU yHKUMOHMpoBaHUA OC n ee KOMMOHEHTOB; HaBblkamu
paboThbl B COBPEMEHHON NPOrpaMMHO-TEXHUYECKOW Cpeie B pasnmyHbIX ONepPaLMOHHbIX CUCTEMAX U CETSIX.
OlK-4: Cnocob6eH yyacTBOBaTh B pa3paboTke cTaHAAPTOB, HOPM M NPaBui, a TakXke TEXHUYEeCKOMN
OOKYMeHTaLuu, cBA3aHHOW ¢ npodecCMoHanbHON AeATeNbHOCTbIO;

3HaTtb: TexHu4eckue XapaKTepUCTUKN, KOHCTPYKTUBHbIE 0COOEHHOCTK, HasHayeHue u ycnosua akcnnyatauun
BbIYUCIINTENBHOWN TEXHWUKN.

YmeTb: lNonb3oBaTbca cneymanbHbiMM NPOrpaMMHbIMU CpeacTBamMu NS peLleHms NpodeccnoHarnbHbIX 3agay.
BnapgeTtb: HaBbikamu paboTbl C TEXHUYECKON AOKYMEHTALMNEN.

OlMK-5: Cnoco6eH nHctannupoBaTb NporpaMMHoOe U annapaTHoe o6ecne4vyeHue AN UHGPOPMALMUOHHBLIX U
aBTOMaTU3UPOBaAHHbIX CUCTEM;
3HaTtb: CTpPYKTypy U apXUTEKTYpy COBPEMEHHbIX OMepauMOHHbIX CUCTEM; TEOPETUYECKME OCHOBbI HACTPOMKM W
onTumunsaumm pabotel OC.
YmeTb: [lonb3oBaTbCa MHCTPYMeHTanbHbiMM cpeactBamm OC, cTaBuUTb M pellatb 3agadv agMMHUCTPUPOBAHUS Y
KOH(pMrypnpoBaHuns onepaumoHHbIX CUCTEM.

BnapgeTb: HaBblkamy MHCTannsiuumM nNporpamMMHOrO M annapaTHoro obecneyeHusi ¢ NMPUMEHeHWeM METOOB 3alUMThI
NMHopMaLuu.

3 PE3YNIbTATbI OBYYEHUA NO AUCLUUNNWHE

O |KoHTakTHas
< 5]
o paboTta
5@ WHHoBau, dopma
HaumeHoBaHue n cogepxaHue pasgenos, | g & CP
_ S g dopmbl TeKyLiero
TEM 1 Yy4EeOHbIX 3aHATUI s d Nexk. Mp. (4achbt) SAHSTUIA KOHTPONS
(&)
O g | (uacsl) | (vackt)
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Paspen 1. OcHOBHble KOHLenuum 6asoBoro
nporpammHoro obecne4veHus (bNO)

Tema 1. Onpepgenenne, HasHa4yeHue,
knaccugpukaumss  BIMO.  Onpegenenne,
Ha3Ha4veHue, cocTtaB " DyHKLMN
ornepaumnoHHON CUCTEMBI. WcTopus
passutua OC. 3sonwouua I3BM, nepsbie
OC. WUctopusa passutusa lNK. Baanmocesasb 1 o
apxutektypbl IK ¢ OC. BIOS, UEFI,
Coreboot, MBR, GPT. Oontouus MK n OC.
MpakTuueckme 3aHatusa: Apxutektypa [1K
(ABI/API). NMoacnctemsl win32, posix, WSL.
MepcoHanusauus OoC c NOMOLLbIO
rpacmyeckoro Nnonb30BaTENbCKOro
UHTepdenca

W3onsuuna nedekTor 3arpvakm OC




Tema 2. Knaccudpumkauyus OcC.
CoBpeMeHHble 0ocC, OCHOBHbIe
XapaKkTePUCTUKMN, 0COOEHHOCTM
NpMMEHeHWs1, annapaTHas nnatdopma.
TeHaeHunn passutna OC. OC nocnegHero
MOKOMNEHMS.

MpakTuyeckme  3aHATMS:  YnpasneHue
Toukamn otkata OC, cosgaHue pasgena
BOCCTa@HOBMEHUs, CO3aHMs 3arpy304HOro
obpasa Ha CbEMHOM HocuTerne.
PasgeneHune gnckoBbix ycTponcTs discpart.

11

nn

Paspen 2. OcHoBHblE KOHLLenummn
coBpeMeHHbIx OC.

Tema 3. ApxuTektypa onepauuoHHbIX
cuctem. OcHoBHble  kommnoHeHTbl  OC.
MoHonuTHble cuctemMbl. MHoOroypoBHeBble
cuctembl.  Mopenb  KNUEHT-cepBep U
MUKpPOSAEepPHbIf noaxon. O6bekTHO-
OpPVEHTUPOBAHHbBIN noaxon.
MHoroypoBHeBble cucTemMbl. BupTyanbHble
MaLLMHbI.

MpakTuyeckue  3aHATUA: TexHonoruu
BUpTYyanusaumm BM, KOHTENHepbI
DOCKER. PecypcHasa mogenb, cneunduka
KoHTeliHepoB 1 BM (agpa OC). Cpenctso
MoHuTODWMHra (btop. top).

12
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Tema 4. YnpaeneHne npoueccamu.
MonaTne npouecca. YnpaeneHue
npoueccamu.  CocTosiHME  MPOLECCOB.
lMnaHvpoBaHMe npoueccoB, anropuUTMbl
nnaHnpoBaHusa npoueccoB. KOHTEKCT wu
aeckpuntop npouecca. pouecchl, NOTOKK
n HUTW. OcHoBHblE MOHATUSA n
xapakrepucTtuku. Nprmepbl MHOrOHUTUEBOW
0bpaboTku

MpakTnyeckme  3aHaTua:  KomaHnanetsl,
yripaBneHne KOMMbOTEPOM C MOMOLLbIO
TepMmuHana. WHTepnpeTaTtop KomMaHOHOW
ctpokn OC Windows: cosgaHme KoMaHaHbIX
dannos. Pabota ¢ koMaHgamun Ans
KOHTPOISI CUCTEMHBIX PECYPCOB.

12

mn

Tema 5. [loHaTne pannoBon cUCTEMBI.
HasHaueHue, norunyeckas opraHusauus.
dyHKUMOHanNbHas cxema opraHusauum
cdannoson cucTembl. TunoBas CTPyKTypa
cannoson cuctembl. lNMoHaTHe danna, Tunbl
cannos, katanor. Jlornyeckas n dusnyeckas
opraHusauns hannos. ApXUTEKTYpBI
tannosbix cuctem FAT, VFAT, NTFS, HPFS,
UFS, cnocobbl opraHusauun, OTnn4MTeNbHbIE
0coBeHHOCTH.

MpakTuyeckme 3aHATUA: YCTaHOBKa rOCTEBON
onepaunoHHo cuctembl u3 [1SO-obpasa ¢
NMOMOLLIbIO nporpaMmsil, OCHOBHbIe
npevmyllecTsa [ HegocTaTKu BM,
knaccndukauma  Hactpoek BM.  (hyper-v,
Bios/UEFI. WSL

12

nn




Tema 6. OC MS Windows.OC UNIX. OC Linux.
OC openSUSE. OC Red Hat n Fedora. OC
Debian 1 Ubuntu. OC Arch Linux. ApxutekTypa,
OCHOBHbIE XapaKTEPUCTUKK, OTNNYUTENbHbIE
0CcobeHHOCTH

MpakTnyeckune 3aHATUSA: KomaHaneTsl,
ynpaBfeHne  KOMMbIOTEPOM C  MOMOLLbLHO
TepmuHana. Pannosas cuctema OC UNIX. OC
Linux. Cpegctso moHuTOpurHra (btop, top).

Paspgen 3. CeTu 1 TenekoMMyHuKaLum

Tema 7. ApXUTeKkTypa BbIYUCIIUTENBHbLIX CETEMN.
OcHoBHas TepMuHONorus. ApxuTekTypa ceTen.
mogens OSIl. CeTteBble annapaTHble U

annapaTtHo-nNporpamMmMHble cpencTea.
Tononorns BbIYUCIIUTENBHON CETU N METOAbI
gocTtyna. YcTpornictea MEXCETEBbIX
COEaUHEHWN.

MpakTnyeckune 3aHATUA: MocTpoeHune

TOMONIOMNN NOKanNbHOW BbIMUCANTENBHOW CETU.
MpakTnyeckoe NpPUMeEHeHne NPOTOKOJSIOB
mogenun OSI, SSH coeanHeHue, npumeHeHne
SSH (bandit).

Tema 8. CtaHgapTbl M CTEKM MPOTOKOJIOB.
Ctekun NPOTOKOJI0B 7] Moaenb OSl.
ApxuTekTypa cTeka npoTokonoB Microsoft
TCP/IP. Tpotokon FTP. T[lpotokon HTTP.
MprHUMN paboTbl cTekoB NpoTokosoB IPX/SPX,
NeBIOS/SMB. CeteBoe [10. Ludposo
IP-agpec. [oMeHHbI (CMMBOfbHbLIN) agpec.
Cnyxba pomeHHbix wuméH (DNS). ®dopmaTt
coobLieHun n nepapxmsa DNS

MpakTtnyeckme 3aHaTUSA: NMpyMeHeHue KoMaHg
OC Windows gna paboTbl C KOMMNbIOTEPHON
cetbto. Komangpbl ipconfig, ping n getmac,
traceroute, nslookup, netsh/ip: nonyyeHue
CnpaBOYHON MHGOPMALINN.

12 nn
10 nn
10 nn

Tema 9. CtaHgapTbl 6ecnpoBOAHON CBS3U B
cetax. Ctangaptel Wi-Fi. Tononoruu ceten
WiFi. BesonacHocteb B WiFi. MoGunbHas
cBA3b nAToro nokoneHus (5G). TeHgeHuun
pa3sutuna 6G.

MocTpoeHmne 6ecnpoBOAHbIX KOMMNBIOTEPHbIX
ceteint. NMpoTtokonbl GPRS, HSDPA, HSUPA.
TyHHENbHbIN NPOTOKON

MpakTuyeckme 3aHATUA: MpoBepka
coeguHeHun B ceTax. Onpegenexune |P-
agpeca KomnbkoTepa Mo ero AOMEHHOMY
agpecy u knacca nonyyeHHoro IP-agpeca.
Onpepenenune IP-agpeca Beb-cepBepa no
ero JgomMmeHHomy agpecy. OnpegeneHue
Ha3BaHWA ceTeBoro agantepa n ero MAC-
agpeca. Pabota ¢ ¢annoBbiM cepBepom U
ceTeBbIMW nNankamu Ha Hem. [lepexoa Ha
FTP -cepsep, nonyyeHwe uHdopmauun o
CTPYKTYp€e nanok, KonuposaHue ¢annos ¢
ETP-cenrena

10
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Tema 10. O6nayvHble cepBUCHI, BbIYUCTIEHUS
n TexHomnormn.  OOGnayHble cepBUCbl U
BbIYMCIIEHUS. Mogenu obnayHbIx
BbluMcneHnn laaS, PaaS, SaaS, NaaS.
TymaHHble BbluucneHus. Future Networks.
Mmo6anbHble ceTn SD-WAN.

MpakTuyeckue 3aHsaTUA: Beirpyska/sarpyska
B obnayHble XpaHunuiia U Ha noKanbHbIV
HoCUTENb  KakMx-NMMbBO  NPOEKTOB  MIK
penosvTopueB ¢ nomoupto git/curl, VPN,
P2P connection, OpenVpn, Googleunck.

10

nn

Tema 11. Be3onacHOCTb B KOMMbIOTEPHbIX
cetax. Cnocobbl n cpeacTtea 3awWwuThl
uHpopmaumm B ceTax. Knaccudukaums
ceTeBblx aTtak. LUudposaHue. Anroputmbl
CYMMETPUYHOTO LLIMPPOBaHUSA. ANropuTMBbl
WNPPOBAHMA  C  OTKPbITBIM  KITHOYOM.
OnekTpoHHast uuncpposas NoAnucCe.
BpepnoHocHoe MMO.

MpakTuyeckne 3aHATMA:  [lpakTnyeckoe
npumeHeHne npotokonos, DH (https),
3awmTa OT CceTeBblX Yrpo3 (unbTpbl),
(addblock),ids/ips, obnayHble 64, XOCTUHI
FireBase, PFS (Perfect forward secrecy).

10
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Wtoro B cemecTtpe (Ha kypce anst 3A0)

34

34

121

KoHcynbTaumm 1 npoMexyToyHas
aTTectauusa (Ok3ameH)

2,5

24,5

Bcero koHTakTHasa pa6orta n CP no
AucuMnnvHe

70,5

145,5

4 KYPCOBOE NPOEKTUPOBAHUE

KypcoBoe npoekTnpoBaHue y4eGHbIM NaHOM He NPeayCMOTPEHO

5. ®OH[] OLIEHO4HbIX CPELCTB AN MPOBEAEHUSA MPOMEXYTOYHOW ATTECTALMU
5.1 OnucaHue nokasaTtenen, KpUTepueB U CUCTEMbI OLLEHUBaHUA pe3ynbLTaToB o6yYeHus

5.1.1 NMoka3aTenun oueHUBaHUA

Kon HanmeHoBaHMe oueHo4YHOoro
MokasaTenu oueHMBaHWA pe3ynbTaToB 0byyeHus
KOMneTeHunn cpeacTea
O6ocHoBbIBaeT (PyHKUMOHaNbHOE HasHayeHne onepaumoHHbIX CUCTEM
ONA  peleHns npodeccuoHanbHbIX 3agady W COBMECTUMOCTb C
OrlK-2 NpVKNagHbLIM NporpamMmmHbiM obecnevyeHnem. Bonpoce| ycTHoro
cobecenoBaHus.
PaspabatbiBaeT KOMaHAHLI dhanin aAns paboTel ¢ dainamm.
[MpaKTUKO-OpUEHTUPOBaHHbIE
MpoBoANT cpaBHUTENbLHBIN aHanM3 Bo3dMoxHocTen OC ana pelweHus|3agaHus.
3agay u3 npodeccuroHanbHoW obnactv; packpbiBaeT anroputM
OelCTBUIA B 3aBMCUMOCTU OT CpeAbl paboThl. MpakTnko-opueHTUpoBaHHbIE
3agaHusi.
dopmynupyeT OCHOBHblE XapaKTepucTukm u  yHKUMOHanbHble|Bonpockl YCTHOTO
KOHCTPYKTUBHbIE OCOBEHHOCTU BbIYUCTTUTENBHON TEXHUKM. cobecenoBaHus.
OMK-4 PackpbiBaeT  (pyHKUMOHaNbHble  BO3MOXHOCTM  COBPEMEHHOro [[TpakTuko-opueHTUpoBaHHbIe
nporpaMMHoro obecneveHnss Ons  peweHus npodecCMoHanbHbIX [3agaHuns.
3agau.
[leMoHCTpUpyeT OCHOBHble MoAxodbl K paboTe C  TexXHWYECKOW|[MpakTUKO-OpUEeHTUPOBaHHbLIE
OOKYMeHTauuen. 3agaHus.




Orl1K-5

BC.

dopmynupyet

Ha3Ha4vYeHne wu

CcuUcTem; nepeyduncnaeTt

BbinonHsetr Hactporiky OC, yuuTbiBas ocobeHHOCTM paboTbl B
KOHKPETHOWM OMnepauMoHHON CUCTeEME; co3daeT KoMaHAHble dainbl C
NCNONb30BaHMEM YNPaBMSOLWMX KOHCTPYKLNA.

MpumeHseT metoabl npoctenwer 3awuTtsbl MK npyu pabote B JIBC u

ocHoBHble yHkuun OC, paet
knaccudumkaumio cospemeHHbix OC u obnactm WX nNpUMEHEHUS;
dhopMynvpyeT MNpUHUMNBLI POPMUPOBAHUS apPXUTEKTYPbI Pas3fNYHbIX
onepaumoHHbIX
ynpaBeHns pecypcamMmm BbIYUCIIMTENBbHON CUCTEMBI.

OCHOBHbIe

Bonpocbl
cobecenoBaHus.

YCTHOrO

MeXaHU3Mbl

MpakTKO-OpUEHTUPOBaHHbLIE
3aaHus.

MpaKTUKO-0pUEHTUPOBAHHbIE
3ajaHus.

5.1.2 Cuctema v Kputepum oLeHMBaHUA

LLikana oueHmBaHu4

KpuTtepum oueHmBaHmsa ccbopMmnpoBaHHOCTN KOMNETEHLNN

YcTHOe cobecenoBaHune

MncbmeHHas paboTta

5 (oTnnyHO)

MonHbIN, uMcYyepnbiBaOWMA OTBET, SIBHO
OEMOHCTpUpYOLWMI rnybokoe noHnmaHue
npegmetTa UM LUMPOKYH 3pyauuMlo B
oueHuBaemon obnactn. Kputudeckun,
OopuUrnHarbHbIA NOAX0A4 K MaTepuany.
YuutbiBaloTcss Oannbl, HaKOMMNEHHble B
TeyeHne cemecTpa.

KayecTBO  UCMONMHEHWS  BCEX  3NEMEHTOB
3a0aHvs  MOMHOCTBIO  COOTBETCTBYET BCEM
TpeboBaHMAM.

YuntbiBatoTcst 6annbl, HAKOMNMEHHbIE B TEYEHWE
cemecTpa.

4 (xopoLwuo)

OTBeTt NOJSHbIN, OCHOBaHHbIN Ha
npopaboTke BCEX obs3aTenbHbIX
WUCTOYHUKOB WMHpopmauun. [logxon K
MaTepuany OTBETCTBEHHbIN, HO
CTaHOapTHbIN.
YuutbiBaoTca Oannsl,
TeyeHne cemecTpa.

HakonneHHble B

MHavBuayanbHoe 3adaHWe  BbIMOSMIHEHO B
JOCTaTOMHOM 06beme, HO OrpaHuyMBaeTcs
TOSNBKO OCHOBHbBIMU MOAXOAaMMU.

YuntbiBaoTcs 6annbl, HAaKoMNMneHHbIe B TeYeHue
cemecTpa.

3 (yooBneTBOpPUTENBLHO)

OtBet BOCnpon3BoaAnT B OCHOBHOM TOJIbKO

TNEeKLUMOHHbIe mMaTepuansl, bes
CaMOCTOATENbHON paboThl c
pekoMeHAO0BaHHON nnutepaTypon.

[leMOHCTpMpyeT NOHUMaHWe npegmeTa B
uenom, 6e3 yrnybneHua B getanu.
MpUCyTCTBYIOT CYyLLECTBEHHbIE  OLUMOKK
unu npobenbl B 3HAHWUSIX MO HEKOTOPbLIM
TeMam.

YuutbiBaloTca 6annsl,
TeyeHune cemecTpa.

HaKonneHHble B

3agaHne BbINOMHEHO MONHOCTLIO, HO B paboTte
€CTb OTAESbHbIE CYLLECTBEHHbIE OLIMOKK, NMNbo
KayecTBO  npeacTaBrneHust paboTbl HU3Koe,
nnbo paboTa npeacTaBrieHa ¢ ono3gaHueM.
YuuTbiBaloTCa 6annbl, HAKoOMNMEeHHbIE B TeYeHne
cemecTpa.

2 (HeynoBnEeTBOPUTENBHO)

HecnocobHocTb 0TBETUTH Ha Bonpoc 6e3

nomMoLuun 9K3amMeHaTopa. HesHaHune
3HAYUTENBHOM  YacTu npuHUMNmManbHoO
BaXXHbIX ANeMeHTOB ANCUNNIINHBI.

MHorouncneHHble rpybbie owmnbku.
He yuuTbiBatoTCA Oannbl, HAKOMNSIEHHbIE B
TeyeHue cemecTpa.

OTtcyTCcTBUE ofHoro unm HECKONbKNX
obsi3aTenbHbIX 3NEeMeHTOB 3ajaHus, nubo
MHOIOYMCNEHHbIE TpyOble owunbkn B paboTe,
nmbo rpyboe HapyLleHve npaBun 0POpPMIEHUS
W CPOKOB NpeacTaBneHns paboThbl.

He vyuutbiBaloTCs ©Oannbl, HakonneHHble B
TeyeHune ceMecTpa.

5.2 TunoBble KOHTPOJbHbIE 3aAaHUA UNU UHbIe MaTepuarbl, HeO6XoAMMbIe ANl OLeHKN 3HAHUNA, YMEeHUN,
HaBbIKOB U (MNK) ONbITa AeATEeNIbHOCTU
5.2.1 Nepe4yeHb KOHTPOJbHbLIX BONPOCOB

Ne n/n |

PopMynnpoBKM BONPOCOB

Cemectp 1

OnpegeneHve, Ha3HayeHwue, knaccudmkaums bMoO.

Onpegenexne OC, Ha3HayeHne, OCHOBHble pyHKLmn OC.

Apxutektypa NK. 3sontouus MK n OC.

Apxutektypa lNK. Baanmocsasb apxutekTtyphbl MK ¢ OC.

BIOS, UEFI, Coreboot, MBR, GPT n OC.

Onpegpenenne OC, HasHadeHue, Knaccugukaums OC, 0OCHOBHbIE XapaKTEPUCTUKM.

Apxutektypa OC. lNoHaTtne sgpa. OcHoBHble hyHKuMmM 9apa, kernel mode n  user mode.

Apxutektypa OC. BcnomoratenbHble mogynu OC, kernel mode n  user mode.

Ol |IN|O|O|R|WIN]|F-

Apxutektypa OC. NoHatue sagpa. Coctas sapa.

=
o

Apxutektypa OC. OcHoBHble koMNOHeHTbI OC. MoHonuTHble cuctemMbl. OnepauunoHHasa cuctema MS-DOS




Apxutektypa OC. OcHoBHble komnoHeHTbl OC. MHoroypoBHeBble cuctembl. OnepaunoHHas cuctema Windows,

11 HasHa4yeHue, apxMTekTypa, OCHOBHbIE (DYHKLMMN, MPUHLIMIBI paboTbl.

12 |Apxutektypa OC. OCHOBHble KOMMNOHEeHTLI. MMoHsATHe agpa. Mogenb KnueHT-cepBep U MUKPOSIAEPHbIA NoAX0A.

13 Apxutektypa OC. OcHOBHble KOMMNOHEHThLI. [MoHATHNE agpa. O6bEKTHO-OPUEHTUPOBAHHLIM NOAXO0S,.

14 Apxutektypa OC. OCHOBHblE KOMMOHEHTbLI. MHOroypoBHEBbIE CUCTEMBI.

15 Apxutektypa OC. OCHOBHblE KOMMOHEHTLI. BUpTyarnbHble MalUnHbI.

16 MoHaTtne agpa. ®yHkumm agpa. MNMoHaTtne npouecca. Tabnuua npoueccos.

17 MonsaTue npouecca. YnpasneHue npoueccamn. CocTosiHMe NpoLeCccoB.

18 MoHaTne npouecca. ANropuTMbl NITAHNPOBAHUSA NPOLECCOB. ANMOPUTMbI, OCHOBaHHbIE HA KBAHTOBaHUM.

19 MoHaTne npouecca. ANropuTMbl NITaHNPOBAHUSA NPOLECCOB. ANMOPUTMbI, OCHOBaHHbIE Ha NpYopuTeTax.

20 MoHsaTHe npouecca. ANropuTMbl NNIaHUPOBaHMSA NPOLIECCOB. BbITeCHAOLWMNE N HEBBITECHAIOLME anropUTMbI
NNaHNpoBaHUS.

21 Mopgenb npouecca. KoHTeKCT 1 geckpuntop npotecca.

22 Mpouecchbl, NOTOKM U HUTU. OCHOBHbIE NMOHATUSA N XapakTEPUCTUKK. [TpumMepbl MHOrOHUTUEBOW 06PabOoTKK.

23 MoHaTne npouecca. Moagenb npoueccoB UNIX/Linux OS. KoHTekcT npouecca. MHorosaga4yHocTb.

24 MoHaTne cdannoson cnctemol. HazHadeHne, normyeckas opraHusaums.

25 MoHsaTue darinosor cuctembl. Cnocobbl opraHM3aumm CTPYKTypbl hanos.

26 MoHaTne cdannoson cnctembl. YpoBHU harinoBo CUCTEMBI.

27 MoHaTne cdannoson cuctemol. BydepHbin nyn.

28 MoHsaTue darinosor cuctemol. CTpykTypa annoBo CUCTEMBI.

29 MoHsaTue davina. OcHoBHbIE TWMNbl HAAOB.

30 MoHaTne cdannosor cuctemsl. Jlormyeckasa opraHnsaums annos.

31 MoHATne darinoson cucteMbl. Pusnyeckas opraHnsaumsa dannos. NpenmyLecTsa n HeJoCTaTKM KaXK4oro Buaa.

32 MoHatne cannoson cuctemol. OS MS-DOS n Windows. FAT 16 n FAT 32.

33 MoHaTtune cdannoson cuctembl. FS NTFS, HPFS.

34 MoHaTtne cannoson cuctemol. KopHeas @C Arch Linux

35 MoHsTue danoeon cuctemol.  Unix File System UFS.

36 MoHsaTue darinoBor cuctembl. COBpEMEHHbIE apXUTEKTYPbI (DANMNOBLIX CUCTEM, CNOCOOLI OpraHM3aumu,
OTNNYUTENbHLIE 0COBEHHOCTH.

37 CoBpemeHHble poccuickne OC. Alt Linux, Astra Linux, PEL OC

38 ApxuTekTypa, OCHOBHbIE XapaKTePUCTUKM, OTINYMTENbHbIE ocobeHHocTn MS Windows n OC Linux. OC Red Hat
n Fedora. OC Debian n Ubuntu.

39 CeteBble OC. HasHayeHne. OCHOBHbIE apXUTEKTYPbI.

40 Onpegenexne nokansHon BeluncnutensHon cetu (JIBC). Knaccudpmkauyusa JIBC. LieHTpanuaoBaHHble J1IBC.
OpHopaHroBble U rTMOpUAHbIE CETU, HA3HAYEHNE.

41  |ApxuTekTtypa ceten. mogens OSI.

42 CoBpeMeHHble MeToabl gocTyna u Tononorus B JIBC.

43 KoHuenums pacnpeaeneHHon obpaboTku B ceTeBbix OC. MNoHATME KnacTepa.

44 YCTponcTBa MEXCETEBbLIX COEAMHEHWIA.

45 Crekun npoTtokonos u mogenb OSI. [NprMepbl NPOTOKOMNOB.

46 CeteBoe MO. LUndposoii IP-agpec. JoMeHHbIN (CMMBOMbHEIN) agpec. Cnyxba foMeHHbIX MMEH DNS.

47 CraHgapTbl 6ecnpoBogHoli cBsasn B ceTax. CtaHgapTol Wi-Fi.

48 Tononoruu ceten WiFi. BesonacHocTb B WiFi.

49 MobwunbHas cBa3b naToro nokonexHus (5G). TeHaeHumn passuTtns 6G

50 MocTpoeHne BGecnpoBoAHbIX KOMMBIOTEPHBIX ceTel. MNMpoTokonsl GPRS, HSDPA, HSUPA. TyHHenbHbIN
NPOTOKON

51 O6nayHble cepBuChbl 1 BbluncneHus. Mogenu obnadHbix BbluMcrieHun laas, PaaS, SaaS, NaaS.

52 MoHsTne NHTepHeTa Beluel n obnayvHbix TexHonorun. OCHOBHbIE XapaKTEPUCTUKN, NMPUHLUMMLI paboThbI.

53 Obwan mogenb obnayHbiX BbluucreHnn. Mogenun XaaS

54 O6nayHble cepBUChl U BbluMCneHns. KBaHTOBblE ceTu.

55 mobanbHble ceTn SD-WAN, npuHumn paboTbl, TEXHONOMNS nepeaadn AaHHbIX.

56 Cnocobbl 1 cpeacTBa 3awmTbl MHopmauun B ceTax. Knaccudmkaumsa ceTeBbix aTak.

57 LLndppoBaHme. ANroputmMbl CUMMETPUYHOTO LLIMGPOBaHUS.

58 WUndposaHue. Anroputmel LUINGPOBAHUSA C OTKPLITHIM KITHOHOM.

59 Cnocobbl 1 cpefcTBa 3almTbl HOPMaL MK B ceTsaX. TEXHONOors 3allmLeHHoro kaHana

60 Cnocobbl 1 cpeacTBa 3awuTbl MIHPOPMaLMK B CETAX. TEXHONOrMn ayteHTudmkawmu.




5.2.2 TunoBble TeCcTOBbIe 3aAaHUA

He npegycmoTpeHo
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3afaHuA (3afgaym, Kenchbl)

1. BoiBecTn umeHa, pasmep, gaty cosgaHusa n atpubytel dannos katanora Windows no3agaHHOMY YCROBMIO

oTtbopa.

2. Onpep,enMTb IP-agpeca komMnbloTepa no ero OOMEeHHOMY afpecy U Krnaccy nojiyd4eHHoro IP-apgpeca.

5.3 MeToanuyeckue matepuansl, onpegensilolime npoueaypbl oLeHMBaHUs 3HaHUW, YMEHUN, BrageHui (HaBbIKOB
1 (UnN) NPaKTUYECKOro onbITa AEeATENbLHOCTH)
5.3.1 YcnoBus gonycka oby4atrowerocsi K npomMexxyTo4yHon atrecTaumMm U NopsAoK NUKBUAALIMM aKaAeMU4yeckomn

3aA40J1I)KeEHHOCTU

lMpoBedeHne NPOMEXYTOYHOW aTTecTauun perfiameHTMpPOBaHO JloKanbHbIM HopMaTtuBHbIM aktom CI6MYMTA
«lMonoxeHne o NpoBeAeHMN TEKYLLLETO KOHTPONSA YCNEBAEMOCTM U NMPOMEXYTOYHOM aTTecTaumm obydarowmnxcs»

5.3.2 dopma npoBeaeHUs NPOMEXYTOYHOM aTTecTauum No AUCUUnInHe

YcTHasn lMucbmenHas KomnbloTepHoe TecTupoBaHue MHasn +
5.3.3 Oco6eHHOCTU NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum No AMCLUNINHEe
Bpems Ha nogroToBky kK ycTHOMY cobecegoBaHuio coctaBnseT 30 MUHYT;
BbinonHeHne kenc-3agaHnsa ocyLeCcTBNAETCA Ha KoMNbloTepe 3a 60 MUHYT.
6. YYHEBHO-METOAMYECKOE N UH®OPMALMOHHOE OBECNEYEHUE AUCLUUNITUHDI
6.1 YyebHasa nutepatypa
AsTop 3arnasue | M3paTenbcTBO lon nspaxua | Ccblinka
6.1.1 OcHoBHas y4yebHas nuTepaTypa
Kypsuun, I'. B. OnepauuoHHasi cucrtema Mockea: NHTepHeT- http://www.iprbooksh
UNIX YHuBepcuteT op.ru/97557.html
MHdopmaumoHHbIX 2020
TexHonorun (MHTYWUT), An
M Ap Megna
Hasapos, C. B.,|CoBpemeHHbIE Mockea, CapaToB: http://www.iprbooksh
LWnpokos, A. U. onepaunoHHbIE CUCTEMBI MHTepHeT-YHuBEpcuTeT op.ru/89474.html
MHdopmaumoHHbIX 2020
TexHonorun (MHTYWUT), An
M Ap Megna
CaBernbes, A. O. Pewenns  Microsoft gna Mockea, CapaToB: https://lwww.iprbooks
BMpTyanusauuu UT-| WHTepHeT-YHuBepcuTeT hop.ru/89472.html
WHppacTpyKTypbl MHdopmaumoHHbIX 2020
npeanpuaTUn TexHonorun (MHTYWUT), A
Mu Ap Megna
BuHokypos, . B. CeTu 1 TENEKOMMYHUKaLMK e https://www.iprbooks
Mocksa: An NMn Ap Meguna 2022 hop.ru/115699.html
ApTioweHko, B. B.,|KomnbtoTepHble cetn 7] HoBocunbupck: http://www.iprbooksh
HwukynuH, A. B. TenekoMMyHMKaLmnm HoBocnbupckui 0p.ru/99345.html
rocygapCTBEHHbIN 2020
TEXHUYECKNI
yHMBEpcuTeT
6.1.2 lononHuTenbHasn yyebHasa nutepaTtypa
Monos, A. A.,|OnepaumnoHHbIe cUCTEMBI KpacHospck: Cnbupckmin http://www.iprbooksh
LLlaTanos, M. C., rocyaapCTBEeHHbIN 0p.ru/107209.html
Mactok, M. A., Joppep YHUBEPCUTET HaYKU U 2020
r. A TEXHOMNOTrNN NMEHN
akagemunka M. ©.
CyxaHoB M. b. OnepauuvoHHble  CUCTEMBI, http://publish.sutd.ru/
CceTu 1 TeNeKoOMMYHMKauum cre.: crierynrg 2015 tp_ext_inf_publish.ph

p2id=2774

6.2 MNepe4yeHb NpodeccMoHanbHbIX 6a3 AaHHbIX 1 MTHPOPMAaLMOHHO-CNPABOYHbIX CUCTEM




MHdopmaumoHHasa cuctema «EauHoe okHO gocTyna k obpasoBaTtenbHbIM pecypcam. Pasgen. MHdopmaTtuka u
WMH(POPMaLMOHHbIE TEXHONOMMM» [OnekTpoHHbIN pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6
OnekTpoHHO-6nbnmoTeyHas cucrema IPRbooks [OnekTpoHHbI pecypc]. URL: http://www.iprbookshop.ru/

6.3 MNepeyeHb NULEH3UOHHOIo U CBO6OAHO pacnpoCcTpaHseMoro NporpamMmmMHoOro oéecneyeHust
Microsoft Windows 10 Pro
OfficeStd 2016 RUS OLP NL Acdmc

Oracle VM VirtualBox
6.4 OnncaHue maTepuanbHO-TEXHUYECKOMN 6a3bl, HeEOGXO0AMMOWN ANnsA ocyLlecTBeHMA o6pa3oBaTeNibHOro
npouecca no gucumnnuHe

AyauTopus OcHalleHue

MynbTumeamniniHoe obopygoBaHWe, KOMMNbIOTEPHAs TEXHMKA C BO3MOXHOCTBIO MOAKIMIOYEHUsT K
KomnbloTepHblii knacc [cetn  «MHTepHeT» ©  obecneyeHnem  JoCTyna B 3MEKTPOHHYH  MHAOPMALIMOHHO-
obpasoBaTenbHyo cpeay

MynbTumeauinHoe o6opyaoBaHue, crneunanmampoBaHHasa Mebernb, ocka

JlekunoHHas
aygutopusi
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