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1 BBEJEHUE K PABOYEN MPOrPAMME OUCLMNIUHDI
1.1 Uenb ancuunnuHbl: CchopmmpoBaTb KOMMNETEHLMN 0Oy4YatoLLerocst 06 OCHOBHbIX MPUHLMNAX OpraHn3auum
ornepauUmoHHbIX CUCTEM. N KOMIMbIOTEPHBIX CETEN
1.2 3agaum gcuMNInHbLI:

OBnageHue oby4valoLlmm TeopeTUYeckux CBedeHusi o6 apXuUTekType, (PyHKUMsIX, npoueccax M CUCTEMHbIX
cnyxbax onepaunoHHbIX CUCTEM;

M3yyeHwne KoHuenuun pacnpegenéHHon obpaboTku;

YMeHue onpegeneHuss Meponpuatvuin no obecneveHuto MHGOPMAaUMOHHON Ge30nacHOCTU, AMArHOCTUMKU W
BOCCTaHOBIIEHNS ONepaLMOHHON CUCTEMbI NOCIE OTKA30B;

BbipaboTka HaBbIKOB MO ynpaBneHuio GYHKUMOHUMPOBAHMEM OMepaumMoHHOA CUCTEMOW ANns opraHusauum
3(PEKTUBHBIX BbIYUCIIUTENBHBIX MPOLECCOB B MHMOPMALMOHHBLIX CUCTEMaxX Pas3fMYHOro HasHayeHus, obecnedyeHus
NMHOPMaLMOHHOM 6e30nacHOCTK, 3aLnTbl OT C60EB 1 0TKa30B, aAMUHUCTPUPOBAHNS BbIYUCTIUTENBHbLIX CUCTEM.

1.3 Tpe6oBaHuA Kk NpeaBapuTeNbHOM NOAroTOBKe O06y4aloLerocs:

MpeasapuTensHas NOAroToBka npeanonaraeT co3gaHne 0CHOBbI AN (POPMUPOBAHMSA KOMMNETEHLUNIA, YKa3aHHbIX
B M. 2, NPU U3YYEeHUN OUCLIUNIIVH:

OucumnnuHa 6a3V|pyeTc;| Ha KOMMNeTeHUunsX, C(bOpMVIpOBaHHbIX Ha npeagbigyuem ypoBHe O6pa3OBaHVIF|.

2 KOMMNETEHUMU OBYYAIOWEIOCA, ®OPMUPYEMbBIE B PE3YJIbTATE OCBOEHUA OUCLIUMJINHDI

OlK-2: CnocobeH NoHMMaTb NPUHLUMNBI PaBOTbl COBPEMEHHbIX UH(POPMaLMOHHbIX TEXHONOMMN 1
nporpamMmMHbIX CpeAcTB, B TOM Yncne oTe4eCTBEHHOro NpousBoAcTBa, U UCMONb30BaTh MX NPU pelleHun 3agay
npoceccMoHanbHON feATeNbHOCTH;

3HaTb: TeopeTnyeckne OCHOBbI NOCTPOEHMS 1 PYHKLUMOHNPOBAHUS ONEPALMOHHBIX CUCTEM, UX Ha3HaYeHMe U PyHKUNK.
YMeTb: Mcnomnb3oBatb pasnuuHble OMepaumoHHble CUCTEMbI M CO34aTb KOMaHAHble dainbl C UCMNOfb30BaHWEM

ynpasnarwmx KOHCprKLI,VIVI; BbI6MpaTb N oueHmBaTb apPXUTEKTYPY BbIYUCITUTENIbHbIX CUCTEM, ceTen M cuUctem
TeHeKOMMyHMKaLlMVI N nx nogcuctem.

Bnapetb: HaBbikamy aHanm3a u oueHKn adpeKTMBHOCTU yHKUMOHMpoBaHUA OC n ee KOMMOHEHTOB; HaBblkamu
paboThbl B COBPEMEHHON NPOrpaMMHO-TEXHUYECKOW Cpeie B pasnmyHbIX ONepPaLMOHHbIX CUCTEMAX U CETSIX.
OlK-4: Cnocob6eH yyacTBOBaTh B pa3paboTke cTaHAAPTOB, HOPM M NPaBui, a TakXke TEXHUYEeCKOMN
OOKYMeHTaLuu, cBA3aHHOW ¢ npodecCMoHanbHON AeATeNbHOCTbIO;

3HaTtb: TexHu4eckue XapaKTepUCTUKN, KOHCTPYKTUBHbIE 0COOEHHOCTK, HasHayeHue u ycnosua akcnnyatauum
BbIYUCIINTENBHOWN TEXHWUKN.

YmeTb: lNonb3oBaTbca cneymanbHbiMM NPOrpaMMHbIMU CpeacTBamMu NS peLleHms NpodeccnoHarnbHbIX 3agay.
BnapgeTtb: HaBbikamu paboTbl C TEXHUYECKON AOKYMEHTALMNEN.

OlK-5: CnocobeH MHCcTannupoBaTh NPOrpaMMHoOe 1 annapaTtHoe obecneyeHue Anst MHGOPMaLMOHHbIX U
aBTOMaTU3UPOBaHHbIX CUCTEM;

3Hatb: CTpYyKTYpy M apXuTEKTypy COBPEMEHHbIX OMepaumMOHHbIX CUCTEM; TEOPETUYECKME OCHOBbI HACTPOWKM W
onTumunsaumm pabotel OC.

YMeTb: [Monb3oBaTbCs MHCTPYMeHTanbHbiMM cpeactBamyu OC, cTaBUTb M pellatb 3adadv agMUHUCTPUPOBaHUA U
KOH(OUIYpYpOBaHUsSi ONePaLMOHHBIX CUCTEM.

BnapgeTb: HaBblkamy MHCTannsiuumM nNporpamMMHOrO M annapaTHoro obecneyeHusi ¢ NMPUMEHeHWeM METOOB 3alUMThI
NMHopMaLuu.
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Tema 1. OnpepeneHve, Ha3Ha4yeHue,
knaccudukauua  bMNO.  OnpeneneHwue,
Ha3HauyeHue, cocTaB 7 yHKLMM
onepaunoHHOM CUCTEMBI. WcTopus
passutua OC. 3sonwouua I3BM, nepsbie
OC. WUctopusa passutusa lNK. Baanmocesasb
apxutektypbl K ¢ OC. BIOS, UEFI,
Coreboot, MBR, GPT. 3Bontouus MK n OC.
MpakTtnyeckme 3aHatus: Apxutektypa [MK
(ABI/API). Nogcuctembl win32, posix, WSL.
MepcoHanusauus OoC c NOMOLLbIO
rpacumyeckoro Nnonb30BaTeNbCKOro
nHTepdenca

U3onsuma gedekros 3arpyskm OC

Tema 2. Knaccudpumkauyus OcC.
CoBpeMeHHble OC, OCHOBHble
XapakTepPUCTUKMN, 0COBEHHOCTM

nNpMMEHeHus, annapaTHas nnatgopma.
TengeHuun passutns OC. OC nocnegHero
MOKONEHUS.

lMpakTuyeckne  3aHAaTUA:  YnpaBneHue
Todkamn oTtkata OC, cosgaHue pasgena
BOCCTa@HOBIEHUS, CO34aHMsA 3arpy304HOro
obpasa Ha CbEMHOM HocuTene.
PasgeneHnune guckoBbix ycTponcTs discpart.

Paspen 2. OcHoBHble KOHLenumm
coBpemeHHbIx OC.

Tema 3. ApxuTekTypa onepauuoHHbIX
cucteM. OcHoBHble koMroHeHTbl  OC.
MoHonuTHble cuctemMbl. MHOroypoBHeBble
cuctembl.  Mopenb  KINMEHT-cepBep U
MUKPOSIAEPHbIN noaxon. O6bekTHO-
OpPVEHTUPOBAHHBIN noaxon.
MHoroypoBHeBble cucTembl. BupTyarbHble
MaLUVHbI.

MpakTuyeckme 3aHATUA: TexHonoruu
BUpTYyanusaumm BM, KOHTENHepbI
DOCKER. PecypcHasa mogenb, cneuuduka
koHTenHepoB n BM (sgpa OC). Cpeactso
MoHuTOopwuHra (btop, top).

Tema 4. VYnpasneHue npoueccamu.
lMNoHaTre npouecca. YnpasneHue
npoueccamn.  CocTosiHMe  MPOLIECCOB.
lMnaHvpoBaHne npoueccos, anropuTMbl
nnaHupoBaHus npoueccoB. KOHTEKCT wu
Aeckpuntop npouecca. lNMpouecckl, NoToKK

" HUTW. OcHoBHble MOHSTUS n
XapakTepucTuku. MNprmepbl MHOFOHUTUEBOA
obpaboTku

MpakTnyeckme  3aHaTusA:  KomaHanetsl,
ynpaBrieHWe KOMMbIOTEPOM C MOMOLLbIO
TepMmuHana. WHTepnpeTatop KomMaHOHOW
ctpokn OC Windows: cozgaHme KoMaHOHbIX
¢dannos. Pabota ¢ kKomaHgamu aOns
KOHTPOIIS1 CUCTEMHBIX PECYPCOB.

12 mn
11 nn
12 mn
12 mn




Tema 5. TloHATne annosBon CUCTEMBI.
HasHaueHue, nornyeckas opraHu3auus.
®PyHKUMOHaNbHas cxema opraHm3aumm
cbannoBon cuctembl. TwunoBast CTPyKTypa
gannoson cuctembl. lNoHaTne darna, Tunbl
gannos, katanor. Jlornyeckass n guanyeckas
opraHusaumsa dannos. ApXUTEKTYpbI
dannosbix cuctem FAT, VFAT, NTFS, HPFS,
UFS, cnocobbl opraHmsaumm, OTnMyYnTeNbHbIE
0COBeHHOCTH.

lMpakTnyeckne 3aHATUNA: YCTaHOBKA rOCTEBOW
onepaunoHHo cuctembl u3 [SO-obpasa ¢
NMOMOLLbIO nporpammei, OCHOBHbIE
npenmyLlecTsa " HeJocTaTKu BM,
Knaccudpukaumss Hactpoek BM.  (hyper-v,
Bios/UEFI, WSL

Tema 6. OC MS Windows.OC UNIX. OC Linux.
OC openSUSE. OC Red Hat u Fedora. OC
Debian 1 Ubuntu. OC Arch Linux. ApxutekTypa,
OCHOBHble XapaKTEPUCTUKK, OTNNYUTENbHLIE
0COBEHHOCTH

MpakTnyeckme 3aHATUS: KomaHaneThbl,
ynpaBfeHne KOMMbIOTEPOM C  MOMOLLbLHO
TepmuHana. Pannosas cuctema OC UNIX. OC
Linux. Cpegcteo moHuTOpUHra (btop, top).

Pasgen 3. CeTu 1 TenekoMmmyHuKauum

Tema 7. ApxmuTekTypa BblYMCIMTENBHbBIX CETEN.
OcHoBHasa TepMuHonorus. Apxutektypa ceTen.
mogens OSIl. CeTteBble annapaTHble U

annapaTHo-NporpamMmmMHble cpeacTtBa.
Tononorusi BbIYUCIIUTENBHOW CEeTU U MeToAabl
gocrtyna. YcTpolicTtea MeXceTeBbIX
COoegMHEHNN.

MpakTnyeckme 3aHATUS: MocTpoeHune

TONOMNOrNMN NOKanNbHOMN BbIYMUCIIUTENBHON CETWU.
MpakTnyeckoe npUMeHeHne NPOTOKOJSIOB
mopenu OSI, SSH coeauHeHue, nNpuMeHeHve
SSH (bandit).

Tema 8. CtaHgapTbl M CTEKM MPOTOKOSIOB.
Ctekun NPOTOKOJI0B 7 mMogenb OSl.
Apxutektypa cTeka npoTokonoB Microsoft
TCP/IP. Tpotokon FTP. T[lpotokon HTTP.
MpuHUMN paboTkl cTekoB NpoTokosoB IPX/SPX,
NeBIOS/SMB. CeteBoe [10. Ludpoon
IP-agpec. [oMeHHbI (CMMBOMbHbLIA) agpec.
Cnyxb6a pomeHHbix wuméH (DNS). ®dopmat
coobLieHun n nepapxmsa DNS

MpakTnyeckme 3aHaTUS: NMpyMeHeHue KoMaHg
OC Windows ansa paboTbl C KOMMbIOTEPHOM
cetbto. KomaHgbl ipconfig, ping n getmac,
traceroute, nslookup, netsh/ip: nonyyeHne
CnpaBOYHON MHGOPMaLINN.

12 nn
12 nn
10 nn
10 nn




Tema 9. CtangapTbl 6ecnpoBOAHONM CBSI3M B
cetax. Ctangaptel Wi-Fi. Tononornn ceten
WiFi. BesonacHoctb B WiFi. MobGunbHasi
cBA3b nATOro nokonexus (5G). TeHgoeHUun
pa3sutus 6G.

MocTpoeHne 6ecnpoBOAHbLIX KOMMBIOTEPHBLIX
ceten. MNMpotokonsl GPRS, HSDPA, HSUPA.
TyHHENbHBIN NPOTOKON

MpakTnyeckme 3aHATUSA: MpoBepka
coeavHeHun B ceTax. Onpegenenue |P-
agpeca KomnbkoTepa Mo ero LOMEHHOMY
agpecy u knacca nonyyeHHoro IP-agpeca.
Onpepnenenune IP-agpeca Beb-cepBepa no
ero [pgomeHHomy agpecy. Onpegenenue
Ha3BaHuA ceTeBoro agantepa u ero MAC-
agpeca. Pabota ¢ ¢annoBbiM cCepBepoM U
ceTeBbIMU nankamu Ha Hem. [Nepexoag Ha
FTP -cepsep, nonyyeHne uHdopmauumn o
CTPYKTYpe nanok, KonuposaHue ¢annos ¢
FTP-cepBepa.

10

nn

Tema 10. ObnayHble cepBuUCHI, BbIYUCEHUS
n TexHomnormv.  OBnavHble cepBUCHl K
BblYNCNEHNS. Mogenu obnayHbIx
BbluMCrieHnn laaS, PaaS, SaaS, NaaS.
TymaHHble BblumcrneHns. Future Networks.
mobanbHble ceTn SD-WAN.

MpakTuyeckne 3aHsATUA: Bbirpyska/sarpyska
B obnayHble XpaHWnuwa 1M Ha noKasbHbIN
HOCUTENb  Kakmx-nmbo  NPOEKTOB MMM
penosuTopueB c nomoupto git/curl, VPN,
P2P connection, OpenVpn, Google[uck.

10

nn

Tema 11. be3onacHOCTb B KOMMbHOTEPHbIX
cetax. Cnocobbl ¥ cpeacTBa  3awmThl
nHpopmaumm B ceTax. Knaccudmkauus
ceTeBblx artak. lUudposaHne. Anroputmebl
CYMMETPUNYHOTO LLINPOBaHUA. ANroputmbl
LWMPPOBAHMA  C  OTKPBITBIM  KIHOYOM.
OneKkTpoHHas umdposasi NoAnNuCb.
BpegoHocHoe 0.

MpakTnyeckne  3aHATUA:  [pakTnyeckoe
npumeHeHne npotokonos, DH (https),
3almuTa oT ceTeBblX Yrpo3 (unbTpbl),
(addblock),ids/ips, obnayHble 64, XOCTUHI
FireBase, PFS (Perfect forward secrecy).

10

nn

WUtoro B cemecTpe (Ha kypce ansa 3A0)

34

34

121

KoHcynbTaumm n npoMexyTovHas
aTTecTauunsa (Ok3ameH)

2,5

24,5

Bcero koHTakTHas pab6orta n CP no
AUCLUUNIIMHe

70,5

145,5

4 KYPCOBOE NPOEKTUPOBAHUE

KypcoBoe npoekTupoBaHue y4eGHbIM MiaHoM He NPesycMOTPeHo

5. ®OHl OLIEHO4YHbIX CPELCTB AN NPOBEOEHUSA NPOMEXYTOYHOW ATTECTALMU
5.1 OnucaHue nokasatenen, KpUTepueB M CUCTEMbI OLlEHUBaHUA pe3ynbTaToB 06y4eHus

5.1.1 NokasaTenu oueHUBaHUA

Kopn HanmeHoBaHWe oueHOYHOro
MokasaTenu oueHnBaHUA pesynbTaToB 06y4eHus
KOMMeTeHuun cpeacTea
O6ocHoBbIBaeT PyHKUNOHANbHOE Ha3HavYeHne onepaumoHHbIX CUCTEM
AN pelleHnss npodeccuoHanbHbIX 3a4ady M COBMECTUMOCTb C
Bonpochl YCTHOIO
OrK-2 NpyKnagHbIM NporpaMmMHbIM obecnevyeHnem.
cobecenoBaHus.
Pa3pabaTbiBaeT koMaHAHbIV dhann ans pabotel ¢ darnamu.




3agay U3 npodpeccuoHanbHon obnacTtu;
[eiCcTBUIA B 3aBUCUMOCTU OT cpefbl paboThl.

packp

npOBO,D,MT CpaBHI/ITeJ'IbeIVI aHanua Bo3MmoxHocten OC gnsa pelieHuns

MpaKTUKo-OpUEeHTUPOBaHHbIE
3agaHus.

blBAaeT anroputm
MpaKTUKo-OpUEHTUPOBAHHbIE

3agaHus.
dopmynupyeT OCHOBHble XapakTepUCTMKM U  (pyHKLMOHanbHbIe|Bonpochl YCTHOrO
KOHCTPYKTUBHbIE OCOOEHHOCTMN BbIYUCIUTENBHOW TEXHUKM. cobecenoBaHus.

OnK-4 PackpbiBaeT  (byHKUMOHamMbHbIE BO3MOXHOCTU coBpemMeHHoro | MpakTuko-opneHTUpoOBaHHbIE
nporpaMmmMHoro obecneyeHnss AnNst pelweHus NpodeccMoHanbHbIX|3agaHus.
3apau.
[leMoHCTpMpyeT OCHOBHble noaxodbl K paboTe ¢ TexXHUYEecKOW|[MpaKTUKO-OpUEeHTUPOBaHHbIE
JOKYMEHTaLNen. 3adaHug.
dopmynmpyeT HasHadeHMe u ocHoBHble dyHkuum OC, paet Bonpocsi yCTHOTO
knaccudpukaumo coBpemeHHelx OC u obnactm ux MpUMEHEHus; cobecenoBaHms.
dhopMynvpyeT MNpUHUMNLI POPMUPOBAHUS apPXUTEKTYPbI PasfNYHbIX
OnepaumMoHHbIX  CUCTEM; TMEPEYUCIIAET  OCHOBHbIE  MeXaHW3Mbl
ynpaBeHns pecypcamMmm BbIYUCIIMTENbHON CUCTEMBI.

OrK-5 [MpakTnko-opueHTUpOBaHHbIE

ncnonb3oBaHMeM ynpasnarowmx KOHCprKLI,I/lI7I.

MpumeHseT metoabl npocTenwen 3awuTol MK npu
BC.

BbinonHset Hactporiky OC, yuuTbiBas 0coGeHHOCTM paboThl
KOHKPETHOM OnepalMoHHON CUCTEME; CO34aeT KOMaHAHble dhainbl C

B
3aaHuA.

MpaKTUKO-OpUEHTUPOBaHHbIE

pa6bote B JIBC un
3afaHus.

5.1.2 Cnctema v KpuTepumn oLueHUBaHus

Kputepumn oueHnBaHnsa cpopMmMpoBaHHOCTM KOMMAETEHLNIA

LLikana oueHmBaHu4
YcTHOe cobecenoBaHune

MncbmeHHas paboTta

MonHbIN, uMcYyepnbiBalOWMA OTBET, SIBHO
OEMOHCTpUpYoLWMI rnybokoe noHnmaHue
npegMeTa U LUMPOKYKD  3pyauumio B
oueHuBaemon obnactn. Kputudeckun,
opvrMHanbHbIN Noaxon K MaTepuany.
YuntbiBaloTca Oannbl, HaKOMMNEHHble B
TeyeHne cemecTpa.

5 (oTnnyHO)

KayecTBO  UCMONHEHWS  BCEX  3NEMEHTOB
3a0aHus  MOMHOCTBIO  COOTBETCTBYET BCEM
TpeboBaHuAM.

YuutbiBatoTcA Gal'lﬂbl, HaKonrfeHHble B Te4eHne
cemecTpa.

OTBeTt NONHbIN, OCHOBaHHbIN Ha
npopaboTke BCEX obsa3aTenbHbIX
WUCTOYHUKOB WMHpopmauun. [loaxon K
4 (xopoLwuo) MaTepuany OTBETCTBEHHbIN, HO

CTaHOapTHbIN.
YuutbiBaoTCa Oannsl,
TeyeHne cemecTpa.

HakKonneHHble B

MHavBuayansHoe 3adaHWe  BbIMOMHEHO B
JOCTaToOuHOM 06beme, HO OrpaHuyMBaeTcs
TONBKO OCHOBHBIMU MOAXOAaMMU.

YuntbiBaoTcs 6annbl, HAKoMNMNeHHbIe B TeYeHue
cemecTpa.

OTBET BOCNPOM3BOANUT B OCHOBHOM TOJBLKO
TNEeKLUMOHHbIe mMaTepuansl, bes
CaMOCTOSITENbHOM paboTbl c
pekoMeHAO0BaHHON nutepaTypon.
[leMoHCTpMpyeT NoHWMaHWe npegmeTa B
uenom, 6e3 yrnybneHus B getanu.
MpPUCYTCTBYIOT  CYLLECTBEHHbIE  OLUMOKM
unuM npoGernbl B 3HAHUSX MO HEKOTOPbIM
TEMam.

YuutbiBaloTca OGannsl,
TeyeHue cemecTpa.

3 (yooBneTBoOpuUTENbHO)

HaKonneHHble B

3afaHue BbIMOMHEHO MOMHOCTbLIO, HO B paboTe
€CTb OTAerbHbIE CYLLECTBEHHblE OWMnbKN, 6o
KauyecTBO  npeacTaBneHust paboTbl HU3Koe,
nubo paboTa npedcrasneHa ¢ onosaaHuem.
YuntbiBaoTcs 6annbl, HAKOMNMEHHbIE B TeYeHne
cemecTpa.

HecnocobHocTb OTBETUTL Ha Bonpoc Oes

MOMOLLM aK3ameHaTopa. HesHaHue
3HAYNTENMBHON  YacTU  NMPUHLMNUAIBHO
2 (Hey£oBRETBOPUTENBHO) | BaXHbIX 3MEeMEHTOB AVCUUNIUHBI.

MHorouncneHHble rpybble owmnoKu.
He yunTbiBatoTcst 6annbl, HakoNneHHbIe B
TeuveHne cemecTpa.

OTtcyTCcTBUE ofHoro unm HECKONbKNX
obs3aTenbHbIX 3NEMEHTOB  3adaHusi, nnbo
MHOrOYMCNEHHbIE TpyOble owunbkn B paboTe,
nmbo rpyboe HapyLleHve npaBun 0POpPMIEHUS
UM CpPoKoB NpeacTaBrneHns paboTol.

He vyuutbiBaloTCs ©Gannbl, HakoMneHHble B
TeuyeHue cemecTpa.

5.2 Tunosble KOHTPOJIbHbIE€ 3aA4aHUA UINTN UHbIe MaTepunanbl, HeobXxoaMMbIe ANA OLEHKU 3HaHUM, YMeHMVI,

HaBbIKOB U (MNK) ONbITa AeATENIbHOCTU
5.2.1 Nepe4yeHb KOHTPOJIbHbLIX BONPOCOB

Ne n/n |

®opMynMPOBKM BONPOCOB




Cemectp 1

1 Onpepenexve, Ha3HayeHue, knaccudpmkaums bro.

2 Onpegenexne OC, Ha3HayeHne, OCHOBHble pyHKLmn OC.

3 ApxuTtektypa K. 3sontouns MK un OC.

4 Apxutektypa lNK. Baanmocasb apxutekTyphbl MK ¢ OC.

5 BIOS, UEFI, Coreboot, MBR, GPT n OC.

6 Onpepenenne OC, HasHa4veHne, Knaccudukauus OC, OCHOBHbIE XapaKTEPUCTUKM.

7 Apxutektypa OC. Nonatue sagpa. OcHoBHble byHKuuKM 9apa, kernel mode n  user mode.

8 Apxutektypa OC. BcnomoratenbHble mogynu OC, kernel mode n  user mode.

9 Apxutektypa OC. NoHatue sagpa. CocTtas sapa.

10 Apxutektypa OC. OcHoBHble kKOMMOHEHTbI OC. MoHonNuTHbIe cucTeMbl. OnepaumoHHasa cuctema MS-DOS

11 Apxutektypa OC. OcHoBHble komnoHeHTbl OC. MHoroypoBHeBble cucTembl. OnepaunoHHas cuctema Windows,
HasHayeHue, apxMTeKTypa, OCHOBHbIE (DYHKLMMN, MPUHLIMMBI PaboThl.

12 Apxutektypa OC. OcHOBHble KOMMOHEHTHI. MoHATNE aapa. Mogenkb KNMeHT-cepBep U MUKPOSAEPHbIA NOAXOA.

13 Apxutektypa OC. OcHOBHble KOMMNOHEHTHLI. MMoHATHE agpa. O6bEKTHO-OPUEHTUPOBAHHLIM NOAXOA,.

14  |Apxutektypa OC. OCHOBHbIE KOMMNOHEHTbI. MHOrOYpOBHEBLIE CUCTEMBI.

15 |Apxutektypa OC. OCHOBHbIE KOMMOHEHTbI. BUpTyanbHble MalLUHbI.

16 MoHaTtne agpa. PyHkumm agpa. MNMoHaTtne npouecca. Tabnuua npoueccos.

17 MoHsaTue npouecca. YnpaeneHue npoueccamu. CocTosiHME NPOLECCOB.

18 MoHsATHe npouecca. ANropuTMbl NNaHMPOBaHMS NPOLIECCOB. ANFOPUTMbI, OCHOBaHHbIE Ha KBAHTOBaHWUW.

19 MoHaTne npouecca. ANropuTmbl NITAHUPOBAHWUS NPOLIECCOB. ANMOPUTMbI, OCHOBaHHbIE HA NpUopUTETax.

20 MoHaTne npouecca. ANropuTmbl NIIAHUPOBAHUA MPOLECCOB. BbITeCHAILWME N HEBLITECHAOLLNE anropuTMbI
NNaHUpoOBaHUS.

21 Mogenb npouecca. KoHTeKCT 1 geckpmntop npoLecca.

22 Mpouecchl, NOTOKM U HATKU. OCHOBHbIE NOHATUSA N XapakTepUCTUKN. MprumMepbl MHOrOHMTUEBON 06paboTku.

23 MoHaTtune npouecca. Mogens npoueccos UNIX/Linux OS. KoHTekcT npouecca. MHorosaga4HocTb.

24 MoHaTne cannoson cuctembl. HazHadeHue, nornyeckas opraHnsaums.

25 MoHsTne darinoBor cuctembl. Cnocobbl opraHM3aumm CTPYKTYpbl hanos.

26 MoHaTne cdannoson cncTembl. YpoBHU hainoBo CUCTEMBI.

27 MoHaTne cannoson cuctemol. BydepHbin nyn.

28 MoHsaTue darinosor cuctemol. CTpykTypa hannoBon CUCTEMBI.

29 MoHaTtne cdanna. OcHoBHbIE TUMbI (halinos.

30 MoHaTne cdannosor cuctemel. Jlormyeckasa opraHnsaums ainos.

31 MoHATne darinoson cucteMbl. Pusnyeckas opraHnsaums dannos. MNpenmyLecTsa n HeJoCTaTKM KaXK4oro Buaa.

32 MoHaTtne cdannoson cucremol. OS MS-DOS n Windows. FAT 16 n FAT 32.

33 MoHaTtune cdannoson cuctemol. FS NTFS, HPFS.

34 MoHaTtne cannoson cuctemol. KopHeas PC Arch Linux

35 MoHaTtne cdannosor cuctembl.  Unix File System UFS.

36 MoHaTne cdannosor cucteMbl. CoBpeMEHHbIE apXUTEKTYPbI (halinoBbIX CUCTEM, CNOCOOLI OpraHn3aLmu,
OTNINYUTENbHBLIE OCOBEHHOCTH.

37 CoBpemeHHble poccuinckue OC. Alt Linux, Astra Linux, PE[L OC

38 ApxutekTypa, OCHOBHbIE XapPaKTEPUCTUKN, OTIINYMTENbHbIE ocobeHHocTn MS Windows n OC Linux. OC Red Hat
n Fedora. OC Debian n Ubuntu.

39 CeteBble OC. HasHayeHue. OCHOBHbIE apXMTEKTYPbI.

40 OnpepgeneHve nokansHomn BeluncnutensHon cetn (JIBC). Knaccudumkauyusa JIBC. LieHTpanusoBaHHble J1IBC.
OpHopaHroBble 1 rMGpUAHbIE CETU, HA3HAYeHNe.

41  |ApxuTtekTypa cetein. mogens OSI.

42 CoBpeMeHHble MeToabl gocTyna u Tononorus B JIBC.

43 KoHuenums pacnpeaeneHHon obpaboTku B ceTeBbix OC. [NoHATME KnacTepa.

44 YcTponcTea MexceTeBbIX COeqUHEHNN.

45 Crekn npoTtokonoB u mogenb OSI. [NprMepbl NPOTOKOMNOB.

46 CeteBoe lN0O. Uudpposon IP-agpec. JomeHHbIW (CMMBONbHLIN) agpec. Cnyx6a goMeHHbIX UMEH DNS.

47 CraHgapTbl 6ecnpoBoaHol cBssn B ceTax. CtaHgapTel Wi-Fi.

48 Tononorumu ceten WiFi. BesonacHocTb B WiFi.

49 MobunbHas cBsA3b nAToro nokoneHus (5G). TengeHumm passutusa 6G

50 MocTpoeHne 6ecnpoBoAHbIX KOMMNbIOTEPHBIX ceTen. MpoTokonel GPRS, HSDPA, HSUPA. TyHHenbHbIN

NPOTOKOI




51 O6nayHble cepBUchl 1 BbluncneHus. Mogenu obnadHbix BbluMcneHuin laaS, PaaS, SaaS, NaaS.

52 MoHsiTne NHTepHeTa Belwen n obnayvHbix TexHonornin. OCHOBHbIE XapaKTEPUCTUKX, NMPUHLMNBI paboTbl.

53 O6Lwasa mogenb obnavHbix BbluncneHunn. Mogenn XaaS

54 Ob6nayHble CepBUCHI N BblYUCTIEHUA. KBaHTOBbIE CETH.

55 Mmob6ankbHble ceTn SD-WAN, nprHLmMn paboTbl, TEXHONOIMA nepegadn AaHHbIX.

56 Cnocobbl 1 cpefcTBa 3awmuTbl MHGPOpMaLun B ceTax. Knaccmdurkaumsa ceTeBbix aTak.

57 LLndposaHme. ANropntmMbl CAMMETPUYHOIO LLUMGPOBAHUS.

58 LndpposaHme. Anropntmbl WNGPOBAHUS C OTKPbLITBIM KITHOHOM.

59 Cnocobbl 1 cpeacTBa 3aWwmnThl MHpOPMaLUMK B ceTsX. TeXHONOrMs 3aLlMULLIEHHOTO KaHana

60 Cnocobbl u cpeacTtBa 3aWwnThl MHpOPMaLUMKM B CETSX. TEXHONOrMn aytTeHTudmkauun.

5.2.2 TunoBble TeCcTOBble 3a4aHUA

He npegycmoTtpeHo
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3afJaHNA (3agaym, Kerchbl)

1. BblBECT MMeHa, pa3mep, AaTy co3faHust U aTpubyThl channos katanora Windows nosagaHHoOMY YCroBMiO
oTtbopa.
2. OnpegenuTtb IP-agpeca komnbloTepa Mo ero AOMEHHOMY adpecy U Krnaccy nonydeHHoro IP-agpeca.

5.3 MeToanyeckne maTepuansi, onpeaensiowme npoueaypbl oLeHUBaHWUsA 3HaHUWA, YMEHUI, BNafgeHni (HaBbIKOB
M (MNKn) NpaKkTMYeCKOro onbiTa AeATENbHOCTH)

5.3.1 YcnoBusa gonycka o6y4atoLierocsi K NpoMexyTo4yHOM aTTecTauMm U NopsaAoK NMKBUAALMUN aKafieMUYeCcKomn
3a/10/KEHHOCTHN

MpoBegeHne NPOMEXYTOYHOW aTTecTauuMn pernameHTUpoBaHO foKanbHbIM HOpMaTuMBHbIM aktom CMGIMYMNTA
«lMonoxeHne 0 NpoBeAEHNM TEKYLLLEro KOHTPOSA YCNEBAaeMOCTU U NMPOMEXYTOYHOM aTTecTaumm obyyatoLwmnxca»

5.3.2 dopma npoBefeHUs NPOMEXYTOYHOM aTTecTaunm No AUCUUNInHe

YcTHas + MuceMeHHas KomnbloTepHoe TecTupoBaHue WHas

5.3.3 Oco6eHHOCTU NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum No AMCLUUNInHe

Bpems Ha nogrotosky K ycTHOMY cobecefoBaHuio coctaBnset 30 MUHYT;
BbinonHeHune kelic-3agaHns ocyLLecTBNSETCA Ha KoMnbloTepe 3a 60 MUHYT.

6. YYEBHO-METOOMYECKOE U UH®OPMALMOHHOE OBECMNEYEHUE OUCUUNJIUHBI
6.1 YuebHas nutepartypa

ABTOp 3arnasue | M3patenscTBo ["og nsgaxus | Cceolinka
6.1.1 OcHoBHas y4yebHasa nuTepaTtypa
BuHokypos, . B. CeTu 1 TeNeKOMMyHUKaLUmm Mockea: Aii M Ap Meava 2022 Eggs}él/mé%r%?ﬂl(s
Aptiowerko, B. B.,|KomnbloTepHble cetm HoBOCUBHDCK: http://www.iprbooksh
HwukynuH, A. B. TenekoMMyHMKaLnm peK: 0p.ru/99345.html
Hosocm6mpcmmv 2020
rocy4apCTBEHHbIN
TEXHUYECKUI YHUBEPCUTET
Hasapos, C. B.,|CoBpemeHHbIE Mockea, CapaTos: http://www.iprbooksh
LWnpokos, A. U. onepaunoHHbIE CUCTEMBI UHTepHeT-YHuBepcutet op.ru/89474.html
MHdopMaLnoHHbIX 2020
TexHonorun (MHTYUT), An
Mn Ap Megua
Kypsuun, I'. B. OnepaunoHHas cuctema Mockea: IHTepHeT- http://www.iprbooksh
UNIX YHuBepcuTeT op.ru/97557.html
WHopmaunoHHbIX 2020
TexHonorun (MHTYWUT), Air
v Ap Megna
CaBenbes, A. O. Pewenna  Microsoft ans Mocksa, CapaToB: https://www.iprbooks
BUpTYyanusaumu WUT-| WHTepHeT-YH1BepcUuteT hop.ru/89472.html
MHPaCTPYKTYpbl MHopMaunoHHbIX 2020
npeanpuaTui TexHonornn (MHTYWUT), An
Mn Ap Megna
6.1.2 lononHuTenbHas y4yebHas nutepaTtypa
CyxaHoB M. B. OnepaunoHHble  cUCTeMbl, http://publish.sutd.ru/
CeTu U TeNeKoOMMYHMKauun Chno.: Crieryntg 2015 tp_ext_inf_publish.ph
p?id=2774




MNonos, A. A.,
LLlaTanos, M. C.,
Mactok, M. A., Joppep
r.A.

OnepaLunoHHble cuCTEMBI KpacHospck: Cnbumpckui http://www.iprbooksh
rocyaapCTBEHHbIN 0p.ru/107209.html
YHMBEPCUTET HayKi 1 2020
TEXHONOMM UMEHN
akagemuka M. ®.
PelueTHeBa

6.2 MNMepe4yeHb npodeccuoHanbHbIX 6a3 AaHHbIX U UH(POPMALUOHHO-CMPABOYHbLIX CUCTEM
MHdopmaumoHHasa cuctema «EamnHoe okHO gocTyna k obpasoBaTtenbHblM pecypcaM. Pasgen. MiHdopmaTuka u
NMHMOPMaLMOHHbIE TexHonornmy [AnekTpoHHbin pecypc]. URL: http://window.edu.ru/catalog/?p_rubr=2.2.75.6
OneKkTpoHHO-6MbnmoTevHasa cuctema IPRbooks [OnektpoHHbin pecypc]. URL: http://www.iprbookshop.ru/

6.3 MNepe4yeHb NMLEH3UOHHOIo U CBO6OAHO pacnpocTpaHAeMoro NporpamMmMHoOro obecneyeHus
Microsoft Windows 10 Pro
OfficeStd 2016 RUS OLP NL Acdmc

Oracle VM VirtualBox
6.4 OnncaHue maTepuanbHO-TEXHUYECKOWN 6a3bl, HEOOXO0AMMOW Ans ocyLlecTBIEeHMA obpa3oBaTesfibHOro
npouecca no gucumnnuHe

Ayavtopus

OcHalleHne

KomnbloTepHbIn knacc

MynbTumeauiiHoe o6opyaoBaHue, KOMMNbIOTEPHAs TEXHIKA C BO3MOXHOCTbIO NOAKIOUYEHUS K CeTH
«HTepHeT» 1 obecnedyeHMeM O0CTyna B SNEKTPOHHYH MHAOPMALIMOHHO- 0GpasoBaTernbHyo
cpeay

JlekumoHHas
aygutopusi

MynbTumeaunnHoe obopyaosaHue, cneunanuamposaHHasa mebenb, gocka
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