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Pabo4asa nporpamMma AMCLUMNAMHBI COCTaBreHa B COOTBETCTBUM C hefepanbHblM rocygapCcTBEHHbIM 0Opa3oBaTenbHbIM
CTaHOapToM BbicLlero o6pasoBanus no HanpasneHuto nogrotoskn 09.03.02 HdopMaUMOHHbBIE CUCTEMBI Y TEXHOJSTOTUMN,
YyTBEPXAEHHBIM Npuka3om MuHuctepctBa obpasoBaHus 1 Hayku Poccuickon ®egepaumm ot 19.09.2017 r. Ne 926

CocraButenb (K):

KaHOuaaT TeXHUYeCKux Hayk, JoueHT benaa T.U.
Ot kadeapbl cocTaBUTENS: lopuHa EneHa
3aBeayowni kadenpon NHPOPMAaLMOHHBIX 7 BnagumuposHa

ynpaendarWwWmnx CUCTem

Ot BbINycKkatoLLen kacdeapsi: opuHa Enena
3asegyowun kagegpom BnagumupoBHa

MeToaunyeckuin otaen:




1 BBEOEHME K PABOYEW NPOrPAMME OUCLUMNIIUHbI

11 Uenb paucuunnuubl: CdopmupoBaTb KomneTeHuun obydvatowieroca B obnactm MHEOPMaLWNOHHOM
©e3onacHocTM.

1.2 3agaun gUCUUNIIUHBI:

- N3yYeHmne OCHOBHbIX MOJTOXXEHWU rocyAapCTBEHHOM NONUTUKKM B 06racty obecneveHns

nHcopMaLmoHHol 6esonacHocTn Poccuiickon ®Pepepaumm, OCHOBHBLIX MOHATUI B 06n1acTu 3awuThl

MHOPMaLMM M METOAONTOMMYECKUX NMPUHLMIMNOB CO30aHMs CUCTEM 3alLMTbl MHOpMaLuu;

- N3y4yeHne BUOOB 3almaeMon nHopmaumm, yrpo3 MHOpMaLmMoHHOM 6e3onacHoOCTH,

CYLLHOCTM M pas3HOBUOHOCTEN MHEOPMALMOHHOIO OPYXXUS, METOAOB U CPeACTB BeAeHMs UH(OPMaLMNOHHbIX
BOWH;

- M3yyeHWe MeTOOOB M cpenctB obecnedeHus MHPOPMAUMOHHON 6e30NacHOCTU KOMMBbIOTEPHBIX CUCTEM,
MEXaHM3MOB 3aluMTbl MHGopMaunM, dopMarnbHbIX Mogener 6e3onacHOCTU, KPpUTEPUMEB OLIEHKM 3alUMLLEHHOCTU U
obecneyeHuns 6e3onacHOCTN aBTOMaTU3MPOBAHHbIX CUCTEM;

- NpMobpeTeHne ymeHun B noabope 1 aHanuae nokasartersien kKayecTsa U KpUTEPUEB OLEHKM

cucteMm 6e30nacHOCTH, OTAENbHbIX METOAOB U CPEACTB 3alMTbl MHAOPMaLUK, UCMONb30BaHNM COBPEMEHHOM
Hay4HO-TEXHUYECKOW NUTEpaTypom AN PELLUEHNS 3a4a4y No BONpocam 3aLuTbl MHpopMaLumm;

- NpMobpeTeHMe HaBbIKOB aHanm3a NHMOOPMaLMOHHOW MHPACTPYKTYpbl rocyaapcTaa ¢

TOYKM 3peHMs MHGOPMALMOHHON Ge3onacHOCTM, nogbopa HOPMATMBHBLIX M METOOMYECKMX MaTepuanoB Mo

1.3 TpeboBaHuA K NnpeaBapuTeNibLHOM NOAroTOBKE OOy4aloLerocs:

I'Ipe/J,BapMTeanaﬂ noAroToBKa npeanonaraeT co3gaHne OCHOBbI A5A CbOpMVIpOBaHVIﬂ KOoMMeTeHuun, YKa3aHHbIX
BN 2, npu n3yv4eHnmn ogucumnninH:

MaTemaTuka

Basbl gaHHbIX

lMpaBoBeneHne

MHopmaumoHHbIE TEXHOMOMMN

duanka

OCHOBbI CUCTEMHOTO aHanM3a

TexHonornvm 1 MeToabl NPorpaMmM1MpoBaHus

MHdopmMaumoHHbIe NpoLecChl U CUCTEMBI

ANropuTMbl U CTPYKTYpbl AAaHHbIX

Be3onacHOCTb Xn3HegesaTensHOCTH

Web-nporpammupoBanune

MeTogbl 1 cpeacTea NPOEKTMPOBaHMSA NMHPOPMALMOHHBLIX CUCTEM U TEXHOMOTMI
MporpaMmmupoBaHme MOBUITbHBLIX MPUMOXEHWI

UX-gnsaiH v 103abunmti nitepdgencos

CuncTeMbl MCKYCCTBEHHOrO MHTENNEeKTa

YuebHasa npakTuka (TexHonormnyeckas (MpoekTHO-TeXHomorn4yeckas) NpakTunka)

2 KOMNETEHUUN OBYYARKLLENOCA, ®OPMUPYEMbIE B PE3YJIbTATE OCBOEHUA OAUCUUNINIUHBI
MK-4: CnocobeH ocylecTBNATbL MHTErPaLMIo NPOrpaMMHbIX MoayJier U KOMMOHEHT U BepucuKauuio BbiNMyCcKoOB
nporpaMMHOro npoaykTa B ccpepe AnMsanHa

3HaTb: TEOPUIO CEKPETHLIX CUCTEM, CTaHOAPTbl HpOPMaLMOHHOM 6e30MacHOCTH.
YMeTb: 1crnonb3oBaTh METOAbI 3aLLMTbl MHOpMaUMK Ans opraHu3auumn MHPopmaLnoHHok 6e30nacHOCTMH.

BnapgeTb: HaBblkamy UCTONb30BaHUS 6a30BbIX METOAOB 3aLUMTbI, BKMHOYAOLWMMN METOAbI LUMDPOBAHUS U 3NEKTPOHHYIO
LMdPOBYIO NOANNUCH.

3 PE3YJIbTATblI OBYYEHUA NO ANCUUNNUHE

KoHTakTHas
paboTa

MHHoBaL, dopma
CP
dopmbl TeKyLlero
3aHATUA | KOHTpOSS

HaumeHoBaHue 1 cogepxaHue pasaernos,

TEM U y4eOBHbIX 3aHATUI Nek. Mp. (vachbl)

(4achl) | (vachki)

Cemectp
(kypc gnsa 3A0)

Pasgen 1. WHpopMaLmMoHHada
fbesonacHoCTb B CUCTEME HauWOHaNbHOW
©esonacHocTu Poccuiickon Pepepaumm

oo
o




Tema 1. MoHsiTHe HaLMOHaNbHON
6e3onacHocTn. Buabl 6e3onacHocTM W
chepbl  KMIHEOEATENBbHOCTUM  JINYHOCTH,
obuwecTtBa 1 rocygapcrtea. HauuoHanbHble
WHTEepechl Po " cTpaTernyeckme
HauuoHanbHble npuoputeTbl. Llenn n
CMbICIT TOCYyOapCTBEHHOW Cnyxbbl. Porb
cneumanucTta no 3awmre MHpopMaLoHHON
©e3onacHocTn B obecneyeHun
HauunoHaneHon 6e3onacHOCTM rocyaapcTaa.
OCHOBHblE COCTaBMAKLWME HaLMOHAaNbHbIX
uHTepecoB Poccunckon Pepepaunn B

WHOPMaLIMOHHON chepe.
NHdpopmaumnoHHast ©e3onacHocTb
Poccuinckon depepauun. WHTepechl

NIMYHOCTU B  MHOpMaLMOHHON cdhepe.
MHTepecbl obwectBa B MHGOPMALMOHHOM
chepe. WHTepechl rocygapcrea B
WHpopmaumnoHHon coepe. Buabl  yrpos

WHopMaLIMOHHON BGesonacHocTn
Poccuiickon ®epnepaumm. NCTOYHMKM yrpo3
WHpopMaLIMOHHON BGesonacHocTn
Poccuiickon depnepaumm. BHeluHne
WUCTOYHUKN Yrpo3. BHYTpeHHWE WCTOYHUKM
yrpos. HanpasneHus obecneyeHns
WMHpopMaLIMOHHON 6esonacHocTn

rocygapctBa. [lpobnembl pernoHanbHown

wmichansaaianiina RoannaciincTia

Tema 2. VICTOYHMKM MNOHATMA B obnactu
WMHpOopPMaLIMOHHON 6e3onacHocTu.
OCHOBHblE  MOHATUS  MHGPOPMALIMOHHOM
©e3onacHoCTU: OOKYMEHTUPOBaHHasi
MHdopMauus, 6e3onacHoCTbL MHGOpMaL K,
KOHMAEHLMANbHOCTb, LLenoCTHOCTb,
[OCTYNHOCTb MHdopMaLun, 3awuTa
MHdOopMaLnn, cuctema 3alUuUThI
WHpopmaLun. ObLwemeTogonornyeckue
NPUHUMNBLI  Teopuu WMHOPMaLIMOHHOM
OesonacHocTn. [loHATME UM CYLLHOCTb
3awmuwaemon  uHgopmaumn. [lpaBa u
obs3aHHOCTM obnagaTtens MHdopMauuu.
Buabl 3awmLLaemMon MHdOopMaLIUK:
rocyaapcTBeHHas TanHa, cnyxebHas
TanHa, npodeccuoHarnbHas TanHa,
KoMMep4eckas

TanHa, NepcoHarnbHble AaHHble. [lepeyeHb
cBeAEeHUN KoHdUOEHUMANbHOro Xapakrepa.
MoHsTHe WHTENNeKTyansHoM
cobCcTBEHHOCTM N 0COBEHHOCTM ee 3aLUnThI.

MpakTtnyeckoe 3aHaTUe 1: MNoHATNE 1 BUABI
3awmwaemon uHgopmauuun. [loHATue K
BUabI yrpos MHGOPMAaLIMOHHON

nn

nn




Pasgen 2. MHdopMaunoHHasa BoMHa, MeTobl U
cpencTBa ee BeAeHus

Tema 3. ToHATHE yrpo3bl MH(OPMaLMOHHOWN
©esonacHocTu. dakTop, BO3OENCTBYHOLLUUA Ha

3awmuaemyro MHdOopMaLnto. Twnbl
Aectabunmanpyowmx akTopoB.
Knaccudukauusa " BUAbI yrpo3s

WHpopmaLmoHHon 6e3onacHocTn. BHyTpeHHNe
N BHELUHME UCTOYHMKN Yrpo3 MHCPOPMaLMOHHON
B6e3onacHoCTU. Yrpo3bl yTeukn MHdopmauum un
yrpo3bl  HECaHKUMOHUPOBAHHOIO  AOCTYyna.
OcHOBHble 9MeMeHTbl KaHana peanuaauum
yrpo3bl 6e3onacHocTu MHopmauun. CyobekTbl
WHpopmaumnoHHoro npotmeBobopcTtea. Llenun

NHOPMALIMOHHOTO npoTneobopcTBa.
CoctaBHble Yyactu " meTozpbl
NHOPMaLIMOHHOTO npoTneobopcTBa.
UHdopmaumoHHoe opyxue, ero
Knaccudukaumsa 1 BO3MOXHOCTH.

Tema 4. MeTogap! HapyLueHus
KOHMAEHUNANLHOCTH, LeNOCTHOCTM n

OOCTYMHOCTU MHpopmaumn. TpuymnHbI, BUab,
KaHanbl YyTEeYKU U UCKaXeHus WHopmaumu.
OcHOBHbIE HanpaBneHus obecneyeHus
MHpopMaLMOHHONM Be3onacHOCTU

006BHEKTOB WHGOPMAaLIMOHHON chepsbl
rocygapctea B YCROBMAX WMHGOPMaLUOHHON
BOVHbI. KomnbloTepHas cuctema kak OOBbeKT
WH(OPMALIMOHHON BOWHbI.

nn

Pasgen 3. O6ecneyeHus UHGOPMALMOHHON
©€e30MacHOCTN KOMMBLITEPHBIX CUCTEM

nn

Tema 5. KomnbloTepHass cuctemMa Kak ob6bekT
WHpopmaumoHHon  BesonacHoctn.  Obuwas
XapakTepucTuka cnocoboB 1 CpeacTB 3aluThbl

MHdopMaLUu. lMNpaBoBas, TexHu4yeckas,
Kpuntorpaduyeckad, usmyeckas 3awmTa
UHdopmaunn. OpraH13aunoHHO-NpaBoBbIe,
TeXHu4eckne u Kpuntorpaduyeckme MeTodbl
obecneyeHus WHOPMALIMOHHON
BesonacHocTw. MporpammHoannapaTtHble

cpeactea obecneveHus  MHPOPMALMOHHOWN
BesonacHocTu.

lMpakTnyeckoe 3aHaTME 2: MexaHn3Mbl 3aLmThbl
WHpopmaummn B aBTOMaTU3NPOBAHHbIX
cuctemax

Tema 6. CopepxxaHue cepBucoB 6€30MacHOCTH
NpOrpamMmmMHO-TEXHUYECKOTO YPOBHS.
WaoeHTudukayms " ayTeHTUuKaumns,
ynpaBrneHue JOCTYNoOM U aBTopu3auus,
npoToKonMpoBaHue u aygut. Kpuntorpadgusa

ans cepBucoB GesonacHocTu: WudpoBaHe n
KOHTPOMb  LENOCTHOCTU.  OKpaHWpoBaHMe.
AHanns 3aLUMLLEHHOCTN. Ob6ecneyeHue
[ocTynHocTU. TyHHenMpoBaHue. YnpaeneHue.

Mpaktnyeckoe 3aHsaTMe 3: OcobeHHOCTM
OVCKPEUMOHHONW 1M MaHgaTHOM  Moaenu
©e3onacHocTn

nn

nn




Tema 7. HasHauyeHne opmanbHbIX Moaenemn
6esonacHoctn. [lonutuka 6GesonacHoCTw.
MoHuTop 6esonacHocTu obpalyeHuin.
OuckpeunmoHHas U1 MaHgaTHas Mogenu
6e3onacHocTu. dopmarnbHble Moaenwu
ynpasneHus goctynomMm. Mogenb XappucoHa-
Py33o-YnbmaHa. Mogenbe benna-Jlallagynebl.
dopmanbHble mogenm LeNIoCTHOCTH.
Mogenb Knapka-BuncoHa. Mogenb Buba.
CoBmecTHOEe  WCMOMb3OBaHWe  Mogenen
B6esonacHocTnio  PonesBoe  ynpasneHue
OOCTYNOM.

MpakTnyeckoe 3aHATHE 4: dopmarnbHble
mMozenu 6esonacHocTn
aBTOMAaTU3MPOBAHHbIX CUCTEM

Tema 8. MeToabl W KpUTEpUM OLIEHKM
3aLUMLLEHHOCTN  KOMMBIOTEPHBLIX  CUCTEM.
Mopenu, cTpaTerum n cuctemsl obecneveHums
UH(popmaLmoHHon 6esonacHocTu. Kputepum
" Knaccol 3aLUULLIEHHOCTH cpeacTs
BbIYMCIUTENBHON TEXHUKM "
aBTOMATU3MPOBAHHbIX  MHAOPMALMOHHBIX
CcUCTEM. Kputepun 6Ge3onacHocTn
KOMMbOTEPHBIX cucTeM «OpaHxeBasi KHUray.
O6wme KpUTEPUM 6esonacHocTn
MHGOPMALIMOHHBIX TEXHOJSTIOTUMN.
PykoBogsLime AoKyMeHTbl [[ocTeXKOMUCCUN
(PCTIK) Poccuw. CraHgapTbl no
yrnpaBneHunio WHpopMaLIMOHHON
6esonacHocTbio ISO/IEC 27000.

MpakTnyeckoe 3aHaTME 5: PykoBopsuime
OOKYMEHTbI OCTOK Poccuu
(CocTexkommccum)

nn

Tema 9. BawumTa WHpopmaLumn,
obpabaTbiBaeMoOr B aBTOMaTU3MPOBAHHbIX
cuctemMax  OT  TEXHUMYECKUX  pas3Benok.
Knaccudmkaums 7] BO3MO>XHOCTHU
TexHnyecknx passedok. KomnbroTepHas
pa3sBedka. TexHWYeckue KaHamnbl YTEeYKU
WHpopmaumm npu aKkcnnyaTauum
aBTOMaTU3MPOBAHHBIX CUCTEM.
OnekTpoMarHuTHoe BO3OencTBue "
apdekTel ero  Bo3gencrteua.  3awmTa
aBTOMATU3MPOBaHHbIX CUCTEM U CPEACTB
BbIYMCIUTENBHON TEXHUKM OT BHELUHEro
3MNeKTPOMarHMTHOro

BO3ENCTBUS.

MpakTnyeckoe 3aHATHNE 6: 3awuTa
WHpopmauum, obpabaTbiBaeMon B
aBTOMAaTU3NPOBAHHbIX cuctemax oT
TEXHUYECKNX pa3BeaokK

nn

WUtoro B cemecTpe (Ha kypce ansa 3A0)

nn

KoHcynbTauum 1 npoMexyTodHas
aTTecTtaumns (Ok3ameH)

18

36

45

2,5

42,5

Bcero koHTakTHas pabota u CP no
AvcuMnvHe

56,5

87,5

4 KYPCOBOE NPOEKTUPOBAHUE

KypcoBoe npoekTupoBaHue y4eBHbIM NiaHoM He NpeaycMOTpeHo




5. ®OHl OLIEHOYHbIX CPEACTB AN NPOBEAEHUA MPOMEXYTOYHOW ATTECTALMUU

5.1 OnucaHue nokasarteneun, KpUTeEpMEB U CUCTEMbI OLLEHMBAHUA pe3ynbTaToOB 00yYeHus
5.1.1 NMokasaTtenu oueHMBaHUSA

Kog HavnmeHoBaHWe oLeHOYHOro
lMoka3aTtenu oueHnBaHUS pesynbTaToB 0by4eHus
KoMneTeHuun cpeacTea
1.  ®dopmynupyeT OCHOBHble BuAbl Yrpo3 MHGOPMALMOHHOW
©e30MacHOCTN, Ha3bIBaeT OCHOBHbIE KaHanbl YyTEYKM MHpopMaLmm
Bonpocbl ans YCTHOro

2. TlpoBOAMT OUEHKY TeKywux 3agady C TOYKM 3peHus 3aliuTbl cobecenoBaHs
WHpopMaLmK,  ucnonb3yeT  MaTemaTUdeckuin  annapat  Aans :

MK-4 Bonpockl Ans TecTupoBaHus.

KoampoBaHus nHopMaumnm

3. BbisiBnsieT kaHarnbl yTeukun MHhopMaumm Kak B MOMELLEHWM, Tak U B
MHOPMAaLMOHHON cucTeme, paspabaTbiBaeT pexmnM CEKPETHOCTM Ha
obbekTe

MpaKTUKo-OpUEHTUPOBaHHbIE
3adaHus.

5.1.2 Cnuctema v Kputepmm oLeHNBaHUA

LWkana oueHnBaHuns

Kputepum oueHnBaHns chopMMPOBAHHOCTM KOMMETEHLMN

YcTHoe cobecenoBaHue MucbMeHHasa paboTa

5 (oTnn4yHO)

MonHbIN, ncyepnbiBalOLWMA OTBET, SBHO
OEMOHCTPUpPYHOLWKMIA rybokoe NoHMMaHWe
npegMeTa M LUUMPOKYK 3pyauumio B
OLieHMBaeMon obnacTtu, yMeHue
MCNonb30BaTb TEOPETUYECKNE 3HAHUA ANd
peLleHNs NpakTUYECKNX 3aaau.
YuutbiBaloTCca Oannbl, HaKOMMeHHble B
TeYeHune cemecTpa.

4 (xopoLuo) JonyleHbl B OTBETax HECYLIECTBEHHbIE

OTBeT MOSHbIN " npaBuUIbHbINA,
OCHOBaHHLIN ~ Ha  npopaboTke  Bcex
006s3aTenbHbIX MCTOYHUKOB MHpOopMaLMK.
Moaxod k maTepuany OTBETCTBEHHbIN, HO

owmnbkuy, KOTOpble YCTPaHAITCA TOJIbKO B
pes3ynbTaTte cobecenoBaHus
YuntbiBaloTcsl  Gannbl, HakoMfeHHble B
Te4YeHne cemecTpa.

3 (yooBneTBoOpuTENbHO)

OTBET BOCMPON3BOAUT B OCHOBHOM TONBKO
NEKUNOHHbIEe mMaTepuansl, 6e3
CaMOCTOSITENbHOM paboThbl c
pekoMeHAoBaHHOMN nutepaTypon.
[lemMoHCTpUpyeT NoHVMaHue npegMmeTta B
uenom npu HeMonHbIX, cnabo
aprymMeHTUpOBaHHbIX oTBEeTax.
MpucyTCTBYIOT HETOYHOCTM B OTBeTax,
npobenbl B 3HaHUAX MO HEKOTOPbIM
Temam, CyLleCTBEHHbIe oWwnbKu, KoTopble
MOryT ObITb HaWgeHbl U YacTUYHO
yCTpaHeHbI B pe3dynbTtate cobecefoBaHms.
YuuTbiBaloTCcA 6annbl, HakoNMNeHHble B
TeuveHue cemecTpa.

2 (Heyﬂ,OBJ’IeTBOpVITeJ'IbHO) BaXHbIX SNIEMEHTOB ANCUUNTINHDBI.

HecnocobHocTb 0TBETUTL Ha Bonpoc bes
nomMoLun 3K3amMeHaTopa. HesHaHuve
3HaYUTENBHON  YacTu npuHUMnNmanbHoO

MHoro4yncneHHble CYLLIECTBEHHbIE
ownbkn. He yuuTbiBatoTcs  H6annbl,
HaKOMNIIEHHbIE B TEYEHME CEMECTpa.




5.2 TunoBble KOHTPOJIbHbIE 3aAaHUs UM UHble MaTepuarbl, HeO6XxoAUMbIe AN OLeHKU 3HAHUW, YMEHUH,
HaBbIKOB U (MNN) onbiTa A4eATENbHOCTU
5.2.1 NepeyeHb KOHTPONbHbLIX BONPOCOB

Ne n/n | dopmynnpoBKU BONPOCOB

Cemectp 8

OcHoBHble nonoxeHunss KoHuenuun HaumoHanbHon 6e3onacHocty Poccuiickon Pepepaumn n JOKTPUHbI
nHdopmaLmoHHon 6esonacHocTu Poccunckon ®egepaumm.

MoHsTKe, npeamveT I/IH(bOpMaLI,VIOHHOVI ©e3onacHoOCTU 1 ee MecTo B cucteme obecneyeHnst HaunmoHanbHoOWM

2
Be3onacHocTu.

3 OnpepeneHne NOHATUA «rocygapcTBeHHas TariHay. [NepevyeHb cBeaeHMIn, COCTaBNAWMNX rOCYAapCTBEHHYHO
TavHy.

4 MpaBoBble MEXAHN3Mbl OTHECEHUSI CBEAEHWUI K TOCYAapCTBEHHON TalHe, pacCekpevmBaHnsi CBEOEHUA U UX
HOCUTENEN.

5 3awmTa rocygapctBeHHoN TaviHbl. Cy6bekTbl 3almTbl FOCY4apCTBEHHON TavHbl, UX (PYHKLMN B AaHHON cdhepe.
KoHTponb 1 Hag3op 3a obecneyeHnemM 3aLmnTbl roCyaAapCTBEHHOW TalHbI.

6 OcobeHHOCTU NPaBOBON 3alUNTbI CBEAEHMWIN, COCTABMSIOLWMX FOCYAAPCTBEHHYIO TalHy.

7 OCHOBHble 0OBEKTbI MIHCTUTYTA KOMMEPYECKOW TalHbl.

8 CybbeKTbl MHPOPMALMOHHBLIX NPAaBOOTHOLLEHWUI, BO3HUKAKOLLMX MO NOBOAY KOMMEPYECKON TalHbl.

9 [MpaBoBOWN PEXNM KOMMEPYECKON TalHBbI.

10 3awmTa npaB Ha kKoMMep4Yeckyto TanHy. OTBETCTBEHHOCTb 3a HapyLUeHust Npu paboTe ¢ KoMMep4ecKomn
TanHoOW.

11 MHCTUTYTBI NpodeccrMoHanbHbIX TaH U UX 3HavyeHue ansd obecneyeHns 3awwmTbl NpaeB 1 cBobog Yenoseka u
rpaxgaHvHa, KOMMEepPYECKUX MHTEPECOB OPraHM3aunii N yUpeXXaeHUin.

12 OCHOBHbIe KaTeropum cBeeHun, 3almaeMbiX B pexmnme npoeccuoHanbHom TamHbl.

13 OCHOBHbIE KaTeropmm CBEAEHUN, 3alLMLLIaeMbIX B PpeXMME NpodeCcCcMoHanbHOM TalHbI.

14  [CucTtema npaBOBOro perynmpoBaHns OTAENbHbIX MHCTUTYTOB NPOeCcCUoHanbHbIX TarH.

15 lMoHATWE 1 XxapaKkTepucTmKa npaBoHapyLweHui B MHopMaLMoHHOM cdepe.

16 KpyMnHanucTnyeckasa xapakrepucTvka npecTynineHun B cpepe KoOMMnbITePHON MHpopmaumm.

17 OTBETCTBEHHOCTb 3a NpaBoOHapyLUEHUS B chepe KOMMNbIOTEPHOW MHGOPMaLNN.

18 OcHOBHbIe NOHATUA 1 onpeaeneHns nHopMauoHHo 6e3onacHoCcTy.

19 OCHOBHbIE NPUYKHBLI YS3BMMOCTH ceTu Internet.

20 AHanma yrpo3 6e3onacHocT1 KopnopaTuBHbIX MHPOPMALMOHHBLIX CUCTEM, OOYCNOBMEHHbIX 4ENCTBUSMU
CyObEKTOB.

21 AHanus yrpo3 6e30nacHoOCTM KOpropaTUBHBLIX MHPOPMALMOHHBIX CUCTEM, 0BYCIOBIEHHbLIX TEXHUYECKUMU
CpeACTBaMM U CTUXMNHBIMU UCTOYHUKAMM.

22 dopmbl ceTeBbIX aTak Ha MHoPMaLMIO.

23 HasHauyeHue cnctemsbl 3awwmTbl MHopMauuu.

24 Cnoco6bl 3awuTbl nHdopmauun. Cpeactea 3aLmTbl HPOPMAaLMK.

25 KomnnekcHbIn nogxoa K pelleHmnio npobnemMsl 3almTbl MHpopmaumm.

26 MpUHLMNBI NOCTPOEHUS cucTeMbl 6e3onacHocTu. Monutrka 6e3onacHoOCTy.

27 OCHOBHbIE MOHATUSA U onpeaeneHnst KpunTorpaguiecKkom 3amTbl UHOPMaLUnN.

28 Mpouecc nocTpoeHnst noacucTemMbl MHopMaLMoHHON 6e3onacHOCTN kKoprnopaTuBHon ceTu. Mogenb
afanTUBHOTO yrnpaBneHnss 6e30NacHOCTLI0 CETHU.

29 CpegcTtea aHanusa 3aluLLEeHHOCTM BCEX YPOBHEN KOpnopaTUBHON MHOPMaLMOHHOW CUCTEMBI.
Knaccudukauus cnctem obHapyxeHus atak. Cuctembl 0GHapy>KeHWs aTak Ha CETEBOM U OnepaLoHHOM

30 |ypoBHsix. KOMMNOHEHTLI cucTeM obHapyxeHusa atak. Metoabl aHanmsa nHdopmaumn. Metoabl pearmpoBaHms.

CTaH,Elaprl Be3onacHocTK.




5.2.2 TunoBbIe TeCcTOBbIe 3a4aHusA

1. OCHOBHble BUAbI 3aL4ULLIaEMON MHPOPMALIMM MO COAEPXKAHNIO;

1) cekpeTHas; 2) npusHakoBas; 3) ceMaHTu4eckas; 4) HecekpeTHas

2. MHdopmaumen, nognexallen sawuTe, aBnaeTcs...

1) nHdbopmaums 0 COCTOSIHUM ONepPaLMOHHON CUCTEMbI; 2) cBeaeHMs 006 okpyxatowem mupe; 3) nHpopmaums,
npuHocswas Bbiroay; 4) nHopmaumsa ob yupexgeHun npodeccnoHanbHoro obpasoBaHmst

3. MNokasatensamu 6e3onacHOCTM MHPOPMaLUN ABNSKOTCS:

1) BEpPOATHOCTbL MpefoTBpaLLEHUS Yrpo3bl; 2) BpeMs, B TEYEHME KOTOpPOro obecneudmBaeTcsa onpeneneHHbINn
ypoBeHb Oe3onacHocTu; 3) BpeMsi, HeobxoanMoe Ha B3fIOM 3aliMTbl MHopmaummn; 4) BEPOSTHOCTb BO3HWKHOBEHMS
yrpo3sbl MHOPMaLMOHHON Be3onacHOCTH

4. Pe3ynbTatom peanusauum yrpo3 b MoxeT ObITh ...

1) wn3mMeHeHue KoHUrypauum nepudepunHbIX YCTPOWUCTB; 2) YHUYTOXEHMe YCTPOWCTB BBOAA-BbIBOAA
WHpopmaumm; 3) HeCcaHKUMOHMPOBAHHBLIN JOCTYN K nHdopmauun; 4) BHeapeHue gesnHdopmauun B nepudepuiiHble
ycTpowncTBa

5. A6contoTHas 3awmTa MK oT ceTeBbIX aTak BO3MOXHA Npu:

1) OTCYTCTBUM COEOUHEHMUS; 2) UCMOMb30BaHUN JTMLEH3NOHHOIO nporpaMmMHoro obecneveHus; 3) ycTaHoBKe
MEXCEeTEeBOro aKpaHa; 4) NCnonb30BaHMN HOBENLLUMX aHTUBUPYCHbBIX CPeaCTB

6. B yenoBeko-koOMNbOTEPHBIX cMCTEMax Heobxoanmo obecneumsaTb 3 OT Tpex

yrpos:

1) cny4aiHon noTepu UNN M3MEHeHNsT; 2) NpegHaMePEHHOIO UCKaXXeHUST; 3) CaHKLMOHNUPOBAHHOIO NPOCMOTPa;
4) cboeB 060pyaoOBaHUS; 5) pe3epBHOro KONMPOBaHUS

7. Yrposamu nHopMaLmoHHONW BOVHbI Ana PO asnsatoTes:

1) OpMEeHTUPOBAHHOCTL Ha OTEYECTBEHHblE TEXHUYECKME CPeACTBa; 2) HeCOBEPLUEHCTBO 3aKoHOA4ATEeNbHOW
0asbl; 3) 3HaunTenbHasa NPOTAXKEHHOCTb TEPPUTOPUM; 4) OTKPLITOCTb FpaHuL,

8. bpanamayap (Firewall) — aTo...

1) rpachmyeckuin pegakTop; 2) iHTepHeT-6paysep; 3) no4ToBas nporpamma; 4) MexceTeBon aKpaH

9. MpuHUUNMaNbHBIM OTAIMYMEM MeEXCeTeEBbIX aKkpaHoB (MJ) oT cuctem obHapyXeHust aTak UnNu BTOPXKXEHWM
(COB) saBnsieTca 10, 4TO:

1) M3 6binu paspaboTaHbl AnNA akTUBHOM UNun naccvMeHon 3awmtbl, a COB - ona akTMBHOrO MNM NaccuMBHOMO
0BHapyxeHus; 2) MO paboTaeT TONbKo Ha ceTeBOM ypoBHe, a COB eLwé n Ha uranyeckom;

3) M3 6binu paspaboTaHbl 4NS aKTUBHOMO MM NaccuUBHOro obHapyxeHusi, a COB - ana akTMBHOM UN NAcCMBHON
3awuThl; 4) MO paboTaeT Tonbko Ha dmanyeckom ypoHe, a COB elLué 1 Ha ceTeBOM

10. MNMpepoTBpaTUTL NPOHUKHOBEHWE BPEAOHOCHbBIX MPOrpaMm Ha MNOLKITHOUEHHbIV K CETU KOMMNbIOTEP NOMOTaeT. ..

1) pesepBHOe KOMMpoOBaHMe [AaHHbIX; 2) 9MNEeKTPOHHas MOAMUCb; 3) HanmuMune SNEKTPOHHOro knouya; 4)
aHTUBMPYCHbLIN MOHUTOP

11. 3aWMTUTE NIMYHBIN 3NEKTPOHHbIN MOYTOBbLIV ALWMK OT HECAHKLMOHNUPOBAHHOIO 4OCTYyNa No3BoseT ...

1) CKpbITME NMYHOrO Napons; 2) aNeKkTPoHHasi NoanNuch; 3) OTKIOYEHNE KOMMNbIOTEPA; 4) BKIIOYEHNE pexnma
COXpaHeHus nornHa

12. Hanbonee 3alnLEHHBIMN OT HECAHKLMOHMPOBAHHOMO AOCTYMNA NMMHUSMU CBA3M HA CEroaHs sIBNAOTCSA:

1) ONTOBOMNOKOHHbIE; 2) anekTpudeckme; 3) MHdpakpacHble; 4) pagmo

5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3aAaHusA (3agayu, KeUchbl)

1. CdopmynupoBaTb OCHOBHbIE BUAbI YrpO3 MHpopMaLMoHHoN 6e3onacHocTu.
2. [NpoBecTu OUEHKY 3a4a4n C TOUKU 3pEeHUs 3aLnThbl HopMaLmK.

3. BbIsiBUTb kaHanbl yTe4kn MHGOpMaLum B MOMELLIEHNN.

4. BblSIBUTb KaHanbl yTeYKM MHOpMaLnm B MHpOPMaLMOHHON cucteme.

5.3 MeToanyeckue maTepuansl, onpegensitowme npoueaypbl OLeHUBaHUSA 3HaHUN, YMEeHUW, BnageHumn
(HaBbIKOB M (MNTN) NPaKTUYECKOro onbiTa AeATEeNIbHOCTU)

5.3.1 YcnoBusa gonycka oby4aroLerocs K NpoMexXyTo4yHoM aTrectauum U NnopsiaoK NMKBMAALMM akaaeMm4eckomn
3a[0MmKEHHOCTH

lMpoBeaeHe NPOMEXYTOYHOW aTTecTauum perfnameHTMpOoBaHO fokKanbHbIM HOpMaTuMBHbIM aktom CI6MYMTO
«lMonoxeHue 0 NpoBeAeHUN TEKYLLEro KOHTPOMS YyCreBaeMoCTU 1 NPOMEXYTOYHOW aTTecTauum obydatoLmxcsa»

5.3.2 ®opma npoBeaeHUsi NPOMEXYTOYHOM aTTecTaumMm No AucuUnIIMHe

YcTHasda X MnucbmeHHas KomnbloTepHoe TecTupoBaHue NHas

5.3.3 OcobeHHOCTU NpOBeAEHUs NPOMEXYTOYHOW aTTecTauum No ANCUUNIINHe

Mpn npoBegeHnn 3a4eTa BpeMsi, OTBOAUMOE Ha MOArOTOBKY K OTBETY, cocTaBnseT He 6ornee 40 MuH. Hukakon
CnpaBoOYHON MHpopMaLmm obyvatoLemy He npegocrtaenseTcs. CoobLeHne pes3ynbTaToB 0by4vaoLwemMycs Npon3BoanTcA
HEenocpeacTBEHHO NOCHEe YCTHOro oTBeTa.



6. YYHEBHO-METOANYECKOE N N(H®OPMALIMOHHOE OBECMNEYEHUE aANCUUNNUHDI
6.1 YuebHasa nutepaTtypa

ABTOp | 3arnasue MN3paTenbcTBO oa usgaHusa | Ccbinka
6.1.1 OcHoBHas y4yebOHasa nutepartypa
lopes, A. U.,|O6paboTka " 3awura OmcK: OMCKast akagemus http://www.iprbooksh
Cumakos, A. A. MHdopMaLmm .MB,D, Poccun 2016 op.ru/72856.html
KOMMbIOTEPHbIX CUCTEMAX
Hwukndopos, C. H. 3awwmTta nHdopmauun.| Cankt-MNetepbypr: CaHkT- http://www.iprbooksh
3awuta oT BHELLHNX MeTepbyprckuin op.ru/74381.html
BTOPXKEHUN rocy4apCTBEHHbIN 2017
apXUTEKTYPHO-
CTpOUTENbHbIN
yHuBepcuteTt, O6C ACB
6.1.2 [lononHuTenbHaa yyebHas nutepatypa
Makapos A. I.,|KomnnekcHas 3awmTta http://publish.sutd.ru/
Mepeboposa H. B.,|uHdopmaunm Ha cre.: crieryntg 2014 tp_ext_inf_publish.ph
BarHep B. U. npeanpuaTun p?id=1841
BycbirnH K. H. 3awuta uHdopmauum B http://publish.sutd.ru/
Internet cre.: crieryntg 2014 tp_ext_inf_publish.ph
p?id=2043
depopos, B. B. WHpopmaunoHHble http://www.iprbooksh
TeXHoMnormm " 3awuTa op.ru/69725.html
MHCpOpMaALMA o B Mocksa: Poccuiickas
npaBoOXpaHUTENbHOWU 2014
TaMOXeHHasa akagemus
OEATENbHOCTN  TaMOXEHHbIX
opraHoB Poccuickon
depgepayun
Mpoxopoea, O. B. MHdopmaumoHHas Camapa: Camapckum http://www.iprbooksh
6esonacHoCcTb U 3awuTa rocyapCTBEHHbIN 0p.ru/43183.html
nHopMauun apXUTEKTYpPHO- 2014
CTPOUTENbHbLIN
yHuBepcutet, 95C ACB
lonukos, A. M. 3awmta umHdopmauum  oT Tomck: Tomckum http://www.iprbooksh
yTeYKM N0  TEXHUYECKUM rocyaapCcTBEHHbIN op.ru/72090.html
KaHanam YHUBEPCUTET CUCTEM 2015
ynpaBneHus n
pPagmnoaneKTPOHUKN
Bawnsl, M. H., Babaw,|HdopmaumoHHas Mockea: Espasuitckui http://www.iprbooksh
A. B., bapaHogBa, E. K.|6e3onacHocTe #  3awuTta C 2012 op.ru/10677.html
OTKPbITbIA MHCTUTYT
nHdopmMaLmmn
ABepueHkoB, B. W.,|OpraHusauymoHHas 3awmrta BpsiHck: BpsaHCckMi http://www.iprbooksh
PeiToB, M. 1O. NMHopMaLun rocyaapCcTBEHHbIN 2012 op.ru/7002.html
TEXHUYECKNIA
yHVUBEpcuTeT

6.2 NepeyveHb NnpocdeccuoHanbHbIX 6a3 AaHHbIX U UH(OPMaLIMOHHO-CNPaBOYHbIX CUCTEM

®CTIK Poccun depepanbHas criyxxkba No TEXHUYECKOMY 1 9KCNOPTHOMY KOHTponto - https://fstec.ru/
Cuctema KoHcynbtaHT lMntoc - http://www.consultant.ru/

6.3 Nepe4veHb NULEH3MOHHOIo N CBO60AHO pacnpPoOCTPaHAEMOro NporpaMmMHoOro oéecnevyeHus
MicrosoftOfficeProfessional
Microsoft Windows

DosBox
Python
Notepad++
Microsoft Visu

al C++ 2010 Express

6.4 OnucaHme maTepmanbHO-TEXHMYECKOMN Oa3bl, HEO6XO0AMMOW ANA OCyLEeCTBNEeHUA obpa3oBaTeNnbLHOro
npouecca no gucumnsimHe

Ayautopus

OcHalleHue

JlekunoHHas
AV OATONIAG

MynbTumeauiiHoe obopyaoBaHue, cneunanuanpoBaHHas mebenb, Aocka

KomnbloTepHbIn knacc

cetn «WHTepHeT» n
obpasoBaTenbHyo cpeay

pjoctyna

B

3MEKTPOHHYIO

MynbTumeauitHoe obopynoBaHWe, KOMMbIOTEPHAs TEXHWKA C BO3MOXHOCTbIO MOOKMIOYEHUS K
obecneyeHnem

WHOpMaLMOHHO-

YyebHas ayautopusi

CﬂeLl,VIaJ'IVIiBI/IpOBaHHaFl mebernb, Jocka
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