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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMNIIUHBI

1.1 Uenb aucumnnmubl: ChopmmpoBaTb KOMMETEHLUN Oby4YatoLerocs B 06nacTv COBPEMEHHbIX HanpaBneHun
pas3BUTUS KOMMbIOTEPHBIX CETEN N TeNEKOMMYHUKaLMn

1.2 3agaum gMcUUNIUNHBI:

* PaccmoTpeTb TeopeTnyeckme OCHOBbI apXUTEKTYPHOM Y CUCTEMOTEXHUYECKON OpraHvM3aunm BelYNCIINTENBHbIX
ceTen

* [NokasaTb 0COBEHHOCTN KOHPUIypMpOBaHUS NOKarbHbIX CETEN

* PaccMoTpeTb TEXHOMOrMM NOCTPOEHUS 1 COMPOBOXAEHNSA MHOKOMMYHUKALMOHHBIX CUCTEM U CETEN

* MNokasaTb 0COBEHHOCTM BbIOOpa, KOMMIEKCMPOBAHMS M 3KCMyaTauuyM nNporpaMMHO-annapaTtHbIX CPeACTB B
CO3[aBaeMbIX CETEBbIX CTPYKTypax

» PaccmoTpeTb TEOpeTMYECKME OCHOBLI MOCTPOEHUS CETEBBIX MPOTOKO0B

1.3 Tpeb6oBaHuA K NpeaBapUTeNbLHON NOAroTOBKE 06y4aloLerocs:

MpepBapuTenbHasi NOAroToBKa npegnonaraeT co3fgaHne OCHOBbI ANnst POPMUPOBAHUS KOMMNETEHLMIN, YKa3aHHbIX
B N. 2, NPU N3y4eHN OUCLUMIINH:

Bbasbl gaHHbIX

MHopmaunoHHbIe TEXHONOIMK
Web-nporpammuposaHme

2 KOMNETEHUMN OBYYAIOLWWEIOCs, ®OPMUPYEMbBIE B PE3YJNIbTATE OCBOEHUA OUCLUUMNNHDbI

OMK-5: CnocoGeH MHcTannMpoBaTh NporpaMMHoOe U annapaTHoe o6ecrneyeHue Ans MHPOPMaLMOHHbIX U
aBTOMAaTU3MPOBAHHLIX CUCTEM;

3HaTb: YHKUMM U 0DOA3aHHOCTU MPUHSATUS  YNPaBIIEHYECKUX pPELUeHW agMuHUCTpaTopa CceTu B BOMpocax
npefoTBpaLLEHNs U HelTpanusaumum yrpo3 yHKLUMOHMPOBaHWS MIHDOPMALIMOHHBIX CUCTEM

YMeTb: yMeTb WCMOMb30BaTb SA3bIKK M CUCTEMbl MPOrPaMMMUPOBaHMS C LeMbilo aBToMatTUsaumnm MHEOPMAaLMOHHBIX
MpoLeccoB No cGopy MHdopMaLMm, HeOGXo0AUMOW ANst 06paboTKM U NPUHSATUS YNPpaBNEHYECKUX peLleHnin

BnageTb: HaBblkamy MPUMEHEHWUA MeTOA0B aAMUHUCTPUPOBAHNS MHGOPMALIMOHHBIX CeTel.

OlNK-7: Cnoco6eH ocyLecTBNATbL BbIGOP NNaTthopm U MHCTPYMEHTallbHbIX NporpaMMHoO-annapaTHbIX CpeacTB
Ans peanus3aun MHPOPMaLMOHHbIX CUCTEM;

3HaTb: TeopeTUYecKkMe OCHOBbI apPXUTEKTYPHON W CUCTEMOTEXHUYECKON OpraHu3aumMy BblMUCTIUTESbHBIX CeTel,
MOCTPOEHMUSI CEeTEeBbIX MPOTOKOMOB; KNacCUMUKaLMIO, apXUTEKTYPY W CTaHgapTbl MH(OPMAaLMOHHO-BLIYUCIIUTENbHBIX
ceTel; aTasfloHHy0 MoAesb B3aMMOCBSI3V OTKPbITBIX CUCTEM; MPUHLUMMbLI OpraHn3auum 1 agMUHUCTPUPOBAHUS NOKasbHbIX
Y KOPMOPATUBHBIX CeTeN; (DYHKLUMOHANbHbIE YCTPONCTBA BbIYMCIIUTENbHBIX CeTel

YMeTb: BbibMpaTh, KOMNNEKCUPOBaTL M 3KCMyaTMPOBaTh NporpamMMHo—annapaTHble CpeacTsa B CO30aBaeMbIX CETEBbIX
CTPYKTYpax

BnageTb: HaBblkaMu MO OMpefeNieHuo CuTyauuu, npyu KOTOPOW HeoGXOoOMMO pacluMpUThb FoKaslbHyl CeTb, U MO
onpefesieHnio KOMMOHEHTOB Af18 PacLUMPeHUst KOHKPETHOW CEeTU




3 PE3YJIbTATblI OBYYEHUA MO ANCUUNNUHE

HavnmeHoBaHue n cogepxaHue pasaenos,
TEM 1 y4eBHbIX 3aHATUIA

Cemectp
(kypc gnsa 3A0)

KoHTakTHas

paboTa

Jlek.
(vachbl)

Mp.
(4achbl)

CP
(4achbl)

MHHoBaLU.

copmbl
3aHATUN

dopma
TeKkyLLlero
KOHTpOS

Paspgpen 1. OcHoBbl MHGOPMALMOHHO-
BbIYUCINUTENbHbIX CETEN

Tema 1. Knaccudpumkauyusa nHcopmaunoHHo-
BbIYMCIIUTENBbHbIX ceTen. Cetn
OfHOpaHroBble U "knueHT/cepBep”. Twunbl
cepBepoB: (pannoBble cepBepbl, cepBepbl
neyatu, cepBepbl MNPUIOXEHUA, CepBepbl
cooOuweHnn, cepBepbl 0a3  OaHHbIX.
CeteBas TOMNonorus: LUMHHas,
3Be3goobpasHas, KonbLieBas,
“3Be3pa-umHa’, “3Be3ga-konblLo”, syencTtas
(coToBas). CeTeBbleapxuTekTypsbl: Ethernet,
TokenRing, AppleTalk, ARCnet.
MpakTuyeckoe 3aHATME: BeegeHne B
KOMMbIOTEPHbIE CETU.

10

Tema 2. KaHanbl nepefayn AaHHbIX W
ceTeBble KOMMOHEHThI. AHanoroBble KaHansbl
nepegayn AaHHbiX. Lndposble KaHanbl
nepegayn paHHbix. PasgeneHvne kaHanos
No BPEMEHM M 4YacTOTe. XapaKTepUCTUKK
NPOBOAOHLIX NUHUIA CBA3N. KoakcuanbHbIN
kabenb. Kabenb Tuna «BuTag napar.
OnNTOBOMNOKOHHLIN kabenb. NMnaTbl ceTeBoro
agantepa: npuvHuun paboTbl, napameTpbl
HaCTPOMKM. MpakTnyeckoe 3aHATHE:
CeTeBble KOMMOHEHTHI.

10

Tema 3. becnpoBofHble foKanbHble
BbluMCNIMTENbHBIE  ceTU.  CnyTHWMKOBbIE
KaHarnbl. BecnpoBopgHble nokarnbHble
BblUMCIIMTENbHBIE  CETU:  MHGpaKpacHoe
n3nydeHue, nasep, paguonepenava B y3kom
Onana3oHe (ogHo4yacToTHasd nepepava),
paguornepegada B pacCesitHHOM ChnekTpe.
MobunbHble ceTu: nakeTHoe
paguocoeguMHeEHNe,  COTOBbLIE  CUCTEMbI
CBA3N, MUKPOBOSTHOBbLIE CUCTEMBI.
TexHonorun Wi- Fi, Bluetooth, WiMAX,
ZigBee. MpakTnyeckoe 3aHaTHe:
BecnposoaHbie JIBC.

10

nn

Paspen 2. CeteBble mMogenu M crnocoObl
OOCTyna K cpefe nepegaym gaHHbIX

Tema 4. 3TanoHHas mMoAenb B3aMOCBSA3U
OTKpbITbIX cuctem. Mogenb OSIl. Mogenb
IEEE Project 802. lNepepaya AaHHbIX MO
ceTu: PyHKLMN NakeToB; CTPYKTypa NakeTa;
dopmupoBaHue, agpecaumsi M paccbifka
NnakeToB; WCMNOMb30BaHME MakeToB Mpu
neyatn. OyHKUMM  ypoBHEWM  Mopenuv
OSl.CeTe3aBucuMble 1 ceTeHe3aBUCUMble
YPOBHMW. Mopenb TCP/IP. Mopaenn
noctaBwukoB. [MpakTudeckoe  3aHATHE:
TeopeTnyeckas Mmoesnb CeTu.

10




Tema 5. T[lpoTtokonbl W MeToAbl AoCTyna.
[MpoToKONbI B MHOrOYPOBHEBOW apXuTeKType:
CTEeKM MpoTOKONOB, npuBsaA3ka. CTaHAapTHble
cTeku. MMpuknagHble, TPAHCNOPTHBIE N CETEBbIE
NPOTOKOSbI. CraHpapThl NPOTOKONOB.
MpoTtokonbl  ynpaBneHusi. MHOXeCTBEHHbIN
goctyn c KOHTponem HecyLlen n
obHapyxeHneM KOHPNUKTOB. MHOXeCTBEHHbIN
goctyn c KOHTponem HecyLlen n
npegoTBpalleHneM KOHMMANKTOB. MapkepHble
mMeTodbl gocTtyna. [octyn no npuopuTeTy
3anpoca. [pakTnyeckoe 3aHaTme: NpoToKosbl 1
MeToabl JoCTyna.

10

Tema 6. MeToauka NPoOEeKTUpoOBaHNA
nokanbHOM ceTu opraHusauun. WcxogHoele
OaHHble, BbIOOp pasmepa M CTPYKTYypbl CeTW,
BolOOp  obopypoBaHusi, BbIOOpP  CETEBbIX
nporpaMMHbIX CcpeactB. Beibop c  yuyetom
CTOMMOCTW,  MNPOEKTUpOBaHMe  KabernbHON

CUCTEMBI, onTumMmusauus " nomck
HeucnpaBHocTen B  paboTtawowen  ceTu.
MpakTuyeckoe 3aHATHE: CeTteBble
apXMTEKTYPBI.

12,75

nn

Pasgpen 3. MeTogbsl nepefjayunm  AOaHHbIX
BMH(POPMAaLMOHHbIX CETSIX

Tema 7. MeTogbl nepegaym OUCKPETHbIX
OaHHbIX Ha pu3myeckoMm ypoBHe. AHanorosas
MOAYNAUNS: MeToAbl aHanoroBon Moaynsaumu,
CMeKkTp MoAynuMpoBaHHOro curHana.Metoabl
LMdPOBOro KOAMPOBaHUSA: NOTEHLUMNANbHbIN KOA
6e3 BO3BpalLeHns K Hymno, MeToz B1MnonspHoro
KOOUPOBaHUSA C anbTEpHaATMBHOW WHBEPCUEN,
noTeHUnanbHbIN KOO C WHBEpcuMen npwu
eanHuue.Metoabl UMGPOBOro KOAUPOBAHUSA:
OMNONSAPHbLIA MMMNYIbCHBIA KOA, MaHYeCTEePCKNI
Ko, noTeHuuanbHbid kog 2B1Q. Jlornyeckoe
KOANPOBaHUE: N30bITOYHbIE Koapl,
ckpambrnimpoBaHue. [ucKkpeTHas Moaynsauus
aHanorosbIx curHanos. [NpakTuyeckoe 3aHATHE:
MeToabl nepegayn OUCKPETHbLIX AaHHbIX Ha
H13n4eCcKoM ypoBHeE.

10

Tema 8. MeToaobl nepefadn  OaHHbIX
KaHanbHoro YPOBHS. CVHXPOHHBIE
CVMMBOJIbHO-OPUEHTUPOBAHHbIE n ounT-
OpueHTUpOBaHHbIE npoTokonbl. [lMepegava c
yCTaHOBMEHNEM coefuHeHus n 6es
yCTaHOBMEHUS coefVHeHMS. MeToap!
0oOHapyXeHus OWKNOOK: KOHTPOIb NO NaputeTy,
BepTMKanbHbIN 1 TOPU3OHTamNbHbIN KOHTPOMb MO
napurery, LIMKNUYECKNN M30bITOYHbIN
KOHTpornb. MeToabl koppekuun omnbok: MeTon
C NPOCTOSIMU, METOL, «CKOSb3SLLErO OKHay.
MpakTuyeckoe 3aHaTvMe: MeTtoabl nepenayv
OaHHbIX KAaHarNbHOro YPOBHSI.

10




Tema 9. MeTogpbl nepegayn gaHHbIX CETEBOrO
ypoBHs. MeToabl kommyTaumu. KommyTaums
KaHanos Ha OCHOBE YaCTOTHOrO
MynbTUNnekcnpoBaHus.KommyTtauma kaHanos
Ha ocHoBe pasgeneHus BpemeHu.KommyTtaums
MakeToB: MPUHLUMMNbI, PEXUMbI, MPOMyCcKHas
CMOCOOHOCTb CEeTEN C KOMMYyTaUMEN MaKETOB.
KommyTtauusa COOOLLEHUN. JNornyeckas
CTPYKTYpM3aumMs CETM C MOMOLLBbIO MOCTOB W
KOMMYTaTopoB. [lpMHUMNBbI  MapLUpPYyTU3aLMK.
MpoTokonbl MapLipyTusaumm. dyHKLMM
Mapwpytmnsatopa. Agpecaums B |P-ceTax.
Tunel agpecoB cteka TCP/IP (nokanbHble,
ceTeBble, [JOMEHHble), opmbl  3anucu
IP-agpeca, «knaccel IP- appecos.Ocobble
IP-agpeca, wucnonb3oBaHME  Macok  npwu
IP-agpecaunn, aBTOMaTM3auus  npouecca
Ha3HayeHwust IP-agpecos. OTobpaxeHue
IP-agpecoB Ha JIOKanbHbIE agpeca.
OpraHuszaumss OOMEHOB M AOMEHHbLIX WMEH.
MpakTnyeckoe 3aHaTME: MeToabl nepenayun
OaHHbIX CETEBOrO YPOBHSI.

WNtoro B cemecTpe (Ha kypce ansa 3A0)

10
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KoHcynbTaumm n npoMmexyTodHas atTectauus
(3auer)

92,75

Paspgen 4. BHyTpeHHee ycTponcTeo UHTepHeTa

Tema 10. WHTepHeT-cTaHOapThl,
WHPaCTPyKTypa, NporpamMmHbIn  MHTepdenc
Ona  NpunoXeHwn, npoTtokonbl. [ocTtyn B
UHTepHeT yepes DSL (digital subscriber line).
KabenbHble ceTn goctyna. [loctyn B VIHTepHeT
no TexHonormn FTTH (Fiber To The Home).
KoprnopaTuBHble M OOMallHWEe ceTu JocTyna:
Ethernet n Wi-Fi. Cetn ©6ecnpoBogHoro
poctyna: 3G, 4G wu LTE. [lpaktudeckoe
3aHsaTHe: KoMmyTaumsa kaHanoB U KOMMYyTaums
naketoB. 3agepxku, noTepun, MPOMNyCcKHas
CNocobHOCTL B CETW.

Tema 11. CeTeBag cTpykTypa UHTepHeTa: cetn
gocTtyna, pernoHarnbHble npoBangepsl,
nposanaeps! nepBoro YPOBHS, TOYKU
NPUCYTCTBUSA, MHOFOUHTEP(ENCHBLIN  PEXNM,
NMUPUHI, ToYkn obmeHa Tpadukom (IXP), cetu
nposangepos KOHTEHTa. MpakTnyeckoe
3aHsTHe: CeTeBas CTPyKTypa.

Tema 12. Tunbl ceTeBbIX aTak: BUPYChbl, YEpPBU,
NPOrpaMmbi-LUMNOHbI, CETU-OOTHETLI, OTKa3 B
obcnyxmBaHum (DoS-araku),
pacnpege-neHHole DoS-ataku, cHuduHr
(aHann3) naketoB, IP-cnycdmHr (noamena
agpeca). [Mpaktuyeckoe 3aHATME: CeTeBble
artaku (Bonpockl 6€30MnacHoOCTK).

Paspgen 5. TeopeTudeckue u npakTudeckme
acneKTbl CETEBLIX NMPUNOXEHWUIA

nn

Tema 13. Apxutektypa CeTeBbIX NPUNOXEHUN:
KnNueHT-cepBepHasi, opgHopaHrosas  (P2P).
Bsanmogencteme npoLeccoB: KIWEHTCKUA U
cepBepHbI  npouecchl, UHTepdenc mexay
MPOLIECCOM N KOMMbIOTEPHON CETbIO (COKETHI),
agpecauus npoLEeccoB. MpakTnyeckoe
3aHATME: ApXMTEKTYpa CeTeBbIX NPUMOXEHUN.




Tema 14. TpaHcrnopTHble cnyx6bl, Tpebyemble
NPUNOXEHWIO: HagexHas nepefada [OaHHbIX,
nponyckHasi CrnocoOHOCTb, BPEMsi [OCTaBKW,
6e30nacHoCTb. TpaHCcnopTHbIE CNyXObl
WHTepHeTa: cnyxbbl npotokona TCP, cnyxObl
npotokona UDP. bBesonacHocTb npoTokona
TCP: «kpuntorpacuyecknin npotokon SSL
(Secure Sockets Layer). Pasnuune wmexny
CETEBLIMU MPUIOXKEHUSAMU U MPOTOKONaAMMU
NpuKNagHoro ypoBHs. lNMpakTuyeckoe 3aHsTUE:
Wcnonb3oBaHue aHanusaTopa nakeToB
Wireshark ana m3yyeHus OCHOBHbIX acrnekToB
npotokonoe TCP, UDP u IP.

Tema 15. T[lporpamMmuMpoBaHME COKETOB C

NCronb30BaHMEM npoTokona UDP.
MporpammupoBaHue COKEeTOB c
ncnosib3oBaHNeM npoToKona TCP.

npaKTMHeCKOG 3aHATUE!: I'IporpaMMMpOBaHme
COKEeTOB.

Pasgen 6. lNMpoTtokonbl 1 cnyx6bl IHTepHeTa

Tema 16. O63op npotokona HTTP. HTTP-
COEOUHEHUS:  HEMOCTOSIHHbIE, MOCTOSIHHbIE.
CoobLeHune-3anpoc npoTtokona HTTP.

CoobLleHne-oTBeT npoTtokona HTTP.
BsammopgencTteme nonb3oBaTens U cepsepa:
cookie-thannbl. TexHornorus Beb-
K3LLIMPOBaHWS: npokcu-cepeep, npumep

kawupoBaHus. HTTP-npotokon: metog GET ¢
ycrosunem. lepepaya ¢annoB no nNpoTokony
FTP. MpoTokon SMTP. CpaBHeHune
npotokonos SMTP wn HTTP. ®opmarthl
noyToBoro coobueHus. MpoTokonsl gocTyna K
3MEKTPOHHOM noyre: POP3, IMAP.
OneKkTpoHHas no4dta 4vepe3 Beb-nHTEpeNc.
MpakTnyeckoe  3aHATUE: Wcnonb3oBaHue
aHanusaTopa naketoB Wireshark gns nsyveHusa
OCHOBHbIX  acnektoB  npotokoria  HTTP

(B3aumopencTeue nocpencTBoMm GET-
3anpocoB M OTBETOB cepBepa, ¢opmaThbl
HTTP-coobwenunn, nepegava OonbLINX

¢dannos HTML, dannoB co BCTPOEHHbLIMU
obbektamn, BOMPOCLI ayTeHTUdUKaumm wu
6esonacHocTy B HTTP).

Tema 17. T[puHuunel paboTbl cUCTEMDI
AomeHHbIX nmeH (DNS): cnyx6bl, CTpykTypa.
DNS: pacnpegeneHHas uepapxudeckasi 6asa
OaHHbIX:  KOPHEBble  CepBepbl, CepBepbl
BEPXHEro ypoBHs, aBTopuTeTHble DNS-
cepBepbl. JlokanbHbeii cepeep DNS. lMpumep
TpaHcnaumm MMEHN B agpec. DNS-
KawmnpoBaHue. 3anucu u coobueHna DNS.
[JobaeneHne DNS-3anucen. Atakm Ha DNS.
MpakTuyeckoe  3aHATME:  Wcnonb3oBaHue
aHanusaTopa naketoB Wireshark ans nsyyexus
KNmMeHTCKoM YacTu cryx6bl DNS.

Tema 18. MpuHLMNbI O[HOPAHroBOro
dannoobmeHa. OgHOPaHroBLIN MPOTOKOSO ANs
dannosoro obmeHa BitTorrent.
PacnpeneneHHble xew-tTabnuupl,
LUMPKYMSpHbIE pacnpegerneHHble XeL-
Tabnuubl, OTTOK nupoB.  [lpakTnyeckoe
3aHsTUE: MNUPUHIoBbLIE CETMU.

WUtoro B cemecTpe (Ha kypce ansa 3A0)
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KoHcynbTaumu 1 npoMexyToyHas 45 425
aTTectaums (Ok3ameH) ’ ’
Bcero koHTakTHas pa6bota u CP no 106,75 181,25
AVCLUMUNNnHe

KprOBOG npoekTnpoBaHune y‘-le6HbIM nrnaHom He npeayCcMoOTpeHo

4 KYPCOBOE NPOEKTUPOBAHUE

5. ®OHl OLIEHO4YHbIX CPEACTB AN NPOBEAEHUA MPOMEXYTOYHOW ATTECTALIUU

5.1 OnucaHue nokasartesnen, KpUTEPMEB U CUCTEMbI OLLeHUBAHUA pe3yNibTaToOB 00y4YeHunsA
5.1.1 NokasaTtenu oueHUBaHUA

Kon HanmeHoBaHWe oueHOYHOro
MokasaTenu oueHnBaHUA pesynbTaToB 06ydeHus
KOMMeTeHuun cpeacTea
Bonpocbl ns CTHOrO
XapakTtepuayet 0CcoBeHHOCTH paboTbl WH(OPMaLIMOHHO- P A y
. cobecenoBaHus.
BbIYNCNNTENBHbIX CETEN.
OlIK-5 MpakTuko-
AHanusmpyet paboTy ceTeBbIX MPOTOKOSOB.
OpPUEHTUPMPOBAHHOE
MpoekTnpyeT nokanbHyo CeTb OpraHm3auun.
3ajaHue.
Bonpocbl ans YCTHOro
cobecenoBaHus.
OnucbiBaeT meToabl Nepeaayn AaHHbIX B MHOPMALMOHHBIX CETAX. HoaKTIKO-
OlK-7 AHanusupyeT MeToAbl Nepefayvm faHHbIX CEeTEBOro YPOBHS. P
OpPUEHTUPMPOBAHHOE
MporpammmpyeT cokeThbl.
3afaHue.
KypcoBag paboTa.

5.1.2 Cuctema v Kputepmum oLeHNBaHUA

Lkana oueHuBaHus

Kputepum oueHnBaHns chopMMPOBAHHOCTM KOMMETEHLIMIN

YcTHoe cobecenoBaHue

MucbmeHHas paboTa

5 (oTnn4HO)

MonHbIN, McyepnbiBalOLWUN OTBET, SBHO
OEMOHCTPUPYHIOLLMIA TIyOOKOe NOHMMaHne
npegMetTa W LWIMPOKYK 3pyauumio B
OLEeHMBaeMoOMn obnacTtu, yMeHue
ucnonb3oBaTtb TeOpeTUYecKMe  3HaHUS
OIS peLleHns NpakTUYecKnx 3agad.
YuutbiBaloTcsa ©Oannbl, HakomnfeHHble B
TeYeHne cemecTpa.

4 (xopoLwuo)

OTBeT NMOMNHbIN " NpaBUIbHbIN,
OCHOBaHHbIN ~ Ha  npopaboTke  Bcex
obs3aTernbHbIX UCTOYHMKOB MHGOPMALIUN.
Moaxon k matepuany oTBETCTBEHHbLIN, HO
OOnylLleHbl B OTBETax HECYLeCTBEHHble
OLUMOKM, KOTOpbIE YCTPaHSAKTCS TOMbKO B
pe3ynbTaTe cobecenoBaHms
YuuTbiBaloTcA Oannbl, HaKoOMMeHHble B
TeyeHne ceMecTpa.

3 (yooBneTBoOpUTENbHO)

OTBeT BOCMPOM3BOAUT B  OCHOBHOM
TONbKO NEeKUMOHHble MaTepuansl, 6e3
CaMOCTOSATENBHON paboThbl c
pekoMeHO40BaHHON nutepaTypon.
[deMoHCTpupyeT noHMMaHne npegmerta B
uenom npu HenosHbIX, cnabo
aprymeHTUpOBaHHbIX oTBeTax.
MpuCyTCTBYIOT HETOYHOCTM B OTBeTax,
npo6enbl B 3HaHUSX MO HEKOTOPbIM
Temawm, CyLleCTBEHHble oLnGKw,
KOTOpble MOryT BbITb HANAEHbI U YaCTUYHO
yCTpaHeHbI B pesynbTaTe cobecefoBaHus
YuuTbiBaloTCcA Gannbl, HaKonneHHble B
TeyeHune cemecTpa.

2 (HeyOoBnETBOPUTESNBLHO)

HecnocobHOCTb OTBETUTL Ha BOMpocC bes
nomoLiun 9K3amMeHaTopa. HesHaHune
3HaAYMTENBHOM  4acTu npuHUunnuanbHO
BaXHbIX 3J1€EMEHTOB ANCUUNITUHDbI.




MHoroymcneHHsle CyuleCTBeHHble oLnBKM.
He Y4YUTbIBAKOTCA fannbl, HaKoMMEHHbIE B
Te4YyeHune cemecTpa.

Ob6yyatowmiica TBepAO 3HAET NPOrpamMMHbIN
mMaTepuan, rpaMOTHO W MO CyLecTBY
nsnaraet ero, He aonyckaet
CYLLIECTBEHHbIX HETOYHOCTEN B OTBETE Ha
BOMPOCHI, CNOCOOEH NPaBUSIbHO NMPUMEHUTb
3auTteHo OCHOBHble MeTOoAbl W MHCTPYMEHTbI Npwu
peleHun npakTU4eckux 3adad, Bnageet
HeobXoaUMbIMWU HaBbIKAMW U NPUEMaMKN X
BbIMOSTHEHMS.

YuntbiBaloTCcs  Gannbl, HAKOMMEHHbIE B
TeYeHne cemecTpa.

OOyvamowmica He  MOXET  U3NMOXUTb
3HauYUTENbHOWN yactm nporpaMMHOro
mMaTepuana, [OnyckaeT CyLeCTBEHHble
oLnGKH, nonyckaet HETOYHOCTU B
dopmynmpoBKax " JoKasaTenbcTBax,
He 3ayTteHo HapyLUeHns B nocnepoBaTenibHOCTU
N3NoXeHMUs1  NporpaMMHOro  maTepuana;
HeyBEPEHHO, C GonblUMMK 3aTpyaHEHUAMM
BbINONHSAET NpakTU4eckme 3agaHus.

He yuuTbiBatoTCA 6annbl, HakonmneHHble B
TeyeHne ceMecTpa.

5.2 TunoBble KOHTPOJbHbIE 3aA4aHUA UNN UHbIE MaTepuanbl, HeO6XoAMMbIE ANl OLLeHKU 3HaHUNA, YMEHUN,
HaBbIKOB U (UNK) onbiTa AeATeNIbHOCTU
5.2.1 NepeyeHb KOHTPOSbHbLIX BONPOCOB

Ne n/n | dopmMynmnpoBKM BONPOCOB
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1 CeTu ogHopaHroBble u "knneHT/cepeep”.

> Tunbl cepBepoB: daiiroBble CEPBEPLI, CEPBEPLI NEYaTN, CEPBEPLI MPUMOXEHUI, cepBEPbI COOBLLIEHMI, CEPBEPSI
6a3 gaHHbIX.

3 BecnpoBogHble nokanbHble BbIYMCANUTENbHBIE CETU: MHGPAKpacHOe M3nydeHue, nasep, paguonepegaya B
y3KOM AuanasoHe (ogHo4YacToTHas nepegadya), paguonepenada B pacCesiHHOM CrekTpe.

4 Mopenb OSI.

5 Mepenayva gaHHbIX NO ceTU: PYHKLMM NAKETOB; CTPYKTYpa nakeTa; hopMmpoBaHme, agpecaums n paccbiika
NnakeToB; MCMNONb30BaHME NakeToB Mpu neyaTu.

6 MpoTOKOMbI B MHOrOYPOBHEBOW apXUTEKType: CTEKM NPOTOKOSOB, NPUBSA3KA.

7 AHanorosasi MOgynsAUNs: MeToAbl aHanoroBoM MOAynAunmn, CNeKTp MogyMpPOBaHHOIO curHana.

8 MeTogabl LmdpoBoro KOAMPOBAHMS!: n0TeHu,|/1aanb||71 koa 6e3 BO3BpALUEHNS K HYITi0, MeToA GunonsapHoro
KOOVPOBaHUSA C anbTepHAaTUBHOW MHBEPCUEN, NOTEHLUMANBbHBIV KOA C UHBEPCUEN NPU eAnHULE.

9 MeToab! LMPPOBOro KOAUPOBAHUS: BUMONSAPHLIA UMMYIIBCHBIA KOA, MAHYECTEPCKUIA KOA, NOTEHLUManbHbIA KO4
2B1Q.

10 Jlornyeckoe kognpoBaHue: U3bbITOUHbIE KOAbl, CKPAIMONMpoBaHue.

11 KommyTaLmsa kaHanoB Ha OCHOBE YaCTOTHOrO MyJbTUMNIEKCUPOBAHWSI.

12 CWHXPOHHbIE CUMBONIbHO-OPUEHTUPOBAHHBIE U BUT-OPUEHTMPOBAHHbIE NPOTOKOSbI.

13 MeTogpb! 06Hapy)|<eHVIF|VOUJVI60K: KOHTPOMb MO NapuTeTy, BEPTUKambHbINA U TOPU3OHTAaITbHbIN KOHTPOSb MO
napuTeTy, UMKINMYECKNA N30bITOYHbIN KOHTPOIb.

14 MeTogbl Koppekunn owmnbok: MeTon ¢ NPOCTOSAMU, METOL, «CKOJSb3SILLLErO OKHay.

15 KommyTaLmsa kaHanoB Ha OCHOBE YaCTOTHOrO MyfbTUMNIEKCUPOBAaHWSI.

16 KommyTaumsa kaHanoB Ha OCHOBE pa3fenieHns BpeMeHu.

17 KommyTaLma nakeToB: NPUHLMNbI, PEXMMbI, MPONYCKHas CNOCOBHOCTL CETEN C KOMMYyTaLME NaKeToB.

18 Jlornyeckas cTpykTypmsaLumsa cetn ¢ NoMOLLbI0 MOCTOB U KOMMYTaTOPOB.

19 MpuHUunel MapwpyTmsauuu. MpoTokonbl MapwpyTmMsaummn. PyHKUMM MapLpyTnsartopa.

20 Appecauunda B IP-ceTsx.

21 MeToguka NpoeKkTMpoBaHus NOKanbHOM CETU OpraHmn3aunn.
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22 MHTepHeT-cTaHaapTbl, HPPaCTPYKTypa, NPorpaMmmHbIi MHTepdenc Ans NpunoxXeHni, NpoToKosbI.

23 |Ooctyn B UHTepHeT yepes DSL (digital subscriber line).

24 KabenbHble cetn goctyna. [loctyn B MiHTepHeT no TexHonorun FTTH (Fiber To The Home).

25 KopnopaTuBHble 1 foMalUHWE CeTu AoCTyna.

26 CeTtn 6ecnpoBogHoro gocryna.

27 CeTteBas cTpykTypa VIHTepHeTa.

28 Twvnbl ceTeBbIX aTak.

29 ApxXuTekTypa ceTeBbIX NPUINOXEHUN.

30 TpaHcnopTHbIe Cry»0bl, TPEOYEMbIE NPUMOXKEHMIO.

31 Cnyx6bl npotokona TCP.

32 Cnyx6bl npotokona UDP.

33 0O630p npotokona HTTP.

34 Mepenayva dannos no npotokony FTP.

35 MpoTtokon SMTP.

36 MpoToKonkl gocTyna K anekTpoHHow noyte: POP3, IMAP.

37 MpuHUMNbI paboTbl cMCTEMbI JOMEHHbBIX MMeH (DNS).

38 MpyHUMNBI 0OAHOpPaHroBoro garnnoodmeHa.

39 MporpammupoBaHue COKETOB C UCMNoONb3oBaHMeM npotokona UDP.

40 lMporpammupoBaHMe COKETOB C UCMONb3oBaHUeM npotokona TCP.

5.2.2 TunoBble TeCTOBble 3aAaHNA

He npegycmoTpeHbl.
5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3afaHuNA (3agaym, Kenchbl)

1. He3aBucumasn ctpaxoBasi KOMNaHWs, B COCTaB KOTOPOW BXOAMT NPE3VAEHT, yNpaBnatowmii, agMMHUCTpaTop m
5 areHToB, pelumna yctaHoBuTb ceTb. KOMnaHusa 3aHMMaeT nonoBuHy HebonbLioro 3gaHus. lNMocnegHue 4 roga obbem ee
paboTbl Obin cTabunbHbIM, HO B NOCNeA Hee Bpems HabMnogaeTcs HEKOTOPLIN POCT KNMEHTYpbl. YToBbI cnpaButbcs C
BO3pacTaloLLEell Harpy3kon, peLleHo yBeNMUnTb LTaT elle Ha OBYX areHToB. Y Kax4oro COTpyaHWKa CBOW KOMMbHOTEP.
YT106bI NONYy4MTh HEOOXOANMYIO MHCDOPMALMIO, NPUXOAMTCS 0b6paLlaTbCs K KOmmeram ¢ YCTHOM NpocbOoi Unm konMposaTtb
JaHHble C NOMOLLbLI0 (hnaLl-HakonuTens. Bce areHTbl 3aHMMaloTCsl Aenammn ToNbKO CBOMX KITMEHTOB, M 3Ta MHopmauus
CTPOro KoHmaeHumanbHa. JlasepHbln MPUHTEP BOCbMUITETHEN AAaBHOCTN HAXOAMTCS Y agMuHMcTpaTopa oduca. Kaxapin
areHT uMeeT COOCTBEHHbIN CTPYWHbIN npuHTep. OOHOBPEMEHHO C YCTAHOBKOM CETM peLleHo npuobpecTn
BbICOKOCKOPOCTHOWM nasepHbli nNpuHTep. Kakon Tvn ceTu uenecoobpasHOo mcnonb3oBaTtb B 3TOM komnaHum? Kakas
Tononorunst GonbLue NoaAxXoauT ANA 3TOW cuTyauun?

2. Hebonblias KoMnaHusi, COCTOsias M3 Tpex OTAEeNnoB, HEQABHO YCTAHOBWMA BO BCEX Tpex oOTAenax
OfHOpaHroBble CeTU. YeTblpe COTpyOHWKa MNepBOro otgena paboTarT Hag OLHMM MPOEKTOM. Y KaXdoro U3 HuX
onpegeneHHbIn Kpyr 3agad, NoO3TOMY Kaxdbl FOTOBWUT AOKYMEHTauuo Ansi cBoer 4yactu npoekta. OgHako BCe OHWU
OTKPbINM JOCTYN K CBOMM >XECTKUM OMCKaM M OPYruM ydacTHuMKam npoekta.C pas3BuTMeM MpoekTa BCEM COTPYOHWUKaM
NpUXoauTCst FOTOBUTL BCE BOMbLUE JOKYMEHTOB, U BCKOPE BO3HMKAET BOMPOC: KOMY KaKOW JOKYMEHT NPUHAANEXUT U KTO
nocnegHun BHOCWUI U3MEHEHUSA B KaxXabli U3 JOKYMEHTOB? Kpome Toro, COTpyAHMKU ApYrnx OoTAeNoB, MHTEpEeCYyoLmecs
3TUM MPOEKTOM, XOTSAT NOCMOTPETb rOTOBble MaTepuanbl.HazoBuTe ogHy NpUYUMHY, N3-3a KOTOPOW TPYAHO OTBETUTb Ha
BOMPOC: KOMY Kakol JOKYMEHT NpuHagnexut?HasoBuTte genctene, KOTopoe obecneyvnT LeHTpann3oBaHHbIN KOHTPOIb 3a
OOCTYNOM K 9TuM JokymeHTam.Onnwmnte ogHo nameHeHue B paboyen cpege nonb3oBaTternen, K KOTOPOMyY NpuBeaeT Balle
aencreue.

3. CeTtb TOnonornn "WwWnHa" (Ha 6a3e TOHKOro koakcuanbHoro kabens) ¢ 20 nonb3oBaTeNs MM 3KCNyaTUpyeTCs
npumepHo rogd. HamedeHo [o6aBuUTbL K CETU TPU HOBbIX KOMMbOTEPA-KNMEHTa. 3a BbIXOAHbIE MOCTaBLUMK MOAKIMHYAN
HOBbIE KOMMbIOTEPDI, U, KOrAa B MOHEAENbHUK YTPOM COTPYAHWMKU MPULLNKW Ha paboTy, okasanocb, YTO HUKTO He MOXeT
cBsA3aTbCcsa C cepBepoM. [epeuncnnre akTopbl, KOTOpble MOryT BbiTb NMPUYMHON HEPAaBOTOCNOCOBHOCTUN CETH.

4. Ha HOBbI HOYTOYK YCTAHOBWUMM CETEBYHO KapTy U NOAKNIOYMNN K ceTn. HoyTOyk He MoxeT BuaeTb hannoBbii
cepeep u npusog DVD-RW nepectan pabotate. B yem Hambonee BeposATHas npuynHa npobremMbl: HECOOTBETCTBUE
MPOTOKOJIOB, HEUCTPaBHbIN Kabenb, HECOOTBETCTBME 3aNPOCOB Ha NPEpPbIBAHNE UK XXe CETEBbIE aaanTepbl He paboTatoT
Ha HoyTOyke?

5. Bbl oTBe4YaeTe 3a ceTb OLICTPO pa3BMBaOLLENCS KOMMaHMK, Haxogsuwencs B Mockse. OgHaxabl HayanbHUK
BbI3bIBAET Bac 1 roBopuT: "Mbl peLumnnmn oTKpbITh elle ogHo otaeneHne B CaHkT-lNeTepOypre un xotenu 6bl 3HaTb, YTO Bbl
AymaeTe O COeQWHEHUM Hallen noKanbHOW CeTu C NepCcoHarnbHbIMW KOMMbOTEPaMu 3TOro OTAaeneHusd. B otaeneHuu
Cankt-leTepbypra 6yayT MHCTanNMpoBaHbl ABa OAHOPAHIOBLIX KOMMbIOTEPA, C KOTOPbIMU HY>XHO ByaeT nepuoguyeckm
OCYLLEeCTBNATL NpsiMoe coeaunHeHne". Kakas na texHonorun MBC morna 6bl o6ecneunts pelueHne aton npobnemsl? Kakue
TEXHOSOMMN HYXXHO ByaeT BbibpaTh, ecnu TpebyeTcs 6e3owmboyvHas pabota coeamHeHua?



5.3 MeToanuyeckue matepuansl, onpepensiolime npoueaypbl oLeHMBaHUS 3HaHUN, YMEHUW, BrageHuin (HaBbIKOB U
(wnn) npakTMYecKoro onbiTa AeATENILHOCTH)
5.3.1 YcnoBus gonycka oby4arowierocsi K npoMexxyTo4yHoM aTrectauMu U NopsaAoK NMKBUAALMY akaaeMmyeckomn

3aA40JIXKeHHOCTU

MpoBeaeHe NMPOMEXYTOYHOM aTTecTauuy perramMeHTMPOBaHO JIOKamnbHbIM HOpMaTuBHbIM aktom CIIOrYMNT[
«lMonoxeHne o0 NpoBeAEHMM TEKYLLLETO KOHTPOSSA YCNEBAEMOCTM M NMPOMEXYTOYHON aTTecTaLmMm obydaroLwmxcs»

5.3.2 ®opma npoBeaeHUsi NPOMEXYTOYHOM aTTecTauum No gucumnimnHe

YcTHas X

[NMncbmeHHas

KOMﬂbPOTepHoe TecTnpoBaHue

5.3.3 Oco6eHHOCTH nposegeHuns HpOMe)KYTO'-IHOﬁ aTrecTauyuum no gucunninunHe

|-|pVI npoBeeHunn 3kKk3ameHa BpemMsd, OTBOAMMOE Ha NnoAroToBKY K OTBETY, COCTaBlidAeT He 6onee 40 MUH. Onsa
BbINOJIHEHNA MNPaKTU4eCKoro 3agaHuA o6yqarou.|,emy npenocTaBndeTcA Heobxogumas cnpaBso4Hasa I/IH(*)OpMaLI,I/IFl.
CoobLueHne pe3ynbTaTtoB o6yqalou.|,e|v|y0ﬂ npon3BoanTCA HenocpeaCTBEHHO nocre yCTHOro oTeeTa.

NHas

6. YHEBHO-METOOAU4YECKOE U UH®OPMALIMOHHOE OBECNEYEHUE OUCLUUNIIUHDbI
6.1 YyebHas nutepaTtypa

ABTOp

3arnasue

MN3paTenbcTBO

loa wsgaHusa |

Ccbinka

6.1.1 OcHoBHas y4yebHas nuTepaTypa

PakutuH, P. FO.,|KomMnbloTepHble cetu BapHayn: Antanckun http://www.iprbooksh
Mockanenko, E. B. rocyapCTBeHHbI 2019 op.ru/102731.html
negarorm4eckmmn
yHuUBEpCUTET
Kaptawesckun, B. I.,|KoMmnboTepHble ceTu Camapa: NoBormKckmm http://www.iprbooksh
Ninxtuungep, b. A, rocy4apCTBEHHbIN op.ru/71846.html
Kupeesa, H. B., yHMBepcuTeT 2016
BypaHoBa, M. A. TernekoMMyHUKaunim n
MHdOpMaTUKK
lanac, B. IN. BbluncnutenesHble cuctemsl, Bnagumup: http://www.iprbooksh
ceTM N TereKkoMMYHUKaLun. Bnagmmupckun op.ru/57363.html
Yacte 1. BbluncnutenbHble rocy4apCTBEHHbIV 2016
cuUcTembl yHuBepcuteT um. A.l". n
H.I'. CtoneTtoBbIx
lanac, B. IN. BbluncnurenesHble cuctemsl, Bnagumup: http://www.iprbooksh
ceTM N TereKkoMMYHUKaLun. Bnagmmupckun op.ru/57364.html
YacTtb 2. Cetn n rocy4apCTBEHHbIV 2016
TenekoMMyHuKauum yHuBepcuteT um. A.l'. n
H.I'. CtoneToBbIx
KoeraHn, H. M. KoMnbloTepHbIE ceTU MuHCK: PecnyBnmKkanckuii http://www.iprbooksh
: Y op.ru/93384.html
WUHCTUTYT
2019
npodeccrnoHansHoro
obpasoBaHus (PUMO)
6.1.2 lononHuTenbHasa y4yebHasa nutepaTtypa
Koctuh, [. B. MpakTkym no BbINOMHEHMWIO http://www.iprbooksh
nabopatopHbix pabor no| Mocksa: MockoBckuii op.ru/61546.html
ancuunnuHe CucTembl|TEXHUYECKNI YHUBEPCUTET 2016
OBHapyXeHns BTOpPXeHWA B| CBA3U U UHOPMATUKM
KOMMbIOTEPHbIE CETU
Onueep N6e,|KomnbloTepHble  ceTu n Caparoe: http://www.iprbooksh
CuHuubiH U. B. cnyx0bbl yaaneHHoro gocTtyna MpodboBpasosaHie 2017 op.ru/63577.html
HyxHos, E. B. KomnbloTepHble ceTn. YacTb| TaraHpor: N3gatensctso http://www.iprbooksh
2. TexHonorun nokanbHbIX 1| KOxHOro dhegepansHoro 2015 op.ru/78675.html
rnobanbHbIX ceTen yHMBEpCUTETA
OnuBep, N6e,|KoMmnbloTepHble cetn n Caparos: http://www.iprbooksh
CuvHuubliH, L. B. cnyx6bl yaaneHHoro gocTtyna MpochobpazosaHme 2019 op.ru/87999.html
Yekmapes HO. B. BbluncnurernbHble CUCTEMBI, Capartos: 2017 http://www.iprbooksh
CEeTU N TENEKOMMYHMKaLIM MNpodobpasoBaHne 0p.ru/63576.html
Ceprees, M. O.,|KoMnbloTepHbIE cETU BopoHex: BopoHexckui http://www.iprbooksh
CepreeBa, T. u., rocyaapCcTBEHHbIN 2019 op.ru/93261.html

OnenHukoea, C. A.

TEXHUYECKUN
yHusepcuteTt, O6C ACB




6.2 MNepe4yeHb NpodeccnoHanbHbIX 6a3 AaHHbIX U NH(OPMALUMOHHO-CMPABOYHbIX CUCTEM
MopTtan PocctaHgapTta no ctaHaaptusauum [OnekTpoHHbin pecypc]. URL: http://standard.gost.ru/wps/portal/

6.3 MNepe4yeHb NULEH3NOHHOIO U CBOBOAHO pacnpocTpaHAeMoro NporpamMmmHoro oéecnevyeHus
MicrosoftOfficeProfessional
Microsoft Windows

6.4 OnucaHue maTepmanbHO-TEXHUYECKON 6a3bl, HEOOXOAMMOW ANA ocyLlecTBIIEeHNA obpa3oBaTeNibHOro
npouecca no gucumnnmHe

AyanTtopus OcHalueHne

MynbTmeannHoe obopynoBaHue, cneunannavpoBaHHas mebenb, Aocka
JlekumoHHas Y A pyA " P A
ayauTopus

MyJ'IbTVIMeD,VIVIHOG o6opyn08aHV|e, KOMMNbKTEPHaA TEXHUKA C BO3SMOXHOCTbIO NOAKITIOYEHUA K CETU
KOMI'Ib}OTeprIIZ Knacc «MHTepHeT» n obecneveHnem AO0CTyna B 3JIEKTPOHHYHO VIHd)OpMaLI,VIOHHO- 06paaoBaTeany|o cpeny
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