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Paboyasa nporpamma gucCUUNAMHbI COCTaBneHa B COOTBETCTBMU C hefepanbHbiM rocyaapCTBEHHbIM 0bpa3oBaTenbHbIM
CTaHOapToM Bbiclero obpasoBaHusi no HanpasneHuto nogrotoeku 09.03.01 MHdopmaTuka 1 BblYMCNIUTENbHAS TEXHUKA,
YTBEPXXAEHHBIM Npuka3om MuHucTepcTBa obpasoBaHusa 1 Haykm Poccuiickon Pegepauum ot 19.09.2017 r. Ne 929

CoctaButens (u):

KaHOnOaT TEXHUYECKMX Hayk, [JoueHT benaa T.N.
Ot kadeapbl cocTaBUTENS: KoBaneHko AnekcaHgp
3aBenyowun Kadpegpon MHOPMALIMOHHbIX " Hwkonaesuny

ynpasndarwmnx cunctem

Ot BbInyckatoLLen kacdeapbl: KoeaneHko AnekcaHap
3asegytownin kadheapon HwvkonaeBny

MeToauyeckuin otoen:




1 BBEOAEHUE K PABOYEW MPOrPAMME AUCLIMMIIUHbI

1.1 Llenb AMCUMNAMHBI: U3y4YeHVe NPUHLMMIOB obecredyeHns UHdopMaunoHHoli GesonacHocTy rocynapcTea,
MOAXOAOB K aHanuay yrpo3 ero UHMOPMaLMOHHON MHGPACTPYKTYpbl U OCBOEHWE AWUCLMMIIMHAPHBIX KOMMNETEHUMA Ans
pelleHns 3aaa4 3almTbl MHPOPMaLUK B MHPOPMAaLIMOHHBIX

cuctemax, a Takke oopmmpoBaHue yHaaMmeHTanbHbIX 3HaHWU B 06nactn MHgopmaumnoHHon 6esonacHocTu.
1.2 3apaum AUCLUMNNUHbI:

- N3yYeHmne OCHOBHbIX MOJIOXEHUI rocy4apCTBEHHOM NONUTUKK B 06riactu obecneyveHns

MHpopMaLMoHHoM 6e3onacHocTn Poccuickon depepaunm, OCHOBHbBIX MOHATMIA B 061acTyh 3almThl

MHdopMaUMM 1 METOOO0STIOMMYECKUX MPUHLMIMOB CO34aHNs CUCTEM 3aLnTbl MHopMauuu;

- U3yYeHune BUAOB 3allmLLiaeMon nHpopmaumm, yrpo3 nHgopmaumnoHHon 6e3onacHocTy,

CYLLHOCTM U pasHOBUOHOCTEN WH(OPMALMOHHOIO OpYXWUHA, METOAOB W CPeAcTB BedeHUs WHMOPMaLMNOHHbIX
BOWH;

- u3yyeHne meToOoB M cpedcTB obecnedyeHuss MHGOpMauMOHHOW 6e30NacHOCTU KOMMbIOTEPHbLIX CUCTEM,

MEeXaHW3MOB 3aWuTbl MHOpPMaUUK, dopMarnbHbIX Moaernein 6e30MmacHOCTU, KPUTEPUEB OLIEHKWM 3aLUMLLEHHOCTM WU
obecneyeHnss 6e30NacHOCTM aBTOMaTU3MPOBAHHbIX CUCTEM;

- npuobpeTeHne yMeHuI B noabope 1 aHanuse nokasatenein kayecTea U KpUuTepueB OLLEHKM

cuctem 6e30MacHOCTU, OTAENbHBLIX METOAOB M CPEACTB 3aluTbl MHOPMaLMKU, UCMONb30BaHUN COBPEMEHHOM
Hay4HO-TEXHWUYECKOI NUTepaTypoii AN peLleHns 3a4ay no Bonpocam 3alumTbl MHopMauuu;

- NpuoBpeTeHNE HaBLIKOB aHanM3a MHOPMaLIMOHHOM UHAPACTPYKTYPbI rocyaapcTBa C

TOYKM 3peHusi MHcpopmaumoHHoW GesonacHocTn, noabopa HOPMATUBHBIX U METOAMYECKUMX MaTtepuaroB Mo
BOMpocaM 3alUumnTbl MHhopMaLmm.

1.3 TpeboBaHusA K NpeaBapUTeNibLHOM NOAroToBKe OOy4aloLerocs:

I"Ipep,BapMTeanaﬂ noAroToBKa npegnonaraet co3gaHne OCHOBbI ANA (*)OpMI/IpOBaHI/IFl KOMNeTeHUUN, YKa3aHHbIX
B . 2, npun n3yvyeHnmn gucumnninH:

[vckpeTHas maTemaTuka

BbluncnutenbHas matemaTtuka

Basbl gaHHbIX

OKOHOMUKO-NPaBOBbIE OCHOBLI PbiHKa NPOrpPaMMHOro obecrneyeHuns
MaTtematuka

MeToabl nporpaMMrMpoBaHus

lMpaBoBepeHne

OnepauunoHHbIe CUCTEMBI

2 KOMMNETEHUWU OBYYAIOLWLErocs, ®OPMUPYEMBbIE B PE3YJIIbTATE OCBOEHUA OUCLIUMNIIUHBI

OlNK-3: Cnoco6eH pelwaTtb cTaHAApPTHbIE 3a4a4M npod)eccuoHanbLHOM AeATEeNIbHOCTU Ha OCHOBEe
MHhopMaLMOHHON N 6ubnnorpadnyeckon KynbTypbl C NPUMEeHeHMeM UH(POPMaLMOHHO-KOMMYHUKaLMOHHbIX
TEXHOJIOTMW U C Y4EeTOM OCHOBHbIX TpeboBaHuM H¢opmMaLMOHHON 6e30NacHOCTH;

3HaTb: BMAb! Yrpo3 MHGOPMALMOHHON 6e30MacHOCTM; OCHOBHbLIE MCTOYHUKM Yrpo3 MHOPMaLMOHHON Ge30MacHOCTU U UX
nocneacTeus

YmeTb: NPUMEHATb MeTObl 3KCNEepPTHOro oueHmBaHNA Ona 3agad 3alnTbl I/IH(bOpMaLI,VIVI; NMPUMEHATb MaTtemMmaTun4eckme
MeToAbl ANnAa aHasn3a CUCTeEMbI 3aLLUNTDI Manopmau,mm

BnageTb: BbiSIBMeHUs yrpo3 MHOpMaUMOoHHOW Ge3onacHocTM obbekTa, obecrneyvyeHust pexunMa U CEeKpPeTHOCTU Ha
obbekTe;

3 PE3YNIbTATbI OBYYEHUA NO AUCUUNNUHE

KoHTakTHas
paboTta

cp MHHoBaLl. dopma

dopmbl | TekyLlero
yacsl !
e | iy | 5| s | cosmpons

HavnmeHoBaHuWe v cogep)xaHue pasaenos,
TeM 1 y4eOHbIX 3aHATUI

Cemectp
(kypc ana 3A0)

Paspen 1. WHdopmaLmoHHas
Oes3onacHOCTb B CUCTEME HauuoHanbHoW| 8 0]
6e3onacHocTn Poccuiickon ®enepauunn




Tema 1. MNoHsaTne HauMOHanbHOM
6e3onacHocTn. Bwuabl ©Ge3onacHoctn U
chepbl  KM3HEOEATENBHOCTU  JIMYHOCTH,
obuwectBa u rocyaapcrtea. HaunoHanbHble
UHTepechl Po® " cTpaTterndeckme
HauMoHanbHble npuopuTeThl. LUenn n
CMbICIT TOCyAapCTBEHHOW Ccnyx0Obl. Ponb

cneumanucra no 3awmre
MHOPMaLIMOHHON 6e3onacHocTu B
obecneyeHun HaUMOHarnbHOW

6esonacHocTn rocygapctBa. OCHOBHble
COCTaBMAOLLNE HALMOHAIbHbBIX MHTEPECOB
Poccuiickon depepauyuu B
WHOpMaLIMOHHON cchepe.
WHdopmaLmoHHas BesonacHocTb
Poccuiickon depepaumm. UHTepechl
MINYHOCTU B MHGOPMALMOHHOW cdepe.
MHTepeckbl obuiectBa B MHOPMALMOHHOM
chepe. NHTepechl rocygapcrtea B
WHdopmMaunoHHon cdepe. Bugbl yrpos
MHOPMaLIMOHHON GesonacHocTn
Poccunckon ®eaepauunmn. VICTOYHUKN yrpo3
MHOPMaLIMOHHOWN GesonacHocTn
Poccuiickon depepaumun. BHewHuve
WUCTOYHMKKN Yrpo3. BHYTpEeHHWE MCTOYHUKM
yrpos. HanpasneHus obecneyeHus
NHOPMALIMOHHOMN 6e3onacHocTn
rocygapctea. [lpobnembl pervoHanbHOM
nHdopMaLMOHHON Be30nacHOCTH.

12

nn

Tema 2. VICTOYHUKM NOHATUIM B obnacTu
MHOPMaLIMOHHON ©esonacHocTu.
OCHOBHble  MOHATMS  UHAOPMAaLMOHHON
BesonacHocTu: OOKYMEHTMpPOBaHHas
nHdopmaums, BesonacHocTb
WUHdopmMauun, KOH(pMaeHUMansHOCTb,
LeNTIOCTHOCTb, AOCTYMHOCTb WMHOpMaLmu,
3awuTta MHgopmMauuKn, cuctema 3aliuThbl
nHdpopmaumm.  ObemeTogonornyeckme
NPUHUUNBLI  Teopun  NHOPMAaLMOHHOMN
6esonacHocTn. TloHATME U CyLHOCTb
3awmwaemon  uHdopmauuun. [llpaBa u
obsisaHHOCTN obnagatens uHdopmauuu.
Buabl 3awmLaemMon MHdopmMaunu:
rocygapctBeHHass  TaWHa,  cnyxebHas
TanHa, npogeccuoHarnbHas TarnHa,
KOMMep4eckas

TanHa, nepcoHanbHble AaHHble. [lepeveHb
cBeadeHun KOHnaeHUMansHoro
xapaktepa. [loHATME uWHTennekTyanbHOn
CcoBCTBEHHOCTM M OCOOEHHOCTU ee 3aLUuUThI.

MpakTnyeckoe 3aHaTne 1: NoHATME 1 BUABI
3awmwaemon mHdopmaumn. [MoHATME K
BUabI yrpos MHOPMaLIMOHHON
feannacHOCT

12
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Pasgen 2. WHdopmauuoHHas  BOWHA,
MeTOoAbl N CpeacTBa ee BefeHUs




Tema 3. MNMoHATUe yrpo3sbl MHAOPMALMOHHOM
6esonacHocTn. PakTop, BO3OENCTBYHOLLMN
Ha 3awuwaemyo uHdopmaumo. Tunbl

OecTabunuanpyowmx dakTopoB.
Knaccuduvkaums n BUAbI yrpos
MHOPMaLIMOHHOWN 6esonacHocTH.

BHyTpeHHME M BHELUHWE WCTOYHUKM Yrpo3
MHopmMaunoHHom 6GesonacHoCcTU. Yrposbl
yTEUKM WHopmaLum " yrposbl
HEeCaHKLMOHMPOBAHHOIO goctyna.
OcCHOBHblE aneMeHTbl KaHana peanusauuu
yrposbl BGesonacHocTu MHopmauun.
CybbekThl WHOPMAaLIMOHHOIO
npotmeBobopcTea. Llenn nHgpopmaumoHHoro
npotuBobopctBa. CocTaBHble 4YactTm wu

MeToabl NHOPMaLIMOHHOTO
npoTmMeBobopcTea. WHdopmaLmoHHoe
opyxue, ero Knaccudpmkaums n
BO3MOXHOCTMW.

Tema 4, MeToabl HapyLLeHus

KOH(UAEHUMANbHOCTM,  LENOCTHOCTM ¢
AOCTYNHOCTM  MHdopmaumn.  [MpuunHbl,
BMAbI, KaHanbl YTEYKM U  MCKaXKeHus
nHdpopmaumm. OCHOBHble  HamnpaBneHus
obecneyeHns NHEOPMaLIMOHHOMN
6esonacHocTn

06bekToB WHOPMALMOHHOM ccpepbl
rocygapctea B YCNoBuSX UHpOPMaLMOHHON
BOWMHbI. KOMMbloTEpHasa cMcTemMa Kak O0bekT
MHOPMAaLIMOHHON BOWMHbI.

Pasgen 3. ObecneyeHns
NHOOPMALIMOHHOMN BesonacHocTn

Tema 5. KomnbloTepHas cucteMa Kak 00bekT
MHopmaunoHHon ©GesonacHoctn. O6Lias
Xapaktepuctuka cnocoboB ©  CpeactB

3aWmThl MHdopMaLuun. [NpaBoBas,
TexHu4yeckas, Kpuntorpacduyeckas,
dunsnyeckas 3awuTa WHdopmaumn.

OpraH13auUnoHHO-NPaBoBbIe, TEXHUYECKME U1
KpunTorpaduyeckue meToabl obecrneyeHus

NHbopMaLIMOHHON GesonacHocTu.
MporpammHoannapartHble cpeacTea
obecneyeHus MHOPMaLIMOHHON
6e3onacHocTy.

lMpakTnyeckoe 3aHaATME 2: MexaHu3mbl
3alUuThbI WHpopmMaLum B
aBTOMAaTU3MPOBAHHBLIX CUCTEMAX

Tema 6. CopepxaHue CcepBUCOB
0©e30MacHOCTU  MPOrpPaMMHO-TEXHUYECKOrO
YPOBHS. MaeHTudukayms 7

ayTeHTUduMKauus, ynpaBrneHme LOCTYNOM M
aBTOpPM3aLMs, NPOTOKONMPOBaAHNE U ayauT.
KpunTtorpadgus

ansi cepucoB 6e3onacHocTH: WndpoBaHne
N KOHTPOSb LeNOCTHOCTU. OKpaHUpOBaHMe.
AHanun3  3awuuwieHHoctn.  ObecneyeHue
OOCTYMHOCTW. TyHHenuMpoBaHue.
YnpaeneHue.

MpakTnyeckoe 3aHATME 3. OcCOOEHHOCTM
OUCKPELUMOHHON U1 MaHAaTHOW  MoAenuv
©6e3onacHoCcTn

17 nn
10 nn
12,75 nn
4 nn




Tema 7. HasHaueHue bopMarnbHbIX Mogenen
6esonacHoctu. [Monutmka 6Ge3onacHocTwU.
MoHuTop BesonacHocTu obGpaLleHui.
OuckpeumoHHass 1 MaHgatHas  Mopenu
BesonacHocTu. dopmanbHble moaenu
ynpasneHus goctynom. Mogens XappucoHa-
Py330-YnbmaHa. Mogenb benna-Jlallagynbi.
dopmaneHble Mogenu uenoctHocTn. Mogenb
Knapka-BuncoHa. Mopenb Buba.
CoBmecTHOe  uUcMofb3oBaHWe  Mogenew
6esonacHocTnio  PoneBoe  ynpaBneHue
OOCTYMOM.

MpakTuyeckoe 3aHaTUEe 4: dopmarnbHble
mMoaenu 6esonacHocTn
aBTOMAaTU3MpPOBAHHBLIX CUCTEM

Tema 8. MeToabl W KpUTEPUN OLIEHKM
3aLUULLEHHOCTM  KOMMbIOTEPHBLIX  CUCTEM.
Mogenu, ctpaterum n cuctembl obecneveHus
nHdopmaumoHHon BesonacHocTn. Kputepum
n Knacchl 3aLMLLEHHOCTHU cpeacTs
BbIYMCIUTENBHON TEXHUKM n
aBTOMAaTU3MPOBAHHBIX  MH(OPMALMOHHbBIX
cucTem. Kputepun 6esonacHocTu
KOMMNbOTEPHbIX cucTem « OpaHXeBasi KHuray.
Obuwume Kputepum ©e3onacHocTn
MHOPMAaLIMOHHBIX TEXHOSOTNMN.
PykoBogsiLme gokyMeHTbl FocTexkommccum
(PCTIK) Poccuu. CraHgapTbl no
yrnpasneHunto WMHGOPMALIMOHHOM
6esonacHocTbio ISO/IEC 27000.

MNpakTnyeckoe 3aHaTMe 5: PykoBogsuime
OOKYMEHTbI OCTIK Poccun
(CocTexkomuccun)

nn

Tema 9. 3awwuTa nHdopmaumm,
obpabaTtbiBaemMonn B aBTOMAaTU3NPOBAHHbIX
cuctemMax OT  TEXHUYECKUX  pasBefok.
Knaccudpukauus " BO3MOXHOCTHU
TEXHUYEeCKNx  pasBedok. KomnbioTepHas
pasBedka. TEexXHUYEeCKMe KaHamnbl YTeYKu
nHdopmaLmm npu aKcnnyaTaumm
aBTOMAaTU3MPOBAHHbIX cuUcTeM.
OneKkTpoMarHmTHoe BO3JeNCTBME "
apdekTbl ero  Bo3gencTBus.  3awmTa
aBTOMAaTU3MPOBAHHbIX CUCTEM W CpeacTs
BbIYNCITUTENBHON TEXHWKU OT BHELUHEro
3NEKTPOMAarHUTHOro

BO3ENCTBUS.

MpakTnyeckoe 3aHATUE 6: 3awumTa
NMHcopmaumn, obpabaTbiBaeMoM B
aBTOMaTU3MPOBAHHbIX cuctemax oT
TEXHUYECKNX pa3Begok

nn

WUtoro B cemecTpe (Ha kypce ansa 3A0)

nn

KoHcynbTauum 1 npoMexyTodHas
aTTectauusa (3aver)

18

36

89,75

0,25

Bcero koHTakTHas pa6orta n CP no
AucumnnuHe

54,25

89,75

4 KYPCOBOE NPOEKTUPOBAHUE

Kypcoeoe npoeKkTnpoBaHne y‘-le6HbIM nraHoMm He npeayCMOTpEeHO




5. ®OH[ OLIEHOYHbIX CPEACTB AN NPOBEAEHUA NMPOMEXYTOYHOWU ATTECTALMU

5.1 OnucaHue nokasaresnier, KPUTEPMEB U CUCTEMbI OLIEHUBaHUA pe3yribTaToB 0by4eHuns
5.1.1 NokasaTenu oueHUBaHUA

Kopg HanmeHoBaHWe oLeHOYHOro
MokasaTenu oueHNBaHUA pe3ynbTaToB 06y4eHus
KoMneTeHuun cpeacTea

1. ®opmynupyeT OCHOBHble BuAbl  Yrpo3  UH(OpPMaLMOHHOM
©e30nacHOCTN, Ha3biBaeT OCHOBHbIE KaHarbl yTeYkn MHdopmMaumm Bonpocebl ans YCTHOro
2. [lMpoBoauT OUEHKY TeKyluMxX 3adady C TOYKM 3peHus 3almThl|cobecenosaHus

OnK-3 MHpopMaL MK, Ucnonb3yeT MaTeMaTUYECKUI annapat Ansi KOAUPOBaHNS
WHopmaLmm MpakTnyeckoe 3agaHne
3. BbigBnsieT KaHanbl yTeukn uHopmMalmm Kak B NOMeLLeHM, Tak N B
MHAOPMALMOHHON cucTeme, paspabaTtbiBaeT pexum CeKpeTHOCTM Ha|llpaktuyeckoe 3agaHue
obbekTe

5.1.2 Cuctema n KpuTEpUn OLleHMBaHUSA

LWkana oueHnBaHns

Kputepuun oueHnsaHns cpopMMpOBaHHOCTU KOMMETEHLNIA
YcTHOe cobecenoBaHue MucbmeHHasn paboTa

Obyuatownics TBEPAO 3HaeT
nporpaMMHbIi MaTtepuarn, rpaMoTHO U Mo
CyLlecTBY M3naraeT ero, He [onyckaeT
CYLLECTBEHHbIX HETOYHOCTE B OTBETE Ha
3auTteHo BOMNPOChHI, CNOCOOEH NpaBUNbHO NPUMEHUTL
OCHOBHble METOAbl WU WHCTPYMEHTbI MNpu
peLleHnMn MpakTUYeckux 3agad, Brageer
HEOOXOAMMbBIMUN HaBbIKaMy U NMpUEMamMn UX
BbIMOJNTHEHUA.

He 3auTteHo dopmynupoBkax U gokasaTenbcTBax,

Obyvalowmmcas  He  MOXET  U3MOXUTb
3HaYUTENBLHON yacTtu nporpamMmmHoOro
mMaTepuana, [[ornyckaeT CyLIEeCTBEHHbIe
ownbKN,  JOoMyckaeT  HETOYHOCTUM B

HapyLueHns B nocriegoBaTenbHOCTH
W3MNOXEHNA MpOrpamMMHOro  Matepuana;
HeyBepeHHo, ¢ BonbwMMK 3aTpyAHEHUSIMU
BbINOSHAET NpaKTUyeckne 3agaHus.

5.2 TunoBble KOHTPOJIbHbIE 3aA4aHUA UNU UHbIe MaTepuarbl, HeO6GXoAUMbIe ANS OLeHKU 3HAHUMW, YMEHUMN,
HaBbIKOB U (MNK) oNbiTa AeATENbHOCTH
5.2.1 NepeyeHb KOHTPOJNbHbLIX BONPOCOB

Ne n/n | PopMynNnpoBKM BONPOCOB
Cemectp 8

1 OcHoBHble nonoxeHunst KoHuenumn HaumoHaneHon 6e3onacHoctn Poccuiickon ®enepaumm n JOKTPUHbI
MHpopMaLMoHHo 6e3onacHocTn Poccuiickon ®eaepaumu.

2 MoHsaTne, npegmeT NHGPOPMaLNOHHON 6Ge30MacHOCTM U ee MeCcTOo B cUCTeMe obecnedeHunst HauMoHanbHoM
©e3onacHocTw.

3 Onpepenenne NOHATUA «roCyfapcTBEHHas TaviHay. lNepeveHb CBeAEeHUIN, COCTaBMSIOLNX FOCYAapCTBEHHYIO
TanHy.

4 MpaBoBble MEXaHN3Mbl OTHECEHWSI CBEAEHUI K rOCYAapCTBEHHOM TallHe, pacCcekpeumBaHus CBeOEeHUA U nX
HocuTenewn.

5 3awmTa rocygapctBeHHON TanHbl. CyObekTbl 3almTbl FOCY4apCTBEHHOM TanHbl, X YHKLUMM B AaHHOW cdepe.
KoHTponb 1 Haa3op 3a obecneyeHnem 3aLmTbl TOCY4apCTBEHHON TalHbI.

6 OcobeHHOCTV NPaBOBOW 3aLLUMThI CBEAEHUI, COCTaBMSAIOLLMNX rOCYAapCTBEHHYIO TalHy.

7 OCHOBHble 00BHEKTbI MHCTUTYTa KOMMEPYECKON TalHbI.

8 Cyb6bekTbl MHOPMALMOHHBIX NPAaBOOTHOLLEHMWI, BO3HUKAKOLMX MO MOBOAY KOMMEPYECKON TalHbI.

9 [MpaBOBON PEXMM KOMMEPYECKON TalHbI.

10 3awmTa npaB Ha KOMMepYecKyto TanHy. OTBETCTBEHHOCTb 3a HapyLleHusi npy paboTe ¢ KOMMepYeCKo TanHOM.

11 MHCTUTYTbI NpodeccrMoHanbHbIX TaH U MX 3HaYeHne ansa obecneyeHns 3almTbl Npae 1 cBoOOA Yenoseka u
rpaxxgaHvHa, KOMMEepPYECKUX UHTEPECOB OPraHM3aunii 1 yHpeXXaeHuin.

12 OCHOBHbIE KaTeropun CBEAEHNN, 3alMLLEAEMbIX B PEXUME NMPOdEeCCUOHAITbHOWN TalHbI.

13 OcHOBHbIe KaTeropuv cBejeH1, 3allmLLaeMbIX B pexmmMme npodeccroHansHOn TalHbl.

14 Cuctema NpaBoOBOro perynmpoBaHns OTAENbHbIX MHCTUTYTOB NPOdECCUMOHArbHbIX TaliH.




15 lMoHATNe 1 xapakTepucTMKa NpaBoHapyLLeHn B MHOpMaLMOHHOW cdepe.

16 KpuMuHanuctnyeckasa xapakTrepucTrka npectynieHumn B cepe KoOMnbTepHON MHpopmaumm.

17 OTBeTCTBEHHOCTb 3a NpaBOHapYLLEHNS B chepe KOMMbIOTEPHOW MHPOPMaLIMK.

18 OCHOBHbIE MOHATUSA U onpeaeneHnst MHPoOpPMaLUMOHHOM 6e30MacHOCTMW.

19 OCHOBHbIE NpUYMHbI YA3BMMOCTHK ceTu Internet.

20 AHanus yrpo3 6e3onacHoCT1 KopnopaTuBHbIX MUHGPOPMALIMOHHBIX CUCTEM, 0BYCNOBMEHHbIX AENCTBUAMU
CyObeKTOB.

21 AHanus yrpos 6e30nz%CHOCTM KopnopaTuBHbIX MHGPOPMALMUOHHBIX CUCTEM, OOYCITOBNEHHBIX TEXHNYECKUMMU
cpeacTBamMu U CTUXUAHBIMW UCTOYHUKAMMU.

22 dopmbl ceTeBbIX aTak Ha MHopMauuio.

23 HasHaveHune cuctembl 3aWwmnTbl MHGOPMaLUN.

24 Cnoco6bi 3awuTbl MHpopmaumn. Cpencrea 3awmTbl UHOPMaLMK.

25 KomnnekcHbIn nogxoa K pelleHmnio npobnemMs! 3alnTbl MHpopmMaumm.

26 MprHUMNbI NOCTpoeHMs cucTeMbl 6e3onacHocTu. MonuTtrka 6e3onacHocTw.

27 OCHOBHbIE NOHATUSA N onpeaeneHns KpunTorpadruyeckomn 3almTbl MHOPMaLn.

o8 Mpouecc nocTpoeHnsa nogcmctTeMbl MHpOpMaLMoOHHOM Be3onacHOCTU kopnopaTtuBHon ceTun. Mogenb
aganTUBHOIO ynpasneHus 6€30MacHOCTbI0 CETU.

29 CpepncTBa aHanm3a 3aLLMLLEHHOCTY BCEX YPOBHEN KOPNOPATUBHON MHPOPMALMOHHOW CUCTEMBI.
Knaccudukaumsa cuctem obHapyxeHust atak. Cuctembl 06Hapy>KeHMs aTtak Ha CETEBOM M OMepPaLiMOHHOM

30 |ypoBHsix. KomnoHeHTbl cuctem obHapyxeHus atak. Metogbl aHanmsa nHdopmaumn. Metoabl pearmpoBaHms.

CraHgapTbl 6e30onacHocTu.

5.2.2 TunoBble TecToBble 3aAaHnA

He npegycmoTpeHo

5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3aJaHUA (3agayu, Kerchbl)




* Mecto M ponb MHGOPMaUMOHHON 6Ge30onacHOCTM B pPasnuuHbIX cdepax XUIHeOEeATENbHOCTU JFIMYHOCTH
(obwecTBa, rocygapcrea).

» HaumoHnanbHasa 6e3onacHocTb. CyLHOCTb 1 BUAbI 6€30MacHOCTMW.

* MHdopmaumoHHas 6e3onacHoCTb B cMcTeEME HalnoHanbHow 6e3onacHocTn PO,

* Bnuaxme npoueccoB nHdopmaTmsaumumn obLLecTBa Ha cocTaBnaoLwmMe MHOPMaLMOHHON 6e30nacHoOCTHU.

» CocTaB n cogepaHne HanpaBneHnn NHopMaLnoHHON 6Ge3onacHoOCTH.

* [paBoBas 6a3a obecneyeHus nHopmaLmoHHon 6e3onacHOCTN NMYHOCTK (0bLLecTBa, rocyaapcTsea).

» [ocygapcTBeHHas MHoOpMaumMoHHasa nonutuka. Mictopmsi, ctTaHOBNEHME, CYLLHOCTb U cogep)XaHue, OCHOBHbIE
HanpaBneHus.

* Buabl Hpopmaumm ¢ TOYKM 3peHUst MHPOPMAaLIMOHHON 6e30MacHOCTY.

* Buabl 3awuwaemon nHdopmauun.

* MiHTepecbl nnyHocTm (06LwecTBa, rocyaapcTea) B MHGPOpMaLNOHHONM cdepe.

* Mpobnembl permoHanbHON MHOPMaLMOHHOM 6€30MacHOCTMW.

* OCHOBHblE HOPMATUBHO-NPABOBbIE aKTbl B 06nacTu nHopMaunoHHoi 6e3onacHoCcTy.

* Mictopudeckune atanbl pa3BuMTUSA cUCTEMbI 3auTbl MHopmaumm B Poccuu.

» DkoHoMMYeckune cakTopbl obecneyeHnss 6e3onacHOCTM KOMMEPYECKOW OpraHmn3auuu.

* Yrpo3bl MHOpMaLMOHHOM 6e30nacHOCTU 1 (bakTopbl, BO3OENCTBYOLLME Ha MHGOPMaLMIO.

* [MpryMHbI, BUAbI, KaHamnbl YTEYKN U UCKaXKeHWE MHdOopMaLnN.

* (hopmMaLMoHHOE opyxuMe, ero knaccudmkaumss 1 BO3MOXHOCTU. MIHbopmMauuoHHoe NpoTMBo6opCTBO.

» MeToabl HapyLeHnss KoHpMAEHUMANbHOCTK (LLEeNOCTHOCTH, AOCTYNHOCTM) MHGOPMaLUN.

* HaumoHanbHble nHTepeckl PO 1 yrposbl HauMoHansHon 6e3onacHocTy.

* Yrpo3bl MHhopMaLmoHHon 6e3zonacHocTu Poccuiickon ®eaepaumu.

* AHann3 yrpo3 nHopmMaunoHHoOM 6e30MacHOCTU KOMMBbIOTEPHbBIX CUCTEM.

* BHewHune (BHYTPEHHNE) NCTOYHUKM YrpO3 MHEOPMaLMOHHOW 6e30nacHOCTM rocyaapcTaa.

* AKkTyanbHble npobnembl 6€30NacHOCTN KOMMBIOTEPHBIX CUCTEM.

* AKTyarnbHble Npobnembl MHOPMaLMOHHON 6e30MacHOCTM NPY UCMOMb30BaHNN MOBUMNBHBLIX CPEACTB CBA3M.

* AKkTyanbHble Npobnembl MHOpMaLMOHHON 6e30MacHOCTM B CoLMarnbHbIX CETSAX.

* AKTyanbHble Npobnembl MHPOPMALMOHHON 6E30MacHOCTM KPUTUYECKM BaXHbIX OO HLEKTOB.

» KomnbloTepHasa cucteMa Kak 06 bekT MHPOPMAaLMOHHOIO BO3AENCTBUS.

» OcHOBHbIe HanpaBneHus obecneyeHns MHpOpMaLMOHHON 6e30NacHOCTU 06 BLEKTOB MHPOPMALIMOHHOM CdepbI
rocygapcTtea B YCNOBUAX MHPOPMaLMOHHOW BOWMHbI.

» CoBpeMeHHble MeTOAbl U CpeAcTBa 3amnThl MHOpMaLUN.

» 3agaym NoaroToBKM CNeumanvcToB Mo 3alnTe MHopMaLmn.

» OTeyecTBEHHbIE 1 3apybexHble cTaHAapThl B 0611acTv MHOOPMAaLMOHHON 6e30MacHOCTY.

* [MpaBoBble OCHOBbI 3aLUTbI NEPCOHANbHbIX AAHHbIX.

» Kpuntonorns n ocHOBHbIE 3Tanbl €e CTAHOBMEHUS N Pa3BUTKS.

» KomnnekcHbIn nogxon kK obecneveHmnto MHpopMaLMoHHoM 6e30nacHOCTu.

* OCHOBHblE MEXaHWN3MbI U CEPBUCHI 3aLLUTLI MHbOpMaL K.

* MpaBoBoe obecneyeHne MHHOPMALIMOHHON 6e30MNacHOCTMK.

* IixxeHepHo-TexHn4Yeckoe obecnedeHme nHpopmMaLMoHHOM 6e30nacHOCTH.

» OpraHusaums pranyeckon 3awnTbl MHopMaLnK.

» OpraHumsauus paboTbl C NEpCOHANoOM B cucteme MHopMaLMoHHOM 6e30nacHoCTH.

* MNMonnTtuka HdopMaLMoHHON B6e30MacHOCTM NPEANPUATUS U OpraHM3aumm.

* [lpaBoBble (OpraHM3auNOHHO-TEXHUYECKNE, SKOHOMMYEckue) meToabl obecneyeHnss WHGOPMALNOHHOMN
6e3onacHocTu.

» ObecneyeHne NHPOPMaLMOHHOM BGE30MACHOCTM KOMMBIOTEPHBLIX CUCTEM.

* AHann3 coBpeMeHHbIX NOAXOAO0B K MOCTPOEHMIO CUCTEM 3aLLUUTLI MHCpopMaLmK.

* KpuTepyn OUEHKM 3alMLLEHHOCTM KOMMbIOTEPHBIX CUCTEM, MeToabl W cpeacTBa obecneyeHuss KX
NMHopMaLMOHHOI 6e30nacHOCTH.

* OcobeHHocTn obecneyeHns WHGOpPMaLMOHHOM 6e30NacHOCTU KOMMbIOTEPHbLIX cucTeM npu obpaboTke
MHopMaL MK, COCTaBNSAOLWEN roCy4apCTBEHHYIO TalHy.

» ObecneyeHne 6e30MacHOCTM TEXHUYECKUX CUCTEM U YESTOBEKA B YCNOBMAX UCNONb30BaHMA NHGOPMaLMOHHOTO
OPYXUS.

* AHann3 gakTopoB, onpeaensawmnx 6e30nacHOCTb TEXHNYECKNX CUCTEM.

» Knaccudmkaums n BO3MOXHOCTU TEXHUYECKUX pa3Benok.

* [MokasaTtenu 3almLLEeHHOCT CPEACTB BbluMCIMTENBHON TeXHUKM oT HC, kK nHdopmauun.

* Maponb kak cpeacTBo 3awmtbl oT HCL.

» TpeboBaHuA Mo 3almTe UHpopMaLMn B aBToMaTU3MPOBaHHbIX cucteMax ot HCL.

» OueHka 6e30nacHOCTM MHPOPMALIMOHHBIX TEeXHOMOrMn no OBLWMM KpUTEPUSIM.

5.3 MeToaunyeckue maTtepuansi, onpegensitolime npouenypbl oLeHMBaHUA 3HaHUWA, YMeHUIW, BNaaeHUn (HaBbIKOB
¥ (UnK) NpPaKTUYECKoro onbITa AeATENbHOCTH)

5.3.1 YcnoBus gonycka oby4atrowerocsi K npomMexXyTo4Hon aTTectaumm U NopsaoK NUKBMAALIMKM aKafeMU4yeckon
3a10/MKEeHHOCTHN

[MpoBegeHve NPOMEXYTOYHOW aTTecTauun pernameHTUPOBaHO fokanbHbIM HOpMaTuBHbIM aktom CII6IMYIMTA
«lMonoxeHne o NpoBeAEHNM TEKYLLErO KOHTPOSA YCNEBAEMOCTHN U MPOMEXYTOYHOM aTTecTaumm obyyaoLwmxca»

[MonoxeHne o NpoBeAeHUN TeKyLUEero KOHTPOMs yCneBaeMOCTW U NMPOMEXYTOYHOW aTTecTauumn oby4aroLmxcs
(npuHATO Ha 3acepaHun YyeHoro coseTta 31.08.2013r., npoTtokon Ne 1)



5.3.2 ®opma npoBefeHUs NPOMEXYTOYHOM aTTecTauum No AUCUMnInHe

YcTHaqa X lMucbMeHHasa KomnbloTepHoe TecTUpoBaHue WHas

5.3.3 Ocob6eHHOCTU NpoBeAeHUsi NPOMEXYTOYHOM aTTecTalMm No AUCLUUNInHe

Mpn npoBegeHnn 3aveTa Bpemsi, OTBOANMOE Ha MOArOTOBKY K OTBETY, cocTasnseT He 6onee 40 muH. Hukakowm
crnpaBoYHOM MHpopMaLmmn obyyatoLemy He npegocTaenseTcs. Bpems, oTBognmoe Ha 3awmuTy nabopaTtopHoi paboThl, He
OOIMKHO npeBblwaTtb 20 MUH, BKIoYasi KpaTKUIA 4OKNaA No pesyrbTatam U OTBETbI Ha Bonpockl. CoobLeHne pe3ynbTaToB
obyuvaroLemMycsa NpoM3BoANTCH HENOCPEACTBEHHO MOCIe YCTHOrO OTBETA

6. YYHEBHO-METOOAUYECKOE U UH®OPMALIMOHHOE OBECNEYEHUE AUCLIUMIIUHDbI
6.1 YyebHasa nutepaTtypa

ABTOp | 3arnasuve | MN3paTenbcTBO Moa uspaHua | Ccblinka
6.1.1 OcHoBHas yuyeb6Hasa nutepaTtypa
lopes, A. U.,|ObpaboTka " sawmTal 5 o Omckas akanemMus http://www.iprbooksh
Cumakos, A. A. nHcpopmaLmm B .MB,EI, Poccumt 2016 op.ru/72856.html
KOMMNbITEPHbIX CUCTEMAX
ABepueHkoB, B. W.,|OpraHusaumoHHas  3awwmta BpsiHck: BpsAHCKMI http://www.iprbooksh
PoeiToB, M. 1O. NHcpopmaLmm rocyaapCTBEHHbIN 2012 op.ru/7002.html
TEeXHNYECKnN
yHMBEPCUTET
Bawnbl, M. H., Babaw, | HdopmaumoHHasa Mockea: EBpasuitckuii http://www.iprbooksh
A. B., bapaHoBa, E. K. |6e3onacHocTb ©  3awwumTa - 2012 op.ru/10677.html
OTKPbITbIA MHCTUTYT
MHdopMaunn
Hwukudopos, C. H. BawmTa nHdopmauun.| Cankt-MNetepbypr: CaHKT- http://www.iprbooksh
Bawwta oT BHELLUHUX MeTepbyprckuin op.ru/74381.html
BTOPXXEHWUW rocygapCTBEHHbIN 2017
apXUTEKTYpHO-
CTPOUTENBHbIN
yHusepcutet, 95C ACB
[onukos, A. M. 3awmTta wuHbopmauum  oT Tomck: ToMcKum http://www.iprbooksh
YyTEYKM MO  TEXHUYECKUM rocyaapCTBEHHbIN op.ru/72090.html
KaHanam YH/BEPCUTET CUCTEM 2015
ynpaBneHuns u
pPaano3neKTPOHUKN
6.1.2 lononHuTenbHasa y4ebHasa nutepartypa
®epopos, B. B. NHdopmaumoHHble http://www.iprbooksh
TexHonormm n 3awmTa op.ru/69725.htmi
MH(pOpMALMM . Mocksa: Poccuickas
npaBoOXpaHUTEIbHON 2014
TaMoXeHHasi akagemuns
[EeATENbHOCTU  TaMOXXEHHbIX
opraHoB Poccuiickon
degepaunn
BycbirvH K. H. 3awmta  uHpopmauun B http://publish.sutd.ru/
Internet cre.: crierynt 2014 tp_ext_inf_publish.ph
p?id=2043
Makapos A. I'.,|KomnnekcHas 3awuTta http://publish.sutd.ru/
Mepeboposa H. B.,|nHdopmayun Ha cre.: crierynt 2014 tp_ext_inf_publish.ph
BarHep B. W. npeanpuaTum p?id=1841
Mpoxoposa, O. B. MHdopmaumoHHas Camapa: Camapckui http://www.iprbooksh
fGesonacHoCTb M 3awmTa rocyapCTBeHHbIN op.ru/43183.html
WHopmMaLmu apXUTEKTYpPHO- 2014
CTpOUTENbHbIN
yHusepcutet, 96C ACB

6.2 MNMepe4yeHb npocdeccuoHanbHbIX 6a3 AaHHbIX U UH(POPMaALMOHHO-CMPAaBOYHbIX CUCTEM
OCTIK Poccun  depepanbHas criyxba no TEXHUYECKOMY 1 3KCNOPTHOMY KOHTponto - https://fstec.ru/

6.3 NepeyeHb NULEH3UOHHOIO U CBO6OAHO pacnpoCcTpPaHsAeMOoro NporpamMmmMHoOro oéecrneyeHust
MicrosoftOfficeProfessional
Microsoft Windows




DosBox

Python

Notepad++

Microsoft Visual C++ 2010 Express

6.4 OnucaHue maTepmanbHO-TEXHUYECKOMN 6a3bl, HEOB6XO0AMMOWN AN ocyLecTBeHMA o6pa3oBaTeNibHOro
npouecca no gucumnnuHe

1. O6opynoBaHue ayauTopum Ansi NpoBeAeHUSA NEKUNOHHbIX 3aHATUIA: BUOEONPOEKTOP C SKPaAHOM.
2. JlabopaTopHoe obopyaoBaHue: nepcoHarbHble KOMMNbOTEPbl, 00 beAUHEHHbIE NOKaNbHOM BbIYUCIIUTENBHON
CeTbio Kadedpbl U UHCTUTYTA C BbIXOAOM B VIHTepHeT.

Ayautopus OcHalueHne

MynbTumeamniiHoe obopyaoBaHue, cneynanmanpoBaHHas mebenb, gocka
INekunoHHasa ayautopus

MynbTnmegnnHoe obopyaoBaHWe, KOMMbIOTEPHAA TEXHMKA C BO3MOXHOCTbIO MOAKIHYEHMS K
KomnbtoTepHbilt knacc |[cetn  «MHTepHeT» w©n  obecneyeHneMm goctyna B 3NEKTPOHHYH  MHOPMAaLMOHHO-
obpasoBaTenbHyto cpeay

CneumanuanpoBaHHas Meberb, gocka

YyebHasa aygmtopusi
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