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Paboyasa nporpamma gucCUUNAMHbI COCTaBneHa B COOTBETCTBMU C hefepanbHbiM rocyaapCTBEHHbIM 0bpa3oBaTenbHbIM
CTaHOapToM Bbiclero obpasoBaHusi no HanpasneHuto nogrotoeku 09.03.01 MHdopmaTuka 1 BblYMCNIUTENbHAS TEXHUKA,
YTBEPXXAEHHBIM Npuka3om MuHucTepcTBa obpasoBaHusa 1 Haykm Poccuiickon Pegepauum ot 19.09.2017 r. Ne 929
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Ot kadeppbl cocTaBuTEnNS: KoeaneHko AnekcaHap

3asegyowun Kadpegpon MHGOPMaLIMOHHbIX 7] HwvkonaeBny

yNpaensioLwmnx CUCTeM

Ot BbInyckatoLLen kacdeapbl: KoeaneHko AnekcaHap
3asegytownin kadheapon HwvkonaeBny
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1 BBEOAEHUE K PABOYEW MPOrPAMME AUCLIMMIIUHbI

1.1 Lenb aucuunnuubl: ChopmmpoBaTb koMneTeHUMM obyyaroLerocsi B 06nact COBpEMEHHbIX HanpaBneHumn
pasBUTUS KOMMbIOTEPHbBIX CETEN W TENEKOMMYHMKaLNIA

1.2 3apgauv AUCLUMUNIUHBI:

» PaccmoTpeTb TeopeTnyeckme OCHOBbI apXMTEKTYPHON U CUCTEMOTEXHUYECKON OpraHn3aumnn BblMUCTINTENbHBIX
ceTten

* [MokazaTb 0COBEHHOCTU KOHPUIYpMPOBaHMS NOKanbHbIX CETEN

* PaccMoTpeTb TEXHOOrMM NOCTPOEHUS U CONPOBOXAEHNSA MHADOKOMMYHUKALMOHHBIX CUCTEM U CETEN

* MNokasaTb 0COOEHHOCTM BbliGOpa, KOMMIEKCMPOBAHWS M 3KCMyaTauuy nporpaMmmHo-annapaTHbIX CPeAcTB B
CO3[aBaeMbIX CETEBbIX CTPYKTypax

» PaccMoTpeTb TeOpeTUYEeCcKme OCHOBbI MOCTPOEHNS CETEBLIX NPOTOKOMOB

1.3 TpeboBaHus K NnpeaBapuTeNiLHOM NOAroToBKe OOy4aloLerocs:

MpepBapuTenbHas NOAroToBKa npegnonaraeT co3gaHne OCHOBbI AN OPMUPOBAHUSA KOMNETEHLMI, YKa3aHHbIX
B M. 2, NPU U3YYEHUN SUCLUMIINH:

Bbasbl gaHHbIX

MHopMaunoHHbIE TEXHONOIMK
Web-nporpammupoBaHue

2 KOMNETEHUNUN OBYYAIOWEIocsd, ®OPMUPYEMBbIE B PE3YJIbTATE OCBOEHUA OUCLIUMIIUHBI

OlMK-5: Cnoco6eH nHcTannupoBaTb NporpaMMHoOe U annapaTtHoe obecne4yeHue anst UHPOPMaLMOHHbIX U
aBTOMaTMU3UPOBaAHHbIX CUCTEM;

3HaTb: 6a30Bble TEXHONOMM NoKanbHbIX CETEeN, MX 0COBEHHOCTU, MeTOAbl A4OCTYNa, cneundukaumn.

YmMeTb: wucnonb3oBaTb CcoBpeMeHHble CUCTEMHble nporpamMmmHble cpeacTtBa:. ceTeBble onepaunoHHble CUCTEeMbl,
o6cny>|<V|Ba+ou4me CepBUCHbIE NMporpaMmbil.

BnapeTtb: noncka n YCTpaHeHua Henonaaok B CeTu.

OlK-7: CnocobeH y4yacTBOBaTb B HAaCTPOMKe U Hanagke NporpaMMHO-annapaTHbIX KOMMNJEKCOB;

3HaTb: COBpeMeEHHbIEe OOCTUXEeHUA BbIYNCITUTENBHON TEXHUKN (Bbl‘-WICJ'IVITeJ'IbeIe CUCTEeMbI N CeTun TeJ'IeKOMMyHVIKaLI,VIVI.

YMeTb: HacTpouTb OCHOBHble Cry»6bl IP ¢ nmomolblo rpacuyeckoro uHTepdeica; onucatb CTpykTypy WHTepHeTa u
NPVYHUMNbLI 0BMeHa AaHHLIMU MEXAY y3namMu B VIHTepHeTe.

BnapeTb: HacTPONKN CeTEBbLIX YCTPOWCTB C NOMOLLLIO rpadunydeckoro nHtepdenica n CLI.

OlNK-3: Cnoco6GeH pelwaTb cTaHAAPTHbIE 3aaa4M npod)eccuoHanbLHOM AeATEeNIbHOCTU Ha OCHOBEe
MHhopMaLMOHHON N 6ubnnorpacdnyeckon KynbTypbl C NPUMEeHeHMeM UH(POPMaLMOHHO-KOMMYHUKaLMOHHbIX
TEXHOJIOTMW U C Y4EeTOM OCHOBHbIX TpeboBaHu HopMmaLMOHHON 6e30NacHOCTH;

3HaTb: 6a30Bble TEXHOMOMMM NIOKANbHbIX CETEW, UX OCOBEHHOCTU, METOAbLI AOCTYNA, cneuudukauum
YMeTb: cnnaHMpoBaTb OCHOBHYH NPOBOAHYH MHAPACTPYKTYPY AN nepegaym ceTeBoro Tpaduka.
BnapeTb: HacTPOMKN CETEBbBIX YCTPOUCTB C NOMOLLLIO rpadunydeckoro nHtepderica n CLI.

3 PE3YNIbTATbI OBYYEHUA NO ANCUUNIIUHE

O |KoHTakTHas
< ¢}
o pabota
5® WHHoBaL,. | dopma
HaumeHoBaHWe n cogepxaHune pasgenos, | § « CP
_ 2 g dopmbl | TekyLlero
TEM 1 y4eOHbIX 3aHATUI 3 3| nNex Mp. (vachbt) .
8o 3aHATUIA | KOHTpons
o (vacel) | (yachkl)
<
Pasgen 1. OcHoBbl MHpOPMALMOHHO-
BbIYMCNUTENbHbIX CETEN
Tema 1. Knaccudpukauus
MHpOpPMaLMOHHO- BbIYUCTIUTEBHbIX
ceTen. Cetn O[HOPaHroBble "
"knueHT/cepBep". Tunbl CepBeEpPOB:
(hannoBble CepBepbl, CepBepbl ne4yaTw, 6 0
cepBepbl NPUNOXEHWNA, cepBepbl 2 4 10
coobuieHun, cepBepbl 6a3  OaHHbIX.
CeteBas TOMONorns: LUMHHaA,
3Be3noobpasHas, KonbLeBas,
“3Besga-LumHa’, “3Be3fa-konbLo”,
syencras (coToBas).
CeTeBbleapXUTEKTYDbI: Ethernet.




Tema 2. KaHanbl nepepayn [aHHbIX W©
CeTeBble  KOMMOHEHTbl.  AHarnorosble
KaHanbl nepegadvn padHbix. Lndposble
KaHanbl nepegadv faHHblx. Pasgenenue
KaHanoB MO BpPemMeHu U  4yacToTe.
XapaKTepucTUKN NPOBOAHBLIX NMUHNIN CBA3N.
KoakcnanbHbin  kabenb. Kabenb Tuna
«BuTasa napay». ONTOBOJIOKOHHbIN kabenb.
Mnatel ceTeBoro apgantepa: NpUHLMN
paboThl, napameTpbl HaCTPOWKW.
MpakTnyeckoe 3aHgaTUNE: CerteBble

Tema 3. becnpoBogHble nokanbHble
BbluMCnIUTENbHbIE  ceTU.  CnyTHUKOBbIE
kaHanbl. becnpoBogHble  nokanbHble
BblUMCIIUTENbHBIE CETU: WHpakpacHoe
n3nydyeHve, nasep, paguonepegada B
Y3KOM aunanasoHe (oaoHo4acToTHast
nepegava), paguonepeaaya B
paccesHHOM cnekTtpe. MobunbHble ceTu:
nakeTHoe paanoCcoefuHEeHne, COTOBblE
CcUCTEMBI CBSI3MK, MMWKPOBOJTHOBbLIE
cuctembl. TexHonorun Wi- Fi, Bluetooth,
WIMAX, ZigBee. lNpaktnyeckoe 3aHaTue:
BecnposoaHble JIBC.

Paspen 2. CeTteBble moaenn n crnocoobl
JocTyna K cpefe nepefayn gaHHbIX

Tema 4. OTanoHHas Moaenb B3auMOCBSA3N
OTKpbITbIX cucteM. Mogens OSIl. Mogenb
IEEE Project 802. lNMepegaya gaHHbIX NO
ceTn: (pyHKUMM NakeToB; CTPYKTypa
nakeTta; dopmupoBaHue, agpecaumst wu
pacchbinka NakeToB; ncnonb3oBaHne
nakeToB npu neyatn. PyHKUUU YPOBHEWN

Moaenu OSl.CeTtesaBucumble n
ceTeHe3aBUCUMbIE YPOBHM. Mogenb
TCP/IP. Mogenu NMOCTaBLLVKOB.

MNpakTnyeckoe 3aHaTHE: TeopeTnyeckas

Tema 5. lpoTokonbl U MeToAbl JOCTYyna.

MpoTokonsl B MHOroypoOBHEBOW
apxuTekType: CTeKU NPOTOKOIOB,
npuBA3ka. CraHpapTHble CTeKMN.

MpuknagHble, TpaHCNOPTHbIE U CeTeBble
npoTtokonbl.  CTaHdapTel  NPOTOKOSOB.
MpoTokonsl yrnpaBneHus.
MHOXeCTBEHHbIN  [OCTYNn C KOHTpoOnem
Hecylleln n obHapyxeHneM KOH(IUKTOB.
MHOXeCTBEHHbIN [OCTYN C KOHTPONem
HecyLen " npegoTepaLleHnem
KOH(ITMKTOB. MapkepHble MeToabl
poctyna. loctyn no npuopuTeTy 3anpoca.
MpakTnyeckoe 3aHATME: [lpoToKONbl WU
MeToAbl AocTyna.

Tema 6. MeToguka npoOEKTUPOBaHNUS
nokanbHoW ceTn opraHusauun. MicxogHole
JaHHble, BbIOOp pasmepa W CTPYKTYpbl
cetn, BbIGOp o0b6opygoBaHMs, BbibOp
ceTeBbIX MporpamMmmHbIX cpeacTs. Beibop ¢
y4yeToM CTOMMOCTW, NPOEKTUpOBaHue
kabenbHOM cUCTeMbl, ONTUMMU3ALUA U
MOuUCK HeucnpaeBHocTen B paboTtatoLlen
ceTn. lNpakTtuyeckoe 3aHATME: CeTeBble
apXUTEKTYDbI.

Pasgen 3. MeTtogbl nepefadn OaHHbIX
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Tema 7. MeToabl nepeaayn OUCKPETHbBIX
JaHHbIX  Ha  (PM3NYECKOM  YPOBHE.

AHarnorosas MOZYNSALMS: MeToabl
aHaroroeom MoAynsaLuK, CrexTp
MOAYNMPOBAHHOTO curHana.MeTogbl
LMdpoBoro KOOMPOBaHWS:

noTeHUuManbHbIn kog 6e3 BO3BpaLleHus K
Hyno, MeTo GMnonsapHOro KoaupoBaHUS
C anbTepHaTMBHOWN WHBEpPCUEN,
noTeHuManbHbli KOO C MHBEpCUen npwu
eanHnue.MeToabl LuMdpoBOro
KOANPOBaHUA: GUNONSPHBIN UMMYMBCHBIN
KOO, MaH4YeCcTEepPCKU Ko, NOTEeHUManbHbIA
kKog 2B1Q. Jlormyeckoe KogupoBaHME:
N30bITOYHbIE KOAbI, CKpambnunpoBaHue.
OnckpeTHass  MogymnAuus  aHanoroBbIX
CUrHanos. MpakTnyeckoe 3aHsdTME:
MeToapl nepegayn OMCKPETHbIX AaHHbIX
Ha PU3MYECKOM YPOBHE.

Tema 8. MeTogbl nepegaum [gaHHbIX
KaHanbHOro YPOBHSI. CWHXPOHHbIE
CUMBOJIbHO-OPUEHTUPOBaHHbIE U BUT-
OpUEeHTUPOBaHHbIE NpoToKonbl. MNepenayva
C YCTaHOBMEHMEM CcoeauHeHnss un 0Ge3
YCTaAHOBMEHMS  coeauHeHus.  MeTtoapl
obHapyxeHua ownboK: KOHTPONb Mo
napurery, BEpTUKAIbHbIN 7]
rOpU3OHTarnbHbIA KOHTPOSb MO NapuTeTty,
UMKINYECKUA  M3ObITOYHBIA  KOHTPOIb.
MeToabl koppekuMn owwmnboK: MeTon C
NPOCTOSIMU, METO[ «CKOSb3SILLLEro OKHay.
MpakTnyeckoe 3aHATHE: MeTtoapl
nepegayun gaHHbIX KaHaNbHOro YPOBHS.

10

10

Tema 9. Metogbl nepegayun AaHHbIX
CeTeBOro ypoBHs. MeToabl KOMMYyTaLMWK.
KommyTaumss  kaHanoB Ha  OCHOBe
YacTOTHOro
MynbTuUnnekcuposaHus.Kommytauns
KaHanoB Ha  OCHOBe  pasgeneHus
BpeMeHu.KommyTauus NnakeToB:
NpUHLMNGI, pexumsbl, nponyckHas
CnocobHOCTL ceTen C  KoMMyTauuen
naketoB. KommyTtauua  coolLieHui.
Jlornyeckass CTpykTypusaumss cetm cC
MOMOLLBLIO MOCTOB M KOMMYTaTOpPOB.
MpuHUMNbLI MapwpyTusauun. NpoTokorsbl
MapLUpyTU3aLmu. DyHKLUMU
MapLupyTmusaTtopa. Appecauus B
IP-cetax. Tunbl agpecoB cteka TCP/IP
(nokanbHble, ceTeBble, [OOMEHHbIE),
dopmbl 3anucu |IP-agpeca, knaccel IP-
agpecoB.Ocobble IP-agpeca,
ncnonb3oBaHue MacokK npu
IP-agpecauuu, aBToMaTmsauus
npouecca HasHadeHus  IP-agpecos.
OTobpaxeHune IP-agpecoB Ha
nokarnbHble agpeca. OpraHusauus
OOMeHOB " OOMEHHbIX UMEH.
MpakTuyeckoe 3aHaTue: MeToabl
nepefayun JaHHbIX CETEBOro YPOBHS.

Utoro B cemecTpe (Ha kypce ansa 3A0)

KoHcynbTauuu n npoMexyTovHas
atTectauusa (3aver)

10

nn

17

34

92,75

0,25




Pasgen 4. BHyTpeHHee yCTPOWCTBO
MHTepHeTa

Tema 10. WHTepHeT-cTaHaapThl,
MHPaCTPYKTYpa, nNporpamMMHbIi
nHTepdenc ans NPUNOXEHWHN,

npotokonel. [doctyn B UHTepHeT uyepes
DSL (digital subscriber line). KabenbHble
cetn poctyna. foctyn B WHTepHeT no
TexHonormn FTTH (Fiber To The Home).
KopnopatuBHble © [oMallHWE CeTu
poctyna: Ethernet un  Wi-Fi. Cetun
6ecnpoBogHoro goctyna: 3G, 4G u LTE.
MpakTnyeckoe 3aHaTWe: KommyTauums
KaHanoB WM KOMMyTauus  NakeToB.
3agepxku, norepu, nponyckHasi
CcnocobHOCTL B CeTw.

Tema 11. CeteBas CTPYKTYypa
WHTepHeTa: cetu 4ocTtyna,
pervoHanbHble npoBanaepsl,
npoBanaepbl MNEPBOrO  YPOBHS, TOYKM
NpUCYTCTBUSA, MHOFONHTEPPENCHBIN

PEXMM, MUPUHT, TOYKN 0OMeHa TpadmKom
(IXP), ceTu npoBagepoB KOHTEHTA.
MpakTuyeckoe 3aHATHE: CeteBad

CTPYKTYypa.

Tema 12. Tunbl ceTeBbIX aTak: BUPYCHI,

Yepsu, nporpamMmbl-LLMWOHBI,
ceTn-60THeTbl, OTKas B obCnyXuBaHUK
(DoS-aTakn), pacnpege-rieHHble
DoS-aTaku, CHUdPUHT (aHanus)

nakeToB, |IP-cnydmHr (nogmeHa agpeca).
MpakTuyeckoe 3aHATME: CeTeBble aTaku
(Bonpocbkl 6e3onacHoCTK).

Paspen 5. TeopeTunyeckme 7]
npakTnyeckmne acnekKThbl CeTeBbIX
NpUNoXeHun

nn

Tema 13. Apxutektypa  ceTeBblX
NPUNOXEHNI: KNNEeHT-cepBepHas,
ogHopaHrosas (P2P). Bsanmopencteue
MPOLIECCOB: KIMEHTCKUN W CepBEPHbLIN

npoLeccsl, UHTEepdenc Mexay
MpoLeccoM W KOMMbIOTEPHON CETbHO
(cokeThl), agpecauus npoLeccoB.

lMpakTnyeckoe 3aHATME: ApXUTEKTypa
CeTeBbIX MPUMOXEHU.

Tema 14. TpaHcnopTHble CRnyx0bl,
Tpebyemble MNPUMOXKEHUID:  HadexHasi
nepegava OaHHbIX, nponyckHas
CNOCOBHOCTb, BpeMsi [OCTaBKMU,
6e3onacHoCTb. TpaHCMOpTHbIE CRyXObl
WHTepHeTa: cnyx6bl npoTtokona TCP,
cnyx6bl npoTokona UDP. BesonacHocTb
npotokona TCP: «kpunTtorpadguyeckun
npotokon SSL (Secure Sockets Layer).
Pasnuyne Mexay ceTeBbIMU
NpUNOXeHUaMu " npoTokonamu
npuknagHoro ypoBHsA. [pakTnyeckoe
3aHATMe: Mcnonb3oBaHne aHanusatopa
naketoB Wireshark pgns  usy4veHus
OCHORBRHbIX _aCNEeKTOR NboTokonor TCP.




Tema 15. [NporpammmpoBaHMe COKETOB C
ucnonb3oBaHnem npoTtokona UDP.
MporpammupoBaHue COKeTOB c
MCNOMNb30BaHMEM npoTokona TCP.
MpakTnyeckoe 3aHAaTHe:
MporpammmnpoBaHue COKeTOB.

Paszgen 6. T[lpoTtokonbl ©  CRNyxObl
MHTepHeTa

nn

Tema 16. O6G3op npotokona HTTP.
HTTP- coeaAuHeHuA: HEenocTOosiHHbIE,
NOCTOSIHHbIE. CoobuieHmne-3anpoc
npotokona HTTP. CoobleHne-oTBeT
npotokona HTTP. Bsaumogencrteue
nonb3oBartens " cepBepa:
cookie-channbl. TexHornorus Beb-
K3LWMpPOBaHWSA: MPOKCU-CepBep, npumep
KowupoBaHua. HTTP-npoTokon: meTon
GET c ycnosuewm. Nepegaya cannos no
npotokony FTP. [lpotokon SMTP.
CpaBHeHnue npoTokonos SMTP un HTTP.
dopmatbl NoYTOBOro coobLeHus.
MpoTokonbl gocTyna K 3MEeKTPOHHON
noute: POP3, IMAP. QnekTpoHHasi noyTa
yepe3 Beb-MHTepdelic. [lpakTuyeckoe
3aHATMe: Mcnonb3oBaHue aHanusaTtopa
naketoB Wireshark ana  uayyeHus
OCHOBHbIX acnektos rnpotokona HTTP
(B3anmopenctene nocpeactsom GET-
3anpocoB 1 OTBETOB cepBepa, opmarthbl
HTTP-coobuweHun, nepegaya GonbLumnx
hannos HTML, hannos co
BCTPOEHHbIMM  OObekTamu,  BOMPOCHI
ayTeHTudumkaumm un 6GesonacHocTn B
HTTP).

Tema 17. MpuHumMnbl paboTbl cUCTEMBI
OOMeHHbIX  umMmeH  (DNS):  cnyxObl,
CTPYKTYypa. DNS: pacnpegerneHHas
nepapxudeckasi 6asa gaHHbIX: KOPHEBbIE
cepBepbl, CepBepbl BEPXHEr0 YPOBHS,
aBTOPUTETHbIE DNS- cepBepbl.
NokanbHbin  cepBep DNS. [pumep
TpaHcnAumMM umMeHn B agpec. DNS-
K3lMpoBaHMe. 3anucu 1M coobLueHus
DNS. [o6aeneHne DNS-3anuceir. Ataku
Ha DNS. [lpaktnyeckoe  3aHATME:
VMicnonb3oBaHve aHanusaTtopa nakeToB
Wireshark ana wsydyeHus KnNUeHTCKOW
Yyactu cnyxobl DNS.

Tema 18. [lpuHUMNBI OOHOPAHIOBOroO
harinoobmeHa. OpgHopaHroBbIN
npoTokono nAans  annosoro obmeHa
BitTorrent. PacnpegeneHHble
xew-Tabnuubl, LUMPKYSipHble
pacnpegeneHHble xew- Tabnuupl, OTTOK
nupoB. MpakTnyeckoe 3aHsTHE:
MupuHrosble ceTw.

WTtoro B cemecTpe (Ha kypce ansa 3A0)

mn

17 27

48

KoHcynbTaumm n npoMexxyToyHas
atTecTtauus (Ok3aMeH)

2,5

42,5

Bcero koHTakTHas pabota u CP no
AVCUMNNnHe

104,75

183,25




4 KYPCOBOE NPOEKTUPOBAHUE
Kypcosoe npoekTpoBaHue y4ebHbIM NiaHoOM He NpeaycMoTpeHo

5. ®OH[ OLIEHOYHbIX CPEACTB ANA MPOBEAEHUA MPOMEXYTOYHOW ATTECTALIUU
5.1 OnucaHue nokasartesniel, KPUTEPUEB U CUCTEMbI OLLeHUBAHNA Pe3ynbTaToB 06yYeHus

5.1.1 NMokasaTenu oueHUBaHUA

Koa
KOMMeTeHUUN

MokasaTenu oueHnBaHUA pe3ynbTaToB O6y‘-IeHVIF|

HanmeHoBaHWe oLeHOYHOro
cpencTea

OnvcblBaeT  TexHOMNormMu NOCTPOEeHUs "
NH(POKOMMYHMKALIMOHHbBIX CUCTEM U CETEN.

OlIK-5
ceTeBoro Tpaduka.

nHtepdenca n CLI.

MnaHWpyeT OCHOBHYIO MPOBOAHYI MHAPACTPYKTYpy ONA nepenauu

HaCTpaMBaeT ceTeBble yCTpOI7ICTBa C nNoOMOLWbl

COMpPOBOXAEHMS
Bonpochbl ans
cobecenoBaHus.
MpakTnko-opneHTUPOBaHHLIE
3agaHus.

YCTHOTO

rpadon4eckoro

mMeToAbl AOoCTyna, cneumdukauum.
OrlnK-7
U NpeanaraeT NPOEKT ee MoAepPHU3aLIMN.

ManaraeTt 6a3oBble TEXHOMNOIMU JNOKarnbHbIX CETEN, UX 0COOEHHOCTH,
BbinonHsaeT aHanua CyLwecTBYOLWEN FOKanbHOW CETU B OpraHu3aumm

BbINnonHAeT Nonck u yCTpaHeHne Henomnagok B CeTu.

Bonpocebl ans
cobecenoBaHus.
MpakTuko-
OPWMEHTUPUPOBAHHbIE 3aaHNS.

YCTHOIo

mexay ysnamu B MiHTepHeTe.
OrK-3

HacTtpavBaeT OCHOBHblE CryXObl
nHTEpdenca.

OnucbiBaeT CTPYKTypy WHTepHeTa v npuHUMNbI OOMEeHa AaHHbIMU

PaspabatbiBaeT NpoeKT fokanbHOM CeTU opraHu3aumn. Pasmeliaet
KoMnbloTepHoe obopyaoBaHme, HacTpamBaeT CETb KOMMbIOTEPOB.
IP ¢ nomowbto rpaduyeckoro

Bonpocebl ans
cobecenoBaHus.
Kypcoas pabota.
MpakTuko-
OPVEHTUPUPOBAHHbIE 3aJaHNS.

YCTHOIo

5.1.2 Cuctema n KpuTEpUn OLleHMBaHUSA

Kputepuun oueHnBaHnsa chopMMpOBaHHOCTU KOMMETEHLNIA

Lkana oueHnBaHus
YcTHOe cobecenoBaHue

MncbmeHHas paboTta

MonHbIN, McYepnbiBaOWWA OTBET, SBHO
OEMOHCTPUPYOLLNIA rnybokoe
NMoHMMaHWe npeaMeTa U LUMPOKYHO
apyauMumio B oueHMBaemon obnacTw,
YMEHME WCMoNb3oBaTb TeEOopeTUYeckne
3HaHUSA AONs  peleHns npakTUYecKuX
3apav.

YuuTbiBaloTcA 0annbl, HaKoOMMNeHHble B
TeuyeHne ceMecTpa.

5 (oTnmn4HO)

MonHoe © pa3HOCTOPOHHEE pacCcMOTPeHue
BOMNPOCOB, CBMAETENbCTBYIOLLEE O 3HAYUTENBHOMN
camocTosiTENbHOM paboTe C  WCTOYHMKaMMU.
KauyecTBO MCNOnMHeHMs BCEX 3NEMEHTOB paboThbl
COOTBETCTBYET  TpeboBaHWsIM,  COAepXaHue
NOMHOCTbLIO COOTBETCTBYET 3agaHuio.
MonyyeHHble pe3ynbTaTbl NpeAcTaBrneHbl Ha
OCHOBaHWM U3YYEHUs 1 aHanu3a uccrnegyemoro
npouecca. [aHbl ucyepnbiBaloliMe BbIBOAbI U
nonHble OTBETbl Ha MOCTaBlEHHbIE BOMPOCHI.
Pabota npegctaeneHa k 3awute B Tpebyemble
CpOKM

OTBeT MOJSHbIN 7] npaBunbHbIN,
OCHOBaHHbI  Ha npopaboTke  BCeX
obsa3aTenbHbIX MCTOYHMKOB
uHpopmauuun. lMogxoa Kk MaTepuany

4 (xopoLLo) OTBETCTBEHHbIN, HO JOMNYLLEHbI B OTBETAX
HeCyLleCTBEHHbIE  OLIKNOKKM,  KOTOpbIE
YCTPaHATCA TOMbKO B pesynbrate
cobecenoBaHus

YuntbiBatoTcss 6annbl, HakonneHHble B
TeYyeHune cemecTpa.

PaboTta BbINnonHeHa B HeobxoanmMo obbeme npu
OTCYTCTBMM OLIMBOK, YTO CBMOETENLCTBYET O
CaMOCTOSITENBHOCTU NpU paboTe ¢ UCTOYHUKAMMU

UHdopMaLmu. MonyyeHHble pesynbTaThbl
CBSi3aHbl c 6a30BbIMU NOHATUAMM
npodeccnoHanbHoM o6nactu. [aHbl MNOMHble

OTBeTbl Ha MOCTaBMIeHHbIE BOMPOCHI, HO UMeloT
MECTO HECYLLECTBEHHbIE OLIMBKM B 0OhOpMIIEHUM
paboTbMM  OaHbl HeyeTkMe BbIBOAbI, WK
HapylleHbl CpOKM MNpeaocTaBneHns paboTbl K
3aluTe

OTBeT BOCMPOM3BOAUT B  OCHOBHOM
TONbKO TNeEKUMOHHble MaTepuansl, 6e3
CaMOCTOSITENbHOM paboThbl c
pekoMeH40BaHHON nutepaTypon.
[eMoHCTpUpyeT NnoHMmMaHve npeamMeTa B
Lenom npu HenosHblX, cnado

3 (yooBneTBOpUTENbHO)

3agaHve BbINOMHEHO MOMHOCTLIO, HO B paboTte
eCTb OTAeslbHble  CYLIEeCTBEHHblE  OLUMOKMU,
NPUCYTCTBYIOT HETOYHOCTM B OTBeTax, nunbo
KayecTBO MpeacTasneHns paboTsbl HM3Koe, NMbo
paboTa npeacraBrieHa ¢ ono3aaHuemM.




aprymMeHTUPOBaHHbIX oTBeTax.
MpUCYTCTBYIOT HETOYHOCTUM B OTBETAX,
npoGenbl B 3HAHWAX MO HEKOTOPLIM TEMaM,
CYLLECTBEHHbIE OLIMOKM, KOTOpble MOryT
ObITb HalAeHbl M YaCTUYHO YCTpPaHeHbl B
pesynbTaTe cobecegoBaHus

YunTbiBaloTcs OGannbl, HaKOMMEHHble B
TeyeHune ceMecTpa.

HecnocobHocTb 0TBETMTL Ha Bonpoc 6e3

nomMoLn 9K3amMeHaTopa. HesHaHwne OTCyTCTBVIe oAHoro mnnun HEeCKOJ1bKNX
3HauYUTENbHON 4YacTtum npuHUMNmManbHoO o6na3aTenbHbIX 3NEeMEHTOB 3agaHus, nmbo
2(Hey,D,OBJ'IeTBOpVITeJ'IbHO) BaXHbIX 3NeMeHTOB ANCUUNIINHBI. | MHOTOYUCTIEHHbIEe CYyLlleCTBEeHHble ownbkn B

MHorouncneHHble cyLecTBeHHbIe oWnbKK. | paboTe. HecnocobHOCTL OTBETUTL Ha BOMPOC
He yuutbiBatoTCA Gannbl, HakonmneHHble B|6e3 nomolm sk3ameHaTopa.
TeyeHne ceMecTpa.

Obyuvatowumiicsa TBEPAO 3HaeT
nporpaMMHbIA MaTepuarn, rpamoTHO U Mo
CyllecTBY u3naraeT ero, He ponyckaet
CYLLECTBEHHbIX HETOYHOCTEN B OTBETE Ha
BOMPOCHI, CNocobeH NpaBubHO NPUMEHUTL
3auteHo OCHOBHble MeToAbl W WHCTPYMEHTbl Mpu
pelleHMn MpakTU4Yeckux 3agdad, BrageeT
HeO6XO,CWIMbIMVI HaBblKaM¥n U npnemMamm nx
BbIMOJTHEHMS.

YyntbiBaoTCA 6aJ'IJ'IbI, HakKonmneHHble B
TeyeHue cemecTpa.

OOyvaowmincs He  MOXET  U3MOXWUTb
3HaYnUTenbLHOM yacTtu nporpamMmMHoOro
maTtepuana, QonyckaeT CyLIeCTBEHHble
OWMOKK,  gonyckaeT  HETOYHOCTU B
dopmynuMpoBkax U OoKasaTernbCcTBax,
He 3auTteHo HapyLLeHus! B nocnegoBaTenibHOCTU
N3NOXEHUs1 MporpaMMHOro  MaTepuana;
HeyBEpEHHO, C 6OMbLUMMW 3aTPYAHEHUSAMM
BbIMNOMHAET NpaKTUYeckne sagaHus.

He yuutbiBaloTcs Gannbl, HakoMnneHHble B
TeuyeHune ceMecTpa.

5.2 TunoBble KOHTPOJIbHbIE 3a4aHUA UNN UHbIe MaTepuarbl, HeO6X0ANMbIe ANsl OLEeHKU 3HaHUMW, YMEeHUN,
HaBbIKOB U (MNK) oNbiTa AeATEeNbHOCTH
5.2.1 NepeyeHb KOHTPOJbHbLIX BONPOCOB

Ne n/n | PopMynnpoBKM BONPOCOB
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1 CeTn ogHopaHroBble 1 "knMeHT/cepBep”.

Tunbl cepBepoB: hannoBble CepBEPLI, CEPBEPLI NEYaTH, CEPBEPLI NPUIOXKEHUI, CEpBEPLI COODLLIEHNIA, CEPBEPDI
6a3 gaHHbIX.

N

BecnpoBofHble foKasibHble BLIYUCIINTENbHBIE CETU: UHGpaKpacHoe UanydeHune, nasep, paguonepenaya B
Y3KOM uanasoHe (OAHOYacToTHas nepefadya), pagvonepegada B paccesHHOM CrekTpe.

Mopenb OSI.

Mepenayva gaHHbIX NO ceTu: PYHKUMM NAKeTOB; CTPYKTypa nakeTa; hopMmmpoBaHme, agpecauuns 1 paccbinka
NnakeToB; MCNOSMb30BaHME MNaKeToB Npu neyatu.

MpOTOKOSbI B MHOTOYPOBHEBOW apXUTEKTYPE: CTEKM NMPOTOKOSIOB, NMPUBS3Ka.

AHarnoroBas mMoaynauma: metoabl aHaroroBom Moayndauuu, cnekTp MmoaynmupoBaHHOro curHana.

0 |N|o)| o |~ W

MeTogbl LMpOBOro KOAMPOBaHMSA: NOTEHLUMANbHLIN ko 63 BO3BpaLleHUst K HyIto, MeTod GunonspHoro
KOAMPOBaHMSA C arnbTepHATMBHON MHBEPCUEN, NOTEHUMAarbHbIV KO C MHBEPCUEW NpY eauHuLE.

MeTO,D,bI Ll,VICprBOFO KoOgnpoBaHUA: 6Mﬂ0ﬂﬂprll7l VIMI'IyJ'II:CHI:Iﬂ Koa, MaH“IeCTepCKI/IIZ KoAa, I'IOTeHLI,I/IaJ'IbeIVI Ko4
2B10Q.

10 Jlornyeckoe KoaunpoBaHue: N30bITOYHbIE KOAbI, CKp3M6J'IVIpOBaHVIe.

11 KommyTau,vm KaHanoB Ha OCHOBE 4YaCTOTHOIo MynbTUNMeKCMpoBaHUA.

12 CVIHXpOHHbIe CUMBOJ1bHO-OPUEHTUPOBAaHHbIE U 6VIT-OpVIeHTVIpOBaHHbIe NPOTOKOJIbI.




MeToabl OGHapy)KeHVIFl owmnbok: KOHTPOJIb NO NapuTteTy, BepTVIKaJ'IbeIVI n FOpMSOHTaJ’IbeIVI KOHTPOJb No

13 napuTeTy, UMKIUYeCKNiA N3bbITOYHBIN KOHTPOIb.
14  |MeTogbl KOppeKLUun OLIMBOK: MEeTOA C NPOCTOAMU, METOA «CKOMNb3SALLEr0 OKHay.
15 KommyTauus kaHanoB Ha OCHOBE YaCTOTHOMO MySbTUNNEKCUPOBaHNS.
16 KommyTauus kaHanoB Ha OCHOBE pasferieHnst BpeMeHu.
17 KommyTaumsa nakeToB: NPUHLIMMbI, PEXMMbI, NPONYCKHAas CMOCOBHOCTL CETEN C KOMMYyTaLMeNn NakeToBs.
18 |flornyeckast CTPyKTypu3aLms CeTu C MOMOLLbI0 MOCTOB U KOMMYTaTOPOB.
19 MpuHumMnbl MapwpyTm3aumu. MNMpoTokonbl MappyTusaummn. PyHKUMM MapLupyTmusaTopa.
20 Appecauunsa B IP-ceTsix.
21 MeToavka NnpoekTnpoBaHns fIoKanbHON CeTn opraHn3aumu.
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22 WHTepHeT-cTaHaapTbl, MHpacTpyKTypa, MporpamMmmMHbI MHTepdenc Anst NPUNoXeHun, NPOTOKOSbI.
23 |Hoctyn B UHTepHeT yepes DSL (digital subscriber line).
24 KabenbHble cetn goctyna. [loctyn B MiHTepHeT no TexHonormm FTTH (Fiber To The Home).
25 KopnopaTvBHble 1 AoMalLHWe ceTu gocTyna.
26  |Cetu GecnpoBogHOro gocryna.
27 CeteBag cTpykTypa MHTepHeTa.
28 Tunbl ceTeBbIX aTak.
29 ApxutekTypa ceTeBbIX NPUIOXEHUN.
30 |TpaHcnopTHble cnyxbbl, TPEOYEMbIE NPUIOXKEHUIO.
31 Cnyx6bl npotokona TCP.
32 Cnyx6bl npotokona UDP.
33 O630p npotokona HTTP.
34 Mepenayva dannos no npotokony FTP.
35 MpoTtokon SMTP.
36 lMpoTokonbl 4OCTyna K 3anekTpoHHown noyte: POP3, IMAP.
37 MpuHUMNbBl paboTbl cMCTEMBbI AOMEHHbIX UMeH (DNS).
38 MpuHUKMNBI ogHOpaHroBoro gannoodbmeHa.
39 lMporpammupoBaHMe COKETOB C MCMONb3oBaHneM npoTtokona UDP.
40 lMporpammmpoBaHne COKETOB C UCMONb30BaHMEM npoTokona TCP.

5.2.2 TunoBble TecToBble 3aAaHnA

He npegycmoTpeHsl.

5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBAHHbIE 3aJaHUA (3a8ayu, Kerchbl)




1. HesaBucumas ctpaxoBas KOMMaHWs, B COCTaB KOTOPOW BXOAUT NPe3ndeHT, ynpaBnsaioLwmn, agMMHUCTpaTop 1
5 areHTOB, peluuna yctaHoBuTb ceTb. KOMnaHusa 3aHnmaeT nonosuHy HebonbLioro 3gaHus. MNMocnegHve 4 roga obbem ee
paboTbl ObIN cTabunbHbIM, HO B Nocrnea~Hee Bpems Habnw4aeTcss HEKOTOPbIA POCT KNMEHTYpbl. UTOObLI cnpaBuTbLCS C
BO3pacTalLLen Harpy3kon, peLlleHo yBenuyuUTb LITaT elle Ha ABYX areHTOoB. Y KaXOoro COTpyAHMKa CBOW KOMMbIOTEP.
YT106bI NONYy4YMTH HEOOXOANMYIO MHCDOPMALIMIO, NPUXOAMTCSA 06paLlaTbCs K Konneram ¢ yCTHOM Npocb001 Unm konvpoBsaTtb
AaHHble C NOMOLLbL0 hrall-HakonuTens. Bee areHTol 3aHMMaloTCs AenamMmn TONbKO CBOMX KITMEHTOB, U 3Ta MHdopMaums
CTpOro koHuaeHumansHa. JlasepHbln NPUHTEP BOCBMUIIETHEN LABHOCTM HaXxoauTcs y agMmuHucTpatopa ogpuca. Kaxabin
areHT wumeeT COOCTBEHHbIA CTPYyMHbIN npuHTep. OOHOBPEMEHHO C YCTaHOBKOM CeTW pelleHo npuobpecTtu
BbICOKOCKOPOCTHOWM nasepHbii npuHTep. Kakonm Tvn ceTu uenecoobpasHo Mcnonb3oBaTb B 3ToM komnaHun? Kakas
Tononorunst GonbLue NoaxoauT AN 3Ton cutyauun?

2. Hebonblaa koMnaHus, coOCTosdWas W3 Tpex OTAenoB, HeJaBHO YCTaHOBMMA BO BCeX Tpex OoTAaenax
OfHOpaHroBble ceTu. YeTbipe COTpyaHWMKa nepBoro orgena paboTawT Hag OAHMM MPOEKTOM. Y KaXdoro M3 Hux
onpefeneHHbI Kpyr 3adad, No3aToMy Kaxabld rOTOBUT AOKYMEHTauuio Ans cBoer yacTtu npoekta. OfHako BCe OHU
OTKPbINM AOCTYM K CBOUM XECTKMM AWCKaM M ApYrMM yvacTHukam npoekta.C pasBuMTMEM MpOEeKTa BCEM COTpyAHMKaM
NpMXoamuTCsl roTOBUTL BCe Bornblle JOKYMEHTOB, Y BCKOPE BO3HUKaEeT BOMPOC: KOMY Kako AOKYMEHT NPUHAANEXUT U KTO
NOCneHUA BHOCUMN M3MEHEHMWS B KaXObli U3 LOKYMEHTOB? Kpome TOro, COTpyAHMKM ApYrMx OTAENOB, UHTEepecyoLwmnecs
3TMM NPOEKTOM, XOTAT MOCMOTPETb roToBble MaTepuarnsl.Ha3oBute ogHy NpPUYMHY, N3-3a KOTOPOW TPYOHO OTBETUTL Ha
BOMPOC: KOMY KaKON JOKYMEHT npuHagnexut?Hasosute gencreue, KOTopoe 06ecneynT LeHTpanm3oBaHHbIN KOHTPOSb 3a
OOCTYNOM K 3TUM fokymeHTam.OnuwimTe ogHO n3aMeHeHue B paboyein cpefe nonb3oBaTenen, K KoToOpoMmy npuseeT Balle
aencrteue.

3. CeTb TONonormm "wuHa" (Ha 6ase TOHKOro koakcuanbHoro kabens) ¢ 20 nonb3oBaTeNsaMM aKCNyaTupyeTcs
npumepHo rog. HameueHo [o6aBuTb K CETUM TPM HOBbIX KOMMbIOTEPA-KNMMEHTA. 3a BbIXOAHbIE MOCTABLUMK MOOKMHYMN
HOBble KOMMbIOTEPDI, U, KOrAa B NOHEAENbHUK YTPOM COTPYOHWKU NPULLNM Ha paboTy, oKa3anocb, YTO HUKTO HE MOXeT
cBA3aTbCA ¢ cepBepoM. lNepeuncnute akTopbl, KOTOPbIE MOTYT ObITb NPUYNHON HEPABOTOCNOCOBHOCTM CETH.

4. Ha HOBbIN HOYTOYK YCTaHOBWIN CETEBYIO KapTy M NOgKNIoYMnmM K cetun. Hoytbyk He moxeT BuaeTb hbaninosbin
cepeep u npusog DVD-RW nepectan pabotate. B yem Haubonee BeposiTHas npuynHa npobrnembl: HECOOTBETCTBME
MPOTOKOSOB, HeucnpaeHbIK kKabenb, HECOOTBETCTBUE 3aMPOCOB Ha NPepbIBaHMe UK e ceTeBble aganTepbl He paboTaloT
Ha HOyTOyke?

5. Bbl oTBevaeTe 3a ceTb ObICTPO pa3BMBalOLLENCSA KOMNaHUK, Haxogsuwencs B Mockse. OgHaxabl HavanbHUK
BbI3bIBAET BaC U roBopuT: "Mbl pelumnu oTKpbITh elle ogHo otaeneHne B CaHkT-MeTepOypre n xotenu 6bl 3HaTh, YTO Bbl
AymaeTe O COeAUHEHUWN Hallewn NoKanbHOW CeTUM C NepcoHanbHbIMM KOMMbIoTEpPaMu 3Toro otaeneHus. B otaeneHum
Cankr-lNeTepbypra 6yoyT MHCTaANNMPOBaHbI ABa OOHOPAHIOBbIX KOMMbLIOTEPA, C KOTOPLIMU HY)XHO OyAeT nepuopnvecku
OCyLLeCTBNATL NpsiMoe coeanHeHmne". Kakasa ua texHonorni MBC morna 6bl o6ecneunTthb pelleHne aton npobnemsbl? Kakne
TEeXHOMNorMmn HyXHo byaeT BbibpaTh, ecnu TpebyeTtcst 6e3owmboyHasi paboTta coeguHeHna?

5.3 MeToaunyeckue maTepmnansi, onpeaensiowme npoueaypbl oLeHUBaHWUsi 3HaHUW, YMEHUI, BrafAeHUi (HaBbIKOB
M (MNK1) NpaKkTUYeCKOro onbiTa AeATEeNbHOCTH)

5.3.1 YcnoBusa nonycka o6y4atoLerocsi K npoMexyTo4yHOM aTTecTauumn U nopsifiok NMKBUAALUN akafaeMU4eckomn
3a]0/KEHHOCTH

lMpoBeaeHe MPOMEXYTOYHOW aTTecTauum pernameHTUPOBaHO foKanbHbIM HOpMaTuBHbBIM aktom CIGIYMT[A
«lMonoxeHne o NpoBeAeHUM TEKYLLEro KOHTPOS yCrneBaeMoCTN U NMPOMEXYTOYHOM aTTecTaumm obyyaoLwmxca»

5.3.2 ®opma npoBeaeHUsi NPOMeXYyTOYHOM aTTecTaLuMm no AuCLMnInHe

YcTHas MucbMeHHada KomnbloTepHoe TecTupoBaHue UHas

5.3.3 Oco6eHHOCTU NpoBeAeHUA NPOMEXYTOYHOM aTTecTauum No AMCUUNInHe

6. YYEBHO-METOAMYECKOE N UH®OPMALMOHHOE OBECMNEYEHUE OUCLUUNIIUHBI
6.1 YuyebHasa nutepartypa

ABTOp 3arnasue | N3paTenbcTBO ["loa nsgaHma | Ccbinka
6.1.1 OcHoBHas y4ye6Has nuTtepaTypa
anac B. I. BbluncnurensHble CUCTEMBI, Brnagummp: http://www.iprbooksh
Cetm u TeNnekoMMYHMKaL K. Bnagumupckuin op.ru/57363.html
Yacte 1. BbluucnuTenbHble rocygapCTBEHHbIN 2016
cucTeMbl yHuepcuTeT um. A.l. 1
H.I". CTtoneTtoBbIX




Kaptawesckun B. TI.,|KomnbloTepHble cetn Camapa: NoBormkckun http://www.iprbooksh
JNiuxtumnpep B. A, rocyaapCTBEHHbIN op.ru/71846.html
Kupeesa H. B., yHuBepcuTeT 2016
BypaHoBa M. A. TenekoMMYHMKauuin n
MHpopmaTmkn
anac B. IN. BbluncnuteneHble CUCTEMBI, Bnagnmump: http://www.iprbooksh
cetTu M TenekoMMYHMKauuu. Brnagmmupckun op.ru/57364.html
YacTb 2. Cetun " rocyapCTBEHHbIN 2016
TenekoMMyHM1KaLuum yHuBepcuTeT M. A.l. 1
H.I". CToneTtoBbIX
Yekmapes HO. B. BbluncnuteneHble CUCTEMBI, Capartos: 2017 http://www.iprbooksh
ceTu 1 TenekoMMyHuKaLum MpodpobpasosaHue 0p.ru/63576.html
6.1.2 [lononHuTenbHasn yyebHasa nutepartypa
Koctun [. B. MpakTnkym no BbINOSIHEHWIO http://www.iprbooksh
nabopaTopHbix pabot no| Mockea: MockoBCKuM 0p.ru/61546.htmil
ancumnnuHe CucTembl|TEXHMYECKUI YHUBEPCUTET 2016
oBHapyXeHNs BTOPXEHWA B| CBS3U U MHPOPMATUKM
KOMNbIOTEPHbIE CeTU
Onwueep NbGe,|KomnbloTepHble  cetn 1 Caparos: http://www.iprbooksh
CwuHnubiH U. B. cnyx0bl yaaneHHoro goctyna MpocboBpasosanie 2017 0p.ru/63577.html
HyxHos E. B. KomnbtoTepHble cetn. Yactb Taranpor: KOxHbIn http://www.iprbooksh
2. TexHOnorMn fnokasbHbIX U denepanbHbIn 2015 op.ru/78675.html
rnobanbHbIX ceTen yHUBEpcuTeT

6.2 NMepe4veHb NnpocdeccuoHanbHbIX 6a3 AaHHbIX U UHPOPMALUMOHHO-CMPABOYHbIX CUCTEM

MopTtan PocctangapTta no ctaHgaptmsauumn [OnekTpoHHbIn pecypc]. URL: http://standard.gost.ru/wps/portal/

6.3 MNepe4veHb NULEH3UOHHOIO U CBO6OAHO pacnpoCcTpaHAeMoro NporpaMmmMHoOro oéecnevyeHus
MicrosoftOfficeProfessional
Microsoft Windows

6.4 OnucaHue MaTepmanbHO-TeXHM4YeCKon 6a3bl, HeO6X0AMMON ANs OocyLleCcTBIIeHUs obpa3oBaTeNbHOro
npouecca no AUCUUNIIMHe

AyauTopus OcHalueHne

MynbTumeauninHoe 060 OBaHuWe, cneunanuanpoBaHHas mebenb, Jocka
JlekumoHHas y A pyA H P a
ayautopus

MynbTuMeauiitHoe oGopynoBaHue, KOMMNbIOTEPHas TEXHUKA C BO3MOXXHOCTHH NOAKITOYEHNS K CETH
KomnbtoTepHbin knacc |«IHTepHeT» u obecrniedeHMemM [OCTyna B 3MEKTPOHHYI WMH(OPMAaLMOHHO- 0GpasoBaTenbHyHo
cpesy
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