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Pabo4asa nporpamMma AuCUMNAMHBI COCTaBreHa B COOTBETCTBUM C dhefepanbHblM rocy4apCTBEHHbIM 0Opa3oBaTerbHbIM
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1 BBEAEHUE K PABOYEW NPOrPAMME OUCLUMNIIUHBI

1.1 Uenb aucuunnuHbl: CchopmmnpoBaTb KOMNeTeHUMM obyyatowerocsi B obnactu Bbibopa M MCNoNb30BaHUS
nporpaMMHo-annapaTHbIX CPeACTB 3aLlMTbl MHopMaLnn

1.2 3agaun gUCUUNIIUHBI:

- PaccmoTpeTb HopmaTMBHO-NpaBoBble TpeboBaHWUS kK cpeacTBaM TEXHMYECKON 3aLMTbl MHAOpMaLNK;

- PaccmoTpeTb knaccmgukaumio 1 OCHOBHbIE NPUHLMMNBI PYHKLMOHUPOBAaHUA NporpaMMHO-annapaTHbIX CpeacTs
3alWmnThl MHOpMaLMW;

- CcopmupoBaTb npeactaBneHnst o (PyHKLMOHANbLHON CTPYKTYPE M BapuaHTax WCMOSIHEHMSI KOMIMEKCHbIX
cpeacTB 3awmThl MHOpMaLUM OT HECAHKLMOHUPOBAHHOMO AOCTYNA;

- CchopmmpoBaThb HaBbIkM YCTAHOBKW, HACTPOMKM M UCMOSb30BaHUS NMPOrpaMmMHO-annapaTHbIX CpeacTB 3alunThl
MHdopMaUnn.

1.3 Tpe6oBaHuA K NpeaBapuTeNbLHOM NOAroTOBKe O6y4aloLerocs:

MpenBapuTenbHasi NOAroTOBKA NpeanonaraeT co3aaHne OCHOBbI 4515 POPMUPOBAHUSA KOMMNETEHLUWNIA, YKa3aHHbIX
B N. 2, NPU U3YyYEHUN SUCLUNIINH:

OpraHunsaumsa n TEXHOMNOrMM 3aLUmTbl NEPCOHANbHbIX AaHHbIX

YnpaeneHme nHdopMaunoHHon 6e30nacHOCTbI0

3almTa 3nNeKkTPOHHOro JOKYMEHTO060poTa

3awmieHHble NHPOPMaLMOHHBLIE CUCTEMBI

KpunTorpaduyeckne cpeacTtsa 3alnTbl MHpopmaumm

OpraHu3aLoHHO-NPaBoOBbIE MEXaHN3Mbl 0becneyeHms MHOpMaLMOHHONM 6e30NacHOCTU
TexHonornm obecneveHmsa MHOpMaLMOHHOK 6e3onacHoCTH

2 KOMNETEHUMN OBYYAIOWWEIoCs, ®OPMUPYEMbBIE B PE3YJNIbTATE OCBOEHUA OUCLUMNNHDbI

MK-3: CnocobeH BBOAUTL B JKcnnyaTtauumio n conpoBoXxaaTb CUCTEMbI 3alLUNTDI VIH(*)OpMaLIVIVI B opraHuvsauunm

3HaTb: HOpPMaTMBHbIE MPaBOBble aKTbl, METOAMYECKUE [AOKYMEHTbI, HaUMOHanbHble CTaHAapTbl B 06nacTu 3aluTbl
MHbOPMaLMM OrpaHUYEHHOTo AOCTYyNa U aTTecTaumMn 06beKToB MHPOpMaTU3aLMM Ha COOTBETCTBME TpeGoBaHMSIM MO
3almTe MHgopMaLumm

YMeTb: OpraHu3oBaTb YCTAHOBKY Y HACTPOMKY TEXHUYECKUX, MPOrpaMMHbIX (MPOrpaMMHO-TEXHUYECKMX) CPeCTB 3alLUThI
MHOpMaLMKM, BXOASLMX B COCTAB CUCTEMbI 3alUUTbl MH(OPMAaLMU OpraHu3auun, B COOTBETCTBUM C TEXHUYECKUM
NPOEKTOM M MHCTPYKLMSIMU MO SKCnyaTaumm

BnageTb: HaBblkaMyl BXOAHOMO KOHTPOSS Ka4yecTBa M KOHTPOSA KOPPEKTHOCTU (PYHKLMOHMPOBAHMS KOMMMEKTYIOLWMX
nsgenuii CUCTeMbl 3auTbl MHOpMaLIMM aBTOMATU3MPOBAHHON CUCTEMBI

3 PE3YNIbTATblI OBYYEHUA NO AUCUUNNUHE

KoHTakTHas paboTa

cP MHHoBaL, dopma

Jlek. Mp. J1ab. (4achi) dopmbl TeKyLLero
(4achl) | (4achkl) | (4achkl) 3aHATUA | KOHTpONs

HaumeHoBaHuWe 1 cogepxaHue pasgenos,
TEM U y4eOBHbIX 3aHATUN

Cemectp
(kypc ans
3A0)

Pasgen 1. HopmaTtueHO-nNpaBoBoe
000CHOBaHWe MNpUMEHEHUsT MpPOrpamMMHO-
annaparHbIX CcpeacTs 3alnThI

Tema 1. OueHka yrpo3 06e30nacHOCTK
nHdopmaLuu, nopsigok BblibOpa
nporpamMmmHo- annapaTtHbIX cpencTs 5 3 5 It
3aLmThl MHCpopMaLun
MpakTnyeckoe 3anATHe: PaboTa ¢ 6aHkamum 4 o
OaHHbIX Yrpo3 1 ysI3BUMOCTEMN

Tema 2. HopmaTtuneHo-npaBoBble
TpeboBaHNst K cpeacTtBaM TEXHUYECKOM
3aLmThl MHCpopMaLuum

MpakTnyeckan pabora: Pabota ¢ 2 2 2
OOKyMeHTamu n peecTpom
cepTMUUUPOBaHHBLIX CPeacTB  3aluThbl
mHdopmaumm PCTIK Poccum




Pasgen 2. YnpaBneHue gocTynom

Tema 3. Cuctembl wungeHTMduMKaumMm wn
ayTeHTudumkalmm

JlabopaTtopHass  pabota: YnpaBneHue
y4eTHbIMW 3anucsiMyM  norb3oBaTenen wu
HacTporka nonuTuK nonb3oBaTtens B C3U
ot HC[] Dallas Lock

ra

Tema 4. CucteMbl ynpasneHus 4oCTyrnomM
JTabopaTopHas pabora: Hactpolika
CUCTEMbI  OUCKPELMOHHOIO  yrnpaBneHus
poctynom B C3U ot HC[ Dallas Lock
JlabopaTopHas paboTa: HacTtpowika
CUCTEMBI MaHOaTHOro ynpasneHuns
poctynom B C3M ot HC] Dallas Lock

3,75

Pasgpen 3. KowmnnekcHble cpeacTtea
3almThl MHdopMaLnm oT
HECaHKLMOHMPOBAHHOIO A0CTyna

Tema 5. [lpyHUMNbI NOCTPOEHUA U
(PYHKLMOHaNbHas CTPYKTYpa KOMMIEKCHbIX
C3M ot HCL

lMpakTnyeckoe  3aHATME:  ABTOHOMHas
YCTaHOBKa " HacTpowka NONUTUK
6e3onacHoctn C3M ot HC[ Secret Net
Studio

MpakTnyeckoe 3aHsATHE: Hactporika
noAcuUCTEMbl MOJTHOMOYHOIO yNpaBrieHUs
poctynom B C3UM ot HC[] Secret Net Studio
MpakTnyeckoe 3aHATHE: Hactpolika
NOACUCTEMbI UCKPELIMOHHOIO YrpaBrieHns
poctynom B C3U ot HC[] Secret Net Studio
MpakTnyeckoe 3aHATHeE: Hactpolika
noacuctemol ayamuta B C3U ot HC[ Secret
Net Studio

MpakTnyeckoe 3aHsATME: Hactporika
NnoACUCTEMbl KOHTPONS LENTIOCTHOCTM M
dopmmnpoBaHne 3aMKHYTOM MPOrpamMmMHON
cpeabl B C3U ot HC[] Secret Net Studio

13
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Tema 6. Peanusaums C3W ot HC[
cpeAcTBaMy 3alUULLIEHHON OnepaunoHHOM
CUCTEMBI

JTabopaTopHas pabora: HacTtpolika
nonutuk 6Ge3onacHoOCTM M MEXaHW3MOB
ynpaerneHusa poctynom B OC CH Astra
Linux

JlabopaTopHas paborTa: KoHTponb
cbeMHbIx HocuTenern B OC CH Astra Linux
JlabopaTopHas paborTa: KoHTponb
uenoctHoctn B OC CH Astra Linux

Paszgen 4. CpeacrtBa ceTeBOM 3alUuThbl
WHpopmaunm

Tema 7. CpeacTea 3almThl U MOHUTOPUHTA
KOpPNOpaTUBHbBIX KOMMBIOTEPHbIX CETEN
MpakTnyeckoe 3aHsaTME: Hactporika
MexceTeBoro akpaHa u COB B C3U ot
HCJ Secret Net Studio

Tema 8. TexHonorma  BMPTYyanbHbIX
yacTHbIX ceten VPN

Pasgen 5. 3awwuta oOT paspylalowmx
nporpaMmmHbIX BO30ENCTBUI

Tema 9. BupycHble atakm wn cpefcrtsa
AHTVMBUPYCHOW 3aLLMTbl MHCpopMaLuum
JTabopaTopHas pabora: Hactpolika
cpencTB aHTUBMYCHOW M CETEBON 3aLuUThI
Kaspersky Endpoint Security

nn




Tema 10. TexHonormn npPOAKTUBHON
s3awmTel, Threat Intelligence n Threat 2 2
Hunting
Utoro B cemecTpe (Ha kypce ansa 3A0) 33 22 22 30,75
KoHcynbTauum n npoMexyTodHas 025
atTectauusa (3aver) ’
Bcero koHTakTHas pa6ota u CP no 77.25 3075

OVUCUMMIIMHE

4 KYPCOBOE NPOEKTUPOBAHUE

Kypcosoe npoeKkTnpoBaHune yH96HbIM nnaHoMm He npeaycMoTpeHo

5. ®OH[} OLIEHOYHbIX CPEACTB AN NPOBEAEHUA NMPOMEXYTOYHOWU ATTECTALMU

5.1 OnucaHune nokasartenemn, KpUTepmeB U CUCTEMbI OLLeHMBAHUA pe3yfbTaToOB 00y4YeHus
5.1.1 NMokasaTtenu oueHMBaHUA

Kopn HanmeHoBaHue oueHOYHOro
MokasaTenu oueHnBaHWs pesynbTaToB 00y4YeHus
KoMneTeHummn cpeacTea
MepeuncnseT n packpbiBaeT COAep)KaHMe HOPMATUBHbIX JOKYMEHTOB,
HeobXoOuUMbIX  MpUM  MPOEKTUPOBAHUM  NONUTUK  Ge3onacHOCTM
KOHKPETHOWM oOpraHusaumu, yuuTbiBasi e€e lopuauyveckuii cratyc u
cneunduky paboTbl.
YcTaHaBnmMBaeT TEXHUYECKNE CPeaCcTBa 3aLlMThl, NOCHe Yero NpoBoauT |BONpOCHI ans YCTHOTO
MK-3 MOHUTOPUHT UX paboTkl, ycTaHaBNMBAET pasfnvyHble YPOBHM AOCTYNa,|cobecenoBaHnst U NpPakTUKO -

nepapxmyeckmne ypoBHU KOHdDVI,D,eHU,VIaJ'IbHOCTVI cucteMm MaHOaTHOro

yrnpasneHus.
MpoBOAWUT TECTUPOBaHUE TEXHUYECKUX W MPOrpaMMHO-TEXHUYECKMX
cpencTs 3aLWmnThI nHcpopmaLmu, 1CMosb3ys pasnuYHbIN

VIHCprMeHTapVIVI Ana nonyyYyeHnAa MakCMMalibHO TOYHbIX Ppe3yribTaToB.

OpueHTUpOBaHHbIE 3aaHUA

5.1.2 Cucrtema n KpuTEpPUN OLLEHUBAHUSA

LLikana oueHuBaHna

Kputepun oueHMBaHUA CHOPMMUPOBAHHOCTY KOMMETEHLMI

YcTHoe cobecenoBaHue MucbmMeHHas paboTa

3auTeHo

CTYAEHT pfan nonHble, pasBepHyTble
OTBEThbl Ha BCe TeopeTnyeckne BOMpPOChHI
buneTta, nNpoOoeMOHCTpUpoBan 3HaHue
dYHKUMOHAMbHbIX BO3MOXHOCTEWN,

yMeHue NPUMEHSTb TeopeTnyeckue
3HaHusa. CTygeHT 6e3  3aTpygHeHumn
OTBETUST Ha BCe  [AOMOSIHUTESbHbIE
BOMpPOCHI.

TEPMUHOITIOTMNA, OCHOBHbLIX 3JIEMEHTOB, | HEe NpegyCMOTpeHa

CTyAEeHT OTKasarica OoT oTBeTa Unmn He cMmor
OTBETUTb Ha BOMPOCHI buneta, oTBeT Ha
TeopeTnveckme BonpocChbl cBUOETENLCTBYET

He 3a4yteHo O HenoHumaHunm un KpaVIHe HEenoJ1HOM | HE npeayCcMOoTpeHa

3HaHMM OCHOBHbIX MOHATUMN W METOAOB.
OGHapy)KVIBaeTCFl OTCYyTCTBME HaBbLIKOB
NnpuMeHeHna TeopeTU4eCcKnx 3HaHUMN.

5.2 TunoBble KOHTPOJIbHbIE 3alaHUS UMK UHbIE MaTepuarnbl, HeO6xoAMMble NS OLeHKU 3HaHUW, YMEHUM,
HaBbIKOB U (UNK) onbiTa AEATENbLHOCTU
5.2.1 MNepeyeHb KOHTPOSbHbLIX BONPOCOB

Ne n/n | dopmMynnpoBKM BONPOCOB
Cemectp 4
1 MeToauka oueHku yrpo3 6esonacHocT nHgopmauun PCTIK Poccun
2 Matpuubl Mitre. TexHukun, TakTuKm 1 npouecckl nposederus atak (TTP)
3 Bbasa gaHHbIx yrpo3 PCTIK Poccum
4 Bbasa gaHHbIx ys3sumocTent PCTIK Poccun
5 Basbl panHbix CVE, NVD, CWE, CAPEC




6 PentuHr kputniHoctn ysassumocten CVSS

7 CpegnctBa 3W, pencreytolime Ha pasHbIX 3Tanax peannsaumm atak: yHKUMOHaNbHbIe 0COBEHHOCTU U
HasHayeHne

8 CkaHepbl 6e3onacHocTn

9 TecTupoBaHne Ha NPOHMKHOBEHUE

10 MoHaTtua Threat Intelligence u Threat Hunting

11 OcHoBHble aTanbl (Npoueaypbl) npouecca naeHTudukaumm n ayteHTuukaLmm

12 WaeHTudnkaumoHHas nHopmaums, naeHTMdukaTopbl, yHaCcTHUKM npouecca naeHTudukaumm n
ayTeHTUdmKauum n nx QyHKUNOHasbHbIE PONu

13 dakTophbl 1 cnocob opraHM3aummn npouecca ayTeHTMdrKaummn

14 MeToabl 1 BUAbl ayTEHTUdUKALMM

15 YpoBHM JOBepUs K pesyfbTaTtam naeHTudukaumm n ayTeHTuukaumm

16 MoHatua goctyna, obbekTa n cybbekTa AocTyna, CaHKLUMOHNUPOBAHHOIO JOCTyNa

17 CucTtema ONCKPELIMOHHOTO yNpaBneHnst 4OCTYNoOM

18 Cuctema maHgaTHOro ynpasneHust JOCTYNOMm

19 CucTtembl poneBoro ynpasneHns 4OCTynoMm

20 Peanusaumsa ynpasneHune goctynom B OC Windows

21 MaHgaTHbIN KOHTpOMb LenoctHocTn B OC Windows

22 Peanusauusa ynpasnexume goctynom B OC Linux

23 Peanusauua mangaTtHoro koHTpons goctyna B OC Astra Linux SE

24 MpuHUMN 3WEeNnoHMpPOBaHHON 060POHLI MPU NOCTPOEeHUK cucTembl 3U

25 BapuaHTbl peanusauum cpegcts 3U ot HCL,

26 ®yHKUMOHanbLHasa CTpyKTypa KoMnnekcHbix cpeacts 3 ot HC[

27 ®yHKUMKM MOaYyns 4OBEPEHHON 3arpy3ku. Knaccudukaums mogynen aoBepeHHon 3arpy3sku cornacHo ®CTOK
Poccumn

8 HasHadeHune n knaccudmkaums cpeacTB KOHTPOMS CbEMHbIX MaLUWHHbBIX HOCUTENen HpopMaLuumn cornacHo
®CTOK Poccum

29 Knaccudukaums atak Ha ceteble IC

30 Cnocobbl peanu3aumm atak «0Tka3 B 06CcnyxnsaHum»

31 HasHauyeHune mexceTeBOro aKkpaHMpOBaHWsE

32 lMoHATNe ceTeBOro nepumeTpa, cxema 2-x 1 3-X YypOBHEBOIO MEXCETEBOIO 3KpaHUPOBaHUSA

33 KoHuenumsa Hynesoro gosepus B cetn (Zero Trust Network Access)

34 Knaccudukaumst mexceTeBblX 3KpaHOB Mo YpoBHAM mogenun OSI, nx yHKUMOHaNbHbIE BO3MOXHOCTU U
NONUTUKN AKPaHMPOBaHUSA

35 Knaccudukaums mexceteBblx akpaHoB PCTIK Poccum

36 HasHaueHue n npuHUmn paboTbl NPOKCU-CEPBEPOB

37 Cuctembl 06HapyxeHus/ NpegoTBpaLLeHNs BTOPXKEHWIA: NPUHLUMNLI paboTbl U TEXHOMOMMM aHanmaa

38 Knaccudukaums cuctem obHapyxeHus BTOpXKEHUN

39 KomnnekcHble cpeactsa ceteBoi 3awmTbl: UTM n NGFW — cyHKUMOHanNbHbIe BO3MOXHOCTU U pas3nmyms

40 ®PyHKUMOHAMNbHbIE BO3MOXHOCTU 1 apXMUTEKTYpa CPEACTB MOHMTOPWHIa BHYTPEHHENO CETEBOro Tpadmka
(NTA- cuctem)

41 HasHauyeHue, pyHKLUMOHaNbHbIE BO3MOXHOCTU N apxuTekTypa SIEM-cuctem

42 CpencTBa aHanu3a noroB (XKypHanoBs ayauTa)

43 Monsatue SOC, ero HasHayeHWe N TEXHNYECKOe OCHalleHne

44 TexHonorus TyHHenuposaHuna n VPN, knaccudumkauus apxutektyp VPN

45 MpoTtokonsl VPN

46 ApxuTeKTypa 1 pexumbl paboTbl npoTokona IPSec

47 Mpotokon SSL/TLS, ocHoBHOEe ero oTnu4dne oT IPSec

48 MoHaTne BpegoHocHoro MO, BUAbI BpeAOHOCHbLIX 06BHEKTOB

49 OCHOBHblEe TEHOEHLMM Pa3BUTMA BUPYCHbIX TeXHONorun, 6ecdarinoBble atakm U cnocodbl nx obHapyXeHus

50 MNoHaTre n ocobeHHocTn APT-aTakn. 3Tanbl xn3HeHHoro umkna atakm Kill Chain

51 OCHOBHbIe TeXHOMOrMM obHapyxeHust BpeaoHocHoro MO

52 OcHoBHble koMmnoHeHTbl CAB3, knaccudukauna CAB3 cornacHo @CTIK Poccum

5.2.2 TunoBble TECTOBbIE 3a4aHus

He npeagycMoTpeHOo




5.2.3 TunoBble NPaKTUKO-OPUEHTUPOBaHHbIE 3aAaHuA (3agayu, Keuchbl)

1 AkTMBMpOBaTh/ 4e3aKTMBMPOBAaTb KOMMOHEHT 3awwmThl MHpopmaummn Secret Net Studio

2 HacTtpouTb nonuTtukn ayteHtTudgmkauumn nonb3osatenen B Secret Net Studio

3 HactponTtb nepapxuyeckme ypoBHU KOHDMAEHUMANbLHOCTU CUCTEMbI MaHAATHOrO ynpaBrneHus OOCTYNoM B
Secret Net Studio

4 HasHauuTb nonb3oBaTento npusunernm (ypoBeHb AOMycka) CUCTEMbl MaHOATHOrO ynpaBrieHuUs OOCTYNOM B
Secret Net Studio

5 HasHauuTb 06bekTy hannoBon cucTtembl METKY KOHUAEHLMANbHOCTU CUCTEMbl MaHAATHOro ynpaBrieHus
poctynom B Secret Net Studio

6 MNMpoussectn 6e3Bo3BpaTHOe yaaneHne obbekta pannoson cuctemsl B Secret Net Studio

7 HacTtpouTb aygut nameHeHusi npae goctyna anst obbekta cpannosoi cuctemsl B Secret Net Studio

8 OTo6pas3nTb cobbiTUSA 0TKA30B BXoAa B XXypHane ayauta B Secret Net Studio

9 HacTpouTtb nepapxunyeckme ypoBHU KOHMPUAEHUMANBHOCTN CUCTEMBI MaHAATHOro ynpasneHus goctynom B OC
Astra Linux SE

10 HacTtpouTb Hemepapxudeckme Kkateropmm cucteMbl MaHgaTHoro ynpasneHms goctynom B OC Astra Linux SE

11 HasHaunTb nonb3oBaTento npusunernm (ypoBeHb Aonycka) CUCTeMbl MaHAATHOro yrnpaBrieHus 4OCTYNoM B
OC Astra Linux SE

12 HasHaunTb 06bekTy haninoBon cUCTeMbl METKY KOH(pMAEHUMANbHOCTU CUCTEMbI MaHAATHOrO yrnpasrneHus
poctynom B OC Astra Linux SE

13 HactpouTb naponbHyto nonutunky B OC Astra Linux SE

14 HacTtpouTtb nonuTtuky Bxoga nonb3oBatenen B Dallas Lock

15 HacTtpouTb naponbHyto nonutuky B Dallas Lock

16 Co3gaTb HoBoOro nonb3oatens Dallas Lock

17 HacTtpouTb pacnucaHue paboTsl nons3osatens B Dallas Lock

5.3 MeToanyeckue MmaTepuansl, onpeaensiowme npoueaypbl OLeHUBaHUS 3HaHUN, YMEeHUN, BnageHumn
(HaBbIKOB M (MNTN) NPAKTUYECKOro onbiTa AeATEeNIbHOCTU)

5.3.1 YcnoBusa gonycka oby4aroLerocs K npoMexXyTo4HoM aTrectauum U NnopsiaoK NMKBMAALMMA akaaeMm4eckomn
3a[0MmKEHHOCTH

lMpoBegeHe NPOMEXyTOYHON aTTecTaumm pernameHTUPOBaHO NoKanbHbIM HOpMaTMBHbIM aktom CM6IYITA
«lMonoxeHue 0 NpoBeAeHUN TEKYLLEro KOHTPOMS YyCreBaeMoCTU 1 NPOMEXYTOYHOW aTTecTauum obydatoLmxcsa»

5.3.2 ®opma npoBeaeHUsi NPOMEXYTOYHOM aTTecTaumMm No AucUUnIIMHe

YcTHas + lMNucbmeHHas KomnbloTepHOE TECTMPOBaHME NHas

5.3.3 OcobeHHOCTU NpOBeAEHUs NPOMEXYTOYHOW aTTecTauum No ANCLUUNIINHE

I'IpomemyTquaﬂ aTtTectaunda npoBognUTCA B BUAe YCTHOIo onpoca, BpemMsa Ha noarotToBky - 0,5y4aca, BaT0 BpemA
BXOOUT NOoAroToBKa K OTBETY Ha TeopeTndeckmne Bonpochl.

6. YYHEBHO-METOAMYECKOE U UH®OPMALIMOHHOE OBECNEYEHUE OUCLUUNINHDI
6.1 YuebHasa nutepaTtypa

ABTOp | 3arnasue | MN3paTenbcTBO [og nspaHus | Ccbinka
6.1.1 OcHoBHas yyebOHas nutepartypa
ConoHckas, O. . CpenctBa 3aluThl ) . https://www.iprbooks
WHopmMaLmu HoBocubupck: C”6MpuCK”” hop.ru/117115.html
rocyaapCTBEHHbIN
yHuBepcuTeT 2021
TenekoMMyHMKauui n
MHOPMATUKN
LLaHbruH B. ©. KomnnekcHas 3awmTa https://ibooks.ru/read
WHopmMaLmu B . ing.php?
KOprNopaTMBHLIX CUCTEMAX Mocksa: ®opym 2020 short=1&productid=3
61312
6.1.2 lononHuTenbHasa y4yebHasa nuTepaTtypa
Npomos, 0. 1O.,, O.T.,[lporpammHo-annapaTtHblie TamboB: TamboBckuiA http://www.iprbooksh
CrapogyboB, K. B.,|cpeacTtsa 3awuThl rocyAapCTBEHHbIN 2017 op.ru/85968.htmi
Kagbikos, A. A. MHOPMALIMOHHBIX CUCTEM TEXHUYECKNN
yHusepcutet, 965C ACB
domuH, [. B. BawwTa NMHpopmMaLmu: http://www.iprbooksh
cneunanuanpoBaHHble op.ru/110329.htmi
aTTeCTOBaHHble CapartoB: By3osckoe 2021
nporpaMmMHble U NporpaMMHO obpasoBaHue
-annapartHble cpeacTea




6.2 NepeyveHb NpodeccnoHanbHbIX 6a3 AaHHbLIX U MH(OPMALMOHHO-CNPABOYHbIX CUCTEM

MopTtan Aans odwmumanbHoro onybnukoBaHus craHgaptoB ®depepanbHOro areHTCcTBa MO TEXHUYECKOMY
perynupoBaHuio n metponorum [OnektpoHHbin pecypc]. URL: http://standard.gost.ru/wps/portal/

OdomumanbHbIi MHTEPHET-NOpTan npaBoBon nHdopMauun (pegepansHasa rocyaapcTBeHHas nHdopMaumoHHas
cuctema) [OnektpoHHbin pecypc]. URL: http://pravo.gov.ru

OdwmumanbHbin cant deaepanbHoOn CnyXObl MO TEXHUYECKOMY U 3KCMOPTHOMY KoHTponto (PCTIK Poccun)
[OnekTpoHHbIn pecypc]. URL: https://fstec.ru/

OnekTpoHHO-6mbnuoTedHasa cuctema IPRbooks [OnektpoHHbin pecypc]. URL: http://www.iprbookshop.ru/

6.3 Mepe4veHb NULEH3UOHHOIO U CBOGOAHO pacnpoCcTpPaHAeMOoro NpPorpaMmmMHoOro o6ecneyeHus
MicrosoftOfficeProfessional
Microsoft Windows
GNU/Linux
Oracle VM VirtualBox

6.4 OnucaHme maTepmanbHO-TEXHMYECKOMN Oa3bl, HEO6XO0AMMOW ANA OCyLEeCcTBNEeHUA obpa3oBaTeNnbLHOro
npouecca no gucumnsimHe

Ayautopus OcHalueHue

CneunanuaupoBaHHas Mebenb; KOMMbOTEpPHas TexXHWKa, Habopbl AEMOHCTPaLUOHHOro
obopydoBaHusi, cnyxawuve Ana npeactaBneHus yvyebHow uHdopmauun  (CTaumoHapHoe
MynbTUMeauiHoe obopyaoBaHWE) - MynbTUMeAUHaa NPOEKUMOHHas cuctema (MynbTumeama
KomnbloTepHbIv Knacc [mpoekTop 1 akpaH). Paboune cTaHumuM, nporpaMMHo-annapaTtHble Komnnekcbl 3M; nokanbHas
BblYMCrIMTENbHasa ceTb C BbIxogoMm B WMHTepHeT, cuctema «Llenot». MHOrodyHKUMOHaNbHBIN
novckoBbii npubop ST 031M "Mupanbsa". C3UM HCLO «Axkkopa-AMA3». YHuBepcanbHbIN
[OCMOTPOBBIV Habop.
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